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HA CAMOM AEJTE BCE HE TAK 340POBO

APT

OcHoBHOU PpoOKyC
6onblunHcTBa KOMaHA Vb

B be3 counanbHOM NHXEHEPUM

C counanbHOWN MHXeHepueu

COLIMA/IbHAA UHXXEHEPUA - ATAKYIOLLLMUA METO/A, Ne1

https://www.dogana-project.eu/index.php/social-engineering-blog/11-social-engineering/94-estimates-of-social-engineering-attacks
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4TO Mbl 3HAEM O COLLMHXEHEPWIN?

g SABNIY)KAEHNA

e (CouwnanbHasa nHxeHepusa —
3TO GULLMHT, NOAKUHYTbIE
b3wky, obmaH B couceTsax,
TesiepOHHOE MOLUEHHNYEeCTBO

e (CounanbHaa MHXeHepusa — YyacTb
Knbepartakmu

o (C coumanbHOU NHXEHepPUEN
MO>XHO CTO/IKHYTbCA CAYyYamHO

e (CoumanbHas nHxeHepua
BO3MO>XHA BCEACTBNE HN3KOTO
ypOBHA Security Awareness nau
Hu3Koro 3penoctn b

(5) © 2019 NHdocucTemsl [xet

O PEAJIBHOCTD

CoumanbHasa NHXeHepus —

3TO «BeCcKOHeUHoe» KOJIMYECTBO
KOMOUHALMW TEXHNYECKNX

N HETEXHUUECKNX TEXHUK W CTpaTerum

Knbepataka MoXeT bbITb YacCTbtO
CTpaTernm coumanbHON NHXEHEPUM

CounanbHasa MHXeHepusa — BCeraa
TapretTnpoBaHa 1 GOKyCHa

CounanbHasa MHXeHepus Bcerga
AEVICTBYET OT YpOBHS Security
Awareness n 3penoctn b
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COUMANTBHAA NHXEHEPUA
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COLUMAJIbHAA NHXEHEPUA. FRAMEWORK

Social

roadmap

A
Npentndpunkaumna
ueaun Wcnonb3oBaHue

B3aUMOOTHOLUEHUA

OnpepaeneHune
NnoTeHUUabHbIX YcraHoBneHue
MCTOYHUNKOB AoBepua
C60p uHpopmaLmn T
OueHka YcraHoBneHMne
uHpopmauum KOHTaKTa
Co3paHune

B3aMMOOTHOLUEeHU

nOArOTOBKa ueaun

v

3arpy3ska Mmbicnen,
naen n KoMaHp,

l

YnpaBneHue

!

AencrBune

MonyueHne
pesynbratoB

dopmupoBaHue Bektopa
aTakm

AHanus nipopmauum —>

noAroToBkKA
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COLUMAJIbHAA NHXEHEPUA
MHOTIOOBPA3NE TEXHUK

TeXHUKN nHMymauum
eCTeCTBEHHOCTb, OCBEAOMJ/IEHHOCTb, LLLeAPOCTb

MNMepBnuHaa obpaboTka
doHoBasa obpaboTka, 3arpyska nHpopmaymm

TexHuKU npeasioros

MCMOJib30BaHMe NepCoHa/IbHbIX MHTEPECOB,
NPUMEHeHWe aManeKToB, MaxyHaunm

C TenepoHamm

TexHukmn nsBnevyeHus uHpopmaymmn
anennMpoBaHKeE K 3ro, <MCKPEHHN» NHTEPEC,
NoATacoOBKa AaHHbIX, IECTb, BOJOHTEPCTBO,
MFHOPVPOBAHME, aNKOroJb, TEXHMKA XOPOLLEro
caywaTens, TeXHMKM ynpaBaseMbiX BONPOCOB

TexXHUKn BAnNAHuA

ycayra 3a ycayry, nogapKku, yCTynkKu, MCKYCCTBEHHbIN
AeduunT, BAMSAHME aBTOPUTETOM, HOPUANYECKOE,
counanbHoe 1 opraH13aLMoHHOe, cuMnaTuA,
nocnegoBaTeNbHbIM Nepexos, NogMeHa peanbHOCTH

O6maH  MaHUNyAALUK

OTBJIEUYEHME, MOBbILEHNE
NpeAckasyeMoCT, KOHTPOb OKPYX.
0b6CTaHOBKW, COMHEeHMe, c1abocCTb,
HaKa3aHue, WaHTaX, KOMMJANMEHTbI, paboTa
No TUMY MblWAEHNA (ayaManbl-BU3yanbl-
KWHeCTeTnKmn), paborta ¢
MUKPO3KCMPECCUAMM (310CTb, OTBPALLEHME,
npe3peHve, cTpax, yamBAeHWe, neyab,
PafoCTb), MPOTUBOPEUMS, KonebaHus,
burKcauma N3MEHEHMA MOBEAEHUS, XECTb

M MUMKKa, HeBepbanuvka

HAN:

MeTa-MOAeNNPOBaHNE, BO34ENCTBUA

Ha ybexaeHusa, BO34eNCTBNE Ha
BOCNPUATNE, BO3AENCTBME 3BYKaMU,
BO3JEeNCTBNE NMHTOHALMEN, BO3AENCTBME
BepbanbHbiMK 0bpasamu, «buffer overflow»

EJEBECWRITY
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ATAKA HA CO3HAHWE N NMO4CO3HAHWE

Long-term memory:
Emotions and feelings
Habits and relationships
Involuntary bodily functions
Patterns and addictions
Developmental stages
Spiritual connection
Creativity

Intuition

shorttermmemory @ OT 95% 10 99,99% BbIUNCANTENBHOW MOLLHOCTM
MO3ra COCpeAoTOYeHbl B MOACO3HAHUN

e Oko0n0 95% KOrHUTUBHOWN AEATENBHOCTU
COCpeAOoTO4YEeHbl B NOACO3HaHUN

e (CO3HaHVe O4YeHb OrpaHnYeHo

KPUTEPUU

CO3HAHME

NoACO3HAHUE

Macca mo3ra

CKopOCTb pacnpocTpaHeHns
nMmnysnbca

= = = =
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but B cekyHay :
YnpasneHvne BocnpuaTnem u :
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17%

120-140 Mmunab B Yac

2000

2-4%

83%
Csbiwe 100000 muab B vac
400 munnnapzos

96-98%

noBefeHvem
®PyHKLMM Co3HatenbHble Heco3HaBaemeble
———— Bpems Mpownoe n byayuiee Hactoswee
[nybvHa namaTu [o 20 cekyHa beckoHeuHO
COLLMA/IbHAA UHXXEHEPUA - ATAKYIOLLLMA METO/A, Ne1
E JETSECURITY
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BO3ENCTBUE HA MOACO3HAHWE N CO3HAHUE @

CO3HAHUE

NOACO3HAHUE

ConpotuBneHue
[MocTco3HaTeNbHble NPOLECCHI — G —
HeT conpoTtuneBneHus

LlenesaBucucble npoueccsl D ——

HeTt conpotuBneHuna
[1peaco3HaTenbHble NPOoLLEeCChI €——

COLLMA/IbHAA UHXXEHEPUA - ATAKYIOLLLMA METO/A, Ne1

© 2019 MHpocuctembl [xet

Priming — oco3HaBaemMoe
BO3/JENCTBUE

LlenesaBmucnmasg aktmBaums
(Heoco3HaBaeMOe BO34eNCTBUE)

LlenHasa akTuBaums
(Heoco3HaBaeMOe BO3/EeNCTBUE)

CONFERENCE—20109



«YA3IBUMOCTU» MO3IA VS YA3BUMOCTU 110

Konnuecrso coctoaHumn >>5> Konnuecrso cocroanum NO
Mo3ra CTaHAapPTHOU NporpamMmbl
MHoO>)XecTBO BCeX COCTOAHUN Ha CTaHAapTHOM nK
I nporpamMmmbli
N\ \ / /
~ - — | 11

MHoX)ecTBO
He3anporpaMmmMupoBaHHbIX
COCTOSIHUM

MHo)ecTBO
3anporpamMMMpoOBaHHbIX
COCTOSHUU

KonnyectBo namatum
orpaHnyeHo RAM, HDD

KonnuecTtBo HeMpOHOB N KO/IMUECTBO
HEMPOHHDbIX CBA3EN

100 mnpg HerpoHoB, 100 TpaH cBA3eM n namsatn CPU
Keagpwuaanon (1 000 000 000 000 000) baut = Pasmep koga n ob6bema NaMaTN AaHHbIX
1 MnannoH rurabant = OrpaHNYMBaET KON-BO COCTOAHUM
1000 Tepabaunt = 1 netabaut nNporpamMmebl U KO-BO YA3BMMOCTEN

EJEBECWRITY
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O YEM MOWAET PEYb

NIST Cyber Security Framework




SECURITY AWARENESS VS

COLUMAJIbHAA NHXEHEPUA

Security Awareness

Maturity Model
Long Term
& Sustainment
Promoting
Awareness &
¢ Change
Compliance

Focused

@
Non-Existent

e

Metrics

(17)

YPOBEHb ‘ SECURITY AWARENESS COLUANIbHAA NH)KEHEPUSA
1 : Huuero Het : bazoBble npocrenime
! | TEXHUKWN
i i
2 | ToNbKO A9 COOTBETCTBMA | Ba3zoBsbie npocreunLume
| (bopManbHO) | TEXHUKMN
i i
3 : EcTb nporpamma : ba3oBble TexHUKK/coueTaHne
| | C TEXHUYECKVMIU BEKTOPaMU
| ECTb A0ATOCPOUHBIF NpoLiecc, |
' % P PORECC I Choxnble TEXHUKM/COoUYeTaHne
4 I SA KaK yacTb KynbTypbl |
! | C TEXHUYECKMMU BEKTOPaMM
| opraHu3aumm !
= =
| PaspabotaHbl MeTpuku SA |
5 : N OHWN AOCTUTHYThI : KomnsekcHblie onepauum
| MO BCEN KOMMaHWM |

https://www.sans.org/security-awareness-training/blog/security-awareness-maturity-model
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ATT&CK MITRE

Maintain

-

Control

Deliver

Execute

@
Exploit

‘ ' "~~~ Enterprise.--"
PRE-ATT&CK ATT&CK

Priority Definition
. Planning, Direction

Weaponize

/

-

Initial Access
Target Selection Execution

Information Gathering Persistence

¢  Technical, People, Organizational Privilege Escalation
Weakness Identification

. o Defense Evasion
¢  Technical, People, Organizational

Credential Access
Adversary OpSec ' !

Discover
Establish & Maintain Infrastructure y

Lateral Movement
Persona Development
Build Capabilities

Test Capabilities

Collection
Exfiltration

C d and Control
Stage Capabilities ommand and Contro

EJEBECWRITY
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ATT&CK MITRE

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Exfiltration Command and Control
Hardware Additions Scheduled Task Binary Padding Credentials in Registry Browser Bookmark Exploitation of Remot Data from Information Exfiltration Over Remote Access Tools
Trusted Relationship LSASS Driver Extra Window Memory Injection Exploitation for Discovery Services Repositories Physical Medium Port Knocking
Supply Chain _Local Job Scheduling Access Token Manipulati Credential Access N k Share Distributed Comp t Video Capture Exfiltration Over Multi-hop Proxy
Compromise Bypass User Account Control Forced Authentication Discovery : m:’!\ Command and Domain Froating |
E Spearphishing S‘u — Process Injection Hooking Peripheral Device | Remote File Copy Y[ Automated Collection ntrol Channel Data Encoding
Attachment Image File Execution Options Injection Password Filter DLL Discovery Clipboard Data D ncrypled Remote File Copy
Exploit Public-Facing Plist Modification LLMNR/NBT-NS File and Directory Replication ugh Email Collection Aut. tion | Multi-Stage Ch !
Application User Execution ) Valid Accounts Poisoning Discovery Removable ia Screen Capture  #” Exfiltration Over Other > Web Service
Replication Through T DxpromonTer Pri | PermissionGroybs | Windows Adminghares DataStaged N Network Medium _4 tandard
Removable Media Client Execution Signed Script Keychain Discovery Pass the Hnlh Input Capture Exfiltration Over Mﬂn’oﬂ
Spearphishing via CMSTP i W Input Prompt ocess Discovdry Third-party Soffware Data from Network Alternative Protocol Layer PPgtocol
Service Dynamic Data Exchange STSMUPTems DCSha Bash History Sy N " Shared Webfoot Shared Drive Data Transfi
Spearphishing Link Mshta Launch Daemon Port Knocking ™\ Two-Factor N Connections Discove Logon s Data from Local System Size Limits ion_|
Drive-by Compromise AppleScript Dylib Hijacking Indirect Command Authentication Sysle ser Windows Rfmote Man in the Browser Data Compressed tandard Application
Valid Accounte Source Application Shimming Execution \ Interception Discovery Manageghient Data from Removable Scheduled Transfer ayer Protocol
~ace after Filename Applnit DLLs BITS Jobs Re\gﬁm Through System Network Appligfition Media Commonly Used Port
“tion through Web Shell Control Panel Items Reniguable Media | Configuration Discovery | Deploymefit Software Standard Cryptographic
‘e Load Service Registry Permissions Weakness CMSTP InpRiCapture Application Window ssHfijacking Protocol
sgasm New Service Process Doppelganging ke Sol Discovery PopleScript Custom Cryptographic
1 File System Permissions Weak Mshta Credential Dumping Password Policy Tnl Shared Content Protocol
Path Interception Hidden Files T XervervaTIIg. R R ktop Data Obfuscation
T | hAPL | . ; LR = = = : Custom Command
Dropper \ and Control Protocol
AT T&C K T ﬂ Tt i el Cammunication
COMIAdONE)1aFpub-dac; 2 15 caforssztxqzf2nm.onion

.

B

\.
B B!

Adjust Token Privileges

DLL Payload ivilege, < gPrivileges, SeTcbPrivilege
C\Mindans DiskCryptor Client
infout. dot Schedule Tasks AN DECRYPT Console
Jo schtosks /Create (AU SYSTEM /SC ONSTART /TN rhoegol /TR e e \Desktop\\DECRYPT. Ink
“CoAMindoasi\systend2iaond, exe JC Start W\ \
| v dispesene” 10 dande Keys 88 exit User 2k Bootioader
AxBR Rosounce
XX Croate Service “csoc” NN a %
*Windows Client Side Caching DDriver™ \Waoderypt  Kernel Kemnel Component
InagePath = "cscc.dat™ GxBC Rescurce
Create Web Server
Host Files to Transfer H
Schedule Shutdown Persistence . i
fe schtasks /Create /SC once [TK drogon /SR SYSTEM ST
:.-"--'""-. O ANEndoRs \Systea3dishutdoun. exe Jr St @ 7 /ST £9:29:98 DiskCryplor Driver
H C\MEndms ',
; osum Encryption e Lateral Movement €5¢¢.dat
. Generate AES Key Host Files t? Transfer
: Mardcoded Public Key Get all adjacent IP Addresses
. . Hi GetbxtendedTeplanle
: . Sl Adjust Tken Privileges
: \WRindows Set thread tokens
H \\Progran Files Create Mimikatz and pipe Volume Encryption
\\PrograrDats CVAMINDORS oooc tip WAL Vipape\\{GUID}

s, 1D JETSECURITY
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MATPVUA MITRE PRE ATT&CK
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3rd party Buid $ocial network parsong

Priority Definition
Direction
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Raviaw logs and residual races

- skillsets and deficiancies praceises . Fyatems TV IO iR
benefis uirements infrastructure senvices infrasTucture serdces
s . Analyz: o o
Assess cumem | Necsive KITs/KIQs) Jored i Analyze social and ol | Arquing 3i use Acquire and/oruse  Chooss pre-compromised mobile #vade sutomated lbute malicious
X R, sacisl srganizational ~ N I _ - - . el e v .
holdings, nesss. and determing Conduet active szanming individual’s digta i &nd configurstan business relationsnips. Bsets and 3rd party software 3rd party software app develaper account Bulid or acquire exploits :ation security analysis frware development
X ergnestng ; skillsats 2n X
&nd wants requirements footprint = - posture ntgrasts, and afilistions . SEnvices services credentials or signing keys farmed by app stores toals
iencies
wbmit KITs, KIQs, Determine 3rd = presenc Acquire o - i
. " . . e Choose pre-compromised - < . dFollow;Con
and irtelligence Conduct passive scanning y infrasTucture Aszess targeting opticns sourced rd party | campramise 3rd party C2 protocal development est callback functionality

persana and affiliated accounts

rgets of interest

raquirements eiement capabilities signing ce: signing certficates
Elthercale Identify business Desming Devalop social network parsana) ) :-’;f‘:::’::df;‘!‘t}‘ : Test malware in vanous exe on are of software
y Busine v 10 O 8 char $0ul &8 Malw N VaNaUs exesut I Wware
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Commard-Line Interface.
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3PEJIOCTb INCIDENT RESPONSE

Maturing Strategic

Maturity

Level s Needed | Dedicated | Full-time | | Fusion
90%™ = =
I I I
BO3MOXHOCTH | KomaHaa | Oll "1- | 2-5 | ~10 | 15+
InCIdent : M oLlecchbl : . Chaouc ana ; Sngaaon ran ; *  Requirements : *  Process : *  Processes are
Response | P | relaying on | books; some | and workflow | measured via | constantly improved
| | individual heroic; | consistency I documented as | metrics I and optimized
| | reactive | «  Email-based | standards | « Minimal Threat | «  Broad Threat sharing
| : «  General purpose | processes | business process | Sharing I« Hunt teams
: I run-book : : *+ Some : *  Shift turnover :
| | © Tribal knowledge | improvement | * SlAs |
I | I I over time I |
I I | . | . | . .
| TexHoNOfMK | AV/FW/IDS | SIEM/Sandboxing | *+  Continuous | * Malware Analysis | »  Intel+IR Drives
I I [ I monitoring | + Additional I Security Program
| | I | <« Endpoint I Intelligence |« Strategic Intelligence
: : | | forensics |« IT Operation |« Coordination with
| | : : *  Tactical : integration : Physical Security
I I | | Intelligence | | Intelligence
[ .. I | . I | .
CMM >2kBuBaneHTt | Initial | Repeatable | Defined | Managed | Optimized
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NMOBbILLUEHWE 3PENOCTI CSIRT/SOC
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NcTouHnkm ++ CMDB DLP
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;‘_, napamMeTpbl NHOpacTpyKTypa napameTpbl

NcTouHnkn + z < n C31
.................................. S S
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[Mpamble cueHapum no TexsekTopam SE:
 Phishing

« Watering Hole

« Typesquoting

* Whaling Attack

¢ Baiting c————
« Piggybacking

« SMiShing

KocBeHHble cueHapuu SE:
* DLP cueHapun
* UBA cueHapun
« TBA cueHapun
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Social Engineering " Red Flags

ordinarily communicate with.

i N somecne outside my organization
and it's not related to my job responsi

erganization or Irc
: s very unusual or out of character

+ | don’t knowr the sender persnna]lyI
were not vouched for e |t
+ | don’t have a business relatienship r Your GEQ
A th ndar.
* Tt 1 unexpected or unusual email with an
embedded hyperlink or an attachment fraom
1 . i .

13
tis always safe lo cllck ohis a bt fil
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