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|IAM — He fOomKHO ObITb €AUHCTBEHHBLIM UHTErPaLMOHHBbIM PELUEHUEM

Malware protection Incident and threat management
Identity management Data monitoring
Device management
Transaction protection
Firewalls Access management Entitlements and roles
Data access control Privileged identity management
Incident response
Sandboxing
Endpoint patching and management
Vulnerabiity Contentsecurity
assessment
Criminal detection Antivirus Application security
management
Log, flowand I
Anomaly detection

Application scanning Fraud protection

Virtualpatching

€ BV seourity



besonacHOCTb — He NepuMeETP a “‘MMMYHHas cuctema’

Antivirus
Endpoint patchingand management
Malware protection

Global ThreatIntelligence

\‘4

Incident and threat management Endpoint Transaction protection

Firewalls Device management
Sandboxing Mobile Contentsecurity
Virtual patching
Network visibility
Log Wowand Fraud protection
) data analysis Criminal detection
C . Security .
Application scanning o Intelligence | Anomaly detection Advanced
Applications Vulnerability Fraud

Application security

management assessment

Incident response

m Identity Privileged identity management
Data and Entitlementsand roles

Access
Access management
Identity management

Data monitoring
Data access control

Consulting Services | Managed Services
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IlnpepctBo B 60ONLLLOM KOSTMYECTBE CErMEHTOB MO3BOSISIET B3rMsSAHYTb
Ha npobnemy wunpe

Global ThreatIntelligence BigFix
X-Force Exchange

App Exchange  w, Trusteer Apex
~ & . zSecure
QRadar Incident Forensics Endpoint MaaS360
QRadarRisk Manager
Network Protection XGS ]
SiteProtector Mobile
TrusteerPinpoint
QRadarSIEM Trusteer Mobile
Security QRadarLog Manager Trusteer Rapport
AppScang | o Intelligence | 9VATSS Advanced
DataPower Web L ~PPlications QRadar Vulnerability Fraud
Security Gateway Manager
Resilient Systems
Incident Response

Guardium Dat m Id:mjity Privileged Identity Manager
a
Key Lifecycle Manager a Access Manager

: Access
Cloud Security Enforcer Identity Manager

Consulting Services | Managed Services Identity Governance and Intelligence
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MHTerMpOBaHHbIVI noaxod no3sosder onTMMnM3npoBaTb 06LLI,I/II7I
yPOB€Hb besonacHocTy HeTtektupoBaHue BpegoHocHoro N0,
yCTaHOBKa natyen Ha ysa3BMMble MecTa,
CTUpaHue yKpageHHbIX, NOTEPAHHbIX UK
B3/TOMaHHbIX YCTPOMCTB.

YMeHblUeHNe PUCKOB, CBA3AHHbIX C
komnnanaHcom, ayautamu b

Endpoint

Mobile

Security
Intelligence

Advanced

Applications Fraud

OGHapyxeHune un Identity Brnokuposka

GrokmpoBka Data and MOLLEHHNYECTBA U

CNOXHbIX aTak Access | 3aumMTa JOCTyna K
MOHUTOPUHT NPUBUIErMPOBaHHbLIX NPUJIOXKEHNAM N IAHHBIM

Nonb3oBaTenewn ansa NoOHMMaHuA rae, Koraa
N KakKnM JaHHbIM NonyyaeTcst 4OCTyn

6 € BV security



[Mpumep: NHTerpaumna ana obHapyXeHud, npegoTBpaLleHms u

BNOKNMPOBKN MHCAUOEPCKMX aTak

Omnpaeka onoseujeHuli Onsi
6J10KUpPOBaHUSI HEa8MOPU308aHHOL
aKkmueHocmu

[eTekTupoBaHue
HeoObIYHOW aKTUBHOCTM,
OnokupoBKa 1
KOppeKTUpoBaHue
gocTtyna

MNoHnmaHwue n Security
6nokupoBaHue gocTynak Intelligence
KPUTMYECKUM AaHHbIM

Co6bITus n anepTbl 4OCTYNaK

£\ A -~
OaHHbIM TpVI6yTbI Y4eTHbIX 3annceun

N aKTUBHOCTb

MpoBepka BanuaHOCTH MPVBUITErMPOBaHHbLIX Y3
NpMBUNErMPOBaHHbIX

npae goctyna

Identity governance
and intelligence

YnpaBneHue u
CUHXPOHM3aLusi NpaB u Identity
aKTMBHOCTHU and
NpUBUNErMPOBaHHOIO Access
gocTtyna

[daHHble yY4ETHbIX
3anncen n KOHTEKCT
[OCTYMNOB Nonb3oBaTess

Data activity

monitoring Privileged identity

management

NMonb3a oT MHTErpauum

Click to activate

MpepoTBpaweHne
HeaBTOPM3OBaHHOIO AOCTyNa

OeTekTnpoBaHue
MHCaNOEepCKNX yrpos

BnokupoBaHue
HE3aKOHHOWM aKTUBHOCTU
nosib3oBaTenen

€ BV security



[Tpumep: obHapyXeHne NHCanOEePCKNUX aTtak U ynpaBrieHne puckamm

PRIVILEGED IDENTITY ACTIVITY SECURITY IDENTITY
MANAGEMENT MONITORING INTELLIGENCE GOVERNANCE

PIM npepoctaBnseT gaHHble | Guardium MOHUTOPUT U QRadar koppenupyeTt IGI npoBepsieT Ha KOHNUKTBI

BXO4a agMUHUCTPATOPOB U ayompyeTtgoctyn AaHHble 3 PIM n Guardium | SoD u 3anyckaetkoMnaHuu

Guardium moxeT npmuBenerMpoBaHHbIX ANa AeTEKTMPOBaHUS no pecepTudukaummn ons

COMOCTaBNATb UX C JaHHbIMW | norib3oBaTeneun K KpUTUYHbIM| aHoOManuMmn n ornoBeLeHns obecneyeHnsa akTyanbHOCTH

ayaouTta aktmesHoctn CYB/[ AaHHbIMB CYB[, n ONS KOpPEeKTUPYOLLEro npuBUNErMpoBaHHbLIX NpaB
onoknpyet HCl Kk gaHHbIM BO34eNCcTBUA

€ BV seourity



[Mpumep: NHTerpauna ang ynpaBneHust ypoBHEM COOTBETCTBUSA
cTaHgapTam U NpoxXoXaeHus ayauTa

Mainframe security

NMonb3a oT MHTErpauum

MOHUTOPUHI M ay TUT

Click to activate
YnpaBneHue,
AoCTynNna K BaXHbIM

AETeKTUPOBaHUE N 5

NaHHBIM I R S B e ©30MaCHOCTb KPUTUUHBIX
AOCTyNa K MeiHd pe My AaHHbIXHa ypOBHE BCEN
KOMMaHWn

JdaHHble ayouTa mn
komnnanaHca (RACF,
SAF, SMF)

MpuBenervposaHHble Y3 1
npasa gocTtyna

O6ecneyeHusi
coomeemcmeusi ObecnevyeHne BUOMMOCTHU
nosb3oeamenell

Identity governance Aoctyna K JaHHbIM
cmaHdapmam Ub and intelligence

MoHumaHmne
nonb3oBaTesIbCKOW
aKTUBHOCTM B 6a3ax AaHHbIX

Identity
and Access

MpenoTBpalleHmne p1cka
HenpaBoOMEpPHOro AOCTyNa K
BGu3Hec pecypcam

YuéTHble 3anucu i npasa

Data activity nonb3oBaTenen

monitoring

€ BV security
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[Mpumep: NpoxoxaeHne ayauTta c identity governance

CROWN JEWEL IDENTITY ACTIVITY
PROTECTION GOVERNANCE MONITORING

Komnnekc zSecure pacwmpseT
ynpasrneHune KoMmnnamnaHcom u
OTYETHOCTb AN MENHPpPENMOB AN
CcOOTBETCTBUA TPEeOOBaHUSAM U
oBHapyXeHnayrpos.

|Gl o6ecnevBaeT MUHMMATBHO
HeobxoanMmble NpuBenernm 4ocTyna B
CYB[, ymeHbLuas puck
HenpaBoOMEpPHOro AocTyna Kk 6asam
AaHHbIX U MENHMpenmam.

Guardium MoHUTOPUT M ayaupyeT
AKTUBHOCTb NPUBMNEMMPOBAHHbIX
nonb3oBaTeNen B pexmme peanbHOoro
BpeMeHn n gononHseT zSecure audit
collection and reporting ans
obecnevyeHnsA NONHOIo BUAEHUS.

€ BV seourity



[Tpumep: PasrpaHnyeHne goctyna K obrnadHbiM pecypcam Ha OCHOBE
YPOBHSA puUcKa

== = 2] WebSphere Monb3a OT MHTerpaumm
workday. )
) Office365  Google Apps E 5 3 Sha:efomt
servicenew  salesforce 0 .0..M,m, Click to activate
Cloud apps . .- Enterprise apps lMpenoctaBneHmne BbIMNOSIHEHMSA
nonutnk b kak ans nokanbHbIX
e Tak 1 Ans obnadHbIX pecypcos
ldentity
and Access
Mpo3payHbln 4OCTYN K 06GnaYHbIM
YnpaBneHue nonuTukamm Access\/ldentity [leTeKTUPOBaHNe PUCKOB W KOPMopaTnBHLIM MPUOXEHNM
MOGUILHBLIX YCTPONCTB management management [T i ERVRVETTE TGS o
Mo OWIbHBIN KOHTEKCT Ha OCHOBE KOHTEKCT MoLLeHHUYecTBa 1
pucka CKOPWHT pUCKOB
. Advanced
Mobile \ Fraud
Fraud protection \ J Jailbreak / root detection
. S .
Enterprise mobility management Malware detection Rogue app detection

1 € BV seourity



[Tpmep: 6e3onacHOCTb AOCTyNna B 3py 0brakoB 1 MOOUITBHOCTY

ENTERPRISE FRAUD IDENTITY & ACCESS
MOBILITY DETECTION MANAGEMENT

Maa53 .Oo ................................

by Fiberlink, an IBM company
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Trusteer

an IBM Company

MaaS360 + ISAM obecneunsatoT Trusteer Fraud Protection + ISAM ISAM obecneuvBaeTynpaBrneHue
Ge3onacHbIi MOOUINBHbIN OCTYN K 3almLaoT nonb3oBaTenem ot AOCTYNOM K 06nayHbIiM 1 JIoKanbHbIM
SHTepnpans pecypcam, 3awumuias MOLLEHHMNYEeCTBA C UCMOMb30BaHNEM pecypcamHa OCHOBE NMoJTy4YeHHOWN

MOOUNbHbIE YCTPONCTBA, KOHTEHT, CTPOron aytTeHTUmnKaLmnm n KOHTponsa f MHGOpPMaLNM O pUCKaX.
AO0CTYN N NPUITOXEHUS. A0CTyrna Ha OCHOBE PUCKOB, BKINOYas
AeTeKTMpoBaHue BUPYCOB.

12 € BV seourity



Mpumep: NHTerpaunsa ans obecnevyeHnss 6e3onacHoCcT Mobunusaumm
npeanpuaTUs

Enterprise mobility management Monb3a oT MHTerpauumn

JeTeKkTupoBaHue BUPYCOB, Click to activate
B3JIOMaHHbIX YCTPOWUCTB U

He6e30MnacHbIX NPUNOXKEHUN

CkaHupoBaHue
MOOUNbHbIX
NPUOXEHUN Ha

yA3BMMOCTH HaHHble o pucke, onpegeneHve
NONUTUK

YnydweHune ypoBHS MOOUITbHOM
B6esonacHoCTH

Yassumoctu MO

O6ecneyeHune cTporon _
avIeHIVbyatyianA Malware detection MpepocTaBneHvie ynpaeneHus
MOBUNLHBIX y CTPONCTB Jailbreak/ root MOOUIbHBIMW YTPO3aMU C YH4ETOM

Advanced | detection DUCKOB

KoHTekcT puckoB (T.e. Ctaryc

Applications
PP 6e30nacHOCTV YCTPONCTBA, 1 T.M.) Fraud gg%”c‘tai:rﬁ’p
Be3onacHbIn SSO ¢ MOGUNLHLIX Fraud protection
Application scanning Ha pecypcbl npeaAnpuATUA. 3almTa nonL3oBaTeneii n

OnpepeneHne PUCKOB, opraHn3auunm ot MOLLEHHN4YeCTBa

cneunduYHbIX AnA
nonb3oBaTeneun ans
ynpaBneHus 4ocTynom

Identity
and
Access

MpocTton goctyn ¢ MOBUITBHOTO K
pecypcam KoMnaHun

KOHTeKCT MOLLEHHYECTBA U
CKOPUHT PUCKOB

Access management

13 € BV security
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[Mpumep: yoaneHne 6apbepoB HA NYTU MOOUNBHON MPOOYKTUBHOCTU

APPLICATION ENTERPRISE FRAUD
SCANNING MOBILITY PROTECTION

360"

by Fiberlink, an IBM compary

Trusteer

an IBM Company

AppScan ckaHupyeT MaaS360 sawwmiaet yctporctso| Trusteer sawmiaeT KOHEYHbIX
KoprnopaTuBHbIE U1 KOHTEHT, NPUMNOXEHWS N AaHHbIE | KIMEHTOB OT MOLLEHHUYeCcTBa 1
nonb3oBaTenbckmne ModunbHele | 1 coBmecTHo ¢ ISAM BpedoHOCHOro MO Ha MOBUIbHBIX
NPUNoXeHns ans obecne4ynBaeT eanHbIA BXO B yCTponcTBax

VID,eHTI/I(*)VIKaLI,VIVI yﬂ3BVIMOCTel7I, KopnopaTuUBHbIE MPUIOXXEHUA.
reHepmpoBaHus OTYETOB 1

peKomer,au,MVl Nno ncnpasrieHno

IDENTITY & ACCESS
MANAGEMENT

ISAM cBs3bIBaET CTPOryto
ayTeHTUmKaumo Ha MoOBUMbHbIX
YCTPOMNCTBAxX C KOHTEKCTOM U3
MaaS360 n Trusteer ons
pacLUMPEHHOrO KOHTPONS
AOCTyna v aBTopm3aumm Ha
OCHOBE PUCKOB

€ BV seourity



The way to think about security for the cloud

u®

100+ IBM
Offerings

S
‘ PaaS g2
- < O ¢
® o | o o (] ®
o ®1¢ ®
Manage Access Protect Data Gain Visibility
“Cloud gives me a single ‘APIs and pre-configured “Centralized logging

choke point for user access — policies allow me and auditing interfaces

it provides much more control.”} fo be more pro-active.” let me hunt for attacks.”

{111, {1 e |

Private Cloud

nlon
° AN

Traditional Enterprise IT External Stakeholders

Public Cloud

15 € BV seourity



[Mpumep: NHTerpauma ana bnokmposanua APT aTak

Network Incident Endpoint Malware

protection forensics management protection Monb3aoT UHTEerpauuum

PeKoHCTpyKUMA aTakm
M onpepaeneHue

yKpaAeHHbIX AaHHbIX

3awmTa oT BUPYCOB U

YTEUKM YYETHBIX

. Click to activate
3anucemn

MonHbIN ceTeBon
Tpaduk no B3nomy

Co06bITMS 0 BUPYCHbIX
3apaKeHnsax

lNpepoTBpalleHne
MNposepka naTtyen MO
MNpenckasbiBaHve u Vulnerability
npenoTBpalleHve management
ysSi3BUMOCTEN

[aHHble o naTyax Ha APM

SIEM
Be3onacHOCTL CETEBOro Koppensums 4ns onoseLeHus o
Tpadchuka un Security HeCcTaHOAPTHOW aKTMBHOCTU
GNOKMpOBaHWUe PUCKOBbIX Intelligence nonb3osatenenu CYB[,
NpURoXeHUN CO3/JaHu1e KapaHT1Ha Ha YPOBHeE CET!

[eTekTnpoBaHue

CeTeBble NOTOKA Threat

research

OTBeTHas peakuus

Acnonb3oBaHue
BnokupoBaHue nccrnegoBaHun
ncnons3oBaHusa CYB[l

Data MoGanbHble JaHHbIE O
activ_ity ' Yaszsumoctu CYb[ YSI3BUMOCT 5IX Emergency
monitoring Response Services

16 € BV security
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BREAK-IN
Remote employee
triggers drive-by
download

Apex prevents
malware installation,
sends eventto QRadar
for correlation, shares
informationto X-Force
and XGS for corporate-
wide network
prevention

LATCH-ON
Internal system infected
as partofabotnet

XGS blocks traffic with
bad reputationand
sends flowsto QRadar
foranalysis

EXPAND
Targetedinternalemail
sentto high-profile
employees

Third-party email

Example: Disrupt the attack chain in real-time

GATHER
Authorized system
attempts to access
resources

EXFILTRATE
Persistent attackers
quietlysiphoning
outdata

5

QRadaralerts on

security productdetects | abnormaluserand

the presence ofa
malicious attachment,
shares eventsto
QRadar andenforces
a quarantine rule atthe
XGS

database activity
from a targeted host

QRadar anomaly
detection identifies
infected machines,
sends a quarantinerule
to XGS for blocking,
while incident forensics
allowsfor analysisof
stolen data

€ BV seourity



[Mpumep: NHTerpaunsa ona 6e3onacHoro BHeapeHust obriadHoro
gocTtyna

ncrnonb3oBaHue obnadvHoro MO

Mobile device
security

Pepnpekumsa MobunbHoro
Tpadcpuka Ha obnavHbIN
NpoKcu

AKTMBHOCTb NONb30BaTEN4,

18

ObecnevyeHue BUAMMOCTHU B

Cloud

Mcnonb30BaHUM 06NakoB Security

MeTpuku n gaHHble No
NCMOJTb30BAHMIO 1 YIPO3aMm

ansobnakos
YnpaBneHue yrposamu u

BblMOJIHEHUEe NOJIUTUK Ansd
KpOCC-Oﬁﬂa'-IHbIX AaHHbIX

Security CobbITus, gaHHble IPS, nom,
Intelligence | HapyLeHWe NONUTUK 1
Threat aHomanmm
research “Secure

e Keﬁr;e;(hk
/ Google workday \
O e/

Be3onacHbIn goctyn k SaaS
MO TpeTbUX CTOPOH

KaTanor paspeluéHHbIX
o6nayHbIX PECYPCOB 1
oby4eHne nonb3oBarenen

SIEM web gateways

Firewalls and intrusion
prevention system

Access
management

Identity
and
Access

Identity
management

Federation
management

Nonb3a oT MHTEerpauumn
Click to activate
ObecnevyeHne BUOAMMOCTM Ha

[EencTBna Nornb3oBaTenen B
obnayHom NO

PaCLumpeHme KOHTPOJIA

AO0CTyna n y4eTHbIX 3anucen
Ha obnayvHble NPUNOXeHNS

Koppenaumsa obnayHbix
cobbITMn ona

npeaoTBpaLLEeHUst yrpo3s u

€ BV security
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Example: Help securely deploy cloud services

Security intelligence correlates cloud
events to provide discovery and
visibility into cloud app usage, using X-
Force risk scoring for thousands of
applications and a continuous stream
of cloud activity data

IDENTITY & ACCESS
MANAGEMENT

IBM
@ Cloud Security
Enforcer

Identity and access enables federated
single-sign to approved cloud apps as
well as policy enforcementto control
access to unsanctioned apps

DATA & THREAT
PROTECTION

XGS providesintrusion prevention
capabilities (threat signatures, network
analysis, and zero-day protection) to
protect againstcloud-related threats,
while Guardium protects data activity in
the cloud

€ BV seourity



G IBM Security

THANK YOU

www.ibm.com/se




