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O komnaHuum SailPoint Technologies

KomnaHuna SailPoint Technologies — aTto Begywimi
He3aBUCUMbIN NOCTaBLUUK peLUeHUn Mo ynpaBreHuto

yYeTHbIMM  3anUCSMU U MOMb30BATENbCKUM
AOCTYMOM, ynpasneHuio AOCTYMNOM K
CTPYKTYPUPOBaHHbIM U HECTPYKTYPUPOBaHHbLIM
AaHHbIM,  KOTOPLIA MOMOraeT opraHuMsauusiM Mo

BCEMY MUpYy Ge3onacHO U 3aPeKTUBHO ynpaBnATb
nonuTMKamMn [OCTyna K [OaHHbIM  PasnU4HbIX
NPUNOXeHUn ¢ nobbiXx YCTPONCTB, B TOM 4uUcre u
MOOUNBHBIX, pacrnonoXeHHblx kak B WO, Tak n B
obnayHowm cpene.

@ SailPoint
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@ SailPoint

MANAGING THE BUSINESS OF IDENTITY

v'Komnanusa SailPoint Technologies 0bina ocHoBaHa B 2005
roay.

v'lUTtab-kBaptupa SailPoint pacnonaraetcs B . OCTUH, wTaT
Texac, CLUA.

v'PewweHnsa komnaxHum — ldentitylQ n SecuritylQ — 3aBoeBa
MHOrOMUCMEHHbIE Harpagabl W NPOYHO YTBEPAMIUCH
nMaupyrowmnx  Mno3uuMax B CPaBHUTESNbHBIX O

PENTUHIOBLIX aHANUTUYECKNX areHTCTB.

v'PelueHus ncnonb3yeTcd opraHn3aumndamm no
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SailPoint IdentitylQ

PeweHne SailPoint IdentitylQ — 3TO NOMHOCTbIO

MHTErpnpoBaHHOE peLlleHne,

obecnevmnBatoLlee

aBTOMaTNU3NPOBAHHYHO CepTI/Id)I/IKaLIMIO npae A[OCTyMa, ynpaBreHne TrMnoJIMTMKaMn " pPUCKaMun, 3arnpochbl
OOCTyna, ynpasneHue naponamMmm n npoBMXKMHUHL, a TakKXe aHalimTUuKYy, SCb(beKTI/IBHO ncnone3dywuiee eqnuHyro

nnaTdopmy ana obecneyeHus obwen 6asbl JaHHBIX O POSIEBON MOAENN, MOAENN pUCKa N NONIUTUK.

Kntouesble koMnoHeHThI IdentitylQ BkroyatoT B cebs:

* IdentitylQ Compliance Manager - MeHegxep COOTBETCTBUA NONUTUKAM

» IdentitylQ Lifecycle Manager - MeHepxep YnpasneHus >KnusHeHHoIM Linknom
» IdentitylQ Identity Intelligence - UHTennekTyanbHas AHanutuka

» IdentitylQ Governance Platform - lNnatgopma KopnopaTUBHOIO ynpasneHus
* Integration Modules - Mogynu uHterpaumm

° ]
@SOIIPOII‘I'I’ Copyright © SailPoint Technologies, Inc. 2016 All rights reserved.

IAM Solution Modules

Compliance Manager

Access Certifications
Policy Management
Audit Reporting

Lifecycle Manager

Access Request
Provisioning
Password Management

Unified Governance Platform

=

SEL
T

Integration Modules

-
=
‘: é
3rd Party T Service
Provisioning Management

N

Mobile Device
Management

IT
Security




SailPoint 3aHMMaeT Ha pbIHKe NMMAUPYIOLLYO MO3ULUIO

no oTvyeTamMm BeAylLUNX aHAJIMTUKOB
Gartner Magic Quadrant for Identity Governance and Administration, 2013/2015
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OT4yérTbl BegyLwmx aHanuTuKos 3a 2016 rop,
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IdentitylQ — 0630p, cxema nanuUeH3UpoOBaHUA

' ' WUHTennektyanbHasn
aHanuTHKa Mnardopma ynpasneHus
YnpasneHue V
cooTBeTCTBMnEM %
CepTtudumkauus/ O é
ATtTecTtauus pocTtyna, '
YnpasneHue nonuTMKamm, MNepconndumumpo- P
AyAUT U OTYETHOCTb BaHHble NaHenu enakTop Mogenb Xpanunuwe
ynpaeneHus GusHec- nonuTuK 3anucen
npoueccos
AHanutuka OT4yeTHOCTbL é
‘ Ponegas Mogenb KoHHekTOpbI
YnpasneHue mopens puckos  KPpecypcam

KN3HEHHbIM
LIKINOM
MNopTtan camoo6cnyxmBaHus

YnpasneHue naponsamm,
YnpaBneHus cobbITuAMM
U3HEHHOro UMKna

WHTterpauma ¢ apyrumn  MHTerpaums ¢ Mob. YT-6eszonacHocTb YnpaBneHue
cuctemamm pocrtyna TEeXHOMOornAMMn NT-cepBucamm

@ SailPoint
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BusHec
pyHKLMOHANBbHO

SailPoint Identit
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& Vicnpaenenme CobnroaeHune Monutuk

AHanuTtuka
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Mbkoe \
BbIMOJIHEHUEe
N3MEHEeHUn

Camoo6cnyxuBaHue

SailPoint IdentitylQ: ®oKyc Ha busHec-nonb3oBaTeneu
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EanHcTBeHHOE Ha pbiHKe «KomnnekcHoe peweHue IAM»

PeweHue SailPoint IAM

Onbim 1 nonb3o08amerisi

UHmezpupoeaHHbIe
npusnoxeHus

lTocmpoeHo Ha
npocmolti nnamgopme
ynpaerseHusi

1 npoz2paMmHbIlL cmek

1 annapamHbIli cmek

KomnnekcHoe peweHune

= =8
=

r=—=

@SailPoint
IAM Suite

Compliance

Provisioning

Access Management

Pa3po3HeHHbIe

uHmep@elcsbl

Pa3po3HeHHbIe
npunoxeHusi

Pa3po3HeHHbIe
XpaHunuuwa

3X npoepaMMHasi
nnamgopma

3X annapamHsbie

cpedcmea |\
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KoHuenuua Poneson mogenu ldentitylQ

busHec pornb A busHec posnb B

IT Ponb A IT Ponb C

I'T Ponb A IT Role B

@SailPoint



KoHuenuuna moaenu Puckos ldentitylQ

busHec ponb A busHec ponb B
270 750

IT Ponb A IT Role B T POJ'Ib A
250
- MpaegErpll T | MpangrT

400
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OCHOBaHHbI Ha pUCKax Noaxoa K COOTBETCTBUIO

C oueHkon puckoB KomnaHust MOXeT COKYCUpOoBaTbCA Ha NOfb30BaTeNsaAX «No MHTeEpecamMm»

I'Ipoq)vmb HU3KOro pucka I'Ipocbvmb BbICOKOro pucka
+ [MpuBunernn Ha YTeHue * VIameHeHus unu HoBble Y3 + Cupotckue Y3 * [lpocpoyeHHbIN BO3BpaT
* be3 nsameHeHun * Mdrkue HapyLLleHNs NONUTUK  lMpuBunernpoBaHHble Y3  « [locTyn K
* HeT HapyweHust nonntuk » [ocTyn K BbICOKOPUCKOBbLIM * AKTMBHOE HapyLueHve BbICOKOPUCKOBbLIM
* Het poctyna k NPUMOXEHMAM NOMNUTUK NpunoxeHuam 6e3
BbICOKOPVICKOBBIM MPUIIOKEHUSIM + 301< dakTop pucka <600 * lMNpocpoyeHHas ofo6peHus
» ®akTop pucka <300 cepTudukaumns » dakTop pucka >601
+ + I
Kpatkne
e s B e

HopmarbHbIn
NoOpPAa0oK

I cepTuukaumm L

MaccoBas
cepTudmkaums

=& =S

@ SailPoint



Mpumepbl HTEpdencos

Access Review Details

Decisions RecentChanges Employee Data Risk Data

@ Approve All Revoke All () Delegate All () Clear Decisions @ 7 unsaved change(s)

%) Allow Exception @ Delegate - Action Required

Legend, 'nppmve nmm- mmm«mm

Roles

Role Description

J Accounting General Access # [new] 3%+ General access required for basic accounting functions. This IT role contains access to general file shares, the portal and basic
:

Role Hierarchy Account Details

Role Hierarchy Role Details
PliccosolSenerl Socess Name: Accounting General Access
@06 @ : g
= . ew Type: Iy
Owner: Lori Fergusen

Description: General access required for basic accounting functions. This IT rele contains access to general file shares, the accounting portal and basic accounting appilications.
Acquired: Detected
Contributing Entitlements

Entitlements on Active Directory account Henry.Butler
Value(s) on member0f
Grants basic accounting access to the internal Accounting System @

1 Treasury Analyst v J; Assist in executing foreign exchange tr i and maintai current position report.
Page |1 | ofi 2 | Show (15 | & | items Displaying 1-2 of 2
Additional Entitlements
Application Account Name Attribute Entitiements
Active Directory v Henry.Butler v - memberOf TR Currency @
TRAKK W Henry Butler % capability approve
capabilty input
capability reject
capability super
Page |1 | ofi 2 | Show (15 | & | items Displaying 1 -5 of §

Back Save Changes Cancel Changes Show identity view| @ Show entitiement values

© Capyright 2015 SaiPoint Technolgies - Al ighis reserved.




BbusHec kenc — BHegpeHue ldentitylQ B komnaHum Henkel

Hemeuknn XmuMmnyecknim KoHLUEPH, MUPOBOM NUAEP B NPOM3BOACTBE aAre3nBoB.
[MpucytctByeT B 125 cTtpaHax, 170 3aBoaos, 21 R&D ueHTp.

[MpoekT BHeapeHua ldentity & Access Management Ha pelweHun Sailpoint IdentitylQ

« Managed identities > 90’000 (internal and external)

-+

« > 60 systems connected to IdentitylQ

« > 450’000 individual accounts for various systems

@ * > 5’000°000 access rights based on individual accounts
. « > 2'500°000 changes annually

* Project timeframe: 2014 - 2015
@SOiIPOin'I' Copyright © SailPoint Technologies, Inc. 2016 All rights reserved.



BbusHec keuc — BHeapeHue IdentitylQ B Volkswagen Group

HemeLukun aBToMoOunbHbIN KOHUEpPH. Npon3sognt > 9 MnH. aBToMmobunen B rof.
3aBogbl B 100 cTtpaHnax, nepcoHan > 540’000 4yenoBek.

[MpoekT BHeapeHua ldentity & Access Management Ha pelweHun Sailpoint IdentitylQ

« > 2 million identities VOLKSWAGEN

IIIIIIIIIIIIIIIIII

* > 4 million entitlements

é « > 3,000 connected systems po—

@ « Sailpoint IdentitylQ — Identity Management System 3

PORSCHE

. » Automated provisioning module

* Project timeframe: 2012 - 2018
@SOiIPOiI‘I'I’ Copyright © SailPoint Technologies, Inc. 2016 All rights reserved.



ldentitylQ — TexHn4yeckaa nHcgpopmauums

nOAAep)KVIBaeMbIe I'InaTd)Oprl Ansd pa3BeprTbiBaHUA

 Platforms « Databases

- IBMAIX 6.1 and 7.1 - MySQL 5.5 and 5.6

- Red Hat Enterprise Linux - Oracle 11g R1 and R2,
5and 6 12¢

- SUSE Linux Enterprise - Microsoft SQL Server
Server 10 and 11 Enterprise 2008 R2 and

- Solaris 10 and 11 2012

- Windows Server 2003, - IBM DB2 9.7 and 10.5

2008 R2, 2012, 2012 R2

° ]
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ldentitylQ — TexHn4yeckaa nHcgpopmauums

HOAAep)KVIBaeMbIe I'InaTd)Oprl Ansd pa3BeprTbiBaHUA
* Application servers

= Apache Tomcat 6.0 and 7.0 « \Web Browsers

= QOracle WebLogic 11g (10.3.x) and » Firefox ESR v.31

12c = Google Chrome v.30+

= |[BM WebSphere 8.0 and 8.5.x = |E version 9,10 and 11

= JBoss Application Server 7.3 and = Safari 7

7.4 (included with Enterprise Application « Mobile Browsers

Platform 6.2, 6.3 and 6.4) = Android 4.3 and 4.4 on Chrome

« Java Platforms » {OS 8.1 using Safari

= Sun, Oracle or IBM JDK 6, 7 and 8 = Windows 8.1 using IE

= Oracle JRockit JDK for Java v.6 = Native browser Blackberry 10.

= |IBM WebSphere 8.0 and 8.5.x
Note: OpenJDK is not supported

° ]
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ldentitylQ — TexHn4yeckaa nHcgpopmauums

KoHHeKTOpbI B cTaHaapTHOU noctaBke (1 n3 3)

@ SailPoint

« Databases

IBM DB2 for Windows
- JDBC
- Microsoft SQL Server
- Oracle DB
- Sybase DB

» Directories

- Critical Path Directory*
- LDAP
- LDIF*

- Lotus Notes (Domino Includes
SameTime)

- Microsoft Active Directory

- Microsoft ADAM

- MS AD LDS on Windows 2008
- Novell eDirectory

- Open LDAP

- Oracle Internet Directory

- Red Hat Directory Server*

- Sun Java Directory

- |IBM Tivoli Directory Server

PR

= Enterprise/Vertical Applications

Epic

Cerner

GE Centricity

Oracle Applications
Oracle E-Business Suite
Oracle HRMS*
PeopleSoft Financials
PeopleSoft HRMS*
PeopleTools

Remedy AR System
SAP CUA

SAP Enterprise Portal
SAP HR

SAP Solutions

Siebel

« Other Systems

BMC ITSM

Delimited / Flat File*
Logical Application*
Microsoft Exchange
Microsoft Lync Server
Microsoft Project Server
Microsoft SharePoint
RSA Authentication Manager
SCIM

SQLloader

Tivoli Access Manager

* Read only connectors




ldentitylQ — TexHn4yeckaa nHcgpopmauums

KoHHeKTOpbI B cTaHA4AapTHOM noctaBke (2 u3 3)

@ SailPoint

+ SaaS Connectors

T

Amazon Web Services |IAM
Box.Net

Duo

Google Apps

GotoMeeting

Jive

Microsoft Exchange Online
Microsoft SharePoint Online
Microsoft Office 365 (includes Lync)
NetSuite

Rally

RemedyForce
Salesforce.com
ServiceNow

Tenrox

WebEx

Workday*

Yammer®*

* Operating Systems
- AIX
- IBM i-Series (AS/400)
- Red Hat Enterprise Server
- SUSE Linux Enterprise
- Solaris
- Unix*
- Windows Server

* Mainframe Security Facilities
- CA-ACF2
- CA-TOP Secret
- Generic Mainframe*
- RACF

* Read only connectors




ldentitylQ — TexHn4yeckaa nHcgpopmauums

KoHHeKTOpbI B cTaHAapTHOU noctaBke (3 3 3)

* Governance Connectors

Service Desk Integration Modules

- Same connectors as provisioning - BMC Remedy
- Additional read-only connectors . ServiceNGw
* Open VMS
« BEAALES - HP Service Manager
+ Yammer
* Delimited File « IT Security Integration Modules
* LBIF - HP ArcSight
* Rule-Based
« XML
» Activity Collectors
 Provisioning Integration Modules - Flatfile
- BMC Identity Manager - Mainframe SMF
- IBM Tivoli Directory Integrator - StealthBits
- |IBM Tivoli Identity Manager - Windows Event Log
- Microsoft Forefront Identity Manager - UNIX Syslog

- Novell |dentity Manager
- Oracle Identity Manager
- Oracle Waveset (Sun Identity Manager)

° ]
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IdentitylQ Connector Factory




NMpeumywiectBa peweHus ldentitylQ

« ldentitylQ siBnsieTca equHON, LENOCTHOW CUCTEMON YNpaBneHns y4eTHbIMU 3anucsaMuy 1
LOOCTYMNOM K AaHHbIM, He TpebyoLLen NHTerpauumn Mexay KOMNoHeHTamMu.

« ldentitylQ nérko maclwTtabupyetcs noa noTpeGHOCTM NpeanpusTust nboro maclitaba;
9TOT npouecc obecneyunBaeT cneunanbHas KomaHaa akcnepToB Sailpoint; ycnewHbln onbIT
BHEAPEHUS Y KPYMHbIX 3aKa34nKoB.

« ldentitylQ moxeT GbiTb ObICTPO BHEAPEH HA CTAPTOBOM YPOBHE C MOMOLLbHO
cneumaneHblx nporpamm RDP (Rapid Deployment Process), koTopbiv BNOCNeaCTBUN

TpaHcopMupyeTcsl B YCTAHOBKY MOSTHOLEHHYO NMPoayKTUBHYK cpeabl IdentitylQ ntoboro
mMacwTaba.

« ldentitylQ nmeet eanHbIi Web nHtepderic
nosib3oBaTens, aBToMaTU4YECKN afanTUpyoWmMnNca nog,
9KpaHbl MOBUIbHbLIX YCTPOWUCTB C Maron guaroHarbto.

° ]
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SailPoint SecuritylQ

UcTtopusa: 15 nonsa 2015 r. komnanusa Sailpoint npuobpetaet Whitebox Security
PeweHne Whitebox Suite nony4aet HoBoe nmsi — SecuritylQ

Knaccudmkauuma: Enterprise Data Access Governance — KopriopaTMBHoe
peLleHne no ynpasieHUO U KOHTPOIO 4OCTYNa K HECTPYKTYPUPOBAHHbLIM JaHHbIM

HecTpyKkTypupoBaHHble AaHHbIe: pannbl B pa3gendemMblx narnkax, CeTeBbIX
XpaHunuuwax, obnadHbix cepBmucax U Ha KopnopaTueHbIX noptanax MS
Sharepoint, coobuweHns anekTpoHHoOW novtel MS Exchange.
Tekywiasn Bepcusa: 4.2, nara sbinycka — 19 anpena 2016 r.

° ]
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3alwmuTa HeCTPYKTYPMPOBAHHbIX AaHHbIX

NMoyemy eé HenpocTo obecneynTb?

(] (]
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Kak moxeT nomoub pewieHune SailPoint SecuritylQ?

[TocpeacTBOM MHTYUMTUBHO MOHATHOrO rpadpuyeckoro uHtepgenca m cuctembl
oTyeToB SecuritylQ no3BOMFAET BbLIMOMHUTL TLLATESIbHYKD NPOBEPKY U ayauT
NCNOMNb30BaHUA OAaHHbIX N OTBETUTb Ha TakMe TUMNYHbIE BOMPOCHI:

« KTO nmeet gocTtyn K aTon nanke?

é « Kakve gaHHble 4OCTYMHbI 3TOMY NOfb30BaTENO?

O

» Kakve gaHHbIe N Kak AaBHO nepecrasim ObITb aKTyaJ'IbeIMI/I?

« KTO OTKpbIBan He npuHaanexaBLnii eMy LUK SNEKTPOHHOWM NoYTbI?

* KT0 nameHun coctas rpynnel nonb3osartenen 8 AD?

° ]
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SecuritylQ — 0630p, cxema AnLEH3UPOBAHUA

LleneBble cuctemsl

XpaHeHue KpUTUYECKN
BaXXHbIX AaHHbIX

Be3onacHocTb

. YnpaBneHue AOCTynom
Aoctyna
.—4 — K HaHHbIM? O6wme nanku
v
q =
—_—
BusHec- @ b’ @
MHTepcenc n OnoselyeHuns OGHapyxeHue u MopenupoBaHue
porHosupoBsaHue . .
M naHenu ynpasneHus Bs::;::zM Knaccudukaums AaHHLIX nonuThK Active Directory
-~
|
NI/ E KopnopatuBHas
MonHoTa  Ceprycpukaums  3anpoc Ananus npas  MOHMTOPUHT BuiGop no4ra
AOCTYNa  noop nocryna  AOCTYNa AocTyna aKTUBHOCTM B gpapgenbua
peanbHoOM AaHHbIX
AAMUHUCTPATUBHbLIN Bpemenu KopnopatuBHsiie
MHTepdenc nopTansbl
BusHec-pecypchbl
Bu3Hec-KoHTeKCT Ob6nayHble
pecypchl

‘;l Huma,,lR|!sgm\:e| IdentitylQ

@ SailPoint



PyHKUnm SecuritylQ

HarnsgHocTb oToGpaxeHus, Npo3pavyHOCTbL NpeaocTaBnsieMon uHgopmauum

Mouck n knaccucpunkauma faHHbIX

/F,D,e XPaHUTCA KPUTUYECKN BaXHaA VIHd)OpMaU,I/IFI?

y
h—‘
y
h.——i

CnuaHusa /TlornoweHus

AHanus npas gocTtyna MpenoTBpalleHue aTak

BoccTtaHoBneHue
nocrie aTtak

KTO 1 K Kakum gaHHbIM UMmeeT ,D,OCTyI'I?

CooTBeTCcTBUE
noriuTuKam

\KOHTpOﬂb aKTUBHOCTMU Nnorib3oBaTesieu ﬂ
[ ]

KT0 1 korga oTkpbIBaeT hansibl?

° ]
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NonHoe oTcnexuBaHue HECTPYKTYPUPOBAHHbLIX AadHHbIX
Cucremsbl, ¢ KOTOpPbIMU UHTErpuUpyeTca SecuritylQ

4% Windows HITACHI EMC “

NetApp-
B> SharePoint E Exchange  windowsserver Ol
Active Directory Drophox

J office365  DOX &

Google Drive
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BbusHec keuc — BHeagpeHue SecuritylQ B KOHUepHe Fiat

TpaHCcHaLUWOHarnbHbIM aBTOMOOUIBbHLIN KOHLIEPH. [MpeacTtaButensctBa B 40 cTpaHax.
[MponsBoguT > 2 MnH. aBTomobunen B roa. Peanusyet npoaykuuto B 150 cTpaHax.

KoHkypc, B KoTOpoM yyactBoBanu Sailpoint, Varonis, Symantec

« > 300°000 users

-+

 Continuous monitoring of every access with real-time
alerts on unauthorized access to sensitive data

 360° visibility into permissions across all the monitored
@ applications with periodical compliance controls for
eliminating stale and overexposing access

- Data Owners Identification and independence in protecting

o their data
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UHTerpaumnsa IdentitylQ n SecuritylQ
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UHTerpaumnsa IdentitylQ n SecuritylQ

SecuritylQ — HOBble BO3MOXHOCTU [“aa

IdentitylQ @SecuritylQ
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KomnnekcHoe peweHue ldentitylQ + SecuritylQ

Sensitive Data

: Identity Centralized Identity Context
Discovery Context
Data Classification Entitlement Cataloging
Targets & L
Effective Access o Permissions O Ce”'f'csg‘:{?eis’%cess
Research S\ ;‘
Data Owner E Normalization - Role, Policy
\ S & Cleanup - & Risk Management
Analysis o c
A N lizati (b} Q Access Request
ccess Normalization ) Activity E
Alerts Enterprise Provisioning

Event & Alerts
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NMpeumyliecTBa peweHusa SecuritylQ

« SecuritylQ obecneunBaeT BCeoGbLEMMIOLLNIA NOUCK, KraccuduKaLuio AaHHbIX;
MOHUTOPWHI OOCTYNa K HECTPYKTYPUPOBAHHBLIM OaHHbIM, XPaHALLMMCS Kak BHYTPU
opraHu3auuu, Tak n B obnake.

« SecuritylQ c nérkoctbto 06ecne4nBaeT COBMECTHOE MCMOMb30BaHMEe OaHHbIX C
peweHusamm |IAM komnaHuu SailPoint ona ueHTpann3oBaHHOrO agMUHUCTPUPOBAHUA U
yrnpaBneHus BCEMU MPUNOXEHUAMN U JaHHbIMU NPeanpUATUS, Kak CTPYKTYPUPOBAHHBLIMN,
TakK U HECTPYKTYPUPOBAHHbLIMM.

« SecuritylQ moxeT 6bITb pa3BEpPHYT B KpaTyailumMe CPOKU, C BbICTPOI MHCTannAUMen
KOHHEKTOPOB, B COOTBETCTBUM C NyHLUMMM NMpPaKTUKaMn B cpepe MOHUTOPUHra n
KnaccuuKkaumm gaHHbIX, NPSMO "3 Kopobkn®. (=

« SecuritylQ He okasbiBaeT HEraTUBHOIO
BINUAHUS HA NPOU3BOAUTENBHOCTL LIENeEBbIX CUCTEM.
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Cnacu6o 3a BHuMmaHue!

@SailPoint



