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Kak uameHunacob cetb? j%

*  Wcnonb3oBaHne mobusabHoro agoctyna (npwu
nomowm VPN, cmapTdOHOB, N1aHLLIETOB U T.NM.)
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Ot IP-agpecoB 1 NOPTOB K NPUNOXKEHUAM

A Bbl 3HaeTe Bce CBOU NPUNOXKEHUA B ceTU?
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KakK nameHuUAnUCb aTaku? j

I'IPOJJ,BI/IHVTbIE ATAKH 3ALLUMTA HA OCHOBE CUTHATYP U PEMYTALUM

|ps/ / TexHUKM 06Xxo0pa cTanm

Web
Gateway AOCTYNMHbIM UHCTPYMEHTOM

-
MackupoBka nop g~
NneruTMMHoe /

Npunoxexne / - 7*:,) Bupyc ana KOHKpeTHoOro
- Anti

YHUKanbHoe
BPelOHOCHOE
MO (akcnnor)

Firewall " Virus nonb3osartensa — 370 He
Ncnonb3oBaHue Email ' daHTacTMKa I
METO/0B ‘c Gateway : :
coumanbHou '
NHXeHepuu

CeTb KOMNaHUU

«JKCKMHO3UB»
0119 BaLLen
KOMMNaHWuu

/ﬁ\ bonblwe yem 6e3onacHOCTb © 2016 NHdocucTembl ket ‘ 5 i




Check Point Security Report 2015 j
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3awumTa ot APT no Gartner j@%
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Where to Look
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Network Traffic Network
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MecoyHunubl nnu Style 3

MNecouHuua (Sandbox)

AUHAMMUYECKUUA AHANU3
O6Hapy)xeHue usMmeHeHUM peecTpa
O6Hapy»xeHue ceTeBbIX
KOMMYHMUKaLUi
O6Hapy)XeHue aKTUBHOCTH
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SVM ot NSS Labs (August 2015) j@}

Breach Detection Systems (BDS) Security Value Map™
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Check Point SandBlast j%
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Where to Look
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KomnoHeHTbl  an3anH NBA-pelueHus j%
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Kak paboTtaetr NBA j

C60p 1 aHaNU3 NOTOKOB
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IDPS Sensor

T Special Publication s00.04  ouide to Intrusion Detection and
Prevention Systems (IDPS)

Recommendations of the National
Institute of Standards and Technology
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Balancer Peter Mell
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Information Technology Laboratory
Mational Institute of Standards and Technology
Gaithersburg, MD 20899-8930

|February 2007
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Network
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Management Console
Server

Figure 4-3. Passive Network-Based IDPS Sensor Architecture Example
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NBA — 370 He TonbKo NetFlow
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BbisiBneHue 60TOB

1. AHanu3 exoasawiero u
ucxogawero tpadpuka

2. BbiaBneHue 3apa*keHHbIX
XxoctoB-60TOB
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A B uem npesn pewieHma?

UHTenneKTyasnbHaA 3aLliMTa OT COBPEMEHHbIX aTaK — 3TO:

1. YnobHo, pa3BaneKkatesibHO U KNPUKOJ/IbHO»

e HoBas nonesHaa «UrpyLwKa» B pykax cayxbbol Ub

2. NMone3HO U BbIFOAHO

® BO3MOXHOCTb NOKa3aTb CBOK 3HAYMMOCTb nepej pyrosoacrsom

3. 3ddPeKTnBHO U oCTPO HeobxoaAMMO

® ANnbTepHaTUBLI HET
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Mpumep coueTaHnA cTUNEU 3aLLUTDI j%

Email Web Files Style 4
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