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“Mup smo onacHoe mecmo
0719 HCU3HU; He U3 — 3Q 3/1bIX
atooel, a u3-3a mex, Kmo
Hu4ye20 He denaem no
amomy nosooy.”

— Albert Einstein




CeroaHs

B OAWH KAUK Bbl MOXeETe

[MOOBLATBCA CO BCEM MNPOM

CRKAYATb 3HAHNA BCETO
HEJTOBEHECTBA

PABOTATb, NMPOLAABATH U
[TOKYTIATbE NTOBA/1IBHO




TAKA MOMXET:

b SHEPTETUMYHECKYHO
CNCTEMY CTPAHbDI

OBUTb CUCTEMDbI
MYHUKALMIN U
O KOHTPONA

blE JAHHbIE
NINTMOHOB

PASOPUTb
BEKO

NATNA C
TOPUEN



[OHKa
BOOPYKEeHU
[ lpoaonKae

B 2014 roay obHapy*KeHo bosblue Yrpos,
4yem 3a Bce npedbiayuwme 10 net




Malicious Web Sites

Attacks

High Risk Applications




A 4yTO ecnu Hbl

BE3OMNACHOCTDB
bblJIA HA O4NH
LLIAI' BFI EPEOU?
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Moxem N mbil

SALLATUTBE OT YIPO3
KOTOPBIE ELLE HE CYLLIECTBYHOT?



Ham HYXHO

NYMATb -

NHAYE )

NENCTBOBATbH
MHAYE




40%

opraHMUaLMmM CKaYmBaIM HE3HAKOMbIM
BPEeAOHOCHbIN KO/

200,000

VHUKaNbHbIX YIPO3 OOHapYyHKMBaAETCH
eXeaHEeBHO



E-mail Om muccuc Mupa

TapeemuposaHHasa amaka 2014 2o00a

LIEJTN:

Poccnmnckume u
eBponenckme
OpraHmM3aumnm

METOA:

ToyeyHas PULLIMHIOBAA
PACCbI/IKA C 3KCNJIONTOM
B popmaTte MS Word

B konrypce «Muccnc Mupa 2014» modeanna pocenanka n3 [TerepSypra IOmmns Honora (poTo BO

BIIOKEHIIH).

JlerymIKa MeneycTpeMIeHHas i RechMa yerenrnas. IOmms corceM He moxoska Ha THITHUHEIX GH3Hec

OHa BOCIHTHIBAST TPOHX CBIHOBEIL, HO IIPH 3TOM yCIIeBaeT 1101yyaTh BIOpoe 00pa3oBaHIe i BECTH ]
COOCTBEHHOT0 OIArOTBOPHTENLHOTO q}ﬂﬂ,‘[ﬂ.

YBEJOMJIEHHE O KOHOHIEHITHAJIBHOCTIH: 310 3/1eKTPOHHOE COOOLIEHHE H JIFOObIE 1OKYMEHTBI,
MPIIOKEHHEIE K HEMY. CofiepikaT KoHpnaeHunatsayo nadgopmamiio. Hactosmmm yeegomisiem Bac o Tom,
YTO €CJIH 3TO COOOIIeHIe He MpeiHa3HaueHO Ban, Henoab30BaHie, KOMUPOBaHIIe, PACIPOCTPAHSHHES
HH(POPMAIIH, COEPKANIEIiCS B HACTOAIIEM COODIIEHNUH, 8 TAKKE OCYILECTRICHHE MODLIX SiiCTBHIT HA
OCHOEB¢ 3Toii HHpopMatH, cTporo zanpemeHo. Ecmi Ber monyunmn 310 coodmeHne no omuokKe,
noykanyiicra, coodmuTe 06 3TOM OTIPABHIEIIIO 110 JISKIPOHHOI 1I0YTe H YAAIHIE 3T0 COOOIEHHE.
CONFIDENTIALITY NOTICE: This email and any files attached to it are confidential. If you are not the
intended recipient you are notified that using, copying, distributing or taking any action in reliance on the
contents of this information is strictly prohibited. If you have received this email in error please notify the
sender and delete this email.
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BpenoHOCHbIN AOKYMEHT
RETURN ORIENTED PROGRAMMING (ROP) EXPLOIT

Icmonb3oBaHMe

HOBOW YA3BMMOCTM
MS word (CVE-2012-0158)

- OTCbINaN CUCTEMHYIO
MHPOPMALMIO B
KOMaHAHbIV LEHTP

- CKaymBan v yctaHaB/MBaA
ONONOJTHUTEIbHbIE MOAYNM
0017 yrpaBaeHUs

- lndpposan v oTnpaBaan
KOHPUOEHUMAbHbIE
NAHHbIE B KOMAHAHbIN
LeHTP
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OAWH 13 cnocoboB 3aLLUTbI
OT HEM3BECTHOTO

SANDBOXING
( necoyHmnua)




KAK SANDBOXING PABOTAET

OTcnexmBaet UameHeHnAa B

CnuctemHom peectpe
Vi - CeTeBbIX NOAKNOYEHUAX
W - AKTMBHOCTU Ppannosoun
‘ %‘i‘%ﬁfﬁ CUCTEMDbI

CuctemHbIX npoueccax
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MALWARE MOMET ObXOLOWNTb
SANDBOX

Ina npumepa:

- PasHble Bepcum OC

- 3anpeT Ha 3anycK B BUPTya/ibHOW cpeae
- 3a4eprKKa aTaku

- Pasmep panna

- AKTMBAUMA NO CLEeHaputo

©2015 Check Point Software Technologies Ltd.



RAR
PABOTAET
MALWARE




RAR
PABOTAET
MALWARE

[lbipa B cucTteme




RAR
PABOTAET
MALWARE

‘BOOPYHEHHbIN KOO MCNONb3YHOLLNM
VA3BMMOCTb 1A NepexsaTa

KOHTPOANA Hag, CMCTEMOU
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RAK
PABOTAET
MALWARE

Habop MHCTPYKUMI, KOTOPbIM 40DaBAAETCA
B CUCTEMY A5 3arPYKUN UK

3anycka BpeJ0HOCHOW Nporpammebl
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RAK
PABOTAET
MALWARE

3N10BpeHbIN KOA, KOTOPbIN
WAMOHUT nbo

HapyLwaeT paboTy CUCTEMDI




A 4TO ecnu \ Y
[ locMmoTpeTb\\\ i
VIHANE
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RAK
PABOTAET
MALWARE

«— CPU level ——

Malware

«~—0OS level —




Oneperkana yrpo3bl Ha lar

CPU LEVEL THREAT PREVENTION

3aWKMTa aKTUBHOCTEW Ha yposHe CPU







[lepexBaTbleT
ManeHbKkune

KYCOYKM NErMTUMHOIO
KoAa M3 MamaTu u
3actasndaet CPU

NCIOJIHATb
NoAMEHHbIE

KOMaHAbI




SANDBOX cosmeleHHbIM ¢ CPU LEVEL THREAT
PREVENTION



[TOCMOTPMM COBEPLUEHHO MO HOBOMY?

MoXxem nu
Mbl
COBEPLUEHHO SN
MCKNIOYUTD TR
Yrpo3bl?
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ORIGINAL
DOC

Check Point Threat Extraction eliminates .
malware contained in emailed and
web-downloaded documents, Exploitable
coment including active cortent and
various embedded objects are removed
and files are reconstructed using known

sate elements. Reconstructed files
eliminate potential threats while providing
zero malware documents with no delays.

RECONSTRUCTED

THREAT
EXTRACTION

DOC
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Checlc< E,?i!‘t

NMPEAOTBPALULEHUE 3APAXEHUA MK



Check Point

SOFTWARE TECHNOLOGIES LTD.

NMPEACTABNAEM..

CHECK POINT

dBlast

3AWLUTA U UHCAWUO, OAKOWUAA MOHUMAHUE.




MpepoTBpalleHMe aTaku — KaK paboTtaer...

SandB[ast
: :

3arpysKun n3 MHTEpHeT OunuweHHbIN dpann OpurnHanbHbin dann
l OTNPaBAAOTCA B 2 A0CTaBnAeTcs 3 3MY/INPYETCA B

obnako SandBlast Hemea1eHHO $bOoHOBOM perume
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MrHoBeHHas 3aLLmTa AN KOHTEHTa, 3arpy»XeHHOro 13
MHTEPHETa

GOOg|e “ EEH o . r .0o.ooo.oooooo.o;omoooooo.o;“

ﬁ work-experience-form.cleaned.docx.pdf -Adobe Reac
®eco0cc0c0ccee

Gmail - “ o © § m- - More ~ 150f5293 < > - ©g9e000000000000°

My work experience [ Inbox  x = | >
Y f Y Of Y
] = e Rl @ 26 Nov (3 days ago) S @ @ @'B @ | h!-f k!-f 1

File Edit View dow Help

-
—
to me [~
—n . Hi John,
—
—— Please find attached my resume.
Best regards,
Alexander M.

UCL SPEECH AND LANGUA!
DIVISION OF PSYCHOLOGY A

"3 L] )
e / ¢ work-experience-form.dacx  J *
:. - .gezu.rery.daw.nrogd?nﬁ.: ‘.. ¢
L]

Application for MSc S

Summary of relevant w

KOHBEPTALUMUA B PDF
nnn OYUCTKA c coxpaHeHnem

opurMHanbHoro popmaTa
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[locTyn K opurmHanbHomy damny

@44'5:1_{" E] H g = wark-experience-form.docx - Word
HOME INSERT DESIGN PAGE LAY REFEREMNC  MAILINGS
— H Check Point SandBlast @ -

waork-experience-form.cleaned.docx.pdf

File was scanned and modified. UCL SPEECH AND LANGUAGE THERAPY

4 minutes ago DIVISION OF PSYCHOLOGY AND LANGUAGE SCIENCES

Application for MSc Speech and Language Science

< View file @ Show in folder ~ (et onginal file

Summary of relevant work experience/voluntary work th

R
TonbKo nocne amynauuu
ecnmn Gpann KYNCTbii»

CamoobcnyKmBaHue
Texnopaep»Ka He NpuUBAEKaeTcaA
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UpeHTndukauymsa
TOUYKM BXOAa
Ya3sumbiii bpaysep

chrome.exe
Entry Point
aatakiigar.com\...

¢ OT TpUrrepa K uHdpekun

ABTOMaTMYECKMIA BO3BpPAT K
CTapTy UHPEKLMM

0:. Boot @

Cpabogka Tourrena

Une 3anyck
nll BpeaoHocHoro MO

clEle lMocne nepesarpysku

-.i oem7ec2.exe
Trlgger akdenizp.com\...

4
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3anyckK aKkcnaoiTa

Aponnep,
3anyueHHbIM Chrome

handle.tm ,; schtasks.exe

Process |n emp,

Suspicious Events (1) Damage (1)

Show | 100

Resource

JocTyn K AaHHbIM
Joctyn K
clusers\pashaphdocuments\companyse @ KoHdUAEHLMANbHBIM

AaHHbIM

cand.exe
Dangerous Execution

K Dangerous Execution

NaHuMpoBaHue
3anycKa

3anyck nocne

.....gggsargy3k(......'.

~ entries Search:

Impact

Document
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Kak 3awuTnTb TO,







CyLLecTByOWMe peLleHms

OCTABJTAKOT [blPbl

B 6o1blIMHCTBE CBOEM OHU
COOKYCMPOBaAHbI HA YNpPaBAEeHNN
ycTpomctBamum (MDM) 1 B meHbLLewn
CTeNeHun Ha 3awuTe
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3TO NMPOCTO

YUalrTalla)

NUIRURLL Feonosnuws [Moyta  3anucwu

HTTP ANDROID REMOTE ADMINISTRATION TOOL

QO ¢ e=@RNNT s:l1:17PM
! @ [internal - Confident.. Q¥

[Internal - Confidential] Re: Oracle Q1 earnings report preview

Michael Michael

michael85010@gmail.com

To: secbabk1906@outlook.com 1:13PM

On Wed, Oct 15, 2014 at 12:24 PM, Michael

wrote:
Q1 top line miss — Total revenue of

$8.60B came in ~2% below expectations
(Citi:

$8.75B / street: $8.77B) primarily driven
by weak license and hardware sales.
Cloud

revenue (both SaaS/PaasS & laaS) was
slightly above our estimate with positive
bookings commentary (+54%, “triple
digit” Fusion growth). Europe was strong
while

Americas and Asia were weak
Management noted sales execution
issues in

echo "screencap -p /stor
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[asante aymaTb nHave:

rEBEHTMBHAJ
ATA ONA

OBM/bHbIX
‘W1 T\ 2




MpeBeHTUBHaA 3aLmTa 419 MOBUNbHbIX

MobunbHble NPUNOKeHUA
INTERNET




3awmian mobumnbHoOe YyCTPOMUCBO

RE AT P R E VE/V T/O - 3?F|;|22Ta YCTPOUCTB OT
C L O U D /V RalLnTa ceTeBoro

HhuKa

\NORKS PACE Hoe busHec

CHECK POINT

%CAPSULE



CaMW AAHHblIEe OblIN Obl

3alULLEHbI?

M RRRREE SR b1k oo R
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O4UH
CHECK POINT DOCUMENT
SECURITY

3almTa JOKYMEHTOB, rae 6bl OHU He

HaxoANAUCH




3alnTa AOKYMEHTOB B MOMEHT CO34aHuA

doc.doc [Compatibility Mode] - Word 8 A Al Company

HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW Protection Settings 8 %

i A A Al B Ss. &&= 8l q

AaBbCcDc¢ : | 1| 3t
A E } 2. Replace
T Normal i [} Select -

Paragraph ReStnCted i Editing

S 6 10 11

}-‘Ad:! group or people. e.g. me@test.com

4% All Company

Contract for Services Rendere

This is a contract entered into by Robin Herman (hereinafter referred to as “the Provider”) and
SSJK INC. (hereinafter referred to as “the Client") on this date, 29/3/15.

The Client hereby engages the Provider to provide services described herein under “Scope and
Manner of Services.” The Provider hereby agrees to provide the Client with such services in
exchange for consideration described herein under “Payment for Services Rendered.”

Scope and Manner of Services

Services To Be Rendered By Provider: enumerate here each particular task to be performed
and its acceptable result, i. e_,

Payment for Services Rendered

The Client shall pay the Provider for services rendered according to the Payment Schedule
attached, within calendar days of the date on any invoice for services rendered from the
Provider.

Should the Client fail to pay the Provider the full amount specified in any invoice calendar days
of the invoice’s date, a late fee equal to shall be added to the amount due and interest of
percent per annum shall accrue from the calendar day following the invoice's date.

Applicable Law

This contract shall be governed by the laws of the County of in the State of

Aand anv annlicahle Eadaral 1aws




Bce OCHOBAHO Ha HalWeW apxXmTeKType
SOFTWARE DEFINED PROTECTION (SDP)

ApPXUTEKTYpa, KOTopas NOCTOAHHO ODHOBAAET YPOBHM 3aLLUTHI

7 1N\

ENDPOINT NETWORK MOBILE VIRTUAL CLOUD
SECURITY SECURITY SECURITY SYSTEMS SECURITY

GATEWAY
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