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BOMPOCHI 1 OTBETHI

Kakue ya3BMMOCTU A A0J1)KEH YCTPAHATb B NepBYIO
oyepeab?

Te, ANA KOTOPbIX €CTb FrOTOBbIE 3KCMNJIOUTbI U TE,
KOTOpPbl€ aKTUBHO MCMOJIb3YIOTCA aTaKYIOLWUMMU.

JET’EDNFEIR’.ENEE

© 2017 ViHpocucTemb Lxert




3ayeM MeHATb NOAXOA !

“The top 10 vulnerabilities account for 85% of successful exploit traffic...

the other 15% consists of over 900 CVEs, which are also being exploited in
the wild.”

— Data Breach Investigations Report, Verizon, 2016

“Vulnerabilities and their exploitation are still the root cause of most breaches. IT security
leaders should refocus their attention on how vulnerabilities are being managed and

should track this metric to provide visibility as to how to reduce the biggest risks of being
breached.”

— It’s Time to Align Your Vulnerability Management Priorities With the Biggest Threats, Gartner, September 2016
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[Thatdopma Skybox Security

1. WHTterpauyua co 100+ ceteBbiMU
yCTPOUCTBaMU

2. locTtpoeHmne NoAHON KapTbl CETU C YUETOM
HacTpoeK 6e30nacHOCTH

Vulnerability ) Threat
Manager

3. ABTOMaTM3auma npoLecca BHeECEHUA
N3MEHEHMN B HACTPOUKMU CeTU

4. BbiaBneHue un npnopuTtesauu
YA3BUMOCTEMN C YYETOM CEeTeBOro KOHTEKCTa

Network

5. NIHCTpyMeHT aHanu3a u pearmpoBaHUA Ha
yrpo3bl
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YRnpaBaeHne noamtmkamm 6e3onacHoCTH

(53

MoaenupoBaHue AHanums CooTBeTcTBME YnpaBsieHne >XKU3HEHHbIM
cetu M3 NnoJIMTUKaM LMKJIOM npaBun
> CeTeBas TOMNOJIOrus » T[lpoBepka npaBua u » ABTOMaTU3MpPOBAHHbIE ? 3anpocbl Ha
KOHpuUrypauum ayauThbl N3MEHEHMS

G

> aHHble oT 90+
A ? TexHwnyeckad

BEHAO0POB > AHanu3 JOCTYMnoB ¥ PCIDSS neTanusaums
> MoaennpoBaHue ? Ontummsaums ¥ NIST » OueHKa puCcKoB
OCTYMNoOB npaBun
AoCTy P » Cob6CTBEHHbIE Y U3meHeHus
? OTcnexwuBaHue MNOJINTUKN >
N3MEHEHUM poBepka W

atrecrauuns npaBuil

HenpepbiBHas
npoBepka 6a3bi

NMoHnMaHue NMoBbilLeHue CooTBeTcTBME
KOHTEKCTa CeTu 3P PpeKTUBHOCTH cTaHpapTam
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yl_lpaBﬂeHl/lﬂ YA3IBMMOCTAMKM N YTPO3aMIK
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Npentndpukaumn AHanus PaccTtaHoOBKa KoHTpoOnb
yAa3BMMOCTEN aTak npUMopuTeToB ncnpaBsieHUn
¥ TllaccuBHoOE ? AHanm3 ysa3BuMMbIX ? OueHka peanbHbIX ? [lnaHunpoBaHue
CKaHMpoBaHue HEET nocneacremmn U3MEHEHW
? MynAauma atak
» WHTerpaumsa co LR e » HactpansaeMbie > 3aaBKU U
CKaHepaMu ? KomMneHcupyoLme MHANKATOPEI npoLuecchl
MEpbI » BekTopa aTak
> Cnosapwu P ? [padukn u
YySI3BMMOCTEM > B KoHTeKkcTe cety » PeanbHad kapTa OTYeTHl
?» BnusHue Ha 6u3sHec atak

OnepaTuBHasn BbiaeneHune DOKYC Ha peaJibHble OnepatuBHasn
naeHTudpmnkaums YA3BUMbIX MECT npo6nembl peakuuns
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(He)koHKypeHTHana cpeaa

NrparoT Ha O4HOM NoJie, HO B pa3Hble Urpbl:

Hewlett Packarc'
Enterprise

QUALYS
~OSITIVE TECHNOLOGIES

MoaenupoBaHue AHanus M3 YnpasJsieHue YnpasJsieHue PearmpoBaHue
ceTm U3MEHEHUsAMHU YyA3BMMOCTAMMU Ha yrpos3bl

@ SKYBOX

SECURITY
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KONmyecTBO HOBbIX YA3BUMMOCTEM

Start year: 2016 v | Embed |
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[Toaxoa k Vulnerability Management

| oo11001 |

| 1010010 |

Kakue Kakne - Kakue aKcniounThbl
YA3BMMOCTHU KPpUTU4YHbLIE DKCMNJIonTbl €CTb Hanbosnee 4yacrto

aKTyaJibHbl ANs AKTUBbI B o6Liem MCNO/b3YIOTCSH NpU
MOEen ceTn? OOCTYrMHbI B pocryne? npoBeAeHnM aTtak?
Moeu cetun?

YCTpaHUTb AOCTYMHbIE B CETU YA3BUMOCTUN, KOTOPblE Obl/IN MPUYNHOW
B3/10Ma (exposed + exploited)
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YnpaBaeHue ysa3BUMOCTAMM C OPUEHTALIMEN Ha YTrPO3bl

MoaenvupoBaHue ceTu m

BEKTOpPOB aTtak

OF o—

192.170.33.1 192.170.8.0 / 24 192.170.8.4
Prod FW Backbone Core Router

' |
192.170.8.1 192.170.1.64 / 28
Main Router GatewayNorth

|
@E e OAHHDbIE OB
192.169.1.1 192.169.1.0 / 28 192.170.1.64 yHBBM M OCTHX
Main FW GatewayEastA IPS
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NHrpeaneHTbl 3pPekTMBHOM NpuoputesaLmm

N~
D
A | | ”‘ﬁ#"
OpuneHTUp Ha OpueHTMp Ha OpueHTUp Ha
YA3BUMOCTU KOHTEKCT yrpo3bl
KPUTUUYHOCTb YA3BUMOCTU  KPUTUYHOCTb, 3HAYUMOCTb U Ncnonb3oBaHue
(CVSS peuntuHr, OOCTYMHOCTb YSA3BUMbIX YS3BMMOCTEN Pa3/INYHbIM
nocnencrTeunsg aKTUBOB (AOCTYMNHOCTb M3 malware, ransomware,
aKcnnyartauuum, NWHTepHeT, AOCTYnM exploit kits B Mupe
NOCTYMHOCTb 3KCMN/IONTOB) MnapTHepOB.,

KOHdunaeHunanbHble
AaHHble U T.4.)
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BaXHOCTb npuopuTesaLmm
CokpatuTb 40 YNpaBAseMOoro Koan4yecTsa

ONMPEAENEHMUE BCEX KOPPENALUNA C CVSS

U3BECTHbIX YA3BUMOCTEN

BCEIMO KPUTUYHbIX: 3578

BCEINO: 60K CVSS scoring
Skybox Vulnerability Database NMoTeHunanbHas/BepoATHas
MoTeHumanbHaA yrposa yrposa
ONMPEAENEHME CYLLECTBYHOLWUNX AOCTYMHBIE B CETH

YA3SBNMOCTHU

VA3BUMOCTEN

AOCTYMNHO B CETU: 141
Skybox network modeling
and attack vector analytics

BCEroO HAMAEHO: 7122
CkaHepbl 3alWMLLEHHOCTH,

Skybox Vulnerability Detector
BeposaTHana yrposa

MoTeHumanbHan yrposa

BbIAENEHUE YA3BUMOCTEMN C

HAJIN4YUE 3KCNJIOUTOB MAKCUMAJ1IbHbIM PUCKOM

BCEIO OMPEAEJIEHO: 1105 BeposiTHasa yrposa
Skybox Research Lab real-time threat
intelligence

BeposaTHaa yrpo3a BCEIO: 13
Skybox Vulnerability
Control Prioritization Center
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HIGH
PRIORITY
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Hosbi Vulnerability Prioritization Center

Vulnerability Contr

Summary | Discove

enter Remediation Center |

% Prioritization Center

Risk by Threat Levels:

Urgency

Exposed
Risk: Critical

61 Occurrences >

Imminent Threat
Exploited In The Wi
Risk: Critical
195 Occurrences
2 Definitions >

Exploit Available
Risk: Low
176 Occurrences
4 Definitions >

No Exploit
Risk: High
3936 Occurrences
109 Definitions >

Potential Threat

Overall Risk Level
Critical

Metrics:

(31221 7y

322m7)

Owverall - Vul Level - Exploited In The Wild

93 (Critical) | 195 occurences | 100 vulnerable Assets | 2 Defi

Contribution for Top Sub-units:

Acme In

Europe Operations
Risk: Critical (100)
Assets: 77

US Headquarters
Risk: Medium (46)
Assets: 18

Asia-Pac Operations
Risk: Low (26)
Assets: 5

Top Vulnerability Definitions by Contribution

MS13-037] Mic
APSB13-04] Ac

ft Internet Explarer 6-10 Use-After-Fre
Flash Player

e Vulnerability Allows 100

95

Execution via Crafted S
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Exploitability Index
> JJOoCTyneH B oNMCaHMM HaNAEHHbIX YS3BUMOCTEN

> 3Ha4eHus
- Jkcrnsiontos He HangeHo (No exploit)

« CyuwectByloT rotoBble akcnnouTbl (Potential exploit) EXPLOITABILITY
- AKTMBHO 3kcnnyaTtupyetca (Exploited in the wild)

Vulnerability Definition: [MS13-037] Microsoft Internet Explorer 6-10 Use-After-Free Vulnerability Allows Remote Code Execution (CVE-2013-2551)
m CWS8 | -’Q Vulnerahility Occurrences [ é@s‘,‘n Malware & Exploits [ Related Sources | Solutions | External URLs | Affected Platforms [ E Tickets [ Histary [ Vulnerafle Assets [

Title: [MS13-037] Microgoft Internet Explorer 6-10 Use-After-Free Vulnerability Allows Remote Code Execution (CVE-2013-2551) 1D SM’ SBV-38846
Type: Wulnerability Definition CVE: VE-2013-2551

Severity: Critical (9.3) Exploitahility: Exploited In The Wild

Catalog: Microsoft Catalog ID: | MS13-037 BID: BIC-58785

Reported Date: 3213 Modification Date: | 10/6/16

For Review: Mo

Yulnerability Occurrences: (100 Asset Count: 104

Description:

se-after-free vulnerahility in Microsoft Internet Explorer & through 10 allows remote attackers to execute arbitrary code via a crafted web site that triggers access to a deleted object, as demonstrated by VUPERM during a Pwn20Own competition at
CanSecWest 2013, aka "Internet Explorer Use After Free Vulnerability," a different vulnerability than CYE-2013-1308 and CVE-2013-1309.

User Comments: [ =3
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Skybox Horizon

Severity Threshold

 Busyanmsauma coCctoaHus
6e30nacHOCTU Ha busHec

YPOBHE 7N\
« OTCcnexmnBaHne ANHAMUKMU 2y | ) pe L
COCTOSIHUSA 3aLUMLLEHHOCTH ‘ N/ +.) B v | @
» MpocMoTp Hanbornee / & | = ’ o, | @
KPUTUYHbIX MECT \ N / soete | @

« Tenepb C opumeHTaymen Ha -~ p e
pean bH ble yrp03bl / Configuration

é% E:jl;i Access @
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Threat Centric Vulnerability Management

> [pUMEHANTE COBPEMEHHbIM NOAX04 K YNPaBneHUto
YSA3BUMOCTSIMMU:

> 3allMLanTe aKTUBbI, KOTOpbIe:
* AOCTYINHbI NMOTEHUNAJTIBHOMY 3JIOYMbIWTEHHNKY B CETU
* YA3BUMbI AJ1S1 CYLLECTBYOLKMX IKCMIONTOB

> YCTpaHAaANTe YS3BMMOCTU, KOTOPble aKTUBHO
MCnosib3yTcsa BpeaoHocHbIM 10, exploit kits u
aTaKylLWnMmM no BCEMY MUPY
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Yto paet Skybox Security

> [1pO3paYHOCTb N peasibHbl KOHTPOJ1b HaA
6e30MnacHOCTbIO CeTU

eecurity
/ > CoKkpalleHune 3aTpaT Ha 3KCrayaTauuo CeETU U
cpencTts ceteBon 6e@30nacHOCTHN, ONTUMU3ALNSA CETU
n 6e30nacHoOCTHU

Costs

> D2 PEeKTUBHbIN MexaHn3M ang paboTsbl C
YA3BUMOCTSMN B COCTaBe KOHKPETHOM
NT-MHPpPpaACTpyKTYpbl U C YYETOM ee 0COH6EeHHOCTEN
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