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Shadow IT — HecaHKUMOHMPOBAHHbLIE MHOPMALMOHHbIE
pecypcbl U KOMMOHEHTDI

Onpocunn 129 T pykoBoanTernen NpuBeCTU NpuMepsb!
Shadow IT:

Makpockl B Excel 19%
nporpamMmMHbie NPOAYKTbI 17%
obna4yHble npunoxeHus 16%
ERP 12%

cuctembl Bl 9%

Beb-canTbl 8%

annapartHble ycTpouctea 6%

Hey4yTeHHbIU VOIP 5%
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MHoOro 3akasumkos yaAusaAaAlwTCA OTYETOM MO NPUNOXHKEHUAM

Gaming - 342.5MB 141 Remote-Access - 27.77GB 10=
APPLICATION VARIANTS APPLICATION VARIANTS
VS INDUSTRY AVERAGE VS INDUSTRY AVERAGE
TOP GAMING APPS TOP REMOTE-ACCESS APPS
playstation-network | | 188.46 MB ms-rdp _ 24.94 GB
steam _l] 52.91 MB teamviewer-base D 2.39 GB
-
apple-game-center _ 42.93 MB teamviewer-sharing | 230.86 MB
4
mail.ru-games | 40.29 MB teamviewer-remote-control | 159.23 MB
4
call-of-duty 12.60 MB anydesk | 57.11 MB
1
xbox-live | 2.64 MB telnet | 1.03 MB
4
bet365 | 2.26 MB ammyy-admin | 161.87 KB
ﬁ
battle.net | 365.68 KB logmein | 98.35 KB
File-Sharing - 184.79GB 28 m Encrypted-Tunnel - 425.44GB 108
APPLICATION VARIANTS APPLICATION VARIANTS
VS INDUSTRY AVERAGE VS INDUSTRY AVERAGE
TOP FILE-SHARING APPS TOP ENCRYPTED-TUNNEL APPS

vitorent | 1co.15 G5

yandex-disk 4!:] 11.75 GB
dropbox - 1.00 GB
ftp | 966.28 MB
skydrive-base - 510.25 MB
xunlei i 504.90 MB
google-drive-web - 461.95 MB
4sync . 218.38 MB

<! | <2270 GB

tor
spotflux .
open-vpn 4
ssh
hola-unblocker

ike

ipsec-esp-udp

1.28 GB
1.01 GB
447.43 MB

1
10.99 MB

1.25MB
195.16 KB
6.65 KB




Jlydwe oauH pas yBMOETH

Applications that Introduce Risk (Continued)

Instant-Messaging - 227 04MB 12' Social-Networking - 1.26GB 14}
TOF INSTANT-MEESEAGING AFPS " - TOF BOCIAL-NE TWORKING APFE : -

51.35 MB

33209 MB linkedin-base B&.01 MB
: bwttter-bass B3.93 MB
google-plus-nass ] 34.54 ME
tinder | £.33 MB
pinterest-bass | 201 ME
ning-hase | 60560 KB
myspace-bass | 254,70 KB
Photo-Video - 6 16GB 130 o  Proxy-1.19GB sl

hitp-proxy 1.139G8
facebook-video [l 250,22 MB § BOCKS | 124.09 KB
youtubs-base | 141.22 MB freegaie | E2E Syies

Instagram-baze || 575 ME

Imgur-bazse | £.90 ME

ep | 457 ue 'SLR no3BonseT nokasaTtb NpPUMNoXeHus,
asilymotion | 225 M BUPYCbI, atakun, 6oT-ceTu

vimso-base | 434.55 KB

aloalto
" Retworks.
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CKO/NIbKO BUPYCOB He 3HAeT Ball aHTUBUpPYC?

KNOWN MALWARE UNKNOWN MALWARE
I NDUoTRY AR I ——
142 INDUSTRY AVERAGE 2588

KNOWN MALWARE UNKNOWN MALWARE
3 FLASH
1559 I nousTRY AvEracE I 153
1] MAIL.RU-BASE | 1
INDUSTRY AVERAGE
KNOWN MALWARE UNKNOWN MALWARE

36 - POP3
187 INDUSTRY AVERAGE

[lpoBepka pannoB B NECOYHULIE
Wildfire = 5 MuHYT Ha onpeaeneHue . Jasn



CKONbKO KOMmnbloTepoB B 6oT-cetn?

LLinnoHckoe MO, ocywecTensiowee coeguHeHne ¢ BHewWwHnuMu yanamu 2,606
PUCYHOK HWKEe JEeMOHCTPUPYET B3NIOMaHHbIE XOCTbI, KOTOPbIE
OCyWHeCTBNAKT NOMNbITKU COeANHEHUA C NOAO3PUTESTIbHBbIMW
BHELLHUMU CepBEPaAMMW.

Bot: Mariposa Command and Control ’ | 113
Suspicious.Gen Command And Control Traffic ’
expiro.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
NUCLEAR.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic

102

aloalto
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v' Threat Intelligence = 6GNOKUpoBKa LLEHTPOB
ynpaBfieHUA U ckaumBaHusa malware

URL kaTeropus - malware,
DNS Sinkholing,
Anti-Spyware

OvuHamunye DNS Detect and
ckue DNS Sinkholing Block
Cpasy Cpaasy Cpasy Buamm CurHatypsbl
Brnokupyem Groknpyem DNS 3anpocsbl nonynsipHbIX
HEeHy>XHble Ans canTbl Ha K BP€AOHOCHbIM cucTem
paboTbl URL OVHaMNYEeCKMX pecypcam. yOaneHHoro
DNS yrnpasreHus

B paloalto
p networks.




KTo U3 coTpyaHMKoB nonb3yerca SaasS?

evernote-base: 672.5M Risk:F1 :
BERTVRIYE | 558.4M 1 ;- /N
 windows-azure-base: 667.9M Risk:71

IV | 596.8M * ‘

ms-onedrive-base: 499.5M Risk:/ ! A

150.3M [l 349.2M 1

~ icloud-mail: 489.1M RiskB® ¢,
 4e2.6Mm I 26.5M 1 f ’\ .,

~ gmail-base: 367.0M Risk:2H

l‘l 48.3Mm 318.7M *

aloalto
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Balwimn cpegctesa MOHUTOPUHIA BUOAT CETb BOT TaK?

MHoro
Tpadouka

no mopTy T|IDVIaI-£I:Iia
80 Nno ﬂOpTy
21

MHoro
Tpadguka
MHoro Nno nopTy

TpaduKa 53
Nno nopTy
25




Bbl 3HaeTe 4YTO NO CeTu nepeparoT AaHHbIe
200-400 npunoxeHumn?

CITRIX  depost

easy web hosting service

e
Logiie D q}go-rq MZEE
take D PROXIFY

PartyPexers

Y LogMern .
sl & Hamachi’ #amyspace.comr

a place for friends



http://en.wikipedia.org/wiki/Image:Hamachi_logo.png
https://www.torproject.org/
http://www.live365.com/index.live

Applications File Types

LNK 33,919

MS-DS-SMB 51,538
PE 5,870

EXECUTABLE (EXE) 5,642

BMSOFFICE 6,344

=MSI 1,841
ACTIVEX CAB 6

CABINET (CAB) 14,186

ADOBE-UPDATE 3,721

HTTP-PROXY 12,708
MP3 5,569

ZIP 15,721
WEB-BROWSING 45,875

GZIP 25,385

ANDROID APK 818
=PDF 1,754

JPEG 4,202
PNG 1,264

SMTP 9,702

EMAIL LINK 1,023
51 ] y 60
Applications J transfered File Types

"Il I

paloalto
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Mopa Ha kBecTbl? Y Hac ecTb Ultimate Test Drive
JTabopatopHas paboTta ¢ nHcTpyktopom Palo Alto Networks.

Kak camomy nonpobosBaTtb? Jlerko!

* Bce y»Ke yCTaHOB/NIEHO Ha BMPTYa/IbHbIX MalUMHAX — OCTa/lI0Cb 3anNyCTUTb

& Ultimate Test Drive - 5 9 210.0 12.0 = v TRAPS
+ : ) Ml Add >
Advanced Endpoint Machines  CPU GB GB
Protection Wofkshop D P AR SR 5S
Ultimate Test Drive - 3 4 850 7.0 Migration Tool
Migtatlon Process Workehions =~ s w2 9@ 2@ 2 T Firewall -> NGFW
Disk RAM
Ultimgte Test Drive - Network 6 12 2280 185 O- Panorama
\S/:g:;sltgol\;anagement Machines  CPU DGisBk Ri?n YnpaeneHne NGFW
Ultimate Test Drive - Next- 5 6 125.0 115 NGFW
Generation Firewall Machines  CPU GB GB O- URL,AV,IPS,APP, ...
Workshop Disk RAM
Ultimate Test Drive - Threat 5 6 141.0 95
Prevention Workshop Machines  CPU GB GB O- NGFW+TRAPS
Welcome to the Disk RAM
Ultimate Test Drive - 7 26 535.0 38.1 . NSX, vCenter, ESXi
Virtualized Datacenter Machines  CPU GB GB O 3awmra BupTYyanusauyum
Disk RAM

Workshop

. paloalto
Il hetworks.




Kakne 3agayn pewaet NGFW aona UT

Switching, Routing, VLAN, Trunks, Policy Based Routing,
VPN

Busyanmnsauma BCEX npnno*KeHnn No ctTaHAapPTHbIM U
HecTaH4apTHbIM nopTam cteka TCP/IP
[MTPOCMOTP M KOHTPOIb AENCTBUIN NONb30BaTENEN

, , aloalto
Mobile Device Management n HIP getworks,




Kakune 3agaymn pewaetr NGFW ana Vb

HoBble npaBuna Ha OCHOBE

NPUNoOXeHUn
EaonHaa Touka KOHTPOIS
nmeH/rpynn AD VPN

URL kaTeropuii  “AHTUBMPYC
IPS

URL kateropuu

[lecovyHunua

Threat Intelligence

DNS Sinkholing
TyHHenunposaHue/obxog firewall

aloalto
ﬂetworks.

TUNoB pannos



[Tpumep atak xakepoB Ha Positive Hack Days 2017

afl

Blocked Threats 8|
Threat Name ID Threat Type Threat Catego... Severity Count
PHP Remote File Include Vulnerability 33327 vulnerability  code-execution  [ie il 1.3k I
SMB: User Password Brute Force Attempt 40004 vulnerability  brute-force A 967 I
HTTP Directory Traversal Vulnerability 30844 vulnerability  info-leak m 852 N
HTTP Cross Site Scripting Attempt 32658 vulnerability  code-execution m 505
Cisco I0S HTTP Configuration Arbitrary Administrative Access Vulnerability 30921 vulnerability  code-execution m 184
HTTP SQL Injection Attempt 30514 vulnerability  sqgl-injection | medium | 1271
Bash Remote Code Execution Vulnerability 36729 vulnerability ~ code-execution 1231
Adobe ColdFusion Multiple Directory Traversal Vulnerabilities 33452 vulnerability  code-execution m asl
Generic HTTP Cross Site Scripting Attempt 31476 vulnerability  code-execution m 781
HTTP /etc/passwd access attempt 35107 vulnerability  info-leak  high | 761
Apache HTTP Server Reverse Proxy Security Bypass Vulnerability 34485 vulnerability  info-leak m 631
HTTP SQL Injection Attempt 36248 vulnerability  sql-injection m 49 |
PHP CGI Query String Parameter Handling Information Disclosure and DoS Vulnerability 34804 vulnerability  dos m < 46|
Oracle 9i Application Server Dynamic Monitoring Services Anonymous Access 33756 vulnerability  info-leak m 341
FTP Protocol Evasion Application Detection 39826 vulnerability  protocol-anomaly m 31
Microsoft Windows win.ini access attempt 30851 vulnerability  info-leak  high | 28|
phpBB viewtopic.php Highlighting Feature Arbitrary PHP Code Execution Vulnerability 30092 vulnerability  code-execution 281
Microsoft IIS Escaped Characters Deceding Command Execution Vulnerability 30444 vulnerability  code-execution 26|
HTTP Cross Site Scripting Vulnerability 35864 vulnerability  code-execution 23|
HTTP SQL Injection Attempt 35823 vulnerability  sql-injection | medium | 221
Joomla Visites Component Remote File Include Vulnerability 34439 vulnerability  info-leak 22|
HTTP SQL Injection Attempt 35826 vulnerability  sql-injection | medium | 21|
HTTP SQL Injection Attempt 37845 vulnerability  sgl-injection m 18|
PHPMoAdmin Object Parameter Handling Code Execution Vulnerability 37765 vulnerability  code-execution m 16 |
PHPMoAdmin Unauthorized Remote Code Execution Vulnerability 37494 vulnerability  code-execution 16 |
Oracle 9i HTTP Server OWA_UTIL Stored Procedures Information Disclosure Vulnerability 33779 vulnerability  info-leak | medium | 14|
HTTP SQL Injection Attempt 36241 vulnerability ~ sql-injection | medium | 14|
UNIX Portmapper Remote Infomation Retrieving Attempt 32796 vulnerability  info-leak m 12 |
Microsoft IIS Sample Scripts Arbitrary File Disclosure Vulnerability 30323 vulnerability  info-leak | medium | 12|

T YW 1 P T 22604 PP PP PR JOP O L ey [ himk | 19
j paloalto

nhetworks.




WHTerpauna NGFW B ceTeByO MHQPPAaCTPYKTYPY

Tap Virtual Wire Layer 2 Layer 3

£\

OSPF RIP BGP PBF PIM-SM/SMM IGMP [IPv6 NAT VLAN LACP VPN QoS

= [lopt Tap = SPAN nopT — anga ayaurta unm cocTaBfeHns OT4YETOB

= [lopT Virtual Wire = punsTpyowmm MocCT, caMoe Nerkoe BHeapeHNE B CETb
= [lopT L2 = cButY, nogaepxka VLAN n VLAN TpaHcnaumm

= [lopt L3 = mapwpyTtunsatop, nogaepxka RIP, OSPF, BGP, Multicast

paloalto
networks.




Kakune ecTtb cnocobbl obxona
ceTeBou 3amnTbl?

aloalto
getworks,



TexHunkn yknoHeHus ot IPS/IDS u Firewall

1. PacnpocTpaHeHune
BpeagoHocHoro MO nnu
HenerMTMMHOIo Tpadguka

yepe3 OTKPbITbIe MOPThI

" HeCTaHAapTHOE UCIOoJib30OBaHUE
CTaHOapPTHbIX NMOPTOB

= CcO3JaHue HOBbIX
crneumanmampoBaHHbIX NPOTOKOMNOB
Ona aTaku

2. Wcnonb3oBaHue
CTaHOapPTHbIX NPOTOKOMNOB
Ha HecTaHOapTHbIX NopTax —
YKNOHEHWE OT CUrHaTypHOro
CKaHWUpPOBaHUS

I——

Port
80

T

I———

signatures

Port
80

IRC

Port
10000

T

HTTP

paloalto
networks.




TyHHenupoBaHune noeepx DNS

Standard query response TXT

NMpumepbl

= tcp-over-dns

= dns2tcp

= |odine

= Heyoka —

= OzymanDNS i vionl s 1
= NSTX < s

< AAAAAAMRSAA.=auth.ec2.muides.com: type TXT, class IN
Mame: AAAAAARSAA.=auth.ec2.muides.com
Type: TXT (Text strings)
Class: IN (0x0001)
Time to live: 3 seconds
Data length: 34
Text: AZXIAAARSADASVzZMLWkdINONLREwzREC
TEXC

icnonb3oBaHWe peKypCMBHbIX 3arMpoCcoB AN nepeaadn MHKancynmpoBaHHbIX
coobuweHnn no TCP B 3anpocax yaoaneHHoMy DNS cepBepy 1 oTBeTax KNUEHTY

aloalto
" Retworks.




[lBe cToOpoOHBLI OAHOro nporokona SSL

BlackPOS Bad?
4’ UKros it

Citadel i -
Aurora %
TDL-4 T@' |

Rustock Poison IVY

3%

Ramnit APT1

SSL ansa 3awmuTbl AaHHbIX WU YTOObI CKpPbITb BpeAOHOCHYHO aKTUBHOCTbL?

B paloalto
Retworks,




Cxema pabortsl pacuuncdposaHuma SSL/SSH

» [locne pacwupoBaHus Tpadpuk byoet npoBepeH N OH MOXET BbITb TakxXe
OTOCIaH Ha BHELHNN 3epKaribHbI NopT (Hanpumep BO BHeLwHUK DLP)

SSL/TLS SSL/TLS
e e —
| R . g

www.google.com

Y Plaintext

Data Leakage Prevention

aloalto
getworks,




Mcnonb3oBatb NGFW yoobHo ans npunoXeHun 7 ypoBHA —
He HY>XHO MOMHWUTbL CTaHOAPTHbLIE NOPThI MPUNOXEHUN

Pas3pewwmnTts MS Lync? 3anpocTo!

1434(UDP), 5060, 5061, 444, 135, 5062, 8057, 8058,
5063, 57501-65535, 80, 443, 8080, 4443, 8060, 8061,
5086, 5087, 5064, 5072, 5070, 5067, 5068, 5081, 5082,
5065, 49152-57500(TCP/UDP), 5073, 5075, 5076, 5066,
5071, 8404, 5080, 448, 445, 881, 5041

A KakK pa3pewunTb bittorent?

aloalto
ﬁetworks.




TRAPS — 3awmTta oT akcnrnonToB 1 necovHuua Wildfire
npenoTBpallaeT atakm Ha XocTax

Traps
Forensic Data
is Collected
Process is
Terminated
ﬁ | User\Admin
f is Notified
[lokymeHT OoTKpbIBaeT Traps He3amMeTHO TexHuKa akcnnyaTtaumm Traps onoBseLlaeT 0 cobbITUM U
nonb3oBaTterib, HU4Yero MHTErpnpyeTca B npouecc 6J'IOKVIpyeTCFI 00 Ha4ana co6mpaeT AaHHble ANA
He OXngad BpG,El,OHOCHOVI aAKTUBHOCTU aHanun3sa
Korp,a npoucxoauT NOornbiTKa B3J1OMa,
TO 3KCNMOWUT Bbi3biBaeT JNNIOBYUWIKY U OCTaHaBJIMBaeTCA
A0 TOro Kak speagoHoCHasA akKTUBHOCTb Ha4YNHaeTCA
paloalto

networks.




bnokmnposka WanaCryptOr xoctoBou 3aLMUTOU

“~

Myt & Traps Prevention Alert

Traps has detected a malicious
activity!

Application name: DiskPart
Application publisher: Microsoft Corporation (unverified)
Prevention description: Suspicious process detected

i Y LK I

Size Type
Pravertion hiffoomation: tbbea545af4d01bFSF1071661840480439c6eSbabeteltled1aa.exe 3,433KB  Application

Prevention date: Tuesday, May 16, 2017

11:32:35 AM

5.1.2600.2.3.0.256,

c0400055
Prevention description: Suspicious process detected
Additional information 1: C:\Documents and Settings\adm_ilya\My Docurr
Additional information 2: 0466EE13A683FA0F3A9964B511BDC8225A184 7
Additional mformation 3! O466EE13A683FA0F3A9964BS11BDC8225A18471 »

< >

=

For additional information contact your system administrator

,',' start @% For new hash “ Network Connections @ Traps @ Traps Prevention Alert



3aka34dnky BnedyaTieHsbl

8.95 75.3

3 10 : -100 to +100

OueHKa 3aKasyukamm CoBeTyrT Apyrum
CepBUCHOMN noaaepPxKKu

Customer satisfaction data is collected through post-support call surveys.
Net Promoter Score (likelihood to recommend) = (% Promoters [10 or 9]) — (% Detractors [1-6]). Satisfaction = 1 (low) to 5 (high). An NPS of 50 is
considered best-in-class.

aloalto
" Retworks.




NMnatdopma Palo Alto Networks
NMPUHOCUT YAOBOSLCTBUE

L |
|Hl|x.-lll“u

= 'mmll 2

ObecneuymBaem 3adHHYIO MPOnU3BOANTENDBHOCTb NPK BCEX BKNKOYEHHbBIX CEPBUCAX

6e3onacHOCTM paloalto
networks.




Buaeosanucb AeMOHCTPaLMK 3aLLUTbI OT
KPUMTO/IOKEPOB
https://youtu.be/Z2ijmzzZniMo

Email odomuca B Poccumn: Russia@paloaltonetworks.com

B paloalto
Retworks,


https://youtu.be/Z2jmzzZniMo
https://youtu.be/Z2jmzzZniMo

Pellaemble 3apayun: 3awmTta IHTepHeT-nepumeTpa

KoHTponb IHTepHeT-40OCTYyNa Ha YpOBHE KaTeropum
NPUNOXEHNN U NoNnb3oBaTesnien

PacwmndpoBaHne Bxogsuiero/mexoasiero SSL/SSH
Tpaduka, nHterpaumusa c DLP

AHanums3 n KOHTPOJsb KOHTEHTA

URL-punbTpaumng

3awuTta ot yassumocten (IPS), AHTUBMpYC, 3awmTa oT
botnet

3awmTbl OT Yrpo3 «HyneBoro AHs» n APT
(ueneHanpasrieHHbIX aTak)

YaaneHHbIn 4OCTyn Ang MobunbHbIX Nofb3oBaTesien ¢
ayTeHTUduKaLumen n npoBepkon COOTBETCTBUS
KoprnopaTuBHOW NOSINTUKE

alo
-:I/" getworks;



Pelwlaemble 3agayun: 3awmta LUOLO v KCI14

KoHTponb nonb3oBartenen v npunoxexnn s LIOL
3aliuTta oT B35ioma, NPOHUKHOBEHMN yrpo3 un Bupycos B LIO
AHTUBUPYC, 3awmnTa oT yassumocten (IPS), sawmTa ot botnet

3alluTa oT Yrpo3 «HYneBoro AHA» U LeneHanpaBlieHHbIX
aTak

NHTerpauunsa c supTyanbHbiMun cepeepamn (VMware, Hyper-V
nap.)

3alinTa KopnopaTUBHbLIX, CAMOMUCHbLIX NPUIOXeEHUN (np.
npoekT P>X/)

3alnTbl BUPTYanu3npoBaHHbIX padboumnx mect (VDI)
WMHTerpaums c DLP, SIEM | .

A




Peluaemble 3aga4u: 3awmTta pabovmnx ctaHumm

aloalto
Retworks,



Pecypcbl ana naydeHuns texHonornn Palo Alto Networks

= https://applipedia.paloaltonetworks.com/ - CNUCOK NPUNOXEHNN

= http://researchcenter.paloaltonetworks.com/app-usaqge-risk-report-
visualization-2014/ - ny3blpbkoBad gnarpamma

= https://threatvault.paloaltonetworks.com/ - 6a3a gaHHbIX BUPYCOB 1 aTak

= https://paloaltonetworks.com/resources/datasheets/product-summary-
specsheet.html - cneundukaumns Bcex NpPoayKToB

=  www.projectnee.com/HOL/catalogs/catalog/134 - 6ecnnaTtHas nabopatopHas
cpega Vmware NSX + NGFW

= |ive.paloaltonetworks.com — noptan ¢ oTBETaMn Ha BOMNPOCHLI 1 MaTtepunanamu

= |ive.paloaltonetworks.com/t5/Migration-Tool-Articles/Download-the-Migration-
Tool/ta-p/56582 — ckavatb Migration Tool

B paloalto
Retworks,
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https://paloaltonetworks.com/resources/datasheets/product-summary-specsheet.html
https://paloaltonetworks.com/resources/datasheets/product-summary-specsheet.html
http://www.projectnee.com/HOL/catalogs/catalog/134
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[Ty3bipbKOBas guarpamma npunoxeHmn Ha Flash

ittp://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/

2014 APPLICATION USAGE & THREAT REPORT

ABOUT THE DATA APPLICATION BANDWIDTH TOP 20 APPLICATIONS COMPARED
APPLICATIONS Bubble size is relative to bandwidth consumed. Mouse over bubbles to see application statistics. Applications that consume the most bandwidth.
: Y RI V
Agplications BY BANDWIDTH 5V RISK LEVEL
web-browsing I
Categories so| |
unknown-tcp
Subcategories ms-ds-smb
youtube-base N
SORT BY: e .
netbackup
Technology http-video Il
tivoli-storage-manager '
Frequency bittorrent [l
facebook-base
FILTER BY RISK LEVEL: netflix-streaming
5 488121 Al unknown-udp
flash
FILTER BY REGION: ipsec-esp-udp M
Global mssql-db W
http-proxy Ml
Americas & Canada backup-exec
ftp W
Asia Pacific instagram M
Europe
Japan
paloalto

CcblzIKa Ha Anarpammy

dI networks.


http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/?elqaid=828&elqat=2&elqTrackId=fd857ddd0bd9404bb8c5d270ae3466bc
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/?elqaid=828&elqat=2&elqTrackId=fd857ddd0bd9404bb8c5d270ae3466bc
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/
http://researchcenter.paloaltonetworks.com/app-usage-risk-report-visualization-2014/

basa gaHHbIX BNPYCOB N aTakK

https://threatvault.paloaltonetworks.com/

= C [ https://threatvault.paloaltonetworks.com

@ Engish» @) SUPPORT

THREAT VAULT

v All Source Types What are we searching for? Search

Anti-spyware Signatures
Antivirus Signatures
DNS Signatures
PAN-DB URL Classifications
Vulnerability Protection Signatures
WildFire Signatures
e Domain hame, URL, or 1P address (i.e. microsoft.com)
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UTD - Unified Test Drive — Threat Prevention nyduwie

D-AEP A D a
ea S 0 0 D D D D

Application Control Yes Yes Yes Yes No Yes
Modern Malware (WildFire) with VM-Series Yes Yes Yes No No No
Decryption Yes Yes No No No No
URL Filtering Yes Yes No No No No
Control Apps on Non-Standard Port Yes Yes No No No No
Evasive Apps (Block Web Proxy Sites) Yes No No No No No
GlobalProtect Yes No No No No No
In-depth Security Profile (w Threat Traffic) No Yes No No No Yes
DNS Sinkhole No Yes No No No No
Safe Search Enforcement No Yes No No No No
Advanced Endpoint Protection - Traps Introduction No Yes No No Yes No
Advanced Endpoint Protection -Malware and Exploit No No No No Yes No
Review Exploit Chain and Exploit Techniques No No No No Yes No
In-depth ESM Configuration No No No No Yes No
Traps and WildFire Integration No No No No Yes No
Dynamic Object Group No No Yes No No No
Panorama No No Yes No No No
vCenter and NSX Manager No No Yes No No No
NSX traffic steering, security group and policies No No Yes No No No
NSX VXLAN and DFW No No Yes No No No
VM-to-VM traffic control / protection No No Yes No No Yes
Use of VM-1000-HV and VM-100 No No Yes No No No
Use of Migration Tool No No No Yes No No
Import 3rd party config file to Migration Tool No No No Yes No No
Migrate port-based policies to application-based policies No No No Yes No No
PAN-OS verison 7.0 7.0 6.0 7.0 N.A. 7.0
Current Lab version 3.1 3.2 2.0 1.0 1.0 1.0

paloalio
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[TopTan Autofocus

https://autofocus.paloaltonetworks.com

'OFOC Welcome, Denis Batrankov [Pt ry TPt rony .
@ Dashboard Dashboard
Q Search
My Organization My Industry All
L Alerts
Organization: Palo Alto Networks 9 Malware seen in last 7 days
® Tags Makware Download Sessions
(2 Export List
of Settings
=— = =——
Top Applications Top Malware Top Firewalls Label | Serial
Source Countries Source | Destination Top Tags B8 Choose Tag Types
Matching Total#
Tag #Samples Samples LastHit
. @ Dridex 89 28,865 01/24/2016 1:00:18am
® & Bartallex 34,305  01/24/2016 1:00:18am
PY W zxu_devicinfo_leakage 18 337,715 01/24/2016 2:52:34pm
&re
.-' W MailSubmissionAgent 6 93,569  01/24/2016 2:37:46pm
° -°° § Andromeda 6 01/24/2016 2:32:46pm
81 % & Vobfus 5 442,287 01/24/2016 2:52:36pm
° ® Delete_VolumeSnapshots 5 64,952  01/24/20162:42:29pm
Alerts Log Recent Unit 42 Research
ST Time SHA256 Ta, .
: Scarlet Mimic: Years-Long Espionage Campaign Targets Minority Activists
' ucy Lega 01/23/2016 5:51:11pm €66742b. .. | @ Oridex Y 4 { t
. L ‘l! 01/23/2016 5:36:07pm RN .. [ Dridex Executive Summary Over the past seven months, Unit 42 has been investigating a series of attacks we attribute to a group we have code named
¥ paloalto “Scarlet Mimic.” The attacks began over four years ago and
AL N2IAALE £ AL NAC ~EETANL LI
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NSX Demos + Palo Alto Networks NGFW

http://www.projectnee.com/HOL/catalogs/catalog/134

€ (&

HOL Online

A ALL LABS

1. SDDC

VMware Software-Defined
Data Center

2. Hybrid Cloud

VMware vCloud Hybrid
Service

3. Mobility

VMware End User Computing

4. Partner Labs

VMware Products Integrate
with Partners

Asia-Pacific Labs
Challenge Labs

China Labs

Labs delivered from China
cloud capacity

Focus: Networking

| www.projectnee.com/HOL/catalogs/catalog/134

£y yovere I

palo
networks

P LAB DETAILS

HOL-PRT-1672
Deploying Palo
Alto Networks
Next-Generation
Security Platform
with VMware NSX

How do you accelerate the
deployment of business-
critical applications without
compromising security?
How do you define dynamic
security policies to protect
against advanced threats
while keeping pace with
data center virtualization? ...
Read more

20000
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SPLUNK + Palo Alto Networks

://splunkdemo.paloaltonetworks.com
splunkdemo.paloaltonetworks.com/en-US/account/login?return_to=%2Fen-US%2F
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LIVE - oTBeTbl HA Bce BOﬂpOCbI https://live.paloaltonetworks.com

(& https://live.paloaltonetworks.com/index.jspa Qs ﬁ:ﬂ =

IVEcommunity

Topics v Resources v

Live >

Page Not Found

Customer Advisory: Read the notice on PAN-OS SSL Certificate Expiration.

user-id| Community $

& User-ID resource list

& Getting Started: User-1D ase check your URL for typos and try again.

lﬂ User-1D best practices

& Best practices for securing User-1D deployments

pa loa lt & DotW: User-ID Group Mapping ents Connect

NETWOR

2 User-ID Nested User Groups

: Fuel at Spark User Summit Boston on
& How to Configure Agentless User-ID December 2015 @

& Customer advisory: Security Impact of User-1D Misconfiguration

Fuel at Spark User Summit Amsterdam
& LDAP Profile vs User-ID 16 December 2015 @ @

& User-ID Agent Setup Tips
M palo
networks.

e e Fuel at Spark User Summit Sydney on 9
ember 2015
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CkauvaTtb Migration Tool 3.3.

https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559

€& - C [ https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/Download-the-Migration-Tool/ta-p/56582

Download the Migration Tool

by panagent on 03-23-2015 11:13 AM - edited on 11-05-2015 04:14 PM by eIl syaguma (28,218 Views)

Labels: Management

Overview

The Palo Alto Networks Migration Tool is derived from the successful Migration Tool used by the Palo Alto Networks Professional
Services Organization and Channel Partners. It's an evolution of the Migration Tool into a configuration platform that allows you to,
not only migrate configurations, but enhance, optimize, add, remove or edit elements, ultimately converting the legacy device rules into
a next-generation model by creating App-IDs based on real traffic acquired from devices being installed or already in production. The
Palo Alto Networks Migration Tool is a valuable asset for network security administrators who need or want to keep their rulebases in
a pristine state.

Note: The Migration Tool is packaged as a virtual machine image. The download file is a zipped tar archive and the size is approximately
680MB.

Palo Alto Networks Community Members
Community members can download Migration Tool 3.1 for VMware ESXi 5.5 (or higher) by clicking the following:

Migration Tool

Click here to get the Migration Tool for VMplayer and Workstation

Not a Community Member?
If you do not have a Community account, then click the following:

Migration Tool

Download Now paloalto
Click to download Migration Tool 3.0 I netWOrkS,



https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559
https://live.paloaltonetworks.com/t5/Migration-Tool-Articles/MigrationTool-3-3-Info-and-Guide/ta-p/72559

[lone3Hble komaHabl CLI
https://live.paloaltonetworks.com/docs/DOC-4254

General System Health

show system info Shows the system’s management IP, serial #, and code version v v s
show jobs processed Shows when commits, downloads, upgrades are completed. v v v
show system disk-space Shows percent usage of disk partitions. v v v
show system logdb-gquota Shows the maximum log file sizes. v v v
show system software status Shows running processes. v v v
Monitor CPUs
show system resources Shows processes running in the Management Plane. v v v
show running resource-monitor Shows the resource utilization in the Dataplane v v v
Dropped Packet Troubleshooting
ping source <IP_addr_ src_int> host <IP_addr_host> Ping from a specified device source interface to destination IP. v v v
ping host <IP> Ping from the management interface. v v v
show session all filter source <source-IP> destination <destination- Shows specific sessions in the sessions table for source and 7 v v
Ie> destination IPs.
show session info Shows usage, pps rates, etc. v v v
show session id <id-number> Shows session details by entering the session ID number. v v v
Packet Filters and Capture WARNING: Running debug commands on a production device may cause undesirable results.
debug dataplane packet-diag clear all . .
Sl Gaisellane paeici—dise clere leow les Clear/delete settings and files previously created. v v v
delete debug-filter file * Removes all packet capture files. v v v
debug dataplane packet-diag set filter match source X.xX.X.X
destination y.y.v.y destination-port <port-num> X . S
SEE fEmlome meheoecheT Smn Lhllter metoi SedmEe T mE Sets filter with the source IP, destination IP and port to capture v v v
destination x.x.x.x destination-port <port-num> from/to packets.
debug dataplane packet-diag set filter on
debug dataplane packet-diag set capture stage receive file pantac-
Ir'¥.pcap
debug dataplane packet-diag set capture stage transmit file pantac-
tx.pcap
debug dataplane packet-diag set capture stage drop file pantac- Configures the different stage of capture types to be executed. v v v
drop.pcap
debug dataplane packet-diag set capture stage firewall file pantac-—
fw.pcap
debug dataplane packet-diag set capture on
debug dataplane pack-diag show setting Verifies packet filters are setup correctly. v v v
show counter global filter delta yes packet-filter yes While test is running, run the command 2-3 times to Verlfy v N '

filtered traffic is being captured.
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shop.paloaltonetworks.com
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In Stock

Stocked
Executive Gifts
Tech Items
Awards & Crystal
Bags
Clothing
Drinkware
Event Giveaways
Stationery & Pens

Travel

On Request
Executive Gifts

Tech ltems

«
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Welcome to the new Palo Alto Networks store!

To begin ordering, choose a category to your left to start browsing and adding items to your cart. If you

have special requests, a RUSH ORDER / CRITICAL IN-HAND DATE or if you just need help with
something, click "Contact Us' on the left of the page or email panstore@nadel.com.

Please take careful note of the Terms and Conditions, the acceptance of which is a requirement for

placing orders on the store.

Basket

View Basket

Your Account

Login
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CyuwecTtsytowine nognuckn Ha NGFW

Threat Prevention - o6HOBNeHNs curHaTyp aHTuBupyca, IPS, aHTu-spyware

URL Filtering — obHoBneHus 6a3bl gaHHbIX kKaTeropun URL
CyliecTByeT aBe Bepcun 6a3 cobctBeHHasa u ctopoHHAA ot BrightCloud.

WildFire — otnpaBka ¢annos B obnako WildFire u nonyydeHne curHatyp m3
obnaka

Decryption Port Mirror (6ecnnaTtHo) — oTnpaBka paclumppoBaHHOro Tpaduka
Ha 3epKalibHbI NOPT

Virtual Systems — gononHuTerbHblE BUPTYaribHbIE CUCTEMbI HA YCTPOMCTBE.
Mogenun PA-500, PA-200, VM cepusa He nogaepxmsatoT BUpTyarnbHble
CUCTEMbI

Global Protect — nogaepxka mobunbHbIX YyCTPOUCTB U large scale VPN

Autofocus — goctyn K 6a3e AutoFocus ans pasbopa MHUMOEHTOB

https://www.paloaltonetworks.com/documentation/70/pan-os/pan-os/getting-
started/activate-licenses-and-subscriptions.htm| paloalto
dl# networks.
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Komnauua PALO ALTO NETWORKS

2005 rop - CaHta-Knapa (CLUA)

OcHoBaTensb - Hup 3yk

Crnieunanunsauus - MeXceTeBble 3KpaHbl HOBOIO
noKkoneHus, 3awmuTta pabo4nx ctaHUuMn n obnakos
3800+ coTpyaHukoB Palo Alto Networks

37000 + 3AKA34YUKOB MO MUPY: 6aHkn, dbnHaHCOBbIE
ycrnyru, HedpterasoBble KOMMNaHUKN, NPOU3BOACTBO,
Tenekom, 3apaBooxXpaHeHne, puTenn, NorMcTu4ecKme
KOMMaHun u gpyrme

aloalto
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Gartner
BonweobOHbIW KBaapaHT

MeXxceTeBble 3KpaHblI
HOBOIO NMOKONEeHUs

JIlnpepctBo 5 net
noapsan!

-

ABILITY TO EXECUTE

CHALLENGERS LEADERS
Palo Alto Networks
Fortinet —
Cisco
Check Point Software Technologies
Juniper Networks
Forcepoint )
Hillstone Networks @
Q : ' Dell SonicWALL
@ °,
AhnLab (@) e
Sangfor  Barracuda Networks
Stormshield WatchGuard
NICHE PLAYERS VISIONARIES
COMPLETENESS OF VISION ~——>» As of May 2016
paloalto
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KoHTakT odouca B Mockse:

RUSSIA@paloaltonetworks.com
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