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CoBpeMeHHble TpeHabl — Internet 2 B Onunxkauwlee BpemMs

Bo3spocliee KonuyecTtBo aTtak

A

o
SDN/NFV

Virtualization
80% npunoxeHumn
BUPTYanu3npoBaHbl

Mo ctaTuctuke okono 10
NPUNOXEHN KOMMNaHUn
pa3melleHbl B obnake

65K nHungeHToB B oT4éTe TONbkKo Verizon DBIR

SSL Traffic Growth

40% Bcero Tpadmka
3awmndcpoBaHo SSL

Software-defined
everything. SD WAN

PocT ncnonb3soBaHus
NOfocCbl NponycKkaHus

Mobile

He BHeOpE&H KOHTPOb
ycTponcts (BYOD)

loT

35B ycTponcts
MOAKIMIOYEHO K CETU

100G

Bandwidth

Wi-Fi gocTtur ckopocten
LAN. 100G cetu yxe
nocTpoeHbl. PocT 6usHec
Tpadvka Ha 20%
eXerogHo.

Analytics
Big Data

5G

Wireless

Internet 2
100 Gbps u

UHDTV
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[TpenoTBpalleHue NpoaBUHYTLIX Yrpo3 TpebyeT ObICTpOU
peakymnmn arieMeHToB 3aLlnThl

Machine to oS -
) @ Network Segmentation
Machine Attacks Ce° BbicTpas cBA3b U AeNCTBUSA
A
= Advanced . Advanced Threat Protection MH®PACTPYKTYPA \/t/t/\
o 4 Targeted Attacks s /\/\/
% , Malicious ' Application Control
o Apps
o
|§ l Botnets IP Reputation
o Malicious
g Sites
HuweBble pelueHun
o Spam ‘
8_ / P @ KOHTEKCTHAA BE3OMNACHOCTb
~ ’ Intrusion
g & Worms
§ Exploits @
o Viruses ‘
% & Spyware &
Q
|_

1980 CerogHsa

Hardware Theft
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[NoTpebHOCTU B aHanu3e SSL pacTyT

SSL paHHbIX HA OaHHbIN
MOMEHT

.40%

Beb6-6pay3nHra B HTTPS (SSL)

SSL

Secure

Connection

UcTouHuk:
Google Web Performance Labs

LLUndpoBaHHbIX BpeAOHOCHbIX
KoaoB

..00%

Konu4yecTtBo aTak ¢ UCnosfib3oBaHMEM
LUNppoBaHUA nporHosupyetca B 2017*

UcToYHuk:
Gartner
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N3meHeHUe TpeboBaHUM K 3alUUTE CeTEN

PbLIHOK nget Bcrieq 3a yrposamm

Stateful + Cloud +SSL
 \  \  \  \
\J/ \/ \/ \/

. 2017
4 N
50% KonunyectBo nonb3oBarenen NGFW BospacTtet ¢ 50% o 90% k 2019
o J
4 N\
8599 K 2019 rogy 85% HOBbIX BHEAPEHMUI necoyHuny, 6yayT nHterpuposaHsl ¢ NGFW
N\ J
4 N\
$12B MporHos IDC no pbIHKY ceTeBoi 6esonacHocTy Ha 2017 roa, pocT 9%
o /
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OpraHnsoBaHHas KMbepnpecTynHOCTb

NMPECTYMNHOCTb MHCTPYMEHTbI

Hostin '
AHanu3 KkayectBa Infections /%rop MNMpopaxa/peHTa Money Mules KpHcanTuHr

Crypters / Packers Zones 6otHeT/ Cnam / Accounts Receivable
CKaHepr Management SEO / DDoS

BaHkoBckue . MPECTYNMHAA AKTUBHOCTb

cyeTa

YyeTHble

ﬂaHHble& A\ i : - ©ee000ccccc00000e & Q \'
nHpopmauus - : Ll .
CekpeTHas :

KpumuHaneHble Mpopaxa, nuueH3nposaHue,
noaaepxkKa dunuansi

MapTHepcTBO T
-
CO3[OATENN 3NOBPEOOB - ,«§ L _J
9 F J§
4 . ¥
| |

nHbopmaums XepTBbI opraHusauum

a @) [ 1’6%%% Copy & Paste . %
d ! 1 R e 0 mmmm— >¢.)’L)\L)

9101017
Exploits Packers  Special Mobile OnbITHbIE HauuHarowme

Platf Affiliate Programs
IR Pa3paboTumkm Source Code pa3paboTuMKN

FakeAV / Ransomware / Botnets
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Bo3moxxHocTen ona Knbep atak crano 6onbLue

v

CoBpeMeHHasa 6e30nacHOCTb He UMeeT rpaHul

MobunbHoCTb

= CeTn
= [punoxeHund

LleHTpanbHbIN

= [1aHHbIE ocpuc

= Jlrogu

BHyTpeHHuI - BHeLwHun
CerMeHT CerMeHT
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CoBpeMeHHble CeTN He UMEKOT FrPaHmL, — apxXnTeKTypa
ceTeBou cermeHTauum ot loT go Obnakos

HepoBepeHHbIN
YPOBEHb

[loBepeHHbIN
YPOBEHb

Orchestration
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HoBble BbIZOBbLI 0e30nMacHOCTHU

Muccusa Fortinet - npegoctaBuTb CaMyro MHHOBaLMOHHYO, caMylo 3(pchpeKTUBHYIO ceTeBYIO

OGe3onacHocTu Ana obecrneyvyeHus u ynpoweHuna UT-uHdpacTpyKTypbl

OTcyTcTBME CeTeBbIX rpaHuL, MeaneHHbIN — yI3BUMbIN! CnoXHOCTb - 3TO Bpar 6e3onacHocTu

OHTEepnpans @ SMB

Enterprise Firewall Cloud Security Application Security Secure Access Security Operations \

Tla =l Efe [B18) Ea) [
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)4 aHanus yrpos
‘ — NOC/SOC
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MapTHepbl API
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AN

A2, FORTINET LLinpora — ®abpuka npepocraBnsieT NOMHYIO
NXAN\ SECURITY
/\;\/ FABRIC BU3yanusauuio, NOKpbITME U TMOKOCTL MO BCeMy

ANHAMMU4YEeCKOMY CMNEeKTpy aTak

F'MOKOCTL/OTKPLITOCTL

. O6nayHast 6e30MNacHOCTb

besonacHoCTb NpUNoXeHnn
[ | |

EmmnE CeteBas 3awuTa

[ [ |

T 3almLLeHHbIi aoctyn

n
([ ]

D Knuent/loT 3awuta
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N\

. FORTINET LLinpoTa — ®abpuka npeaocTaBnfaeT LUMPOKNeE

AN\ SECURITY
/\;\/ FABRIC BO3MOXXHOCTU MO UHTErpaLmm ¢ TeEXHONOrM4eCKUMM

napTHepamm

 FERTINET
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be3onacHoCTb AnNA coBpeMeHHbIX Ceteun

MeAaneHHbIN 3HA4YMT B3FIOMaHHbIN — HOBbIW BUTOK “rOHKU BOOPYXeHUn”

CPU Only Parallel Path Processing (PPP)
OObIYHLIV BeHOOop Fortinet

Content
Inspection

Packet
Processing

Policy
Management

Policy Management

CPU

Deep Inspection

Ucnonb3oBaHue Fortinet
ASIC

Bonblie
NPOU3BOAUTENbHOCTb MeHblwe 3apepxka

— ¥4
513

OHeproadphekTUBHOCTb MeHbLwe mecTa B
cToMKax
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[MpoaykToBas nuHeuka Fortigate

HayanbHbIn BepxHuu ypoBeHb
VPOBEHb

OnepaTopcKumn Knacc

CP8

Mogens EW Moaenb FW

1 Tbps
Model FW FGT 1000D 52 Gbps i
FGT 5903 40G

950 Mbps FGT 200D FGT 1200D 72 Gbps FGT 5913 100G

FGT 50E 2.5 Gbps 80 Gbps

KopnopatuBHbIe LLaccu
3 Gbps FGT 400D FGT 2000E 90 Gbps opnop

FGT 90E 4 Gbps FGT 3000D 80 Gbps
(10G)

FGT 800D

FGT 3800D (100/40G) 320 Gbps ~ FGT 7040E
FGT 900D (100/40/10G)

FGT 7060
(100/40/10G)

FGT 3700D (40G) 160 Gbps

315 Gbps

640 Gbps

FGT 3960/ 3980E (100/10G) 1 Tbps

2X 7040E




CepBucbl 6€30NacCHOCTN U TEXHONOIrMMn

(1)

Mobile
Security

F:F

SECURED BY
FORTIGUARD.

App Control Antivirus

@@

S

Anti-spam

Database

¥ &

Web Vulnerability IP
Filtering Management Reputation

&) @)

Firewall

VPN

Application Control

IPS

Web Filtering
Anti-malware

WAN Acceleration

Data Leakage Protection
Wi-Fi Controller

Advanced Threat Protection




FortiGate — koMmnnekc ceTeBon 6e30nNacHoOCTM

HAYAJTbHbIN
YPOBEHb
30-90 CEPUA

FEIATINET

"PacnpeneneHHble

"HayanbHOro ypoBHs

» SOC Based

» FW Throughput ~ 4 Gbits/s

» NGFW Throughput ~ 400 Mbits/s
» Ports 1Ge

CPEOHUW
YPOBEHb

100-900 CEPUA

--------
----------
-------

............................

*NGFW

sPunuanbl
» NP + CP Based
» FW Throughput ~ 50 Gbits/s
» NGFW Throughput ~ 5 Gbits/s
» Ports 1Ge 10Ge

TOMOBbLIU
YPOBEHb
1000-3000 CEPUS

“Lona
sNGFW
» Multiple NP + CP Based
» FW Throughput ~ 300 Gbits/s

» NGFW Throughput ~ 30 Gbits/s
» Ports 10Ge, 40Ge & 100Ge

" ONEPATOPCKUU
= KNACC

5000/7000 CEPUSA

*OnepaTopbl

“Lona
» Blade NP + CP Based
» FW Throughput ~ 1 Tbps
» NGFW Throughput ~ 100 Gbits/s
» Ports 10, 40 & 100G




LleHa, DDP MockBa: 8091%

(1) 16x GE RJ45 Ports
- e (2 4x GE SFP

Fomrer e s » i (3 PesepBupoBaHUe GrIOKOB NUTaHUS
e H-HHH

MakcumanbHbIN ypoBeHb 3aUTh CpaBHeHue npoussoguTensHocTn FortiGate 200D 1 200E

2
I -8
1 /) 20 GbpS 16
B X FW Throughput % 1.4
F 1.2
X,

=
@ Ssﬁrgesut E 0.8
o ? 06

o]
G 0.4
}} 1.8 GbpS 0.2
NGFW Throughput 0

NGFW

Threat Prevention

SSL Inspection

FG-200E-BDL (IPS, AV, URL, Botnet, Antispam)

$8 091
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NMpumep: MexceTeBble 3KpaHbl cepun FortiGate 3980E

1 Tbps npon3sBoanTenbLHOCTbL B pexume Firewall

Gbps Ha bopTy

Specification

Firewall Throughput 1.12 Tbps

IPSec VPN Throughput 470 Gbps

] FIIRTINET
ForvGate 39606

10 x 100G zQSFP+
16 x 1/10G SFP/SFP+

LAN

— : 28 x NP6
FortiASIC 4 x CP9
Storage 2 x 400GB, internal storage
2 x GE RJ45

Management 1 x RJ45 Console

[ns cambix TpeboBaTenbHbIX 3aaad
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[Mpumep: MexceTteBble 3KpaHbl cepun 7000

Ona nHcnekuuun npunoXxeHun Ha ckopocTax B 100Gbps!
FG-7040E FG-7060E

Specification Specification

Form Factor 6RU, 4-slot Form Factor 8 RU, 6-slot

I/O Interface 2x FIM-79XXE (selection) I/O Interface Up to 2x FIM-79XXE (selection)
Processor 2x FPM-7620E Processor Up to 4x FPM-7620E

Storage NIL Storage NIL

Management 2 x RJ45 Console Management 2 x RJ45 Console

Power 3 + 1 hot swappable redundant PSU Power 5 + 1 hot swappable redundant PSU

YXe OOCTYMHO [NMoaBnseTtca B TedyeHnn Q1 2017
315 Gbps/ 80 Gbps Application Control Throughput 2x MpounseogutensHocTb 7040E
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I\ FABRIC Ha yrpos3bl

/7

AyOouT N pekoMmeHaauum KoopanHauus

. LY f
N3BecTHbIE yrpo3bl - { vé
FortiGuard . . J \/\ —
: =) Dem: ) | s : . - / / /
ISFW-PRI - 262 GB . - \ \ \ \
) (T ] | I X / / / -
1/
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FortiSandbox adhpekTMBHO AONONHAET CyLecTBYOLWMEe MeTOAbI

Cnam AHTU-cnam Cnam

@ BpeaooHoc
: BpepoHoc BpepoHoc on.noyta
v Ccbinka Beb chmnbTpauus Ccbinka
' @ rrrrresscsscccccccnnne
3kcnnouT I MpenoTBpalleHue AkcnnouT A BpeaoHoc
‘ il Beb Cant

BTOPXXEeHUN

BpepnooHocHoe 10O
bea Command &

Control Center

o

N
&

AHTNBUpPYC

KomaHabl 6oTam
n MNMoxuweHune AaHHbIX

KomaHabl 6oTam
n MNMoxuweHne gaHHbIX

KoHTponb npunoxeHun

IP PenyTauus
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UHTerpauunsa FortiGate un FortiSandbox

. FORTIGUARD.
= Co cTopoHbl FortiGate
CepBuc NGFW
» WHcnekuyus Bxogsero/ncxogauwero tpaduka )
FortiGate CurHatypbl NpUNOXeHUn
» [lepenada nogo3puTenbHbIX/BCeEX 0O0BHLEKTOB B aniralpS
FortiSandbox
» [ony4yeHne pe3ynsTaToB U NoKanbHbIX 0GHOBMNEHWA |i7, fﬁ\ O Cepauc Be6-chmnbTpaumm
» [enctBnsa B 0AuH KIMK (KapaHTUH) LleneHanpaanexHas araka PeiTuHIM pucka
» BnokMpoBka pacnpocTpaHeHusa aTtaku (3) BoaspalLieH peiTukr Kareropuposarme
yrposbl, nocneayoLine
. 6 6 ,
= Co cTopoHbl FortiSandbox (1) OB repogr Crnpasensinonparensa  AHTMBMpYCHas 3awwTa
B
or=anehox Kapahune CurHaTypHasi 6a3a
» CHudpdep n3enekaet ob6beKTbl ANs aHanusa u
OBpuUCTUKa, SMYNALMA
nHankaTopbl aktnBHocTn C&C

» [Mpnem obbekToB OT FortiGate
» AHanu3 Bcex oObLEKTOB N CETEBOW aKTUBHOCTH

O6nayHbIN cepBUC
FortiSandbox

(2) O6BbeKT NpoaHanu3npoBaH B

» OnpegeneHve n pentnuHra o6bLEKTOB cpene FortiSandbox Mecounmua
» [DnHammnyeckasi reHepauus u pacnpoctpaHeHue "threat FortiSandbox Boissnetne C&C
intelligence” CepBuC MOGUNBLHOTO

BpeaoHocHoro MO

CurHatypHasa 6asa
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UHTerpaumnna FortiWeb n FortiSandbox

= Co cTopoHbl FortiWeb

» [lpegoTBpalleHne akcnnyaraumm ya3BumMmocTen

» BIIoKMpoBKa BbIrPy3Kkn U3BECTHOro BpegoHocHoro MO
(aHTMBMpPYC)

» OTnpaBka nogo3puTesribHbIX/BCEX BbIrPY30K Ha
aHanun3 B NeCoYHULY

» MMpnem pesynbraTtoB U NpegoTBpalleHne

FortiWeb

W m

(3) Ecnu yrpoaa,
FortiWeb onoBelueH
Onsi GrIoKMpPOBKK

B OyayLiem

A

[\ —

Bbirpyska Ha Beb-cepep

o (1) ®ann oTnpasneH B
BpefoHocHoro MO nnn gannos ¢ BLICOKUM PUCKOM FortiSandbox

= Co cTopoHbI FortiSandbox

» CHudpep nssnekaeT o6bLEKTbI ANd aHann3a u
nHamnkaTopbl aktMBHocTn C&C

» [NMpnem obbekToB oT FortiWeb ana aHannaa
» OnpeneneHne n pentuHra o6bLEKTOB
» MNoppepxaHune 6a3bl pesyneratoB FortiSandbox

(2) AHanus cpanna B
cpege Sandbox

FortiSandbox

F:=RTINET

FORTIGUARD.

CepBuc Web App
Security

CurHatypebl
NPUKNagHoOro ypoBHS

[MpuaHaku 60TOB

Basa nogospuTtenbHbIX
URL

OG6HoBMEHUA CkaHepa

CepBuc IP penytauun

DDoS, ®uuHr, bot-
cetn, Cnam,
AHOHMMHbIE NPOKCU U
3apaXkeHHble
oTnpaBuUTENNU

AHTMBUpYCHasA
3awumTa

CkaHupoBaHue
BbIrpy>kaemMbix dannos

PerynspHas u
pacluMpeHHas
aHTUBUPYCHblEe 6a3bl



[MpepoTBpaLwleHmne 3noHamepeHHbIX Email:

Uunctele email nepenatotca Ha cepsepbl
3M.M0YThl.
Ncxogsawme email Takke MHCAEKTUPYOTCS

AHanuns penyTauuun, noBegeHnAa N NpoYnx XxapakTtepucTtuk.

MogosputenbHble coobueHnsa nepegatotcs B FortiSandbox.

~
M—ITepHGT SR ‘

CeteBon

TpaduK s
= FortiMail gns nHcnekumn email Toadnk N e v |
» bnoknpoBaHune U3BECTHbLIX Yrpo3 On.noYThl " O6patHas CB;i"’al,g"""’ [ | /
» YoepxaHue coobLueHnn o MHcneKums B sFortiMail “ O6patHas cBA3b
..................... necoyHule B FortiGuard

ornpeneneHns penTuHra

Sandbox ........................
» YnpolieHHoe pa3BepTbiBaHue - 1 sandbox MonHas NGFW uHcnekums Ha FortiGate

nogaepXuBaet Heckosnbko Fortimail MopospuTenbHble 06beKTbI OTAPABASIOTCS B

) FortiSandbox

= FortiSandbox gna aHann3a o0beKkToB .
FortiSandbox nposepsiet n amynupyet

» BbligaBnaeT Hen3BecTHbIe Yrpos3bl noao3puTenbHble 06bEKTLI, coobLaeT
» [MpepocTtasnsert "threat intelligence" ansa nogasneHus PeyETaneloivalk

» WToroBble pesynbratbl ONUMOHANbHO NPeaoCTaBMSATCA
B FortiGuard

ERTINET 26



UHTerpaumnna FortiClient m FortiSandbox

. - FORTIGUARD.
= Co ctopoHbl FortiClient
AHTUBMpYCHasA 3awmTa
» OTnpaBka 06bLEKTOB HA aHanNn3 o
FortiClient CurHaTypHas 6asa
» OnuMoHanbHO - 3agep:kKa 3anycka o0bLEKTOB 40 pe3ynbrata DT, SIS
aHanmaa
, % — Comaees
» ABTOMaTUYECKNUN KapaHTUH BPEOOHOCHbLIX OObEKTOB - epeuc Beb-cuntTpaunn
" . . " . LleneHanpaeneHHas aTaka Peir
» Mpuem "threat intelligence" ot nokansHoro FortiSandbox SATHIRTA PUCKa
(3) BosepatueH KaTteropupoBaHue
» EJ‘IOKI/IpOBKa 06beKTOB, NMPU3HAHHbLIX BPE€4JOHOCHbIMU - PENTUHT - 06beKT
FortiGuard (1) ObbekT oTnpaeneH E rgga{‘?v,p;;mmo ° CepBuc KoHTpons
B FortiSandbox I1pI/IJ10)KeHI/II7I
=Co cTopoHbl FortiSandbox AN Casaryon purocrms

KoHTponb no kateropusim
» CHI/ICb(bep n3BriekaeT oobeKThI an4da aHalnnm3a U MHOMKaTopbl

aktneHoctn C&C CepBuc aHanusa
¥ yA3BMMOCTEWN

(2) O6BbeKT NnpoaHanu3npoBaH B

» I_lpl/leM obbekToB oT FortiClient cpene FortiSandbox Basa ys3BMMOCTel

» AHanmn3 Bcex 0ObEKTOB U CETEBOW aKTUBHOCTH FortiSandbox MpaBuna noBbILLEHNS
o 3aLUMLLEHHOCTM

» HasHauyeHve n npegocTaBneHne penTuHra

» lMNoppepxaHne 6a3sbl pesynstatoB FortiSandbox

F:=RTINET



Kak 310 BCce paboTaeTr COBMECTHO

a x"'/\N
| A .

= -
- -

| JTabopaTopusa FortiGuard

NMpenocraBneHne o6HOBNEHUN

@ MpenocTaBneHune nHgopmaumm o6 yrposax

1 OTnpaBka
cdanna/

J< \,
=] =]
=

@Hoxaanble CUrHaTypbl BbIABJII€HHbIX o6beKkToB

FortiSandbox

1

OTtnpaBka

danna/

FortiClientn
y3noBble C3U

@: KapaHTuH
accnepoBaHue U y3nos/cgannos

KapaHTuH y3noB/6nokupoBka Tpaduka

OTBe€THble Mepbl



Busyanusauua cetu u nepeaadvm AaHHbIX

AR e ) e 3
My6nuyHoe obnako oS .
Sandbox -| Analytics @

N I N

Internet l .A 1 - \
N KX I KX

NGFW.1 ISFW.1
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Kichlanc
v Ll

mapquest

©2017 MapQuest - Portions ©2017 TomAom, Mapbox | |

Names Last 15 minutes @ 14:28:33 IPS Attacks Last 15 minutes @ 14:28:48

Destination IP Attack Name 1 COUNT(Matched Destination IP el ‘-..';rf Trend

153.0.112.171 Glibc.Gethost | 153.0.104.117 |

153.0.104.117 Glibc.Gethost 2900 153.0.161.222

153.0.104.133 Glibc.Gethost 29 0 153.0.109.17

153.0.124.133 Glibc.Gethost 2900 153.0.243.1

153.0.161.222 Glibc.Gethost 290 153.0.112.171

153.0.176.228 Glibc.Gethost 2900 153.0.176.228

153.0.210.178 Glibc.Gethost 29 0 153.0.210.178 A
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Analytics > Real-time Search

Filter Criteria: () Simple &  (s) Structured &

Display Columns:

\ Event Type CONTAIN FortiGate-ips-signature

‘B ISource IP,Destination IP,Attack Name,Event Typ...mm I Search l I Historical Search

14:28:21 14:28:36 14:28:51

14:29:06 14:29:21 14:29:36

34 events in the last 13s Updated records:5

Event Type

| Application Name

14:29:51 14:30:06

6
4
2
0
14:25:21 14:25:36 14:25:51 14:26:06 14:26:21 14:26:36 14:26:51 14:27:21 14:27:36 14:27:51
[ Pause H Fast Forward H Stop ” Clear v | [v_
Source IP a  Destination IP  Attack Name
» 10.13.13.13 153.0.176.228 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.243.1 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.210.178 Glibc.Gethostbynamé&Buffer.Overflow
10.13.13.13 153.0.124.133 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.104.133 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.104.117 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.161.222 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.109.17 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.174.181 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.112.171 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.176.228 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.243.1 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.210.178 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.124.133 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.104.133 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.104.117 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.109.17 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.174.181 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.161.222 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.174.181 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.124.133 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 ‘ 153.0.104.117 Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.210.178 | Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.161.222 \ Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.112.171 ‘ Glibc.Gethostbyname.Buffer.Overflow
| 10.13.13.13 153.0.210.178 | Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 153.0.104.133 ‘ Glibc.Gethostbyname.Buffer.Overflow
10.13.13.13 | 153.0.243.1 Glibc.Gethostbyname.Buffer.Overflow

FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010
FortiGate-ips-signature-40010

1l

-
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= Add Widget+ (@ Last 12 Hours ~

Top 20 Applications

sessions

Top 10 Countries Top 10 Destinations Top 10 Policy Hits
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__ ’ L

Threat i SpyEye.Botnet Category Botnet Threat Level ((Cantieal )

Threat Score( Blocked/ s Incidents( - Blocked/ # Allowed) 356

Allowed)

Source Destination  Country
4 Date/Time Source/Device Destination Service Sent/Received User ' Security Action
01-03 14:32 & 10.13.13.13 153.0.162122@ HTTP 3.4 KB/21.1KB )
01-03 14:31 & 10131313 153.0.10224 @ HTTP 3.2KB/21.1KB )
01-03 14:31 & 10131313 @ 15303159 @ HTTP 3.2KB/21.1KB " SpyEye.Botnet o
01-03 14:31 & 10.13.13.13 @1530.11.51@ HTTP 3.2KB/21.2 KB ~ SpyEye.Botnet o
01-03 14:31 & 10131313 @1530.139.121@ HTTP 3.2KB/21.2 KB ' 'o
01-03 14:31 & 10131313 153.02592@ HTTP 3.2KB/21.2 KB @
01-03 14:31 & 10131313 153.0.145213 @ HTTP 3.0KB/21.1 KB °
01-03 14:31 & 10.13.13.13 @153.0.36.118 @ HTTP 3.0KB/21.1KB a
01-03 14:31 & 1013.13.13 @ 153.045.174@ HTTP 3.5 KB/21.2 KB ™
01-03 14:31 & 1013.13.13 1530170219 @ HTTP 2.9 KB/21.1KB )
01-03 14:31 & 10.13.13.13 153.0.162122@ HTTP 3.8 KB/21.1KB ©
01-03 14:31 & 10.13.13.13 @153.0.10224 @ HTTP 3.2 KB/21.1KB )
01-03 14:31 10131313 @ 153.0.31.59 @ HTTP 3.2KB/21.1KB )
01-03 14:31 & 10.13.13.13 15301151 @ HTTP 3.1KB/21.2 KB o
01-03 14:31 & 10.13.13.13 @1530.139.121@ HTTP 3.2 KB/21.2 KB o
01-03 14:31 & 10[\8.13.13 @153.0.25.92 @ HTTP 3.2KB/212 KB @
01-03 14:31 10131313 153.0.145213@ HTTP 3.0 KB/21.1KB )
01-03 14:31 ‘& 10131313 @ 153.0.36.118 @ HTTP pr KB,
01-03 14:31 & 10131313 E153.045.174@ HTTP | 3.5KB/21.2KB
01-03 14:31 & 10131313 E153.0.170219@ HT (B/21.1 KE
01-03 14:31 & 10131313 E15301621228
01-03 14:31 & 1013.13.13 E153.010224 &

6210131313 '

01-03 14:31

15303159

LERTINET
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ADOM: FGT3HD3915801479 Qadminy K1 G

Add Filter [Gf B All Devices» O Last 12 Hours ~ B~ &v [
Application Category v Risk Sessions( Blocked/ = Allowed) Bytes( Sent/m Received)
Proxy.HTTP Proxy (O 1401 = 113.0 MB/422.4MB B
BlackEnergy.Botnet Botnet [T ) 276 0 818.9 KB/1019.5KB !
SpyEye.Botnet Botnet [ 283 | 902.0 KB/5.8 MB '
) Aeiications “a.RDP Remote.Access  High 3 ' 12.1 KB/8.6 KB :
£3 BitTorrent P2pP  High 16 ' 9.3 KB/32.4 KB :
o0 Sites POP3 Email Medium 8 4.4 KB/11.6 KB '
JepEmwsing Usecs SMTP Email Medium 4 ' 5.8 KB/3.0 KB
SSL Network.Service Medium 14,430 W—— 36.1 MB/97.9 MB 9
K1 Facebook Social.Media Medium 2499 == 99.6 MB/1.7 GB F—
IMAP Email Medium 1 ' 3.1KB/6.7 KB !
N Gmail Email Medium 505 1.5 MB/1.3 MB |
B Microsoft.Outlook Email Medium 576 ¥ 124.8 KB/3.3 MB '
HTTP.BROWSER Web.Client Medium 17,715 S 99.0 MB/2.1 GB I
Bl Netflix Video/Audio Elevated 1084 W 364.1KB/137.3KB |
RTMP N Video/Audio Elevated 8 ' 3.6 KB/7.8 KB '
SSH Network.Service Elevated 9 ! 87.4 KB/171.7 KB !
&3 Skype Collaboration Elevated 7 ' 1.6 KB/4.1 KB '
@ Citrix.ICA General.Interest Elevated 13 ! 339.2 KB/1.3 MB !
FTP Network.Service Elevated 29,675 NI 9.7 MB/47.3 MB i
:0;' Google.Accounts General.Interest Elevated 223 ! 360.5 KB/3.5 MB '
) Google.Ads General.Interest Elevated 413 1 185.4 KB/337.9 KB )
® Google.Hangouts Collaboration Elevated 2,170 W= 88.5 MB/1.0 GB =
@ Google.Plus Social.Media Elevated 282 | 11.2MB/2927MB ™
5 Google.Services General.Interest Elevated 3,052 == 24.4 MB/457.6 MB =
i HTTP.Download.Accelerator General.Interest Elevated 3 t 21.2 KB/1.2 MB !
HTTPVideo Video/Audio Elevated 7,103 EEE——— 4.2 MB/1.6 GB —
IRC Collaboration Elevated 22 ! 553.7 KB/1.3 MB !
| [ Linkedin Sacial.Media Elevated 278 12.3 MB/18.0 MB !
B Microsoft.Portal Collaboration Elevated 609 ° 8.8 MB/12.2 MB )
'BGP Network.Service Elevated 2 ! 956.0B/1.0KB '
i Windows.File.Sharing Network.Service Elevated g ! 4.0 KB/3.8 KB '
25 Xbox Game Elevated 3,519 = 20.4 MB/2.7 GB O
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=-= FortiView \,

B Summary dstcountry : China Add Filter

ADOM: FGT3HD3915801479

Threat
$ Vveiis Summary

& Traffic Destination

Top Sources

Top Destinations

Policy Hits

{ HTTP.BROWSER
SSL

HTTP
HTTPVideo

Applications & Websites
Top Applications
Top Cloud Applications

Top Web Sites .
& Google.Services

Top Browsing Users 28 Xbox
& VPN SpyEye.Botnet
2 WiFi i BlackEnergy.Botnet

¥ System B Netflix

0 EndPoints © Google.Ads
@ Google.Hangouts
K1 Facebook

a7 eBay.Toolbar

B Microsoft.Outlook
Proxy.HTTP

N Gmail

‘@ YouTube

HTTP.Download.Accelerator

Source  Destination

@ China

Threat

Session

Threat Score( Blocked/®
Allowed)

v Sessions(  Blocked/ ® Allowed)

DT T Sessions( Blocked/ # Allowed)

Qadminy K1 B

o8 B All Devices~ O Last 12 Hours ~ B & 1
Bytes( " Sent/® Received)

Bytes(  Sent/ = Received)

7,171 —— | 9 6 MB/11.5 MB

5,185 T
2,128

1,746 .

1,631

1,354

827
352
351
318
286
253
202
88
61
57
33
11
1

30.8 MB/708.7 MB
4.7 MB/13.3 MB
256.5 KB/151.2 KB

10.1 MB/195.8 MB
4.3 MB/596.7 MB
1.1 MB/7.3 MB

1.0 MB/1.3 MB
98.3 KB/39.0 KB
123.3 KB/233.7 KB
4.6 MB/115.7 MB
8.6 MB/144.9 MB
31.3KB/2.1 MB
9.8 KB/314.2 KB
157.7 KB/357.3 KB
120.5 KB/95.5 KB
3.8 KB/229.7 KB
21.2KB/1.2 MB

[ ]
e s—
B
|
994.1 KB/384.4 MB T T ———————
[ S ]
[ ——=
!
|
|
)
T
]
]
)
|
|
]
]
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< Traffic
Top Sources
Top Destinations
Top Countries
Policy Hits :

# Applications & Websites
Top Applications
Top Cloud Applications
Top Web Sites
Top Browsing Users

& VPN

2 WiFi

¥ System

& EndPoints

wununary

Destination @ China

Application  Source  Destination

Glibc.Gethostbyname.Buffer.Overflow
SpyEye.Botnet
BlackEnergy.Botnet h
3 BitTorrent
Proxy.HTTP
IMAP.Unknown.Command
IMAP.Unknown.Reply

Minishare.HTTP.Server.Buffer.Overflow
Samba.Swat.Baseé4.Decoder.Buffer.Overflow
SMB.Malformed.DataOffset.Overflow

CA.BrightStor.ARCserve.Tape.Engine.RPC.Code.Ex...
BakBone.NetVault.Computer.Name.Buffer.Overflow
MS.IIS.ASP.DIl.HTMLEncode.Buffer.Overflow
FTP.USER.Command.Overflow

Xitami.HTTP.If.Modified.Since.Remote.Buffer.Over...
CoreHTTP.URI.Buffer.Overflow
McAfee.Source.Header.Buffer.Overflow
Veritas.NetBackup.Format.String

Bind.InverseQuery.Remote.Overflow

MS.Host.Integration.Server.RPC.Service.Code.Exec...

Threat Score(
Allowed)

Session

Category

IPS: CVE-2015-0235
Botnet

Botnet

P2pP

Proxy

IPS

IPS

IPS: CVE-2008-3466
IPS: CVE-2007-6377
IPS: CVE-2004-0600

IPS: CVE-2006-5276,CVE-2008-4114,CVE-2011-
0661

IPS: CVE-2006-6917,CVE-2007-0168
IPS: CVE-2005-1009
IPS: CVE-2008-0075

IPS: CVE-1999-0256,CVE-2000-0479,CVE-2002-
0126,CVE-2005-3683,CVE-2006-2212,CVE-2013-
5680

IPS: CVE-2007-5067
IPS

IPS: CVE-2006-5156
IPS: CVE-2005-2715

IPS: CVE-1999-0009,CVE-2001-0010,CVE-2001-
0012

Threat Level
Medium

Medium

2|2

Sessions( - Blocked/  Allowed)

Bytes( " Sent/® Received)

v Threat Score(  Blocked/ = Allowed)

22,470
21,900 —

21,800

13,920 F—

4480 W——
3265 -
720 ®

100 !

100 !

50 !

s0 !

50 o

50 !

s !

3 |

30 !

30 !

30 !

30 |

30 !

21,761
21GB

Incidents( Blocked/ = Allowed)

2,247 e ———

433 NN

43¢ NN

2,784 I
44g NN

653 EE—

144 W

]

2
2 |
fl
1

PR R

(I ST S
-
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Q
ERTINET
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. . . : 4 r" .
FortiGate 1500D NGFW-PRI interim l%' Q' @v A admin ~

I # Favorites Ml & NoAccess Device | DeviceCount~ @ now~ & Ed
Dashboard w —— ‘
Link Usage € | SortBy: | Bytes (Sent/Received) ¥ |
| W<60%
Security Fabric W | 60%-90% @ FortiAnalyzer
FortiView Logical Topology 1 > 90% 'S4 FortiSandbox
Security Fabric Audit w
FortiView Threats ¢
& Dashboard w
| FortiView >
% Network >
£¥ System >
R Policy & Objects >
& Security Profiles >
VPN >
User & Device >
2= WiFi & Switch Controller >
lshil Log & Report N & 10.13.13.13
% Monitor >
Device o& ShaunasWin7
MAC Address 00:0c:0c:fe:00:0c
FortiGate ISFW-Sales
Interface @ vsw.port36 (port36)
Last Seen 2017/01/04 11:11:04
0os Windows /7
Sessions 1
Bytes (Sent/Received) 8.30kB |
Bandwidth O bps
Packets (Sent/Received) 4B —|
Dropped Bytes 0B
- Q
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CB_Hooli

EJ EJ @J EJ EJ @J "" 4 Zones, Style 1 v 1200px ¥ v

Emergency Lockdown O ®;

View Details View Details No triggered alerts. Click on the button below to move all your
By computer type By operating system : = 3 connected computers not under High
Find Computer m g E Enforcement Level to High Enforcement
[ \Windows 10 Level.
[ Windows 7
Seagc!\ @ Computer name  User
Y orip name
Search er a DULe rllw
3(50%) for: —J
I Windowis 10
Search Clear
I Desktop Find Files or Events
Windows 7
Computer:  |10.13.13.13 R
File and System Alerts i User: 1
icious fi o =)
(¥ Malicious file 0
= - Fi 5
(.  Potential risk file 0 Top X @ e R Iheng
- i System alerts 1 + Exact match
Event Reports mOd e

Find 10 Blocks by Compul v
top: ' A 00 7 Max age: | Last Day -
Period: Jan 03 2017 05:59:50 PM to Jan Max | L ast Day v
04 2017 05:59:50 PM. age

)

Report Files Computers SS’C“ ==
New installations 0 0 Seanh
Clear
New unapproved files 14 1
‘ Files Events
Blocked files (Banned) 0 0
New (6) * Blocks (5)
| Blocked files 15 » -
l (Unapproved) Catalog (7) Unapproved (15
On Computers (7) All (72)
= . * User filter does not apply
Blocked Executions ; p
Max age: | 1day ¥ View Details Change Policy
Unapproved Change policy of computer:

[ bans

| enter a com

or name or IP addres | v |

From existing policy:

‘ I I ‘ To new policy:

avascriptvoid(o) 50
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Server Management

Server Management
Server Management
Server Management
Server Management

Discovery

Discovery

File analysis requested
File analysis requested
File analysis requested
File analysis requested
File analysis requested

Certificate checked

Certificate checked

HoolNWIN7-SHAUNA

HoolAWIN7-SHAUNA

HoollWIN7-SHAUNA

Hool"WIN7-SHAUNA

HooINWIN7-SHAUNA

Hooll\WIN7-SHAUNA

HoolNWIN7-SHAUNA

User "System’ requested analysis of file ‘googleupdatesetup.exe’ [3C79F...420F0] with
‘FortiSandbox'.

User 'System’ requested analysis of file 'fsa_downloader.exe’ [5C53B...932D6] with
'FortiSandbox’.

User 'System’ requested analysis of file ‘totally_legit.exe' [COE14...3B96E] with
'FortiSandbox'.

User "System’ requested analysis of file ‘pepflashplayer.dil' [7CFEL...1968A] with
'FortiSandbox’.

User "System’ requested analysis of file 'fsa_downloader.exe’ [5C53B...932D6] with
‘FortiSandbox'.

Agent detected that certificate 'Symantec SHA256 TimeStamping CA Symantec Trust
Network Symantec Corporation US' is valid.

Agent detected that certificate "VeriSign Universal Root Certification Authority “(c) 2008
VeriSign, Inc. - For authorized use only” VeriSign Trust Network "VeriSign, Inc.” US'is
valid.

10.13.13.13

10.13.13.13

10.13.13.13

10.13.13.13

10.13.13.13

10.13.13.13

10.13.13.13

Discovery

Discovery
Policy Enforcement
Discovery
Discovery

Server Management

Discovery

New unapproved file to computer

New file on network

Execution prompt allowed (unapproved file)
First execution on network

Certificate checked

File analysis requested

New unapproved file to computer

HoolNWIN7-SHAUNA

HoolWIN7-SHAUNA

Hooll\WIN7-SHAUNA

HoolN\WIN7-SHAUNA

HoolNWIN7-SHAUNA

HoolNWIN7-SHAUNA

HoolAWIN7-SHAUNA

Computer HoolN'WIN7-SHAUNA discovered new file
‘clusersishauna\appdatallocal\google\chrome\user
data\pepperflash\24.0.0.186\pepfiashplayer.dil' [7CFEL...1968A).
DiscoveredBy[Kernel:Rename] FileCreated[1/3/2017 8:38:26 PM] Discovered[1/3/2017
8:38:26 PM (Hash: 1/3/2017 8:38:26 PM)]

Server discovered new file 'c:\users\shauna\appdata\local\google\chrome\user
data\pepperfiash\24.0.0.186\pepflashplayer.dll' [7CFE1...1968A].

File ‘c:\users\shauna\downloads\totally legit.exe’ [COE14...3B96E] was approved
because of user response.

File 'c\users\shauna\downloads\totally legit.exe’ [COE14...3B96E] was executed for the
first time.

Agent detected that certificate "Symantec SHA256 TimeStamping Signer - G1 Symantec
Trust Network Symantec Corporation US' is valid.

Analysis of file ‘totally_legit.exe' [COE14...3B96E] with ‘'FortiSandbox’ was requested by
event rule "FortiSandbox-Fabric'.

Computer Hool\WIN7-SHAUNA discovered new file
‘c:\users\shauna\downloads\totally _legit.exe’ [COE14...3B96E].
DiscoveredBy[Kernel:Rename] FileCreated[1/3/2017 8:37:16 PM] Discovered[1/3/2017
8:38:00 PM (Hash: 1/3/2017 8:37:16 PM)]

10.13.13.13

10.13.13.13

10.13.13.13

10.13.13.13

10.13.13.13

10.13.13.13

10.13.13.13



High Risk Botnet (SpyEye)

Mark as clean (false positive) - @ Analysis Detail
nalysis Details

Received Jan 042017 14:38:00
Started Jan 04 2017 14:38:30 A WIN7X64VM

Status Done
Rated By VM Engine & Captured Packets & Original File & Tracer Package & Tracer Log
Submit Type Adapter B Behavior Chronology Chart
Digital Signature No
Scan Bypass Configuration N/A °
Virus Total Q _

2

3
& More Details =

[
File Type exe £

e o ) ) ) ) )
Downloaded From  totally_legit.exe
File Size 40842696 (bytes) 12:06:03 12:06:04  12:06:05 12:06:06  12:06:07 12:06:08  12:06:09 12:06:10  12:06:11 12:06:12  12:06:13 12:06:14  12:06:15 12:06:16  12:06:17
MD5 69377ea4959c5bf135de270cbfe4dfab Time
@ HighRisk @ Clean
SHA1 6d1b174df3fd820e584377ef5ece0aeb68d52754 e -
& Suspicious Behaviors (1)
SHA256 2c9b00edcfdb69858f177c4de75dd6e0386365a4a2aeead Virisstesten h
654f88d5f78edcab
i i Static Analysis (1)
ID 3153681576566354530 Files Created (2)
Submitted By CarbonBlack Launched Processes (1)
Submitted Filename totally_legit.exe Network Behaviors (8)
Filename totally_legit.exe Behaviors In Sequence (143)
Start Time Jan 042017 14:38:00
Finish Time Jan 042017 14:38:30
Scan Time 30 seconds
Scan Unit FSA3KD3R16000092
Device ADPBIT1483560804
Detection OS WIN7X64VM
Infected OS WIN7X64VM
Adapter IP 192.168.113.110-> 192.168.113.110
Platform Microsoft Windows 7 x64 Professional Service Pack 1
(6.1.7601)

@ Behavior Summary
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&-= FortiGate 1500D NGFW-PRI

Favorites > £ | % Source: 10.13.13.13 | © Add Filter |
& Dashboard ' FortiGate Source Device | Bytes (Sent/Received) <
|u FortiView v ISFW-Sales 10131313 s ShaunasWin7 830kB

3 Drill Down to Details
A Quarantige Source Address (10.13.13.13)

Physical Topology

Logical Topology

Destinations

Interfaces
Policies

WiFi Clients
Traffic Shaping
All Sessions

Endpoint Vulnerability

Applications
Cloud Applications
Web Sites

Threats

Threat Map
FortiSandbox
System Events
VPN
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Security Fabric Audit

FortiView Threats
@ Dashboard
| FortiView
+} Network
£ System
IR Policy & Objects
& Security Profiles
VPN
User & Device
= WiFi & Switch Controller
[l Log & Report
€ Monitor

Issue

FortiGate

Severity \ Recommenadation

Security Best Practices

Detect Botnet Connections

Interfaces which are classified as "WAN" should block or monitor outgoing
connections to botnet sites.

Admin Password Policy

A password policy should be set up for system administrators.

NGFW-PRI

| ISFW-Sales

ISFW-Finance

Block outgoing connections to botnet sites on the following interfaces:

High

Block outgoing connections to botnet sites on the following interfaces:

| [@ Uplink -to- ISFW (wan1)

Block outgoing connections to botnet sites on the following interfaces:

| Uplink-to-ISFW (wan1)

' Block outgoing connections to botnet sites on the following interfaces:

: \
Uplink (port1)
\

Vedium ‘ Enable a simple password policy for system administrators.

|
Medium Enable a simple password policy for system administrators.
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Wireless Traffic

Source Intf Name,Source IP,| SUM(Totz|
|
port2, 154.0.140.158, 02

port2

46, 02:1a
ort2

ort2, 154.0.9

Wireless Client Authenticated-by-SSI...

c
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w
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Top Events By Severity, Count

Event Name ‘

FortiGate-webfilter-e 1
FortiGate-ips-signature- 1,87
Denied traffic 505
V & ting error 62

he URL belongs to an a

The URL belongs t« je... 1722
Exemptlisted web traffic 4

An in ile was det 1
Session closed 74,84
Permitt t [ 3,503

00

Last 1 hour @ 14:54:52

Trend

Last 24 hours @ 14:54:54

ENTLAB-Corp

Last 15 minutes @ 14:58:13

COUNT{ ’i Trend

R AJ‘LLAJLM\_A/\/L AN A A

A AN

Q

Carbon Black Bit9 Last 24 hours @ 14:54:52

Event Name COUNT(N Trend
|

Bit9-PolicyEnforcement-E... 20
Computer reported that ¢ 2

Deleting older events 1

Top Destination Organizations with Co... Last 1 hour @ 14:54:55

zation COUNT(N Trend
|

China Telecom HUNAN
E-Plus Mobilfunk GmbH
Shaw Communications

China Unicom Hainan

114,057 [
TOPNET

Sc Technologica
Fortinet

Vodafone-t

Mini

Office of the Prime

DHCP Available and Used Last 1 hour @ 14:54:56

vilablg Trend

WLAN

vsw.port32

FortiGate Sandbox Events by Type
Event Name |

FortiGate-sandbox-file-s

FortiGate-sandbox-clear
ndbox-malic...

ortiGate-sandbox-sub...

-sandbox-low-r

DHCP Available and Used
Host Intf Name
lan

mgmt

mgmtl

WLAN
vsw.port32

To DCFW
WLAN_Guest
vsw.port36

ortl7

ports

Top Audit Event Categories By Count

IPS Attack Names

So elpP Destinat P Att
13 153.0.104.133 Glib
13 153.0.112.17 Glibe
13 15 Glib
13 153 Glibc
1 15 176.22 Glib

10.13.13.13 153.0.210.17 Glibc

COUNT(| Trend ‘

Available DHCP Addr

|
COUNT(N Trend

Last 15 minutes @ 14:58:07

c.Gethost... 188 N

Last 1 hour @ 14:54:53 AV Infected Files Top Malware Names Last 1 week @ 14:54:53

| Trend

Malware M

e i COUNT(

JS/IFRAME.CNT!tr

HTML/InjectedPhp.NZ!tr
JS/Agent.NNP!tr

JS/PACKED.D79C!tr

JS/Fake)Query. 16F!tr

Top Security Event Categories By Count Last 8 hours @ 14:54:54

Last 1 hour @ 14:54.:54

Used DHCP Addr 27.46 K

185
120

4 I ] . . . .

Malware

Top Allowed Connection Destination ... Last 8 hours @ 14:54:55

Last 8 hours @ 14:54:56

Last 15 minutes @ 14:58:06

Name COUNT(Matched Destinat F COUNT(N Trend
Getho

G

Gethost... 18s|E

Gethost 188_
185 I
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