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4YTO TAKOE BIG DATA?

Big Data - 6onbwoii obvem
Pa3HOOOPA3HbIX J@aHHbIX C BbICOKOM
CKOPOCTbIO MNepesayn, TpebyroLmx
3KOHOMMUYECKN 3OPEKTNBHbIX,
MHHOBALIMOHHBIX GOPM 06paboTKy,
obecneumBatoLLmx bonee rnybokoe
NOHMMAaHWE, NPUHATME PELLEHUI U
aBTOMaTM3aLMIO NPOLLECCOB.

Volume ObbeMm

Velocity CkopocTb
Variety = Pa3zHoobpa3ue
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4TO TAKOE DATA LAKE?

Data Lake — kOHUenuua, Npn KOTOPOU B eAUHOE XpaHUANULLE
cobuparorca pasHo-popmMaTHbIe AaHHbIe ANA NOC/eAYIoWeNn
obpaborkm.

CHauana cobmpaem, NOTOM AyMaeM, UYTo C 3TUM Aenarb.

DATA PROCESSING
(Batch/Interactive)

SOCIAL MEDIA |
Communication _

CUSTOMER
Records
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HADOOQOP

Ha6bop OpenSource
nporpamm
ANA pacnpejesieHHOro
XpaHeHuAa n obpaboTku
AAHHbIX
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Big Data and Hadoop Markets Growing Sharply
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APXUTEKTYPA HADOOP: TNMPUJTOXEHWA
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Bl Tools

A Hadoop System

Java, Python,
Scala, R Applications

Analytic
Application

3rd Party SQL
on Hadoop

webHDFS
(An HTTP
interface to

X

PIG Latin
Scripts

Executes on
MR, Tez
& Spark

- HDFS

v YARN
HBase |¢ APIstoHBase | APlsto

=20 €2 €0 e

HDFS has |
REST APIs) ||

: ' Index
~ partition

| Apache

= mwenne Solr
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APXUTEKTYPA HADOOP: HO/bl

SLAVE NODE

TASK RACKER
DATA NODE

DUCE
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NAME NODE

MASTER NODE

JOB TRACKER

SLAVE NODE SLAVE NODE

TASK RACKER TASK RACKER

DATA NODE DATA NODE

DUCE DUCE

SLAVE NODE

TASK RACKER
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ARENADATA
BEHAOPbI #HADOOP ARENA

Q

CLOUDZRA H:ﬁ%mo' ﬁ{w

TOIl-3 BeHpopa 3aHMMaOT 56% MMpPoOBOro pbiHKa Ha
2016. B 2018 roay Hortonworks n Cloudera
o06beaAUHNANCDH

© 2019 Vinbocncremsl xer . BN __conrERrRENCE—2010



NMPOAYKTbl CLOUDERA CLOUD=RA

* Cloudera Data Platform (CDP®) — pacnpeaeneHHoe
XpaHeHne n obpaboTka AaHHbIX

* Cloudera DataFlow (CDF) — notokoBas obpaboTtka
AAHHbIX B PeXVMe pPeasibHOro BPEMEHM

* Cloudera Cybersecurity Platform (CCP) — aHannTuka

cobbITnK Vb B pexxmme peanbHOro BpeMeHM,
HopManmsauna, oboraweHme, NONCK aHOMaNnK
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H4TO C BE3OINACHOCTbHO?

* OpenSource co BCeEMU BbITEKAFOLLMMMN...
* Ha nepBoM mMecTe pyHKLUMOHaAN, He 6e30MacHOCTb

* MHorune cepBucbl 6€3 SSL no ymonyaHuo

* bosbloe KoAnyecTBo Y3 «n3 KOpobkn»

* Pa3paboTumku, agMu1HbI 1 AaTa- MaI/IHepb|
C LUIMPOKNM HabOPOM MPUBUIETUN -
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4TO C OTUM AENTATB?
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[TomecTnTb CUCTEMY B 3aKPbITbIV KOHTYP
[lyckaTb Nob30BaTeNIeN Yepes eAMHbIN LWAKD3 A0CTYMNa
Mcnonb3osatb Kerberos

LleHTpann3oBaHHO ynpaBaaTsL Y3

CkaHunpoBaTtb Ha YyA3BUMOCTU
AHannsnposaTb 6arv B OTKPbLES

EEEEEEEEEEEEEE



NoAXoA4bl K ObECMNEYEHNHKO BESOIMNACHOCTU

3ALWMTA
WH®OPMALLUNA

=)

Firewall

Privileged Access
Management

0

Vulnerability scan
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A}gagh@ APACHE
L QX | | = —) 101
. i | Ranger KNQX

SALWLUNTA AAHHbIX
BcTtpoeHHbie BHeluHMe cpeacTBa 3alUThI
cpeAcTBa 3alWUTbl
i A= 0101,

Database Activity = Masking/Encrytion/
Atlas Monitoring Tokenization '

BIG DATA 411 BESONMACHOCTU

= ¢ o elastic i logstash
< ) APA ( !
Sta( |( Kkibana
10 JETSECURITY



BCTPOEHHBIE CPEACTBA 3ALWLWTBI AAHHbIX

© 2019 NHdpocucTem

Apache
Ranger

Atlas

bl ket

Q

Apache Ranger — cpeacTtBo
pasrpaHnYeHmnsa JocTyna K AaHHbIM

Apache KNOX — eavHbIn W03
A0CTyna K Cucteme

Apache Atlas — ynpasneHune
MeTaAaHHbIMW, MOUCK
M Knaccmoumkauma gaHHbIX

EEEEEEEEEEEEEE
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APACHE RANGER

[MnarnH K npuaoxeHnam Hadoop
Perynmpyet AOCTyn K 0bbekTamM AaHHbIX
PoneBas mojenb JOCTyna K AaHHbIM

AyauT onepaunm nonb3oBaTenen C AaHHbIMU
MackupyeT gaHHble (Tonbko Hive)

OCOBEHHOCTMA

* He KOHTpoO/MpyeT 06beM BO3BPALLAEMbIX AaHHbIX AS

MexaHM3M OTYETHOCTM He nopaboTaH
OTnpaBka B SIEM 1 Ha nouTy He npopaboTaHa

© 2019 NHdocucTemsl [xet
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APACHE KNOX

ObecneunBaeT eaMHYHO TOUKY AOCTYyMa
[TpokcmpyeT 3anpocCkl NOb30BaTENEN
Ob6ecneunBaet SSO

Nuterpunpyetca c LDAP n AD

OCOBEHHOCTU

NHTterpauunsa ¢ AD noka HenoaHOLeHHas
OanH cepep KNOX —
40 500 coegnHeEHUN B MUHYTY

Hy>HO Heckonbko cepBepoB KNOX
C BHelWHen 6anaHCMPOBKOM

© 2019 MHpocuctembl [xet
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Apache Knox Network Architecture

HEdoopIE|UsTers!
SRR 3 2

ATTITIAIZIA AT ERSEE RN
. Vast

LDAP/AD
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APACHE ATLAS

UTO U KAK AENAET

*  XpaHuT MeTagaHHble 06bEKTOB

*  [lpoBOAMT MONCK U KnacCUPUKaLUIO
*  OTCnexuvBaeT NPeeMCcTBEHHOCTb

* Bewaet 13rn Ha 06beKTHI

« [enutca paHHbiMuK ¢ Apache Ranger

OCOBEHHOCTU

* BcnomoratensHoe cpeacTBO

* He nwet no cogep>XxmMmomy

7 .

Polocenis
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s
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BHELUHWE CPEACTBA 3ALWLWNTBI AAHHbIX

| 1D
|

Database Activity Monitoring -
ayAauT M KOHTPOJIb A4OCTYNa K AaHHbIM

Data Masking/Encryption/Tokenization -
g ~ MackupoBaHue Wn1dpoBaHune
10 . M TOKeHu3auma AaHHbIX

(17) © 2019 Vinbocncremsl xer . BN __conrERrRENCE—2010



DATABASE ACTIVITY MONITORING

- WHTerpupyetca c Ranger ()
* AreHT CTaBWUTCA TOJIbKO Ha cepsep € Ranger F . )
« PabotaeTt ¢ gaHHbIMKM ayamnTa Apache Ranger .

«  Knaccnyeckmn ¢yHkumnoHan DAM - -

OCOBEHHOCTM —— )

« [loagepxwneaet Hive, HBase, HDFS, Knox, . J
Hue, Storm, Kafka

« Tpebyet HacTpounkm Apache Ranger

« Te e orpaHunueHuns, uto y Apache Ranger
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DATA MASKING/ENCRYPTION/TOKENIZATION

UTO U KAK AENAET

*  WndposaHne aaHHbIX
C COXpaHeHveM popmarTa

* [lepepg yknagkom B Hadoop
Unu nocne

* AreHTbl CTaBATCA Ha KaXXAblM
cepBep Hadoop

OCOBEHHOCTU

* BauseT Ha ncxoaHble AaHHbIE

*  BandAet Ha 06paboOTKy AaHHbIX
* BaudaeT Ha Npon3BOAUNTENBHOCTb

(19) © 2019 NHdocucTemsl [xet
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Name SS# CreditCard #
James Potter 385-12-1199 | 37123 456789 01001
Ryan Johnson 857-64-4190 | 5587 0806 2212 0139
Carrie Young 761-58-6733 | 5348 9261 0695 2829
Brent Warner 604-41-6687 | 4929 4358 7398 4379
Anna Berman 416-03-4226 | 4556 2525 1285 1830

SS#

Credit Card #

Kwfdv Cqvzgk 161-82-1292 3712 3488 7865 1001
Veks lounrfo 200-79-7127 95587 0876 5467 0139
Pdnme Wntob 095-52-8683 5348 9212 3456 2829
Eskfw Gzhglv 178-17-8353 4929 4356 7432 4379
Jsfk Tbluhm 525-25-2125 4556 2598 7643 1830
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SALLUNTA NHOPACTPYKTYPHI

~ Firewalls - orpaHnyueHve goctyna
K cepBurcamM naatGopmbl

{é ~ Privileged Access Management —
\\6—] ~ KOHTPOJb A0CTYrMa Y MOHUTOPUHT
(i) . AeucTBum agMUHOB Ha ypoBHe OC

~ Vulnerability scanners -
~ CKaHunpoBaHue cepsucos Hadoop

© 2019 NHdocucTemsl [xet
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PRIVILEGE ACCESS MANAGEMENT

* LleHTpannsosaHHOe ynpasaeHne Y3 * AreHtckoe nan b6e3-areHTcKkoe

Q

*  KoHTpO/ib KOMaHA peLlleHue
*  AyanT 4enCTBUM MoJb30BaTesen * [lonHOLEHHAada 3aWmMTa TONbKO
(BMAEO/TEKCT) C areHTaMu (KOHTPOb KOMaHA)

o‘?_@ ADAPTIVE CONTROL

rc) ﬂ 10101
@ 10101

— \ — [ — V)
(-] —— (-]

Verify who Contextualize request Secure admin
environment

AUDIT EVERYTHING
gq

Grant least privilege
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BIG DATA A4 BESONACHOCTW

EVENT PRODUCER EVENT BROKER

EVENT CONSUMER

e y—

e O

EOm—n
P
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BIG DATA A4 BESONACHOCTW

O APACHE Hortonworks Cybersecurity Platform (HCP) —
~ OH xe Apache Metron

- ‘ ElasticSearch Logstash Kibana (ELK)
[na 60nblLINX OO6BEMOB AAHHbIX

Stack
%)@ elastic + i’logétash ........ OCOGEHHOCTM:
kibana Bausku k knaccy peuennii SIEM

~+  OpenSource pelleHus
+  BosblLOe XpaHuanLLe
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CLOUDERA CYBERSECURITY PLATFORM(CCP)
.......................................................................................................................................... 5

* AHanumsumpyet cobbiTnA real-time
« Oboralaet cobbiTms

«  (CTpouT Moaenb NoBeaeHus

« [eTekTnpyet aHoOManuu

OCOBEHHOCTU

Threat [:>
: Intelligence

Evidence Store

* HeT B NpmMBbIYHOM BUAE NMpaBu i
Koppenayunn :

* [lpaBuna NULIYTCA Ha A3blKe
Stellar

(24) © 2019 MHpocuctembl [xet



ELASTICSEARCH LOGSTASH KIBANA(ELK)

* Log Management
e HenoTokoBbIN aHaAN3 COBbLITUN

y
- Visualize i
* [lpaBuna — 3anpochbl : o -_
{ Log Files | . o elasticsearch
*  MawwnHHoe obyyeHmne | . "

1
i\  FILEBEAT | 'k ! Ship
St I |
o

OCOBEHHOCTU .3

__________

Parse & Transform

__________

PaclwmpeHHbIi GYHKLUMOHAN 38 $ e . A N ‘

: Events :

*  bBbbICTpPbIK MONCK vosserr | ||

____________

logstash
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CrNACUBO 3A BHUMAHWE!

AHapen YepHbix

PykoBoautenb rpynnbl BHEAPEHWA CUCTEM MOHUTOPUHIA U 3aLLMTbl MPUAOXKEHWI
achernikh@jet.su
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