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~POSITIVE TECHNOLOGIES

Positive Technologies Application Firewall

«Positive Technologies is rated as a Visionary because of
its execution on a security-driven roadmap. Organizations

that are looking for high security first should consider .
adding Positive Technologies to their shortlists, but verify -
the level of local expertise on and support for the S
technology. » Cii
Barracuda Networks CqudFIa;Fminet
from Gartner Magic Quadrant ®
NSFOCUS b
~Trustwave . Dropl

T A oSy Sy . . Ergon Informatik

L%l . United Security Providers . Positive Technologies

% . AdNovum '

) COMPLETENESS OF VISION As of July 2016

Source: Gartner (July 2016)
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BuptyanbHble
MawunHHoe oby4eHue n naTum

[ocTyn no moaenu Gernbix CrmckoB — ' lapaHTuposaHHas sawuTa
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BCTpoeHHbIN ckaHep Anda noucka

YSI3BUMOCTEN

NHCTpymMeHTbl ans dhopMmnpoBaHus
Koppensumim

Busapa aons uckroyveHun npsimo
Ha oawbopae

Onpegenenune 6otoB
3awmTa ot DDOS arak 7-ro ypoBHs
Stress-based anroputm
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M MHU MyM False Pos itive POSITIVE TECHNOLOGIES

& b x

Attack chains (11) COUNTRIES © & BETTERMAP X

chain.stat» 4 chain.dynamic » 4 lastthreat.name » 4 last timestamp v
|| AN~/ SQL Injection 2014-04-12101:29:13.992
] y SQL Injection 2014-04-12T00:17:17.638
| ] ~INVT SQL Injection 2014-04-12T00:17:17 567
] SQL Injection 2014-04-11T22:49:53.000
|| SQL Injection 2014-04-11T22:48:59.000
Path Traversal 2014-04-11T22:47:07.521
Path Traversal 2014-04-11T22:46:50.000
Cross-Site Scripting 2014-04-11T22:38:32.000
Cross-Site Scripting 2014-04-11T22:21:25.320
Cross-Site Scripting 2014-04-11T21:57:14.450

SQL Injection 2014-04-11T21:57:10.715
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PTHF  Dashboard  Configuration~  System~  Tools~

VIRTUAL PATCHING

& admin ~

Step 1. Create new virtual patch Step 2. Validate virtual patch Step 3. Apply virtual patch

You can create new virtu anual A tion Firewall will validate virtual patch if it fixe: After virtual is validated you can apply it
Application Inspect winerabilty properly, you can also review it mar fect

S| B e : Application
Inspector

Threat Last Edit v Patch Profile Path

1 Cross Site Scripting (XSS) 2014-03-24 16:39:59 Patch is validated and applied, protection is enabled Default [download.php
1 Cross Site Scripting (XSS) 2014-03-24 16:39:59 Patch s not needed, protection is enabled out-of-the-box Default /download.php
1 Cross Site Scripting (XSS) 2014-03-24 16:39:59 Patch s not needed, protection is enabled out-of-the-box Default /download. php

1 Cross Site Scripting (XSS) 2014-03-24 16:39:59 Patch is not validated, protection is not enabled Default index. php

‘ Report for virtual Report for developers
patch generation to fix the code

‘of Applicati
pplication
— — ;e — AF Firewall




Mouck aHomanuu u 3awmra ot DDoS

Pexxum
«TpeBorn»

Bbibpoc,
UrHopupyem

............................. Mpesbi-
MporHosu- weHus

pyem npesbl- et

LeHve
KoHel,
«TPEBOrn»

KoHey,
«TPEBOrN»

ABHOe 0bHapyxeHue [MporHosnpoBaHue
Thresholds Mitigations
* Requests per second * Drop request

Block w/ iptables

Send to Check Point

Send to Arbor

» Custom action (script exec)

Application response time
» Application error rate
» # of new users
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