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Qs [MpuBMaernpoBaHHbie yuy. 3anucu

Poytepbl, MexceTeBble 3KpaHbl,
M'vnepBu3opsbl, ba3bl gaHHbIX,
MpunoxxeHunsa

CONFERENCE

ACY TN

Yuncno npmBuAErMpoBaHHbIX
YUETHbIX 3annMcen MoXKeT
npeBbIWaTbh KOANYECTBO
COTPYAHUKOB

ByTepsl, IP kamepbl,

Pabouwue ctaHuun,
NMAaHLLETHI,
cMapTdOHbI

"
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Poytepbl, MexceTeBble 3KpaHbl,
f'vnepBusopsl, MNprnnoxxeHw
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Hapywurenb MoOXerT:
* OctaBatbCA He3aMeTHbIM Ana cpeacts Ub
* MonyunTtb AOCTYN K KOH®}. AAHHbIM

* Hapywuntb HoOpManbHbIN peXXum paboTbl
* MpuBecTtn K Ppmsunveckomy yuepby

Pabouue cTtaHuum,
MnaHwersbl,
CmapTdoHbI
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[Mpnmep peanbHOW aTaku:
Hapywwurenb NpoBOAUT ropn3oHTabHOE NPOABUXKEHUE, ICKaNALMIO

J ET npusunernu, ataky Golden Ticket n ycnewHyro kpaxky AaHHbIX
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KPYMHbIX MHUNAEHTOB 6€30NacHOCTU CBA3aHbI
C KOMNpoMeTaumnen NPUBUIErMpoBaHHbIX YUYETHbIX 3anncen*

[MPOHMKHYB B C€Tb, HAPYLUUTENN OCTAIOTCA
He3aMeUYeHHbIMUN MecALaMu

> CpesHee Bpemsa obHapy>keHus
NPOHMKHOBEHUA AN XOPOLLO
CNJIaHMPOBaHHbIX aTak coctaBaseTt 146 gHen*

-> * no gaHHbIM FireEye Madiant M-Trends 2017
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Knaccmueckm peTpoCcnekTrBHbIM NOAXOA

NMpuBuaernpoBaHHbIE

Nno/sib3oBaTeNu \

BUAEO

MOHnaﬁH MOHMUTOPWHT MPUBUIETMPOBAHHbIX
CeCccuin € BO3MOXKHOCTbIO NpepbiBaHNA

M 3awmueHHoe XpaHeHne BUaeo
W TeCTOBbIX J1OrOB

ueJ'IEBbIe CNCTEMBDI

CepBepbl  [unepsusopbl

-

Bba3bl Mpnno>xkeHunsa
AaHHbIX
E’ tl_
CeTeBble YcTpoiictBa
yCTpoWucTBa Vb
BebcanTbl O6nauHas
MHPpacTpyKTypa
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OcHOBHas uenb —
COKpPaTUTb OKHO BO3MOXKHOCTEN
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YnpaBaeHne napoaamm

Nownck npyBMAErMpoBaHHbIX YYETHbIX 3anncen

> ABTOMaTMueckoe obHapy>eHue NPUBUIErMPOBaHHbIX
yu. 3anucewn (B 1. U. App-to-App)

> [epeaauva ynpaBaeHUA y4eTHOM 3anmncCbio
crneumann3mpoBaHHOMY peLleHUto

LleHTpann3oBaHHOE 3aLLMLLEHHOE XPaHUAMLLE NapOoaen
> XpaHeHue naposien BO B3JIOMOCTOMKOM XpPaHUAMLLE

> Peanm3au,vm npnHumnna «MMHUMaJibHO HEO6XOAVIMbIX ananermi/’l»
C NOMOWbIO pasrpaHn4yeHna AocTtyna K y4eTHbIM 3arnmncam

ABTOMaTUUecKas potaumsa naposien NpmMBUAErMPOBaHHbIX YYETHbIX
3anuncen

> PoTauma naponei Ha perynsipHoii OCHOBe UM NOC/e KaXkaoro
NCMO/Ib30BaHUA B COOTBETCTBUM C NOJIMTUKOI OpraHmn3aumm

> ABTOMaTMyecKas CMeHa U CUHXPOHM3aLMAa Naposien
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Real-time obHapy>xeHune

PIM SIEM TAP-arperatop, SPAN

-\ ik

Cnepbl KOMNpomeTaummn
YUYeTHbIX 3anucemn
B ceTeBOM Tpaduke

[etanbHasa nipopmauumsa
O AeNCTBUAX
NPUBUNETMPOBAHHbIX
nosab3oBaTteneu

ObparHas cBA3b
¢ PIM n SIEM



JET

CONFERENCE

© 2017 MHq)OC.MCTe%I Lxer

Koppenaumsa cobbiTni

BbisBneHWe npn3HakoB 3ckanauum npueBmMaermm
N Kpa>kKu yUYeTHbIX 3anuceun

O6Hapy>keHue ropu3oHTa/IbHOro NPOABUXKEHUS
(aHannM3 HeTMNOBOro NoBeAEeHNA NOJIb30BaTeNen)

AeTtekTnpoBaHue HETUNOBOrO 3anycka
BbICOKOKPUTMYUHbIX KOMaHA, N NpoLLeccoB,
BblAB/I€EHNE NHCAUAEPCKON aKTUBHOCTH

BoisBneHMe npaMoro ncnosb3osBaHusA
NPUBUAETMPOBaAHHbIX aKKayHTOB B 06xop,
PIM-pelweHuns
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OCHOBHbIE UTPOKK pPbiHKa PIM

IDC MarketScape: Worldwide Privileged Access Management VI H q) OCUCTeMbl ﬂ,)KET _

Leaders o
eAVNHCTBEHHbIN B Poccuun

3osn0T1on naptHep CyberArk

l .
|
| CybearfArk
l.‘ CA Technologies

f BayondTrust
f

Major Players

Capabilities

Contenders

Participants

trategies

Source: IDC
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