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Cenyac Hanobonee achdeKkTnBHOE peLueHue -
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Knaccuyeckass necovyHuua
NMpuHUMN padoTbl

MOHUTOPWHT:
*  CWUCTEMHbIN peecTp
 CeTeBble coeMHEHUS

*  AKTUBHOCTb (panfioBou
CUCTEMDI

« CuncremMHble npoueccol 1
cepBuChbl

OTcnexuBaHne MpU3HaKoB,TUMUYHBIX ANs BpegoHocHoro MO
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[Meco4yHuuy cnoxHo obountu, HO...

e T

3rOyMbILUSIEHHUKUN pa3padaTbiBalOT TEXHUKHU
obxopa:

« [eTekTnpoBaHmne BpeaoHocHbIM 10O
BUPTYanbHbIX cpea

* 3aJepxka aTaku... )
Mo BpeMeHN Unn AencTBuio nont
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Cnpsyb Ha caMmOM BUAHOM MecCTe
Mpumep 3A0 «JlabopaTopusa Kacnepckoro

OTCcyTCTBME BPEJOHOCHOTIO
[10O Ha XXeCTKMxX guckax
3apaXXeHHbIX CTaHLUN T

\
)

NASPERSKY FINDS NEW NATION-STATE

Pa3meLlleHne koaa :‘..
TOJIbKO B onepaTtmBHOM a
namMaTu o

[locne nepesarpysku APERINYS
NOBTOpPHOE
NHULUMpPOBAHNE C OPYIrnX
3apaxeHHbIx ctaHuun JIBC
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ZERO-DAY
PROTECTION

A pekTUBHO NMpoakTnBHO YnpaBnsaemo
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Y10 Takoe SANDBLAST?

becnpeueneHTHaA 3awuTa B peayibHOM BPeMeHU OT
HeunsBecTHoro BpegoHocHoro O, 0-day ysasBumocTen u
TapreTupOBaHHblx aTak

.f . .

CHECK POINT

, ZERO-DAY
: PROTECTION

MrHoBeHHas
OocTaBKa
rapaHTMpoBaHHO

YcTonunBoe K
nonbIiTKam

obxopa
pewieHne 0e3onacHbIX

BIIOXXEHUU
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Lleno4yka aTaku
Check Point
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ATakyloLwmnn ncnosnbsyet
YA3BMMOCTb HenponaTtyeHHble Bepcumn MO nnun 0-
day ya3BMMOCTb

O6xoa 3awmnTHbIX MexaHnamos CPU u

IKCMNMNOUT
OC c ucnonb3oBaHMEM TEXHUK 0bxoaa

Shellcode (3anyck IHXXeKTMPOBaHME SKCIITONTOM C
«MOJIe3HON Harpy3Kun») Lienbo 3arpyskn BpeaoHocHoro M0

3anycK BpeaoHOCHOro

3anyck BpegoHocHoro MO
no y P
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NWaeHTUdUKaLMA HA YPOBHE 3KCNMOUTA - Mbl k&
Check Point

war snepegy = SheokFon

TbicA4YN UX
YA3BNMOCTb

OecAatkun WW
» CHECK POINT

AKCMJIONT San d B last’”

ZERO-DAY

Ry W PROTECTION

SHELLCODE

n poTHN BOAeﬁCTBMe AETEeKTY
MunnuoHbI

BpeaoHocHoe MO

‘ TpagnumoHHasa necovHuua
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Check Pomt

CoBpEMEHHbIE NMPOLECCOPDI
OCHaLLEHbl CIOXHbIMU MEXaHU3Mamu
MOHUTOPWHra OTraaku 1 No3BoNAT
OTCreXuBaTb onepaLu/wl

OcTaBaACb Ha War Brnepean

JlleTekTnpoBaHMe Ha ypoBHe CPU

[leTeKT BpeaoHOCa A0 NOMbITKM 06X043
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YTto Takoe ragxeTr? =
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MS15-034 Microsoft IIS Remote Code Execution Exploit

[ Highlight ]
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Price «® 12200
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Risk meme l l -
Descriptior Reverdes from http.sys exploit includes ROP gadgets for Server 2008 and Server 2012 only! v
ffected ve Windows Server 2008
Windows Server 2012
Learn more about #8 GOLD:
CVE-2015-1635
1337Day Gold s ¢ rency of
0 this site as such image: o8, 1L
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[leTeKT
3KCMNJIOUTOB
Ha ypOBHe
CPU

5
/55

Bbicoyanwmnm ypoBeHb
AeTeKTupoBaHus

YcTtonumB K obxony

AchhekTnBEH M ObICTP

Tonbko oT Check Point!
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Amynsauusa B obnake AMynAaumsa Ha ycTponcTBe
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SEIVNEROT HEV3BECTHbLIX aTak CHIOMGIIEHG

Chec tion
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Check Point

Onpepenexuve
doannoB BO
BITOXXEHUSAX U
npu
cKkaymBaHUU C
WEB

3arpyska
doannoB B
BUPTYanbHbI A
101010

[MAK (nokanbHo 010101
nnn B obnake) 101048

exe,pdf,MS Office,
flash, jar etc...
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10101¢
01010 !!"
101010\ |\

IAMynaumng
doanna B
pasHbix OC

Windows XP&7

dann

Check Point

OTKPbIBAETCS U
NPOUCXOAUT

dHalln3

noBeneHmA

OHUTOPUHT
noBeAeHns:

dannoBas cucrema
CUCTEMHBLIN peecTp
CeTeBble NOAKMIOYEHUS
CucTteMHble NpoLEeCCh
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Threat Emulation 3a pabotoun
Check Point

SOFTWARE TECHNOLOGIES LTD.

Joseph H. Nyee

12345 Street Name Ave, New Orange, WA 11111

§55-555-5555 (Home)
555-555-5555 (Cell) XXXXXX@resumewriters.com
Flexible, results-oriented nmi meticulous Professional interested in continuing work as a
. Technician/ Electrici
QUALIFICATIONS

Experienced, Knowledgeable, Versatile, Adaptable and D dabl.

PROFESSTIONAL EXPERIENCE

NORTHWEST ELECTRICAL CORP., New Orange, WA 1999 - 2005

Maintenance Electrician

» Used laptop and desktop workstations to troubleshoot problem sources on PLC and ONC program coatrolled
quip in the machi production and bl moﬁhephms Fxlcdvq:omandloolwdq)wm

«  Assisted other trades in pinpointing mechanical, hydraulic and p Pr

« Comected/Repaired equipment.

N BbirnaguT Kak

WONKOR CORP., Pamoma, OR 1994 - 1999
Master Electrician

« Broadened knowledge base since there were only two skilled trades—Mechanical and Electrical.

o . oObIYHOEe pe3tome?

Toyoda and Chirron mills, Okuma lathes and digital servo drives; assembly lines had Allen Bradley PLC 5
controllers, Miller/Hobart wire-feed and stud welders, lange spot welders, and various small presses.

GENERAL DYNAMICS, Lima, OH 1984 - 1993
Journeyman Maintenance Electrician
+ Began inside maintenance career.
+ Repaired and maintained welders, presses, machining centers, hoists, cranes, shape cutting oxy fuel and
plasma arc units, and coordinated axis drive systems.
+  Worked on Allen Bradiey PLC, PLC 2 and PLC3 ccm'ollusGwldM(dmn PLCs and Allen Bradley
7300, 8200 and 9000-series CNC machi

1.B.E.W./Local 683, Columbus, OH 1979 — Present
Journeyman Inside Wireman
» Worked on industrial and ial i meanlcmlwedmumdm&pbh)mm

bending, wire pulling, heavy machine and switchgear moving and il
and motor control center installation, Trained and supervised apprentices.

EDUCATION

OHIO INSTITUTE OF TECHNOLOGY/DEVRY, Columbus, OH 1975
Dipl Ele ic Te P

SPRINGFIELD LOCAL 669 JOINT APPRENTICE TRAINING COUNCIL, Springficld, OH 1980
Journeyman Inside Wireman
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Threat Emulation 3a pabotoun
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HekoppeKkTHaa goannoBsas akTUBHOCTb
o Onepauu c npoueccamu

9 Affected Files

3 Files Created | 8 Files Modified | 1 File Deleted

.

@ 4 Affected Processes

CADocuments and Setting\All Users\ Application Data'\google' googleseryi 4 Processes Created | 1 Process Terminated |

ChA\Documents and Settings\All Users\Start Menu'\ProgramshStartupi\google
ChADocuments and Settings\admintApplication Data\googlelgoogleservice

ChDocuments and Settings\All Users Start
Menu'\Programs'Startup.googleservice exe

CA\Program Files\ Adobe\Reader 8.0%Reader\ AcroRd32. exe

Onean,MM C CNCTEMHbIM peeCTpOM C:A\Program Files\Internet Exploreriexplore.exe

.i‘ﬁi 31 Affected Registry Keys
31 Entries Set | O Entries Deleted CeTeBag akTUBHOCTb

HECU softwaret Microsofth Direct30 MostRecentApplication’\Mame ]
HECUN Software' Microsoft\Internet BExplorerMain' Window_Placernen ﬁ 1 Atte m ptEd N Etwo rk CO N nECt| OnNs
HECLN Softwaret Microsoft\Internet Explorer Security P35ites

HECW\SeftwareMicrosoft\Internet Explorer\Toclbar\Locked winssl.dyndns.org

HKCU\Software\Microsoft\Direct3D\MostRecentApplication\Name
HKCU\Software\Microsoft\Internet Explorer\Main\Window_Placement
HKCU\Software\Microsoft\Internet Explorer\Security\P3Sites
. I\ Saft Microenft\Intern e n Al A A
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LIEJIN:

Poccumnckue u
eBpornemnckme
opraHmaanum

METOA:

ToyeyHaa puLLINHIoBas
pacchIfika C 3KCMITONTC
B doopmaTte MS Word
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| & X (& ¥ |Muconc Mapa 2014 - Unicode (UTF-8) [=sm] =]
m Message L2
[p SN 2 * 3 ! ¥ = = 12 copy & B
OX et @& ElleaP=_" 43¢
Junk Delete | Reply Reply Forward Instant Addto Move Copy Flag Watch %.Encodin Previous  Next
X all ’ message  calendar  to 10 — 9
Delete Respond Actions Navigate
Muccuc Mupa 2014
2014@mail.ru) Add contact 8/19/2014 8:15 PM

mrs.world2014@mail.ru (mirs.w

\' %2 ®oro.doc

B konrkypee «Mucenc Mupa 2014» mobeamnna pocensnka n3 [erepSypra IOamns Honora (dpoto Bo
BIIOKEHHI).

IIcnymKa HMENESYCTPEMICHHAA H BECEMA YCIEIMTHAA. IOmig corceM He MOX0:ka HA THITHYHEIX GHBHCC-ByMCH.
OHa BOCIHTBIBACT TPOUX CHIHOBEIL, HO IIPH 3TOM YCIEBaeT [0J1y4aTh BTOPOe 00pazoBaHIe i BeCTH 1ena
COBCTREHHOTO GIArOTBOPHTENLHOTO (hOHIA.

VBEJOMJIEHHE O KOHOHIEHITHAJIbBHOCTIH: 310 3J1eKTPOHHOE COOOLIEHHE H IF00BIE JOKYMEHTBI,
MPIIOKEHHEIE K HEMY. cofiepikaT KoHuaeHunatsayo nadopmamiio. Hactosmmm yeegomnsem Bac o Tom,
YTO ©CJIH 3TO COOOMIeHIe He MpeIHa3HaueHO Bawm, HCmonb30BaHIe, KOMHPOBAHHES, PACTIPOCTPAHSHHE o
unpopManny, cofepKaneiics B HACTOAIIEM COO0MISHNH, 8 TAK/KE OCYIIECTRICHHE MODLIX JSiiCTBHIT HA
OCHOBC 3TOM HH(OPMAIIIIL, CTPOro 2anpenmeHo. Ecmi Bl mony i 370 cOOOMEHNE MO OMIIOKE,
noskanyiicra, cooduuTe 00 3T0M OTIPABHIESIIO 1O ISKIPOHHOI NoYTe i YAAIHTIE 3T0 COOOIEHHE.
CONFIDENTIALITY NOTICE: This email and any files attached to it are confidential. If you are not the
intended recipient you are notified that using, copying, distributing or taking any action in reliance on the
contents of this information is strictly prohibited. If you have received this email in error please notify the
sender and delete this email.
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BpeOOHOCHbLIU AOKYMEHT Check Point
RETURN ORIENTED PROGRAMMING (ROP)
EXPLOIT

Vicnonb3oBaHue e —
HOBOW YS13BMMOCTH
MS word (CVE-2012-0158)

- OTCcbINan CUCTEMHYIO
NHdopmMaLmio B KOMaHOHbIV
LEeHTpP

- CkaumBan n yctaHasnuBarn
OONOSTHUTENbHLIE MOAYINA

- lUndppoBan v otnpasnan ; )
KOH(pmaeHUnanbHbIe T
OaHHble B KOMaHOHbIN
LEHTP
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TpaguunMoHHasa necoYyHULUa —
TPpaaAULUUOHHbLbIE 3a4epPXKKN

NMPOBEPKA SAHUMAET BPEMA

« Kak pe3ynbraT, BO MHOIMX MHCTaNMNALUMAX NECOMHULbI HE
NCMONb3YITCS B peXxmnme 6rnokMpoBKu

* BpenoHocHbIN hann MOXKET nonacTb K Nofib30BaTento, rnoka
HaxoOUTCA B ovepenun O NpoBEPKU

T é
=74
o l\

J—
| =}
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SANDBLAST THREAT EXTRACTION

HemepneHHbIN gocTtyn

He peTekT, HO ynpexaarowiasa 3awmra

| MonbITKM aTakn o4eBUOHbI

‘ YnpexaaroLlas

3alumTa
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HocTaBnsaem rapaHTMpoBaHHO 6e30NacHble=s
dhannbi Check Point

Bbe3 Hac

/ HdeKumnsa

JOE SMITH

T30 Nar % Chacage, L 601! jme srathQgrad com 02251212 Srwdhed)

AFPLICATION SECURITY SPECIALIST

Cone COMpTIEscis: Appdcwin Suraty, Retwod Sucanty Mabd Genaty

SIoommasy CoMTINORS Corvpdi Proguerewsy Cyendeg Spvieen Secuntly, Waskild selisdy
Sacavy Ptesn ey

PROFESSIONAL EXPIRIENCE

Payment for private key

Your important files were encrypted on this computer: pholos, vidoes,
documents, etc. You can verify this by click on see files and try to open
them.

Encryption was produced using unique public key RSA-8192 generated
for this computer. To decrypt files you need to obtain private key

The single copy of the private key, which will 3%ow you to decrypt the
files, Is Jocated on a secret server on the intemet; the server will destroy
the key within 72 hours after encryption completed. After that, nobody
and never will be able 1o restore files

To retrieve Lhe private key, you need to pay 100 USD
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