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Shadow Brokers launch subscription
service for stolen exploits, zero-day leaks

The cyberattackers are demanding $23,000 every month for access to the cache of stolen vulnerabilities.

a By Charlie Osborne for Zero Day | May 31, 2017 -- 0916 GMT (02:16 PDT) | Topic: Security

The mysterious group that over the past nine months has leaked millions of dollars' worth of
advanced hacking tools developed by the National Security Agency said Tuesday it will release a
new batch of tools to individuals who pay a $21,000 subscription fee. The plans, announced in a
cryptographically signed post published Tuesday morning, are generating an intense moral
dilemma for security professionals around the world.

Source: ZDNet, Arstechnica
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HekoTopble GakTbl MO BbIMOrateiam

* FBI 3adunkcmpoBan 992 obpaweHmnn no CryptoWall mexxay anpenem 2014 u

nroHem 2015.
« Tpeb6oBaHua BapbmpoBanncb ot $200 go $10k
* Mo cratuctuke Trend Micro Tpe6oBaHusa 6bian B ananasoHe $20-600
* YTO OTHOCHTENIbHO HOBOTO 3aPUKCNPOBAHO
= Teslacrypt: 0-day & exploit kit
= Ransom32: JavaScript .

= Petya: HaueneHHoctb Ha MBR

= Jigsaw: vrpbl
= Lucky: DOC B PDF
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Hekotopble dakTbl Mo BbIMOratendam — Lucky (Q2'2017)

- NONAMEFL.pdf - Adobe Reader

&) @ 1 |2 942% |+ Find 8
I

Open File u

) The file "625579.docm”™ may contain programs, macros, or viruses that could potentially
& harm your computer. Open the file only if you are sure it is safe. Would you like to:

®) Open this file
() Always allow opening files of this type

Never allow opening files of this type

Cancel
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YTO Yalle BCero BUANM..

Cobalt Strike; Empire Powershell
Mimikatz

PS Keylogger

YTuauntbl RC

+HeKoTopble HecTaHAapTHble
MHCTPYMEHTbI... ®
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Fuie pa3 npo Wcery n PowerShell...

CWVE-2017-0144 - Remote Code Execution - SMB (Request) SMB @ High
CVE-2017-0144 - Remote Code Execution - SMB (Request) sSMB ﬂ High
CVE-2017-0144 - Remote Code Execution - SMB (Request) sSMB ﬂ High
CVE-2017-0144 - Remote Code Execution - SMB (Request) sSMB 0 High
EQUATED - SME (Response) sSMB ﬂ High
EQUATED - SME (Response) SMB @ High
CVE-2017-0144 - Remote Code Execution - SMB (Request) SMB ﬂ High
Possible HTA PowerShell Empire (Reguest) HTTP Low
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[Touemy PowerShell?...

IRIE
CISCO.

Q M

a® Windows

splunk >__

a® Microsoft amazon

webservices™
ORACLE @rackspace

CITRIX @ QUALYS & ‘
O:) Y - |Opq @ vmware

GitHub

powerspion. DECUTLY G
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injectshellcode

jobs

hLll
killdate
list
listeners
lostlimit
maln
mimikatz

psinject
pth

rename
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[ lpeanaraemble MepbI™

ObHapyKeHune: naeHTUPUKaLma HemssectHoro BMIO/KoHTEHTa N NOA03PUTE/IbHOW CETEBOM
aKTUBHOCTU, pacKpbIBalOLEN XapaKTepPHble YepTbl MPOBOAUMOMN aTaku

3awmTa: 6N1oKMpoBaHUe UeneBoro GULLIMHIA U aKTUBHOCTEN, CBA3aHHbIX ¢ 0-day KOHTEHTOM HYy
YpOBHe ceTu (OTK/IMKK, pacnpocTpaHeHue/nepemelleHme...)

O6beamHeHne Threat Intelligence: peweHne, MHTErPUPOBAHHOE C MOYTOBbLIM LUHO30M U APYTMMMU
@ cUCTeMaMM 3alWuMTbl ANA BblABAeHUs duwmHra n 0-day

ROI: consamepummble 3aTpaTbl U NPaKTUYECKaA NO/b3a OT BHeApeHUs (COOTHOLWEeHWe PUCKOB
N NX CTOMMOCTU NO OTHOLLIEHMIO K NPpUobpeTaeMomy peLLeHuo) /\

*Verizon 2016 Data Breach Investigations Report page 33
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bonee TexHnyecku

*  WNpeHTMdUKALMA CETEBOMN CECCUMN @ R,
— BbIfABNATb COOTBETCTBME NOPTA NPOTOKONY | S
— Ortcnexunsatb TCP ceccumn n nepecbop pparmeHTUPOBaAHHbIX GPENMOB //:/' “‘\‘ S
* BbiaBneHue nogo3pmUTENbHOM U ONACHOW CETEBOM aKTUBHOCTU R ' ‘\\ \\\
— VI3BECTHbIN BPEeAOHOCHbIN TPAadUK Ha OCHOBE YKe NMMEKLLIUXCS ,’/ I/I \ \ G Y
AAHHbIX (penyTayms) A / \ Y .
\

— PacnpoctpaHeHue BINO BHYTpU ceTn npeanpuaTUA {
— BblABNEHME NCNONB30BAHMA SKCNIOMUTOB NO CETH /
— [opo3puTenbHbIV NOTOK B COCTABE IETMTUMHOIO TpaduKa

/

/

I
I
I
|
|

J J ‘
* OTcne)kmBaHWe BCeW LEenoYKM MHOrO3TaNHOM aTaku no
PA3/IMYHbIM NAEHTUPUKATOPAM CETEBOU aKTUBHOCTHU

— 3arpysku/uenesoint GULLINHT
— C&C / oTnpaBKa AaHHbIX

— BHyTpuceteBoe nepemeuleHue & un pa3BeadKa

© 2017 Mndocnctembl [xet




4UTO Takxe YUMTbIBATb
99% BI10 3aTparmnsatoT meHee 10 APM —
— @
* 3HaA AaHHble O pPacnpPoOCTPaHEHHOCTU U 3penocTu (CpokKe
XU3HN) darna, MOXKHO caenaTb onpeaeneHHble BbiBOAbI

o
* Yem H6onblue AaHHbIX (COTHU MUNIMOHOB), Tem bonblue X3w
lWaHCcoB pa3nnyntb BINO cpean HOBbIX BUHAPHMKOB <

aHHbIE O PacripoCTPaHEHHOC
— OanH u3 cnocoboB BblABNEHNA NONMMOPGOB A pacnpocrp

* [losBneHne Hen3BecTHOro BMHapPHMKa MOXKET
CUIHANIN3MPOBATb O LLe/IeBOM aTaKe

>

* MaluHHbIe meToabl 06y4YeHUA MOryT MCMO/1b30BaTb 3TU
NaHHble
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