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https://intel.malwaretech.com/botnet/wcrypt/

455,445

TOTAL

R 302,985

Infection Map (age: Oh 32m 40s)

51 Wana DecryptOr 2.0

Qoops, your files have been encrypted!

0

What Happened to My Computer?

| Your important files are encrypted.

' |Many of your documents, photos, videos, databases and other files are no longer
|accessible because they have been encrypted. Maybe you are busy looking for a way to

 recover your files, but do not waste your time. Nobody can recover your files without

our decryption service.

Payment will be raised on Z
Can I Recover My Files?
: UHTEp

1/4/1970 01:00:00 | Sure. We guarantee that you can recover all your files safely and easily. But you havi
[ ot so enough time. INTERFAX
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>. 2

| But if you want to decrypt all your files, you need to pay.
| You only have 3 days to submit the payment. After that the price will be doubled.

| Also, if you don’t pay in 7 days, you won't be able to recover your files forever. B POCCHM ATAKW BUPYCA-BBIMOTATENA WANNACRY

'We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

H Do I Pay?
1/8/1970 01:00:00 pa?r::'em?s P —— 3a paXkxeHuro Wanna Cry B MB n noaBeprnuch

Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

'And send the correct amount to the address specified in this window. Ton b Ko n e pco H a n b H bl e Ko M n b mTe p bl

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $600 worth of bitcoin to this address:
bitcoin
co fo COTPYAHUKOB

ACCEPTED HERE | 13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

Time Left |

About bitcoin

How to buy bitcoins?

Contact Us Check Paymen

http://blog.checkpoint.com/2017/05/15/wannacry-new-kill-switch-new-sinkhole/
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Mpumep: BekTOpbI aTtakn WannaCry
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1. YepBb WannaCryPTOR ucnonb3yeT pa3paboTku April 212 2017
AHbB (yTeuka yepes Shadow Brokers):

>  [ownck yassumblix xoctoB: SMBTouch, ArchiTouch
> Jkennontbl ana SMB MS17-10: EternalBlue,

‘\ )
/
/
EternalChampion, EternalSynergy, EternalRomance ’f
>  bakgop: DoublePulsar
2. PULIKMHroBas pacchbisika:
»  Ccbinku B Tene nucbMa n gokymeHtax PDF
~ ApxvBbl ZIP ¢ naponem ¢ PDF || I| | ‘ I |

3. Atakun brute-force login Ha RDP-cepBepbl 1 P SMB protectons black rete oy e
yCTaHOBKa Ha HUX Ransomware

May 127 2017

http://blog.checkpoint.com/2017/05/12/global-outbreak-wanacrypto/
http://blog.checkpoint.com/2017/05/25/brokers-shadows-analyzing-vulnerabilities-attacks-spawned-leaked-nsa-hacking-tools/
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Browser hijacking uepes Wi-Fi / 6ecnnatHoe MO
®anblINBbLIN NOUCKOBUK C peaNpPEKTAMM Ha HacToAwme
Kparka AaHHbIX NOoAb30BaTeNA, AOKa4YnBaHUe BpeaoHocHoro [0

Reach Over BOQ Million Users
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YCIMNEWHAA CTPATEIN'NA 3ALLIMTDBI 3
Ha BceX 3Tanax aTakv AnS KaXXOoro BeKropa =il

KomnpomeTaluuwm KomnpomeTauwuas Mocne kKomnNnpomeTaluwnwu
Threat - AppCtrl + URLF AppCtrl + URLF
Intelligence Hrcual ANEYIIS + Anti-Bot + Anti-Bot
Firewall Anti-Spam . Endpoint Endpoint Document
Security Security Security
DLP AppCtrl + URLF Threat = . Firewall +
. orensics .
Document Threat | Emulation AppCitrl + Identity
Security S Mobile Threat IPS
Threat Prevention
Extraction
[lpenoTBpalleHune [lpepoTBpalleHune
U3BECTHDbIX aTak HEU3BECTHbIX aTak
[NpumeHeHue 3aWnTbl HA OCHOBE CUTHATYP BAoOKMpOBKa AaXKe HOBbIX U OMACHbIX aTak
Ha KaXXaom ware ana 6bicTporo C MOMOLLbIO TEXHONOTNI NPOAKTUBHOM
6/10KMPOBAHUSA BTOPHKEHUM 3aLWUTbI

©2016 Check Point Software Technologies Ltd. S



R80.10: eanHaaA NONIUTUKA KOHTPONA AOCTYNA

Name Source Destination Services & Applications Data Action Install On
CDutbound access #%  production_net " Internet ® Any * Any % Accesssublayer # Policy Targets
(eAndntndededetndeded i < ————————————— )
Social media for marketing rEELmﬂu;eter_wLe‘ __ Internet | Twitter : *  Any $ Accept rEI SG13800 :
I---------' E Jnhn : I--------{E Llnk'EdIn : ------------------------------:-:::r -----
I 2 |vecccccccc== | | |
1 1 = -IESEELg-ra_m ______ /' | ______________
Develnper{ upload =] developer_role _: Internet : Dropbox_ :’ Any Direction l $ Accept rﬁ_‘iﬁﬁﬁﬂﬂ._-_\
: : m{ 1 : Source Cnde-Jmm: B3 CapsuIeCInud '
S oo ocococoaoasoasoaoaoes L 4 \ ——————————
Access Serl:sitive Servers *  Any -I= Any * %ny :-l- Any % SensitiveServers * F'::ullc'_l' Targets
I r ----------- I I r-----------------------
Mnbileﬁ.c1355 |I1'_'5I Mabile Devlces' di Maills - :ﬂailSenrer :* Any : @ Accept =3 Mobile
_____ I
----------- )
Access to ‘.{Jeh Server ®*  Any : % WebServer (%3 41ttp5 :* Any : $ Accept o =3 AWS |
| | | | : l | B VMWare

My6nunyHbie YacTtHble
O6naka O6nakKa

LWnto3bl MobunbHbie

NMonb3oBatenu 7 MpunoxkeHua DaHHble

yCTpOiCTBa

& =2
Ly
o4
s @
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CokpalleHue nnowjaan aTaku

Check Point
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1) Next-Gen Firewall ansa cermeHTaumm n mukpocermeHtauumn, SDN (VSEC)

2) CTporasi nofinTuka OocTyna Ha YPOBHE MNPUIIOXKEHMNN K TPy rnofb3oBaTesrien
3) PacwudpoBaHne BX. U UCX. SSL C UCKITIOYEHUSIMUN MO KaTEropusim

4) MNpepgoTtBpalleHne aTtak IPS 6e3 pucka ans 4OCTyNHOCTU CEPBUCOB

‘ .
@ Gavion Overview
=5 Enforcing Gateways IPS provides protection from netwark, application and web attacks.
% Profiles
Protedtions IPS in My Organization
Lg{ Geo Protection 20 Security Gateways are enforcing IPS
=|] = 2 profiles are configured
Profile  # IPS Mode  Activation Gateways
=.Default Protection Rissnt 5 IPS Poli... 16 GWs
1 E Recummended_F‘r...' Prevent &3 IPS Poli.. 4 GWs
Profile Properties - Recommended_Protection | 2 2% |
- General Updates Policy
&= IPS Policy

. i Updates Policy

Metworlk Exceptions i
.. Troubleshooting Mewly downloaded protections will be setto | Detect -]l 2.

©2016 Check Point Software Technologies Ltd.




CokKkpalleHue nnowaan ataku

Check Point
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5) bnoknpoBKa ornacHOro KOHTeHTa (exe, wsf, ...) no dopmaTty n cnocoby AOCTaBKU

©2016

Protected Scope Protection/Site/File/Indicator

B SMTPServer

Action

ERRecommended_Profile

File Types Configuration

2 = |

Specfic file types families actions:
;}JE fo Search Q, |
—
’ Type Description Action -
I ﬁ_.'-j'-r' msi Windows Installer file @ Block i
| | vbvbevbs Visual Basic script @ Block 3
|l&] jar Java archive @ Block
@ P Windows program info... (g Block
cmd Windows command file o Block
|| ws.wsc.wsf Windaws script file @ Block
8] isise JavaScript & Block
[ hta HTML application (@ Block
et fifiect
| | bas BASIC source code (2) Inspect
5l e Certificate file (2 Inspect
4 | inf Information or Setup file @ Inspect
|| insisp 1IS settings @ Inspect
|| mdb mde Access database (2) Inspect
g, xsl ¥ML stylesheet @ Inspect il
| ok || Cancel

» |% Anti-Bot W Frevent
@ Anti-Virus ' Prevent
%] Threat Emulation WP Prevent

@ Threat Extraction @ Convert To PDF

6) AHanus zip, rar, 7zip,...
broknposka ace, arj, bz2, Izh,...
Fail-close ona apxuBoB ¢ naponem

( Archive Scanning Configuration | ? 2 .|1

Stop processing archive after seconds.

When maximum time is exceeded o Block - file.

| ok || Cancel




. .
Zero Day Prevention vs. Detection -

Check Point

SOFTWARE TECHNOLOGIES LTD.

BOMbLMHCTBO «NECOYHUL» BbIDOPOYHO
npenoTBpaLlaroT B 3MEKTPOHHON NoYTe
N TONbKO OETEKTUPYIOT B BED.

OHun coobwwatT Bam nnoxme HOBOCTH,
Korga y»e CJZIMLLKOM NO34HO,
N co3garoT MHOro padoThl.

CurHartypa 4yepes3 X MUHYT — 3TO 30POBO,
HO yXe He anga Bac...

©2016 Check Point Software Technologies Ltd. 9



O6bI4uHYIO NEeCOYHULY He TaK CZI0XKHO 060UTH

3nospeq,
o YcKkopeHune ncnosb3yetr
3anycK No Tanmepy o o
Tanmepa COBCTBEHHbIN

Tanmep

| B &0
- 7‘ . - gl

O6HapyKeHWe NecoYHULbI L . OGHapyxeHmue
oY - amynupyet CPU - amynauum CPU
N »

Ob6HapyXeHune

OXnpgaHune nencrTeuna MMUTaumnA KNNKOB, .
aHOManNum

YenoBeKa " ABUXEHUA MbILLKK

noseaeHunA




Imynauma B SandBlast Bceraa
Ha Lwar Brnepean

Tbicauun
YA3BUMOCTb

OecAatkun

EXPLOIT

CHECK POINT

ZERO-DAY
PROTECTION

3ATPY34UK

MunnuoHbI

3J1I0BPE[bI Ob6bl4yHaA necoyHMUa

©2016 Check Point Software Technologies Ltd.
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CPU Detection Engine
210 moeo, Kak 3anycmumcsa Koo 0bxoa0a...
OBXOA NECOYHULIbI 10 3a2py3Ku 37108peoa....

11
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CemericTso TEXHO/OT U
- SandBlast o 1A 3aLUNTD|

ZERO-DAY
PROTECTION

THREAT
EMULATION

THREAT
EXTRACTION

ENDPOINT
FORENSICS

ZERO
RANSOMWARE

OO0



=

[MpepoTBpaweHue Zero Day ¢ Check Point

Gheck Point
USB, SMB... g “¥™/

S Frmm

l . IMynauusa anst Bed, noyThbl
n ap. Ha 04HOM yCTpoOUCTBe

@\

t 3

Pexum «Hold» ans
npepoTBpaLieHns B Beb

Pexum MTA ons

THREATCERID npeaoTBPAaLLEHUS B NMOYTE
JlokanbHas y
AMynAums . OTKa30yCTONYNBOCTb
B obnake SMynALNA

PaccnepoBsaHue, nedyeHune

©2016 Check Point Software Technologies Ltd. 13



Sandblast Threat Extraction

[locTaBKa rapaHTMPOBaHHO O0e30MnacHbIX AOKYMEHTOB U U300paKeHUU

PeKOHCTPYyUpOBaHHbLIN
AOKYMEeHT/KapTUHKa

OpuUrMHanbHbIN | 100% 4ucTbIN
AOKYMEeHT/KapTUHKa y AOKYMEeHT/KapTUHKa

: ® 0

©2016 Check Point Software Technologies Ltd. 14



3awmTa KOHeYHbIX Todek ot Check Point e

m Endpoint Security

i OB6zop

CEPBMC

f:) OGHOBHTE Ceruac
0., MposepuTs cUcTEMY Celuac
2 Ovenrounts ot VPN

¥ JlononsurensHo

192.168.181.137
E80.70 (80.70.0209)

J® Check Point

bBneiig Compliance
MpUMMEHEHIME ECEN NOMAMTMK, HET HADYLWEHMIA NPaEMN.

bBneig Anti-Malware
HalneHe! 3apaweHHee obbekTrl (14)

bBneiig Media Encryption and Port Protection
YCTPOICTES HE oBHapYHEHE

Bneigbl Firewall n Application Control
HeCKoNeKo nporpant (1) M HeCKONEKD NogrEmYeHrA (45795) 3a8...

Bneiig Full Disk Encryption
Sawndposaro 1 yocTpoRcTED.

Bneig Remote Access VPN
MogknodeHo k emea-cp.chedspoint. com

Bneig Capsule Docs
Bnelin Capsule Docs yNpaENASTCA M3BHE

bBneiin URL Filtering
MpHYKAHE OTKNKYeHUA Bneliga: OTKIYEHD NONMTUKOR KoHEY. .

Bneiig Anti-Bot
BE,'.'I ETCA MOHWMTOPIAHE

bBneiln Forensics
MpoaHanuIupoBEaH 24 cny4alis

O o0 02 &0 0 &0 o0 O 0 o

bneiin 3Mynaumm yrpos
HalneHel 3apameHHele ofbekTel (2)

©2016 Check Point Software Technologies Ltd.

§) Cnpasxa

e Baw KOMMNBHOTED COOTEETCTEYET NOAWMTUEE GezonacHOCTH opradHl3aagim

CooTBeTCTEYET
TpeboBaHKAM

Brn,

Bkn.

Brn.

SawnbpoBaHD

MoaknoYeHo

YCTaHoBNeHD

Beikn,

4
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- YHUBepcanbHbIN areHT
- MopaynbHaga apxmuTtekTypa
- 3ameHa AV unu

- CoBMEeCTMMOCTb U1
UHTEerpaumna c AV

- 3awwmTa ot APT

Check Point

SandBlast

(ODAGENT

15



Recyde Bn My Fies Wannaods

A This PC is protected by SandBlast Anti-Ransomware

A
246 A4
e @ | @ PORE g,




NMecoyHmua, AV, AB, AR, IoC — OTueTt Forensics
e - :

e ‘ Business Impact (2 categories, 242 events) :  xoooo: wery_full_attack_analysis1494615803475
ser Name: .
Computer: . . . )
Incident 1D: | These are potentially import ﬂ Remediation Details oo wery_full_attack_analysis 1494615203475
E t P R t d .............................................
Q enuyPoint o This screen describes all the remediation actions that were taken automatically.
Accessed [172.217.16.163] in crL v ?ﬂ Data Ransom [241 fil | 4
ﬁ Remediation (32 filed : . , . .
Thic i< a list of user files thatl ™ Quarantined Incident Files (3 quarantined) 1
REPUTATION | FILE NAME s;fdé?;:geg:ljsgg o
d
@ euanate Al show 25 + ent| These are potentially malicious files that have been quarantined.
o @wanadecryptol
o @wanadecryptol
o s Bl Status ¥ File Name Reputation * File Name % File Path o 1
wrnic.exe 1580
o @wanadecryptol . ow Copy Deletion
C 2014-financi Ly @wanadecryptor@.exe clusersuocoooddownloads\@wanadecryptor@.exe
< g-example-df O taskdl.exe cwusersuooossidownloadsitaskdl.exe |
25 more...
C g-finance-ma
A . . 0 wcry.exe chusersvocoocddownloads\wery.exe
o Juspicious Activity (1
ey e oy G EINANCE- St Decryplor®.exe vs
eeees Shadow CopyDelef c g-procuremd ® & Terminated Incident Processes (26 terminated) PID: 2928
oo TOr oMU O ] Duration: g4ms
eeeee TorApplication Do c‘ _ |
esee. File Access Control @ g-samplejdy .  © Remediation Disabled in Policy: Incident Files (3 files) Created By PID:
seee Privilege Change (3
wese  Script Execution ( G g_budget-worksheet-example.xls chusersvoooooddocumentsig_budget-worksheet-example.xls
YY) Dropped File Deletif o
G g_cash-flow-forecast.xls chusershvocoox\documents\g_cash-flow-forecast.xls yaJ'I nN3a Ll, NA CO6 bITUU

8 more... = =»



GOOGLE ANDROID SECURITY 2016 REPORT:
CHECK POINT HEPBBIM OBHAPYXW/T 70% HOBbBIX YTPO3

Ghost Push*  Turkish Clicker HummingBad Godless DressCode Gooligan

JUN

2014 2015| 2016
= =
CVE-2015-1805 Quadrooter.C  Quad Quadrooter.D  Dirty Cow
CVE-2016-2059 CVE-2016-2503 CVE-2016-5340  CVE-2015-1805
Quadrooter.B Adups
CVE-2016-2504 data transmission

= DISCOVERED BY CHECK POINT

*Partially Check Point : BrainTest, Sept 2015 Source: Google Android Security 2016 Year In Review



Check Point Capsule: 3awmueHHas busHec-cpeaa

SALULEHHDBIU Bxog, (PIN, Touch-ID)

NMPOCTOWU OOCTYN

K onyoOnmMkoBaHHbIM OU3HEC MPUNOXKEHUSM

Saved Files

__ NMEPEOAWUTE noga IT KoHTporb
Y Virual Desktop TOJIBKO 6usnec nHdpopmaumio (BYOD)

\&% Virtual Wordpad

‘@% Web file download

@% World Clock

KopnopaTuBHble AaHHbIe 3aLLMLLEHb
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SandBlast Mobile

3ALLIUTA OT

SMS-OULLIMHTA CETEBAA 3ALLMUTA,
(MPOBEPKA CCbI/IOK) MITM, SS7

ANDROID APF ON Available on the iPhone
P> Google play N App Store

CTATUMECKUI U ANHAMUYECKUN

AHA/IM3 B MECOYHULIE AN - |
BbIAB/IEHWSA U3BECTHBbIX U1

HEM3BECTHbIX YIPO3 3ALLUTA OT YA3BUMOCTEV
| HA YPOBHE YCTPOUCTBA
. (0C)
2irwa MaaS360
AL http://blog.checkpoint.com/2017/02/09/smishing-threat-unraveling-details-attacki
"‘ Mobilelron

http://pages.checkpoint.com/miercom-report-on-sandblast-mobile.htmi
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