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Cekupma Anti-APT

AJIEKCAH/IP PYCELIKUIIA

Mo ywwu B necke

AJIEKCEM BENOI/IA30B

Ha war Bnepeaun: kak
npeKpaTUTb paccy>aaTb 06
06Hapy>XeHUM HOBbIX Yrpo3 U
HavaTb UX NpejoTeBpaLaTb?

HMUKONAW POMAHOB

YcnewHocTb NPOTUBOCTOAHUA
KOM6I/IHI/IPOBaHHbIM dTakKaMm
Hy/1€BOro AHA-eCTb Jin LaHCbI?
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04 |

06

AHATOJINN AAHBLLOB

npaKTI/IKa nMaAoOTUpPOBaHNA
NecouYHuL, rnasammu
NHXXeHepa

KNPUNN KEPLUEHBAYM

CrpaTterna npoTMBOAENCTBUA
TapreTMpoBaHHbIM aTtakam.
OnbIT «JlabopaTtopuum
Kacnepckoro»

BOMPOCHI- OTBETbI



\_ = JETEDNFERENEE
01/06/2017 m
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CpegHee Bpems Ha ycTtpaHeHue Y3Hanu Ncnonb3oBanu

obHapy>keHus nocaeaAcCTBUN O KOMNpPOMETaLnun MedKceTeBble 3KpaHbl
ycnewHoro N3 BHELLHNX N aHTUBUPYChI
B3/10Ma WCTOYHUKOB C aKTyaJlbHbIMU
obHOBAEHUAMM

*- Mo paHHbIM areHTcTBa Mandiant
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MunotHble BHeapeHus (¢ 01.01.2016-01.03.2017r)
CONFERENCE

Anti-APT

B He3aBUCMMble NeCOYHULbI
B CeTeBble NeCOYHULbI
B MoHUTOpUHT ceTn

3awmTta paboumnx ctaHUUMA
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BaHku

Ctatnctmka UMb no anti-APT

Otpacan
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Putenn Hedreras DHepreTuka Meana MeanumnHa
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Ctatnctmka UMb no anti-APT
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KASPERSKY
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ATTACK PLATFORM
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Ctatnctmka UMb no anti-APT

[loka3aHHas
3P PEeKTUBHOCTb
anti-APT pelweHun
y>Ke Ha cTagmu
NUAOTMPOBAHMSA

Bo3mMo>XXHOCTb NpoBecTn
napannenbHoe
TeCcTMpoBaHue

HEeCKO/IbKNX MPOAYKTOB

bosablion BbI6Op
pewweHnmn
Ha pblHKe
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HoBble ctaTtycbl 3A0 «NHpocucremnbl Axxer»

Ctatnctmka UMb no anti-APT

0o Check Point

SOFTWARE TECHNOLOGIES LTD.
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:RTINET
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Mony4yeHa cneyunanmsauyus
Check Point SandBlast

Cratyc GOLD no Fortinet
(2 kBapTtan 2017r)

[MoBbiWweHne cTaTyca
no Trend Micro Deep Discovery
(3 kBapTan 2017r)
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1. ¥enoous Kouxypcroi
1.1 JIava 3acenania: «3 L Mapra 2017
12 Jata yTecpmnesua: «3 1 Mapta 2007 1
1.3.Mecmo r. Mackea, yn. s 19, e A021.012
1.4 Knopym:
OFiee KOANICCTRS MONGEAR, KOTOPLMY 001212107 1ISHR KoUKy PCHON KOMKCCHH,

«Cucrema 3a LW NTbl NMOYTOBOIO O bmMeHa» O S e oy e Kt e

[IT—

MPOTORO Ne 023717
sacenanna Konkypenof kovmecnn [TAO Chephians
N0 FAKYMKE TOBAPOB, BEITIUIHCHHIO PpABOT, ORAIAMHM YCAYT

2. Bue nosecrxu 4. O NOAREIERHN MTVIOG OTKPHTOND KUHKYPEA N REIGOPY oprasuIanHi
@ MOCTABKY CHCTEMBI IMLINTEL NaNTOROro olMena, Brmoanenke paboT g MOHTIRY W
nyexo-nanaike 1an nywn [AO Chepiank o pascax npoexTa [D 264579

15.03.2017 GLLIH MOLBEICHEL WTorH 2-r0 JTATE, K YHACTHI0 B TOPTAX AoNymeHs YuaeTHmru: 000
whrrapa Texnonomxus 'pyn», 3A0 «Hupockeremn Jhuers. Jlyullee NPSAN0KENHE NOCTYRAID OF
3A0 aHnpocneremer Jaen.

Prwenise, 10CTABISHNOE K3 FONGCOBAH HE!
1. Mpusare 3A0 Tewets KOHKYTICE 1o saBopy Opranwianmi a
MOCTABKY CHCTEME 3AMIMTM NOYTOEOrG OSMEHa, BLIMOTNCHHS PAGOT Na MOHTAKY W Nycko-
Hamawe A 1y TTAC COepiaik H 3aKI0YHTE JOMDROPE Ha CHENYHOLIHX ¥CI0RHAX:

a. [loctaska ofopyaoeasmd, BRIOYEA  MONTHK, OYCKO-HAMALKY H  PACLIHPCHHOC
CONPOBOFACHNE B FAPaHTAI HEIR neproa 60 Mecauen (nance — nocTaska).
- CronmncTs nocramcn — 36 302 606,00 pyGnel, ¢ ywerom HJC;
- Cpok nocrasky — He noaanee 43 L1eH ¢ JATH 33KNNCHIA J0MOBOPOE;
- YCnosHA ORIATH — N0 EKTY nocTaRk/ewnonnesus padoT B Tevenne 20 padouny

Bceraa psiaom | et T

JOKYMEHTALHH

- Cpox F [ o p B rapanTHAHEIE nopron — 60
MECALCE.

b. KoneynbTauHOHHBME YEmyTH.

- Cromwacts —2 323 184,00 pyfiacii, ¢ yreron HAC.

- Cpox akazanui yeayr — we noznuee 45 iHel ¢ 3161 32K10MCHHR 10T DROPOE.

- Yenoens onnatel — o $akty NOCTABKW BLINONHEHAS PaBoT B Teuenne 20 palounx

1

AHEH & 2XT0 AXTa (] poay i
- (JEWEM YeayT - B CODTRETCTRHH € KORKYPCHON NPRYMenTalmei;
- Cpox aefleTBia Norosopa = 10 0ONHOTO 0 Crop

CROIX OBRIATENLCTR.

Foaocosanu: «3Ax» - 7 ronocos; «TIFOTHB» - 0 roascon; «Bomepmancar - 0 renecos.

CorpeTaph KoHEYPeHOH KOMHCCHH ;E £4D /B.B_KanycTuma'

http://zakupki.gov.ru/223/purchase/public/purchase/info/common-
info.html?noticeld=4073331&epz=true&style44=false
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