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% of ICS computers attacked in 2018 H2

0.1 ]....... 70.09 https://ics-cert.kaspersky.ru/reports/2019/03/27/threat-landscape-for-industrial-automation-systems-h2-2018/
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Konn4yecTtBO 1 cTeneHb pucKa BbIiBJIEHHbIX YA3BUMOCTEN
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PacnpeneneHue yasBumocTeun
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HMIISCADA
Siemens TIM 1531 IRC Modules ) __
Siemens SINUMERIK Controllers < ETERRE ETROteTES
Circontrol CirCarLife MK
NUUO NVRmini2 and NVRsolo e
Emerson AMS Device Manager cepeepel
Rockwell Automation RSLinx Classic e crirere
Schneider Electric U.motion Builder = [Ipyroe
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Tunbl BbIABMNEHHbIX yA3BU MOCTEW

Buffer overflow
Improper input valid ation
Improper authentication
Cross-site scripting

ions within the bounds of a memory buffer

Information exposure

Out-of-bounds write or read

Improper access control

Path traversal

Permissions, privileges and access controls
Improper privilege management

Missing authentication for critical function
Resource exhaustion

Injection

Use after free

Incorrect default permissions
Uncontrolled search path element

Use of hard-coded credentials

Untrusted pointer dereference

KHE

Buffer overflow
Improper input valid ation
Improper authentication
Cross-site scripting
Information exposure
Improper access control

Path traversal

Injection ML_17% 300

Uncontrolled search path element || 1% .

Haunbonee pacnpocTpaHeHHbIE TUMbl YA3BUMOCTEN. [MpOUEHT yA3BMMOCTEN Pa3fnNYHbIX TUMNOB
YassumocTun, onybnukoBaHHble B 2018 roay OT obLLero ymcna ya3BMMOCTEN, CpaBHEHNE
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UCTOYHUKN 3apakeHus
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(backups) ponMe Windows NpaHHAAMLLE
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HuTepuer CheMHbIE HOCHTEH MNouToBRIE KAMEHTEI

H1 2017 mH2 2017 H1 2018 mH22018

OCHOBHbI€ NCTOYHWUKM Yrp0O3, 3a0NMOKMPOBaHHbIX Ha MWHOpPHbIE NCTOYHUKM YrPO3, 3a0rNOKMPOBAHHLIX Ha
koMmnbtoTepax ACY*, no nonyrognam kKoMmnbtoTepax ACY, no nonyrogusim
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OCHOBHBbIE NCTOYHUKU yrpo3 B permoHax AHanms rno oTpaciiam

Critical Manufacturing
Adpuea

Energy
Hiro-Boctounan A3nA

Water and Wastewater Systems
LUexTpansHan A3Ma

Food and Agriculture

HxHaa A3ma

Chemical
Poccwma

Commercial Facilities
NatHucean AMmepHea

Transportation Systems

CpegHui BocTor

Bocrounwan Espona Healthcare and Public Health

BocTounan A3MA Communications

Information Technology

H)suHana Espona
ABcTpanua Government Facilities
CLLUA » Hanapna

JanagHana Eepona

Defense Industrial Base
Financial Services

Cepepuan Espona Dams

Emergency Services

B MHTEpHeT ChEeMHbBI2 HOCHTEMH B [ouTOBbIS KAHEHTE Muclear Reactors, Materials, and Waste
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LleneBble kKubepataku

[MpesngeHT Magypo 3assun, 4To nocne Kkubeparak CLUA ncnonbsoeanv QMBepcaHToB U
Aaxe IMWU-opyxue, anekTpomMarHUTHbIE UMMYIbCbl KOTOPOTro NPENATCTBOBaIM BOCCTAHOBNEHWIO
HopMaribHoW paboTel ceTu. 1o ero crioBam, CryYMBLLIEECH BO3ropaHne 1 B3pbiB Ha OOHON U3
KpyrnHeNLWMX NoacTaHUMN — TOYHO eNno pyK AMBEPCAHTOB.

Onnosnuma n camu CLUA yBepstoT, YTO «pexnm» cam BCE N NCNOPTUN-OTKNHOYNUIT. Takue
3aABNeHNsA O4eHb MOXOXM Ha YKpauHCKUe CKasKn 0 TOM, Kak xutenun JoHbacca camu ceba
oBcTpenneakT. Ho XOpOoLLO U3BECTHO, YTO Y aMepuKkaHUEB B METOOQUYKE MO opraHu3auuu
«UBETHbIX MaiaaHoB» CKa3aHo o AauBepcuax npotus[end_short_text] aHepreTUkn cTpaHbl.

Tak 4To KubepaTaku, ckopee Bcero, AeNCTBUTENBHO ObINA. 3TO CTano BO3MOXHbIM M0
cnegyowmm npruyYnHamM — ctaHuMm 1 obopyaoBaHUe CETEN, B TOM YUCIE KOMMbIOTEPHBbIE
CUCTeMBbI YNpaBrieHNA B CTPaHe, OCHaLLEHbl B OCHOBHOM aMepPUKAHCKUM, pexe opaHLy3CKUM K
WUHbIM oBopyaoBaHMeM. Bcé 3To 3akynanoch Unuv npu MapuoHETOYHbLIX pexXxuMax, Unn B Havane
3pbl YaBeca. Torga HUKakux caHkumn CLLUA He 6bI111o U B MOMWHE — OTHOLLUEHUA ¢ BalWMHITOHOM
ObInKM HopManbHbIMKU. A cendac MecTHbIe CneLcny0bl He cMornin obecne4vrTb HopManbHO
3alUnTbl OT MPOHUKHOBEHUS B 3TU CETU BPAKECKUX XaKepoB. AMepUuKaHLbl, 4OCTAaTO4HO XOPOLLIO
3HalolLue, 4TO OHU Tyaa NOCTaBUMK, CMOMMN NpeocaoneTb 3aLluuTy.
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* http:4arg ""énti.ru/society/2019/03/6;05319’?typelink:openlink -
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