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IBM Security Ctparteruga

. .. CISO, CIO u apyrve avpekTopa Advanced Threats I- Compliance Mandates
» Crparerva n nuaepcTso @ Cloud é Skills Shortage

* BbicTpas TpaHchopmaums
Mobile and Internet of Things

* WHTerpaums pelueHunn

IBM Security Capability Framework

Strategy, Risk and Compliance Cybersecurity Assessment and Response

Security Intelligence and Operations

Advanced Fraud Identity and Access Data Application Network, Mobile and
Protection Management Security Security Endpoint Protection

Advanced Threat and Security Research
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BoicTpanBath Ib kak UMMYHHYIO cUCTEMY

Identity management

Malware protection

Incident and threat management

Data monitoring
Device management
Transaction protection
. Access management .
Firewalls g Entitlements and roles
Data access control Privileged identity management
Security research
Sandboxing _ _
Endpoint patching and management
Vulnerability Content security
assessment
Criminal detection Antivirus Application security
management
Log, flow and N
data analysis Network visibility

Application scanning

Anomaly detection

Fraud protection
Virtual patching
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IBM obnagaet wupo4vanwmm noptdoenem peweHumn VIb B mmnpe

Global Threat Intelligence BigFix
Trusteer Apex
. P
R . zSecure
QRadar Incident Forensics Endpoint

QRadar Risk Manager
Network Protection XGS
SiteProtector

QRadar SIEM
AppScan Security | QRadar Log Manager

g Intelligence
DataPower Web |, APplications g QRadar Vulnerability
Security Gateway Manager
IBM Security
Research

Guardium
) Data
Key Lifecycle Manager

Cloud Security Enforcer

Consulting Services | Managed Services

Mobile

Identity
and
Access

MobileFirst Protect (MaaS360)

Trusteer Pinpoint
Trusteer Mobile

Trusteer Rapport
Advanced
Fraud

Privileged ldentity Manager
Access Manager

Identity Manager

Identity Governance and Intelligence
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YBenunyneaem UeHHocTb b Yyepes nHrerpaymio

Global Threat Intelligence
™,

4

Endpoint

‘ . ntelligence
IBM Security
Research

Ontumusnpyem Ub

CoenunHaem pasnnyHble Moaynm
cuctemobl b

Mobile

YMeHbLlaeM CroXHOCTb
N CTOMMOCTDb
Cobupaem n Koppenmpyem

BaXKHYO MH(popmaums ot
COTEH NCTOYHNKOB

ApnanTtu PyemMcA K HOBbIM

yrposam

[MpeBEHTMBHO roTOBbLI K U3MEHSIOLLIMMCSA
yrposam 6narogaps MHHOBaLMOHHbLIM
peleHnsamM n obbeanHEeHHON SKoCcucTemMe

Identity
and
Access

Consulting Services | Managed Services
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MeHbLUe CTOMMOCTb, bonbLUe BUANMOCTb 00Len KapTuHbl b
Yyepes NCNonb3oBaHWE NHTErPUPOBaAHHOM NNAaTOPMbI
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BbigsBneHue u 3awmrta KPUTUYHbIX OaHHbIX

£ = O,
h - )e(C)

BbisiBneHne puckoB MoHuTOpUHr gocTyna

= ObcnegoBaHue 1 knaccupukaums = MoHUTOpPVHI 1 yBeaomMneHne ob atake
KPUTUYHBIX JaHHbIX o o B peXuMe pearibHOro BpeMeHu

= OueHka ys3BmmMmocTen 6a3 AaHHbIX - = BblsaBneHne nogo3puTenbHOm

aKTUBHOCTM

YcuneHune xpaHunuuwa = OTYeTbl perynaTopos

= llndppoBaHne n macknposaHue 3awmTa gaHHbIX

= ApxmBauusi/ymcTka = 3awwuTta ot HC[]

= BocctaHoBneHue = KOHTpOsb 3a N3MEHEHUSIMU

IBM Guardium Data Protection and IBM Critical Data Protection Program

3awuma Kpumu4HbIx 0aHHbIX = 3awjuma pertymauuu KoMraHuu

@ IBM Security



NMPEMMYLLECTBA UHTEIPALUU
3alpTa oT uenesBblX aTak
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MHTerMpOBaHHaFI 3alliNTa OT UerieBblX aTak

Network Incident Endpoint Malware
Reconstruct attack and Prevent malware installs
analyze stolen data and credential loss
Full-packet breach data Endpoint malware events
Validate endpoint patching
Predict and prioritize Vulnerability Endpoint patch data
security weaknesses management
] Correlate to provide alerts on illicit
Safeguard ne’Fwork TEe Security users and database activity,
and block risky apps Intelligence and administer quarantine

rules on the network

Network security flows

Threat
research

Lock down Leverage research
database usage and security expertise

Data
activity Database vulnerabilities Global threat data Emergency
monitoring Response Services
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LEHHOCTb UHTEIPALIUU

AKkmueupogamb

BrokupoBaTtb BpeaoHOChI B CETU U Ha
KOHEYHbIX TOYKaXx, NPeaoTBPaTUTb
HeBEepHOE MCrorb3oBaHNe AaHHbIX U
PacLUMPUTL KOHTPOSb aKTUBOB

[OCTOAHHBI MOHUTOPUHI aKTUBHOCTU
[N BbIABNEHUS aHOMarnbHOro
noBeaeHus B pearibHOM BpeEMEHN

BHeapeHve nonutuk Vb, noHnvaHve
NPONCXOOSALLETO M MOArOTOBKA K
NPOTUBOCTOSIHWIO HOBbIM YrpO3am

NMoka3aTb Bce

€ BM Security
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[pepBaThb Lienb ataku B peanbHOM BPEMeEHU

B3JIOM

YaaneHHbIN COTPYAHUK
NHULMPOBaH Yepes
ckauymaHue MO

Apex npegoTepalLlaeT
YCTaHOBKY BpegoHOCa,
coobuaet B QRadar ans
Koppensaumun, AenuTcs
nHcpopmauumen ¢ X-Force
n XGS ans
npegoTBpaLLeHns

3AXBAT
BHyTpeHHsAs cuctema
WMH(pMLUMpOBaHa Kak
YyacTb BoTHeTa

XGS 6nokupyet
TpadduK C NOXOoN
penyTauuen n
nepecoInaeT noToku B
QRadar anst aHanusa

PACLUMPEHUE
LleneBble BHYTpPEHHME
nMCbMa OTMPaBIieHbl Ha
BbICOKOMOCTaBMEHHbIX
COTPYAHVKOB

CTOpOHHEE peLleHne no
6e30nacHOCTU 3.NoYThI
BbISIBMISET Hanm4ne
BPEAOHOCA BO BIIOXXEHWN
B MMCbMeE, COODLLIaeT B
QRadar 1 4Yepes npasuno
KapaHTuHa Ha XGS
6nokupyet

CBOP

ABTOpU30OBaHHas cucrtema
NbITaeTCA NONYYNTb
[OCTyn K

pecypcam 4

BbIiBO[
[NoCTOSIHHBLIV TUXWIA
BbIBOJ, COBPaHHbIX
JaHHbIX

5

QRadar yBegomnsiet
O HEOObIYHOW
aKTUBHOCTW
none3oBarens n b
C LIeNneBoro xocra

QRadar BbisBnseT
aHoManun Ha
NHOULMPOBAHHbIX
MaLuMHax, vyepes
NpaBuIo KapaHTHa Ha
XGS 6rokupyeT ux, B 310
BpeMs incident forensics
aHanuanpyet
yKpaaeHHble JaHHble
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NMPEMMYLLECTBA UHTEIPALUU
3alymTta oT MHCanaepos
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VIHTerpupoBaHHasa 3allnuta oT MHCaugepos

LEHHOCTb UHTEIPALIUU

Provide identity context
aware security intelligence

Identity attributes and
privileged user activity

) 4

AKkmueupoeamb

Provide visibility into Security
illicit data activity Intelligence

WHpopmaums o
NPUBNNErMPOBaHHbIX
nosib3oBaTensax n ynpaeneHue nx

Data activity events
and alerts

Send security alerts [NoHMMaHue, Kakne LieHHble
to block unauthorized OaHHble rae HaxogaTcd, koraa u
privileged users KeM ocyLLeCcTBNSANnCA 4oCcTyn

Access
) management BbIsiBUTb HEOObIYHYHO
Assess and reconcile |den3ty ) aKTUBHOCTb M BHECTU
privileged user access A?gess KOPPEKTMBbI A5t GIOKMPOBKY 1
and activity Identity
Credential data and management

DatataC,tIVIty identity context Privileged users lNMokas3aTb Bce
monitoring management —
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BbigsBuUTb 1 BNOKMpoBaTh Yrpo3y MHCanNaepoB

3NOYNOTPEBJEHUE
NMPABAMU OOCTYNA
Monb3oBaTenb OCYLLECTBNSAET,
poctyn Kk B[] yepes Shared ID

PIM KOHTpoOSMpyeT u yuntbiBaeT
poctyn k b1 yepes
KONJIEKTUBHbIE Y4ETHbIE 3arnuncu.
Guardium MOXeT yBeAOMNATb
unm 6rokMpoBaThb
HeaBTOPWU30BaHHbLIN JOCTY.

AOCTYMN K KPUTUYHbIM
AAHHbIM

MNonb3oBaTternb OCyLLECTBSET
AOCTYM K BaXHbIM pecypcam

PIM 3anucbiBaeT Bce ceccum,
a Guardium BbICTpanBaeT
B3aMMOCBSI31 CECCUN C
nHdopmMauunen yepes ayguT
aKTMBHOCTM JOCTyna K
OaHHbIM

BPEOOHOCHAA 3NOYNOTPEBNEHUE
AKTUBHOCTb CEPBUCHOW YYETKOM
MoposputenbHasa akTMBHOCTbY MogosputensHoe
nonb3oBatens B b/l ncnonb3oBaHne NPUIIoXKeHUs

QRadar koppenupyet npasa | PIM BbissBNseT 3alunTbie

PIM n aktmBHocTtn Guardium || Naponu B NPUNoXXeHusXx,

ONS BbISBMNEHNs aHomanui u | @ Guardium otcnexvisaet
YBEOMIEHUN, YTOBBI MOXHO Ncnorib3oBaHMe cepBUCHbIX IDS
BbINO NPOM3BECTH n ysegomnsier QRadar o

- HapyLweHNnAX
KOppeKTUpYIoLLIee AelCTBre

ﬁ IBM Security



NMPEMMYLLECTBA UHTEIPALUU
3almTta web-npunoxeHmn
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MHTerpmpoBaHHasa 3alimTa wWeb-npunoxeHum

Intrusion LEHHOCTb UHTEIPALIUA
prevention Network
system _~—"~_ protection
Correlate vulnerabilities to real-time LIS O
Network — freseeeeees events detected by the network
and deploy policies to devices CKaHupoBaHWe NpuUnoXeHnn ons

NMOHMMaHWSA, YTO B3IOMaHO U rge
eLé ys3B1MMOo

Create virtual patch on the

network to block the attack while
the vulnerabilities are patched

SIEM

Detected vulnerability details Security Block SQL injection
Intelligence from web application

Attack data

BrnokvpoBath ataky 1 yBegoMuTb

Risk management \

Vulnerability management

KoHdourypauusa HacTpoek IPS u
Access CEeTEBbIX YCTPOUCTB C y4ETOM

Applications Scan web application

Management
to find the vulnerability g e

M3BECTHbIX YA3BU MOCTEMN

MokasaTtb Bce

Application vulnerability data Identity
and

Access

Application
scanning
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NMPEMMYLLUECTBA UHTEIPALIUA
OKynaemocTb MHBECTULIUN
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durHaHCOBbIE NPEUMYLLIECTBA MHTENPUPOBAHHOM 3aLUUTbI

$350 000

25000
$300 000 M 23328

/ 20000
$250 000

1//. —4—C WCcnonb3oBaHuemM 15000
$200 000 QRadar

$150 000 10000
—fi— Be3 ncnonb3oBaHna
Radar
$100 000 Q 5000 2502
3 518 259 25
0
$50 000 C ucnonbsosatuem QRadar Bea ncnonksosakns QRadar
$0 | | | ! B Atakn HE obHapyxeHbl B Hapyluenns aHanusupyroTcs B Hapywenus HE oBHapyxeHbl
capex 1roa 2roa 3roa
$200 000 $350 000
$150 000 ——— — B MHbpacTpyKTYPHbIN $250 000
v 200 000 -
B DchdpeKTUBHbBII $ = Moaaepxka (S&S)
100000 —
s PenyTaunoHHbIR $150 000 - B AgMUHUCTPUpOBaHue
(MUHUMAanNbHbIA) $100 000 mMpuobpeTeHne (TCA)
B OO BbEeKTUBHbLIA
$50 000 - $50 000
$0 -
$0 - C ucnono3oBaHnem bBes ucnonbsoBaHusa
QRadar QRadar
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http://www.ibm.com/security

Establish security as an immune system

Antivirus

Global Threat Intelligence

4\
- |
Endpoint

Incident and threat management
Firewalls
Sandboxing
Virtual patching

Network visibility

Log, flow and
data analysis

L]

o I Securit :
Application scanning ntelligen)(/:e Anomaly detection
o . Applications Vul bil
Application security ulnerability
management assessment
Security Research
Data monitorin
,4 pata M
Data access control

Consulting Services | Managed Services
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Endpoint patching and management
Malware protection

Transaction protection
Device management

Mobile Content security
Fraud protection
Criminal detection
Advanced
Fraud
Identity Privileged identity management
and Entitlements and roles

Access

Access management
Identity management

€ BM Security
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NHTerpnpoBaHHble NCCneaoBaHUst N TEXHOMNOMNK

MHO®OPMALIUA OB UHTEIPALIUU

Network Protection XGS +
QRadar

BigFix +
QRadar

BigFix +
Trusteer Apex

X-Force Exchange +
Network Protection XGS

Identity Manager +
Identity Governance

MaaS360 +

Trusteer Mobile

XGS MOXeT oTnpasnsaTb AaHHbIE MOTOKOB 7-ro ypoBHS B QRadar, a
QRadar moxeT oTnpaensaTb KOMaHAbl KapaHTuHa Ha XGS

Integrates endpoint intelligence for closed-loop risk management

Provides continuous protection from APTs by installing Apex agent
to BigFix managed endpoints

Updates XGS using X-force IP reputation database to address latest
threats and provide intelligent blocking

Improves an organization’s governance posture, while reducing total cost
of ownership and overall complexity

Provides enterprise mobile device risk protection to complement
MaaS360’s capabilities

@ IBM Security



