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“ECTb ABa TUnNa opraHM3auun: oaHu,
KOTOpPbIe A0ONYCKAOT BO3MOXHOCTb

YyTe4YKU OaHHbIX, U Te, KTO 00 3TOM npocTo

He 3HalT.”

Shawn Henry, Former FBI Executive Assistant Director (ny Times, April 2012)
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http://bits.blogs.nytimes.com/2012/04/24/nissan-is-latest-company-to-get-hacked/

HanpaBneHHble aTaku

Report: Hacker breached SC 1t:latabasna=;'.'r Records lost: 4M

— 0
2 ways ’ Population: 5M 80%

HanpaBneHHble, 3chpeKkTuBHbIE, He3aMe4YeHHble

©©®

PasBegka u Mony4eHune nonHoro

nonyveHve y aoctyna K
npuBnerun, Kpaxa

nHcpopmauumn o6 MHopMauunn —
aAMWUHNCTPATUBHbIX

NHpPacCTpyKType, Teuka\Moandmkaums,
SIPEGTTA? YYETHbIX AaHHbIX y AT
BGusHec-npoueccax YHUYTOXEHNE

Kpaxa y4eTHbIX [MoBbIWeHne
AaHHbIX Yyepes
PULLNHIOBbIE

aTaku un 3noBpeabl

13-Aug-12 27-Aug-12 29-Aug-12 - 12-Sept-12 -
11-Sept-12 14-Sept-12
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Insider Threat Defined!

Yrposa nHcanga

[loBeEpEHHbIN NMoNb3oBaTeslb, MMELLNN

NermMTUMHbIN SOCTYMN N COBEPLUAIOLLUN YTEYUKY
NHTENeKTyaribHoM cCOOCTBEHHOCTN KOMMNaHNU
nnn gpyron 6usHec-KpUTUYHON MHGOOPMAaLNN.

3a4yeM OH 3TO aenaer:
 HamepeHHO
« CniyyanHo

« CkomMmnpomMmeTupoBaH

© 2013 Imperva, Inc. All rights reserved. @IMPER“



Barnan nsHyTpwu

(gﬂ 0 mail-enter.ru

JIABHAA

() ‘ - KybLuey dccybibl

FAQ O CEPBUACE KOHTAKTH CTATBA HOBOCTH
MAIL-ENTER.RU BOMPOCHI-OTBETHI MPAIAC IMCT O B3/IOME CBAXWTECH C HAMM CTATHEM NEWS
sanomJxoxTakre x

PDOSIUIR

Liena

Ecnn Bl HE 3HAETE e-mail xeprsw 8000 py6
Ecnu B 3HAETE e-mail xxeprebl 6000 py6

MoapobHoc o e-mall, yKasaksoMy B KoHTaKTax

yenyru:

Bam Hy>keH maporns ot noyTs!?

NpopecaioHarn : -
nofdopy Naposent K 3MeKTPOHHOM noﬁa

FapaHTumn

Haw cepsuc pabotaet 6e3
npeaonnarbl, a TAKKE Mbl
npegocTasnaem nobdsle
JoKa3aTenbCcTea.

UUTATb JANEE

© 2013 Imperva, Inc. All rights reserved.

HbIA CEPEINC MO

3aKaXM NPAMO CeIAYaC Y % L —
\ .

3aKa3saTb

[na onnaTbl 3aKa3a Bam

He o043aTenbHo
PETMCTPUPOBATL UHTEPHET-
KOLLIENbKK.

3AKA3ATD

V&

AHOHUMHOCTb

Kak coxpaHWTb aHOHUMHOCTb
npy NPOCMOTPE MOYTOBOIO
AlWumkKa?

@IVIPER\A



Verizon Data Breach Investigations Report 2013

= XepTBbl, 38% - KpyrnHble Kopriopaunun, N3 HUX:

37% - puHaHCOBbIE OpraHM3aumn
24% - puTensn

20% - TOK, NpOMBbILLIIEHHbIN CEKTOP

= [1pecTynHuKu:

92% - BHeLWHMe nonb3oBaTesnu

14% - 3noyMbILLSIEHHbLIE NMHCaKAEepPbl (HapacTatowasa yrposa)

" an/I‘-II/IHbI yTe4eK:

52% - pasHOBUOHOCTWN BeB-XaKnHra
76% - Kpaka y4eTHbIX JaHHbIX

13% - pe3ynbTaT 3aBblLWEHHbIX MpaB nosib3oBaTteren

= NHTepecHble 0CODEHHOCTN:

78% - aTak HU3KOW CIIOXHOCTU
54% - ckomnpomMeTupoBaH Beb-cepBep
66% - MHUMOEHTOB BbIABNEHO BHELUHMMW CTOPOHaMMU

66% - NnoTpaYveHbl MecsL, 1 bornee Ha BbIIBIIEHME aTaku




BekTopa aTak
—

Table 10. Compromised assets by percent of breaches and percent of records*

Type Category All Orgs Larger Orgs
POS server (store controller) Servers 50% | 1% | 2% | <1%
Desktop/Workstation | User devices | 18% | 34% | 12% | 36%
Automated Teller Machine(sTM) | User devices | 8% | <1% | 13% | <1%
Web/application server | Servers | 6% | 80% | 33% | 82% MepcoHarnbHble AaHHbIe,
Database server | Servers | 6% | 96% | 33% | 98% purarHcosas
s — NHpopmauus
Mail server Servers 3% | 2% | 10% | 2%
Payment card (credit, debit etc) | Offline data 3% | <1% | 0% | <1%
Cashier/Teller/Waiter People 2% | <1% | 2% | <1%
E— : : : : NHTennekTyanbHasa
: 0 0 0 0
File server | Servers 1% | <1% | 5% | <1% COBCTBEHHOCTD,
Laptop/Netbook Userdevices | 1% | <1% | 5% | <1% KOHKYPEHTHbIE
Remote access server Servers 1% | <1% | 7% | <1% npemMmyuiectBa

Call Center Staff People 1% | <1% | 7% | <1%

© 2013 Imperva, Inc. All rights reserved. @iMPERW



[Toaxon Imperva

= 3alnTnUTE TO, YTO AEUCTBUTENBHO LEHHO!

Customer's Business

Malicicos Insidar

Data Loss Prevention
(CLF)

Antivirus

(AV] Intrusion Protection System (IPS) 7

Mext Generation Fireeall (NG FW)



KoMnneKkcHbIM nopTdenb peLlleHnmn

- AyanTt P
P R \Ta or aTay MCMosib30BaHNSA -
T %

o Virtual Ynpasnewve |o ‘=
O , =1 » |
[ ] 3 Patching npasamu = -
o o c
[ |
/ PenytaumoHHbin | € KoHTporb \(/

pgocrtyna

© 2013 Imperva, Inc. All rights reserved. @iMEm



Imperva SecureSphere

= KomMnnekcHoe peLueHne ans \pcjEo.

PCl Security Standards

SaLL"MTbI ﬂaHHbIX Council Member

= [1lpocTtoTa pa3BepTbiBaHUA U
agMNUHUCTPUPOBAHUS

= COOTBETCTBME CTaHOapTam
NHOpPMaLIMOHHON Be30MacHOCTH,
B TOM yncne ®CTIK Ne17, 21

vlvvollviveolih, =

= CoOCTBEHHbIN
nccnegoBaTenbCKUN LEHTP

oracle [ OB ows -

SYBASE TERADATA Informix

Raising Intelligence

| © 2013 Imperva, Inc. All rights reserved. @iMPEm
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ApPXUTEKTYpa peLleHns

A
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<
',.@ v @

Database
Activity
Momtorlng

> g L

v %
Management
Server (MX)
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Imperva 4ononHAeT MMeKLLYCA
MHAPACTPYKTYPY

e

CneuuanunanpoBaHHble pewieHus ans SAP, OEBS,
PeopleSoft, SharePoint

VHTerpaums co CTOPOHHUMN NPOU3BOAUTENAMM:
* Vulnerability Scanning

« SIEM

« DLP

« Fraud Management

« Endpoint Protection

« Cloud

| © 2013 Imperva, Inc. All rights reserved. @IMPER“
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[To3numoHnpoBaHue Ha pblHKE
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TOIl1-10 yrpo3z OWASP, 2013
o e EEEEE———

Injection

. 3awumTa ot SQL, LDAP, Xpath n OS injection
Broken Authentication and Session Management

* 3au.|,|/|Ta N KOHTPOIJ1b MpoLuecca ayTeHTI/ICbI/IKaLI,I/WI 1N NONb30BaTENbCKUX CECCUN
Cross-Site Scripting (XSS)

* CVIFHaTyprIe U noeegeH4YeCkme MmexaHn3mbl 3alUThbl
Insecure Direct Object References
Security Misconfiguration
Sensitive Data Exposure

. KoHTponb Bo3BpaljaemMon nHpopmauunm
Missing Function Level Access Control
Cross-Site Request Forgery (CSRF)

. KoppenaumoHHble NonnTMKN B6e3onacHoCTun
Using Components with Known Vulnerabilities

. TexHonoruga Virtual Patching

© 2013 Imperva, Ing. All rlghts reserved. IMPER“
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[1Be npobrnemsl.. [1Ba peLieHus!

m

Figure 2. Main Differences Between WAF, IPS and NGFW

Web Application Intrusion Prevention Next-Generation
Firewall System Firewall
Multiprotocol
Security
IP Reputation

Web Attack Signatures

Web Vulnerabilities
Signatures

Automatic
Policy Learning

URL, Parameter, Cookie,
and Form Protection

Leverage Vulnerability
Scan Results

. = good to very good O = average or fair O = below average

IP = Internet Protocol

0000 O
@ OO0 oo ®
O00 @0« ®



KoHuenuuna WAF Testing Framework (WTF)
—

HCTpYyMeHT ansa onpenenieHna pearibHom
agopektnBHocTn IPS\NGFW\WAF npu 3awiute ot

Beb-aTak

KombuHauna neruTMMHoro u Bpe4oOHOCHOro Tpadguka ¢ -;<{_*~ >
OueHKa ABYX NapaMeTpoB: I

« Good traffic being blocked (False Positives)

- Bad traffic being overlooked (False Negatives) — ! =

[aeTt HarnsigHoe npeacTaBneHne o banaHce mexay
©e30nacHOCTbIO 1 HENPEPBLIBHOCTLIO DN3Heca

CkauymBaHue U TectupoBaHue — becnnaTtHo!

© 2013 Imperva, Inc. All rights reserved. @IMPER“
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DB Security
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[Togxoabl K ayauTty goctyna Kk CYb/[]
—

= [1Ba pacnpocTpaHeHHbIX noaxoaa

1. BcTtpoeHHble Bo3amoxkHoCcTU CYB/[ no ayauty (Native Audit)

» PasnunyHble BapmaHTbl C UCNONb30BaHMEM CaMOIMMUCHbIX
ckpunToB\aHanusaTopoB n\nnun nHterpaymsa ¢ SIEM

2. Vlcnonb3oBaHue BHELWHUX pelleHnn ons aygurta

» «HanoxeHHble» peLlueHns, Hanpumep Imperva

© 2013 Imperva, Inc. All rights reserved. @IMPER“



[Toyemy Native Audit?
—

= “OT1KpbITEINY, “[eweBbIn’, N “[JocTaTOYHO XOpPOLUNNA™

= Tak nn ato?

© 2013 Imperva, Inc. All rights reserved. @iMPEm



[Tpobnembl Native Audit n peLueHunu,

paboTatowme Ha ero base
—

[MoTeps npon3BoANTENLHOCTU Ha ypoBHe 15-20%

CnoXHOCTb aAMUHUCTPUPOBAHUSA
«Cnena» B TPEX3BEHHON apXUTEKTYpE

OTCcyTCTBME KOHTPONSA NPUBUNErMPOBaHHbBIX NONb30BaTeNen

N aAMUHUCTPATOPOB

OTCyTCTBI/Ie CUJIbHbIX MEXAaHN3MOB I'IpOTI/IBO,EI,GVICTBI/IFI

dTaKaM

HeT eanHoro cpeacTtsa Ans reteporeHHbIX cpen

| © 2013 Imperva, Inc. All rights reserved. @lMPEm



ConpsiXeHHble pacxodbl

« [lononHuTtenbHblE pacxobl MPU NCNOMb30BaHUU
Native Audit

3atpaTtbl Ha Hardware ~ HOMNOnHWTENbHbIE UenoBeyeckue
n Software CXO pecypchbl

© 2013 Imperva, Inc. All rights reserved. @iMPEm




[Mpumep

Moaenb npMMeHeHus AyaounT BCEN aKTUBHOCTH

MHPACTPYKTYPa 7/ DB Servers
PacTpyKTyp (7 Oracle)

Tekyliee pelleHue Using Native Database Auditing

PacueTHbIn nepunoa 1 ron

© 2013 Imperva, Inc. All rights reserved. @iMEm



3aTpaTbl Ha Hardware n Software

[Tlpocagka Npon3oanUTENBHOCTU
cepBepoB CYB/[] npu
ncnosnb3osaHnn Native Audit
cocTtaBnseT ~15%y)

Based on industry metrics and Vendor Guidelines, “Cost Effective Security
and Compliance with Oracle Database 11g Release 2 Whitepaper, March 2011”

| © 2013 Imperva, Inc. All rights reserved. @iMPEm



Hardware and Software

0 2 AUC 0
[Mpocagka npon3BoauUTESNIBHOCTM NpU Ucnosb3oBaHum Native 15%
Audit 1)
Kon-Bo annapaTtHbIX peCypCcoB, BblAENIEHHbIX Ha ayauT, WT (2) 1,05
CTOoMMOCTb annapaTHbIX pecypcoB, 3a cepBep ~ $8,000
CtoumocTsb MO, 3a cokeT\npoueccop $14,000
CpenHee KonnmyecTBo NpoLEeCCOpPOB Ha CepBep 12
CtounmocTb O 1 annapaTHbIX pecypcoB AN peanusaunm $184.800

doyHKUMN ayonTa

(1,05 x 8,000) + (1,05 x 12 x 14,000)

(1) Additional database software and servers to overcome performance degradation

due to native audit
(2) All prices are list prices

| © 2013 Imperva, Inc. All rights reserved.
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XpaHeHne pe3ynbTaToB aygmTa

CpenHsaa uena CX[] 3a GB
cocTtaBnseTt $0.50

© 2013 Imperva, Inc. All rights reserved. @iMPEm



PeanbHasa ctommocTtb CX[
—

Native Audit SecureSphere
Audit Level Full Auditing (1) Audit All)
Data written per day 5320 GB 120 GB
Compressed data per day 216 GB 6 GB
Yearly additional audit data 78 840 GB 2190 GB
Recurring cost of storage per $ 39900 $1 095
year
(additional audit data X price per GB)

300 queries per sec with query size of 25 kilobytes for native audit
http://msdn.microsoft.com/en-us/library/dd392015%28v=sql.100%29.aspx

1 query per sec with query size of 1 kilobyte for privileged user auditing

| © 2013 Imperva, Inc. All rights reserved. @iMPEm



Py4yHou TpyAa

CpenHsaa 3apnnata agMuHucTpaTopa
CYB[ B Poccuun coctaBnsaet $25 000

Note that salary cost does not include benefits portion which is estimated to be
around 30% of salary

| © 2013 Imperva, Inc. All rights reserved. @iMPEHw



UenoBeyeckne pecypchl
—

Native Audit SecureSphere
Implementation and Training 0 FTE ~1 FTE
Administration Costs ~3 FTE ~2 FTE
Auditing Costs ~7 FTE ~.1 FTE
Total FTE count ~1FTE ~0.4 FTE
Recurring Cumulative Operational
Costs $ 25,000 $ 16,000

FTE = VHXeHep Ha NOnNHyto cTaBky

| © 2013 Imperva, Inc. All rights reserved. @iMEm



NTorosasa tabnuua

Native Audit SecureSphere Savings/Investment

CTOMMOCTbL pPecypcos:

$184 800 $- MO v cepepoB

$39 900 $ 1095 ExeronHbie
pacxofbl

ExxerogHble
s $ 25000 $ 16 000 0acXombl

Labor
? $ - $ 154 000 Pa3oBble BNoxeHus
SecureSphere
$249 700 $171 095 TCO

Bce ueHbl npmnBegeHbl B COOTBETCTBUN C
pekoMeHaoBaHHbIMI NMPON3BOAUTENTAMA

| © 2013 Imperva, Inc. All rights reserved. @iMPEm



CkaHunpoBaHue yassumocten bl n

TexHonoruna Virtual Patch, Scuba by Imperva
—

Scuba by Imperva Database Summary Report

CBoboaHoO pacnpocTpaHgemMasa
yTUNMTa Ans CKaHNPOBaHUA o -
YA3BUMOCTEN N KOHdOUIypauum :

bLl, Bkntovas MHdopmMauuto no
YCTaHOBMEHHbIM OOHOBNEHUAM
OTueTbl NPeaOCTaBNSIOT 7 e B i o
HArMSOHVIO MHDODMALIMIO MO L e e

‘Dl y m p Ll' @IVIPER\A scusa version 200

aKTyan bH bIM yrp03aM. (DB Config | TestConfig | OutputConfig | About | License |
PerynapHoe obHoBneHue MO i
Scuba rapaHTupyeTt akTyanbHOCTb

BCTPOEHHbIX B CKaHEp NpoBEpOK e

| [ o0 ][
| © 2013 Imperva, Inc. All rights reserved. @iMPER“
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Bonpochi?

LLlaxnesuy AnekcaHap
RSD Russia

=  Alexandr.Shakhlevich@imperva.com

© 2013 Imperva, Inc. All rights reserved.
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HoBble gokymMmeHTbl PCTOIK, npukasbl Ne17, 21
—

= Mepbl No 3awmnTe NMHPopMaLnK:
*  NpeHTndomkauma n ayteHTuunkaumnsa cybbLekToB oCcTyna
* YnpaBneHue JOCTYNoM CybbekToB AocTyrna K obbektam goctyna
« OrpaHunyeHne nporpaMmMHOUN cpeabl
« 3awmTa MalnHHbIX HocuTenen nHopmMmaumn
* Peructpaumsa cobbitmn 6e3onacHoOCTH
* AHTMBMpYCHas 3awuTa
+ OOGHapyxeHue (NpegoTBpaLleHNE) BTOPKEHNN
» KoHTponb (aHanus) 3awmweHHocTn MNOH
» (ObecneyeHune yenoctHoctn NC mn MAOH
« Obecne4veHne goctynHoctn MNAOH
« 3awmTa cpefbl BUpTyanuaauum
» 3awmra TEXHUYECKNX CpeacTB
« 3awwuTta NC, e€ cpencrts, CUCTEM CBSA3UN U Nepegayn gaHHbIX

« BbiaBneHne MHUNOEHTOB

. Yp@aanm,enmmm;ﬁpauweﬁ UC u cuctemnl 3awmTbl MNOH OIVIPER\A



Mepsbl no obecrne4vyeHnto 6e3onacHoCTU

MHoOpMaLnmn

YcnoBHoe CopepxxaHue mep no obecneyeHunto 6esonacHoOCTU YpOBHM 3aLMLLEHHOCTHN CooTBeTcTBME
*
00O03Ha4YeHU NAas\Knaccbl npoaykTos Imperva (*B
€ U Home 3awmweHHocTtu UC HacTy 3aWuTL! BEC-
P i npunoxeHun, CYBQ n
Mepbl 4 3 2 1 ¢haiinoBbIX cepBepoB)
Il. YnpaBneHue gocTtynom cybbekToB JOCTYNa K 0bbekTam JocTyna
ik YnpasneHue y4yeTHbIMU 3anucamMn nonb3osarenen, B TOM N " " "
yncne BHELLUHWX NMornb3oBaTenemn
Peannsaums HeobxoauMbIX METOO0B, TUMOB (YTEHME,
yrg.2 3anuncb, BbINOMHEHWE NN UHOW TUM) U NpaBun +\+ +\+ +\+ +\+
pasrpaHuMyeHns goctyna
PasgeneHune norHoMouwii (poneit) nons3osaternen, Monxoe
ynpa.4 aAMMHUCTPATOPOB U ML, 06ECMEHMBAIOLINX He | R [ B e COOTBETCTBIE.
yHKMoHupoBaxue NC CneunansHbli
komnoHeHT User Right
Ha3Haqu|/|ve MMWHUMaNbHO HEOBXOANMbIX NpaB U Management ans
yra.s npusenerui nonb3oBaTensaM, aaM1MHUCTpaTopam 1 nuuam, +\- +\+ +\+ +\+ WHTErpaLmm ¢
obecneunBaoLLMm yHKLMOHNPoBaHue NC KOHTPOIINEPOM
yrpa.e OrpaHnyeHne HeycneLlHbIX NONbITOK Bxoga B NC +\+ +\+ +\+ +\+ AoMeHa.
o BoaMoxHOCTb
Yo.9 rpaHM4eHye Yncna napansenbHbix cechoagocwna A\ A\ A\ A\ HaCTPOIKY POMei B
ANSA KaXXOoW yY4eTHOM 3anncu nonb3oBaTtens ST ORI
PaspelueHune (3anpeTt) 4encTBUIM NoNb3oBaTenen,
yng.11 P (sanper) A RV TV UV
paspeLUeHHbIX 40 naeHTUMUKaumm n aytTeHTndmkamm
Peanusauus 3almnweHHOro yganéHHoro gocryna
Yna.13 cybbekToB AocTyna Kk obbekTam JOoCTyna Yepes BHeLUHNe +\+ +\+ +\+ +\+
MHOPMALMOHHO-TENEKOMMYHMKALUMOHHbBIE CETH

| © 2013 Imperva, Inc. All rights reserved.




Mepsbl no obecrne4vyeHnto 6e3onacHoCTU
MHOpMaLUK, NPoOOIIKEHNE

YcnoBHoe CopepxxaHue mep no obecnevyeHnro 6e3onacHOCTU YpOBHM 3aLMLLEHHOCTHU CootBeTcTBME
0603Ha4YeHu NAOx\Knaccbl npoaykTos Imperva ("8
€ U Home 3awmweHHocTn UC HacTy 3almTL! BEO-

P npunoxeHun, CYBA n
Mepbl 4 3 2 1 ¢dannosLix cepeepoB)
V. Pernctpaums cobbituin 6e3onacHocTu
C6op, 3an1cb 1 xpaHeHne nHopmaLmm 0 CobbITUSX BonbLuoi Habop
PCB. ’ +\+ +\+ THF +\+
o8 6e30nacHOCTU B Te4EHNE YCTaHOBNEHHOIO BPEMEHN ; ; ; ; prEAeuEinelliss s b
PUNLTPOB, BO3MOXHOCTb
MOHUTOPUHTI (NPOCMOTP, aHanu3) pesynsrTaToB HanucaHus
PCB.5 permcTpaunm codbiTnin 6e3o0nacHOCTM 1 pearMpoBaHue Ha +\+ +\+ +\+ +\+ Nonb30BaTeIbCKNX
HUX MOJINTUK, BTCPOEHHaA
OTYETHOCTb, 3alluLlieHHOoe
PCB.7 3awmTa nHpopmauumn o cobblTuax 6esonacHoCTU +\- +\+ +\+ +\+ | XpaHeHue aaHHbIX ayauTa.
VII. OBbHapyXeHne BTOPXXEHUN
COB.1 O6Hapy:xeHne BTOPXXEHNI -\- -\- +\+ +\+ Mogynb Web
Application Firewall n
COB.2 O6HoBneHne 6asbl pellarLwmx npaBurl -\- -\- +\+ +\+ Database Firewall
VIII. KoHTponb (aHanus) sawuwéHHocTu MNOH
AHS3.1 BbisBneHune, aHanms yassumocten VIC n nx yctpaHeHune -\- +\+ +\+ +\+
KoHTponb paboTocnocoGHOCTH, MapamMeTpoB HACTPOWKM U BCTpOeHHbIN CkaHep
AH3.3 porie p » napamerp P A | ¢+ | A+ | A+ | yassumocten CYBL,
npaBunNbHOCTU yHKUMoHUpoBaHua MO n C3U
WHTerpaums Mogyns
KoHTponb npaBun reHepauumn n CMeHbl naponen WAF ¢ BHELHUMM
nonb3oBaTeneun, 3aBeeH s N yaoaneHnsa y4eTHbIX 3anucen
AH3.5 / A yA y A A\t H\+ +H\+ ckaHepamun
nonb3oBaTenen, peannsaumsa NpasBun pasrpaHnyeHns ySA3BMMOCTEN
AocTtyna, nosiHoMo4mi none3oBatenen B IC

© 2013 Imperva, Inc. All rights reserved. @iMPEm



TpeboBaHus perynaTtopos

g
= 1) PCI DSS Compliance

PCI DSS 2.0 Requirements Imperva Solutions for PC DSS

6.6 | Protect public-facing Web applications SecureSphere Web Application Firewall

; Restrict access to cardholder data to User Rights Management for
business need to know Databases and Files

8.5 Identify and disable dormant user User Rights Management for
"~ | accounts Databases and Files

SecureSphere Database and File Activity

10 | Monitor all access to cardholder data Monitoring

11.5 | Deploy file integrity monitoring software | SecureSphere File Activity Monitoring

= 2) 382-1 — ecTb aHanNUTMKa
= 3) CTO BbP BBC — ecTb aHanunTuka

35 | © 2013 Imperva, Inc. All rights reserved. @iMPEm



O630p Imperva
—
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Muccus
3awmTta BU3HeC-NPUNOXeHUn 1 KoHdeaeunanbHbIX
AaHHbIX OT COBPEMEHHbIX aTaK N yTeyek

CermMeHT pblHKa
BesonacHocTb Bu3Heca, 6e3onacHOCTb AaHHbIX

MupoBoe npucyrtcTteue

= OcHoBaHa B 2002

= [MmobanbHoe npucyTcTBue, Wwrtab-ksaptnpa B CLUA
= 450+ coTpygHWKOB

= 3akasyuku B 60+ cTpaHax

Hawwn 3aka3umkum

2,200+ 3aKa34yMKoB NPOOYKTOB Imperva; Tbica4du
KNMeHToB 0b6nayHbIX cepBncos

= 8 n3 ton 10 rnobanbHbIX TENEKOM. NPOBanNgEepPOB

5 n3 Ton 10 amepuKaHCKNX KOMMEpPYECKNX BaHKOB

6 n3 Ton 10 poccMMcKkux 6aHKoB

= 2 n3 3 pPOCCMUCKNX MOOUNbHLIX OonepaTopoB

4 n3 Ton 5 rmobanbHbIX NponssoauTenen hardware

200+ rocygapCTBEHHbIX 3a|<a3t416 ®
IVIPER\A



KntoyeBble MEXOYHAPOOHbIE 3aKa34KHU
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http://www.energy.gov/index.htm
http://welcome.hp.com/country/us/en/welcome.html
http://www.clpgroup.com/clp/?lang=en
http://www.verizonwireless.com/b2c/index.html
http://www.orange.co.uk/?linkfrom=<!--linkfromvariable-->&link=header_logo
http://www.wireless.att.com/

KntoyeBble dpakTophkl ycnexa
—

INnaupytollee pelleHne B 06nacTu 3awmThl JaHHbIX

BospacTatollas noTpebHOCTb B HOBbIX PEeLUeHUsX ANns 3aLnThbl
KOPNOPAaTUBHbBIX MPUMNOXEHUIN OT COBPEMEHHbIX Yrpo3

MacwTtabupyemasi bBusHec-moaerib 1 akTUBHOE pa3BUTUE
NPO4YKTOBOW NMMHEUKN

O6LWNpPHBIM NYN pasHONPOdUIIbHLIX 3aKa34ynkoB
SdbdekTnBHaAs KaHanbHas Moaenb Npoaax
YcneLllHbIW BbIBOA, LLENOro psaa HOBbIX MPOAYKTOB HA PbIHOK

CunbHas KomaHga creunanucToB
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[MpegctaButenu B Poccun n CHI

Russia & CI5 1

. | ]
Johan Nordstrom

+16 709 987 398
JohanNordstrom @imperva.com
SE

Pavel Kovalev

+7 915 040 2168

Pavel Kovalev@imperva.com

SE

Konstantin Solodilin

(38063) 270-0110
KonstantinSolodilin @imperva.com

RS0 [Begional Sales Director]; SEM [Security

Engimeer Manager]; SE [Security Engineer); 58
[redce Sales Repl; CAM (Cranne Scoount

Manager|

Russia & €152

RSD

Alexandr Shakhlevich .
+79150005847
alexandr.shakhlevichi@imperva.com
SE

Pavel Kovalev

+7 515040 2168

Pavel Kovalev@imperva.com

SE

Konstantin Solodilin

(38063 2700110

| Konstantin,Solodilin@imperva.com
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