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He3aBucumblie TecThbl U peKoMeHAaLuum

2013 Magic Quadrant for Enterprise Network Firewalls
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Cutyaumsa B COBPEeMEHHbIX
KOpnopaTUBHbLIX CEeTAX

Application Usage and Risk Report

pa lO www.paloaltonetworks.com/aur
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KoHTpona npunoXxeHun Het

- AHanunsa tpadumka 2000+ opraHnsauum: 4To NPONCXOAUT B COBPEMEHHON CETUN?

- 68% npunoxeHun (bnsHec n non|>30|3aTer||30|<1/1x)1 gnﬂ paboTbl NcnonbayT nopTthl 80 1 443 nnu

AWHaMMYEeCKne nopTbl, B T.4. NOTOKOBOE BNAEO (
nomoratouime o60nUTN NONNUTMKN Be3onacHOCTy,

- [NpunoxeHna

npoken — 81%, yaaneHHsIn AocTyn K pabodemy ctony 95%, SSL TyHHenw)
- OyeHb WMpPOoKo pacnpocTpaHeHbl hann-obmeHHble ceTn (P2P — 87%; 6pay3epHble)
- 80+ coumanbHbIX ceTen (pacTeT YMcno, PYHKUNMOHANbHOCTb, Harpy3ka Ha CceTb)

™\

Port Breakdown - Percentage of all Applications
Observed and Total Bandwidth Consumed (Global)
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m % of Applications (n=1,280) = % of Bandwidth Consumed

% rponyckHOM CNocOBHOCTN)
OCTYMHbI Kaxxgomy (becnnaTtHble

Spring 2012

Fall 2011

Source Palo Alto Networks, Applcaiion Usage an
Rusk Report. June 2012 (n=2,036)

= Streaming video
= Filesharing

= Internet utility

= Storage backup
=Encrypted tunnel
o Infrastructure

= Other

paloalto

R el hare 212 pal0§!.£9
J/

Pucku ncnonb3oBaHus Takmx HpVInO)KeHVIVIZ
HenpepbIBHOCTb ObunsHeca, noTtepu AaHHbIX,
NPOAYKTUBHOCTb, (bVIHaHCOBbIe 3arparthbl
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Most Common Proxies Found
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Mpo6nemMbl MeXxXceTeBoro aKpaHMpoBaHUSA

[MoNUTUKK KNnaccmyecknx
MeXCEeTEBbLIX 3KPaHOB
6a3VIpyPOTCFI Ha KOHTpOIe.

BitTorrent’
* [lopToB

/

— webex @
Aou Tube

_ Dropbox / %

HO...npunoxeHns nameHUnNnCHL W/ ‘
— @mail
* MopTbl # MpunoxeHus . / , Q// !‘ |

» |IP-agpecoB

 [lpoTokonos

talk-’
» |P-agpeca # lNonb3oBaTenu ORACLE

reopLesorT enterprise. S IIEIBIE L. v
* [NpoToKkornbl # KOHTEHT » ‘
~_ / SharePomt

Lync Microsoft /
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an/IHO)KeHVIFI ABNAKOTCA UCTOYHUKOM PUCKOB

[TpunoXxeHna camu MoryT [TpnnoXxeHua moryT
ObITb “yrpozamu’ cnocobcTBOBaTb
 P2P file sharing, TyHHeNnbHblE PACNpOCTPAHEHWIO YTPO3
NnpunroxeHmnd, aHoHMMaun3epbhbl, . Qua|ys Top 20 ys3BMMOCTEN:

MynbTUMenna OCHOBHbI€ Yrp0o3bl — 3TO Yrpo3bl

YPOBHS MPUIOXEHUN

Application

[MpunoxeHnsa n yrposbl YPOBHS NPUNOXEHNW CO34at0T bpelumn B cucteme 6e30nacHOCTU
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TexXHUKN YKNOHEHUA OT CpeacTB 3aLUunThI

1. PacnpocTtpaHeHue I;%rt
BpeaoHocHoro NO unum
HernermTMMHOro Tpaduka T

Yyepes3 OTKPbITble NOPTh

- HecTaHgapTHoe
MCMNoJSib30BaHWe CTaHAapPTHbIX
NOpTOB

IRC
. CcO3JaHue HOBbIX

cneynann3npoBaHHbIX

NMPOTOKOJ10B AJ1A4 aTakKW! signatures

Port
10000

2. Wcnonb3oBaHue 80 T
CTaHOaPTHbIX NPOTOKOJI0B
Ha HecTaHOapPTHbIX NopTax —
YKINOHEHNE OT CUrHaTYypPHOro
CKaHNpPOBaHUS

HTTP
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Ucnonb3oBaHue TyHHennpoBaHusa noBepx DNS

DNS g1 57916 53 Standard query TXT AAAAAARSAA.=auth.ec2.mui
an Mepbl 213 53 57916 Standard query response TXT
144 57916 53 Standard query TXT 2XKBgAABADFFMkQzMUNGOEEL
DNS 245 53 57916 Standard query response TXT
° th-Over_dnS DNS 98 57916 53 Standard query TXT ZXI7K1FlAHNzaA.=connect.
DNS 199 53 57916 Standard query response TXT
° dnsztcp DNS 85 57916 53 Standard query TXT 2XIAAAABBA.ec2.muides.co
DNS 240 53 57916 Standard query response TXT
. DNS 85 57916 53 Standard query TXT ZXIAAQACBA.ec2.muides.co
« |lodine DNS 113 57916 53 Standard query TXT 2XIAAAADCENTSCOyLjAtT3BL
DNS 85 57916 53 Standard query TXT 2XIAAAAEBA.ecZ.muides.co
° HeyOka DNS 253 57916 53 Standard query TXT EKIAAAAFCAAAAHQIFFLj hQes
DNS 85 57916 53 Standard query TXT 2XIAAAAGBA.ecZ.muldes.co

= € 3 e
* OzymanDNS suthority RRs: 1

tdditional RRs: 1
° NSTX P Queries
= Answers
= AAAAAARSAA.=auth.ec2.muides.com: type TXT, class IN
Mame: AAAAAARSAA.=auth.ecZ.muldes.com
Type: TXT (Text strings)
Class: IN (Ox0001)
Time to live: 3 seconds
Data length: 34
ﬁxt : AZXIAAARSADASYZMNLWEK dINONLREWZREC
TERL,

Aicnonb3oBaHne pekypCMBHbLIX 3aMpoCcoB A4 nepegadvym MHKancynmpoBaHHbIX
coobuweHnn no TCP B 3anpocax yaaneHHoMy DNS cepBepy 1 oTBETax KIMEHTY

pa loh‘lETW(v)RKS



«MoMOLLHNKU» MeXCceTeBOoro aKkpaHa He NoMoraioT!

Internet =~

W Enterprise
Network

- Cno)kHasi TOnosnormsa N HeT «NpPo3padvYHoON» UHTerpauum

« «lMOMOLLHMKNY MEXCETEBOrO 3KpaHa HE MMEKDT MOSTHOIO
npeacTaBnenust o Tpaduke — HET Koppensaumm

- [loporocTosilliee 1 Joporoe B 00CNYyXMBaHUM peLleHne

- llcnonb3oBaHne oTaenbHbIX PYHKUNOHANbHbLIX MOAYSIEN B O4HOM
yctpouctee (UTM) genaet ero OMEHb megneHHbIM

Page 10 | palOE-EU’O
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MexceTeBOU 3KpaH HOBOro
NMOKOMNEeHUs
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MycTb MeXxceTeBOM 3KpaH AenaeT cBoko pabory!

salcjérce.com‘
HoBble TpeboBaHuA e
AN MeXCceTeBOro 3KpaHa: :

’ SAPE R

1. NoeHTudmkaums npunoxeHunn em._ meebo @i\'}_;g‘

. WpeHTndumkauus nonb3oBarend

. 3awuTa npoTmB yrpos

. MHoroypoBHeBas getanmsaums u
KOHTPOIb

. Bblcokas npon3sBoanNTESIbHOCTb

paloalto



I'quemy Vl,quTVI(bVIKaLWIFI N KOHTPOJIb Ha4

NMPUNOXEeHUNAMUN AOJTXKHbI ObITb Ha MeXceTeBOM JKpaHe

KoHTponb npunoxeHunn MexceteBbiMU
JkpaHamu HoBoro lNokoneHus

° KOHTpOJ'Ib Ha/[ NMpuinoxeHnamMmmn MHTErpupoBaH B
MeXceTeBOU 3KpaH = eanHada NoJINTUKa

*  WaoeHTudumkaumsa npunoxXeHnin He3aBmMcmMmo oT
nopTa, MOCTOSIHHO U ANSA BCero Tpadvka

MocnencrBusa

» PaspelueHune / 3anpeT [ocTyna K CETM ONUPatoTCs
Ha MHOPMALNIO O NPUIOXEHUM

*  MoXxHOo «6e30nacHoO paspeLunTby NPUNOXKeHUS

Page 13 |

MpunoxeHwne

MC3

MpunoxeHuns

Monuntukn onupatrorcs
Ha NPUNOXEeHUS

N
IPS
)
MpunoxeHun
CKaHUpYrOTCA
Ha yrposbil
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TexHonormn ngeHTUPUKaumMm NU3MeHUNu

MeXXceTeBOU 3KpaH
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ApXnTekTypa ogHOMNpPoOXoaHOW napansensHon

00paboTKKN

OauH npoxop

Kaxkabin naket
CKaHUpyeTCcs TONbKO OauH
pas

Mpu ckaHMpoBaHUM
OOHOBPEMEHHO
onpeaensieTcs:

MpunoxeHwne
Monb3oBaTens/rpynna

KoHTeHT — yrpossbl, URL
nT.a.

NMapannenbHasn
obpaboTka

CneunanunsnpoBaHHoe
annaparHoe obecneyeHne
ONS Kaxaon 3agayu

PasgoeneHue Data plane n
Control plane

Ao 120 N'ouT/c, HU3KanA 3aaepKKa
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CemeunctBo nnartdgopm um
dyHKUMOHanN onepauMoHHOU CUCTEMBbI
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Cemeuncrteo nnardopm Palo Alto Networks

PA-5060 PA-5050 PA-5020
« 20 I'éut/c FW/10 I'but/c « 10 I'éut/c FW/5 Idut/c « 5T6ut/c FW/2 I'but/c
npenoTBpalleHne atak/4,000,000 npenoTBpaLleHne atak /2,000,000 npegoTBpaLleHne atak /1,000,000
ceccum ceccum ceccum
* 4 SFP+ (10 Gig), 8 SFP (1 Gig), 12 * 4 SFP+ (10 Gig), 8 SFP (1 Gig), 12 + 8 SFP, 12 RJ-45 gigabit
RJ-45 gigabit RJ-45 gigabit /
/ ﬂcm;u"um il r.c:n:;u"nm il VM Serles \
PA-3050 PA-3020 (VMware/Citrix SDX)
4 [6ut/c FW 2 [6ut/c FW no 1 Iéut/c FW
2 ['6uT/c npegoTBpaLleHne 1réut/c [o 600 M6ut/c
aTak npeaoTBpaLlleHne aTak npeaoTBpaLlleHne aTak
500,000 ceccum 250,000 ceccum 0o 250,000 ceccuin
12 copper gigabit 12 copper gigabit [ocTeBas MalwnHa unu B
\ 8 SFP interfaces 8 SFP interfaces pexvuve rnnepsnsopa /
PA-2050 PA-2020 PA-500
« 1I6ut/c FW/500 Mbut/c * 500 M6ut/c FW/200 e 250 Mout/c FW/100 « 100 M6ut/c FW/50
npeaoTBpaLlleHme M6éwuT/c M6éwut/c M6éwuT/c
aTtak/250,000 ceccun npegoTepalleHne aTak npefoTspalleHne atak npegoTepalleHne
« 4 SFP, 16 RJ-45 gigabit /125,000 ceccun /64,000 BT aTaK/64,OOp cegcmﬁ
k » 2 SFP, 12 RJ-45 gigabit » 8 copper gigabit » 4 copper gigabit

Page 17 | palome'rwonxs



PA-7050 - cambin npounsBoguternbHbin B mupe NGFW

| PA-7050NPC | PA-7050 System

FW + App Control 20 120
Gbps
Threat Prev. 10+ 60+

(IPS+AV) Gbps

7))
oy =+=App-1D
© TP
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OcHoBHOU pyHKLUMOHaN onepauMoHHON CUCTEMDI

UpeHTUdMKaALMA N KOHTPONb NPUIIOXEHUI, NoNb30BaTeNien U KOHTeHTa
AONOSHAITCS creaywWwmum pyHKLUMOHANOoOM

« Network

- %I/IHaMI/I‘-IeCKaFl mMapwpyTtmsaums (BGP, OSPF,
IPv2)

- Pexum MOHUTOPWHIa — NogKJito4YeHne K

SPAN-nopty

- [pospayHbivi (L1) / L2 / L3 pexumbl
- MapuwpyTtusauusa no nonutmkam (PBF)
- IPv6

- VPN

- Site-to-site IPSec VPN
- SSL VPN (GlobalProtect)

.(Dy

HKUMoHan QoS

[Mpuoputesauusi, obecrneyeHme
MaKCUMarbHOM/rapaHTUPOBAHHOW NOJOCHI

- BoamoxHa NPUBA3Ka K NnoJib3oBaTeENAM,

NPUNOXeHUsIM, MHTepdencam, 30Ham U 1.4,

- MOHUTOPVHT NOMNOChI B peXnume peanbHOro

BpeMEHN

Page 19 |

30HOBbIV NoaxoA,
- Bce nHTepdenchl BKovarTCs B 30HbI

6e30nacHOCTV ANs YNPOLLIEHUS HACTPONKM
MNONNTUK

OTKa30yCTONYMBOCTb
- Active/active, active/passive
- CrHXpOHM3auunsa KoHurypaumm
- CunHxpoHusauusa ceccum (kpome PA-200,

VM-series)

- Path, link n HA MOHUTOPWHT

BI/IpTyaJ'IbeIe CNCTeMbl

- HaCTp0|7||<a HECKOJIbKNX MEeXXCETEBbIX

9KpaHOB B O4HOM YCTpoucTBe (455 cepumn
P,&)—ZOOO n BbILIJe)y g ( P

[MpocToe n rnbkoe ynpasrieHne
- CLI, Web, Panorama, SNMP, Syslog,

NetFlow, nHterpauma c SIEM/SIM

palogifo



YnpaBneHue
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Cpe.D,CTBa ynpaBsrieHnAa, otT4eTHOCTU U UHTErpauuun

° Web G U I y SS H y XM L APl Application and Threat Summary

Apr 09, 2008

Application Usage User Behavior paloaltmwg:lg\blnahan
+ Risk User

. eHTpanusoBaHHoe ynpasneHne — 10

s
3 Top 5 URL Categories
mutaoltedn 743869 53737432686
+ : /\/\ psoes  Ss79m 1858580371
- * sty 520,748 209,032,430 business 13.790
t paaTRteA YRt 156,793 4,230,857,356 unknown 10,893
ot e, gt 131,483 6900.749.070 computing-and-ntemet 307
infrasinucture 2784
Category Breakdown Top 5 URL Categonies news 1,985

Category Count
[ a— Top s Aplcstions

. Boratas oT4eTHOCTb U3 KOpO6KI/I e S R T

: e
o s 18 = 14870 sopepote 0SS dss7oni
B o urkvom ‘computing-and-intemet 14,756 unknown-udp 81,392 20,242,917
‘advertisements-and-popups 13,643 ssl 166,063 1,157,247, 715
Top 5 Applications Top § Destination Countries msrpe 817,743 218,670,488,833
. I BKaA J10roB i NMP L I
, Application Byt Destination Count Top 5 Threats.
web-browsing 77.850 5,061,989.086. Reserved (10.0.0.0 - 10.255.255.255) 3,267,489
RS [— e
emp. 38,103 5,362,784 ‘Unknown 73,266 MiniBug retrieve weather information: 6,890
skype-probe. 28246 13,009,461 China 64917 o Ul LD et s Sk Ofon ity 218
. MHlel'paLl,I/IFI c SEIM/SIM HanpmMmep
Category 2 Subcategory Technology Risk. Characteristic

107 Yulnerabilities

HP ArcSi g ht , Sym antec S| |\/|) e e——E——  pys—

129 collaboration 13 database 129 client-server E 55 Prane to Misuse Tends

73 generakinternet 11 encrypted-tunnel 160 network-prokocol =l 159 Widely used Bandwidn

0 media 7 erp-crm 4 peer-to-pest v 20 Excessive Banduidth

215 networking 1 gensrshbusiness — ® 103 Transers Files

2 unknown 23 infrastructure 53 Evasive
116 ip-protocol “ Used by Malware =
57 management “ 61 Tunnels Other Apps =
N .
Name & Shared Category Subcategory Risle Technology |

® 3pc v networking ip-protacal network-protacol §
%] | active-directary v business-systems auth-service client-server s
%) | activenet v netwarking ip-protacol netwark-protacal
W | afp v business-systems storage-backup ] | dlient-server
(W | altivis v business-syskems management client-server
[®  apc-powsrchute v business-systems general-busingss client-server
[#  apple-airpart v networking infrastruckure network-prokocol I I
(% | apple-update v business-systems software-update ] | dlient-server a1 o400
(% | arqus v networking ip-protocol netwark-protacol
[® aris v networking ip-pratacal network-protocol
[® | asprozy v networking proey browser-based
[# | avamar v business-systems storage-backup client-server
[® | avaya-phone-ping v business-systems management client-server
[® | avocent v networking remote-arcess Ll | client-server
[® | avaidr v networking proxy browser-based
[#) | backup-exec v business-systems storage-backup Ll | lient-server
¥ | backweb v business-systems erp-crm browser-based
[® | bbn-rec-mon v networking ip-protocol network-protocal
[® | beinsync v networking temote-aciass clist-server .

Page 21 | -:]II' palo
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LleHTpann3oBaHHOE ynpaBneHne ¢ UCNOoJfib30BaHUEM

MO Panorama

- LleHTpanusoBaHHas
HacTpouKa

» LlenTpannsosaHHoe . LleHTpanusosaHHoe
nornpoBaHne N OTHETHOCTb OOHOBMEeHne

Clients

« PoneBoe
aaAMUHUCTPUpoOBaHUNE




VM-series — mexxceteBou 3KpaH
HOBOIO NMOKOJIEHUA ANA 3alUTbl
cpeAabl Buptyanusauum VMware

paloglic




VM-series: HasHa4YeHue u peanusauus

VM-series — mexxceteBOM 3KpaH HOBOro NOKOJIEHUSA, KOTOPbIN
obecneymBaeT npumeHeHne TexHonornn Palo Alto Networks B cpeae
BUPTyanumsauum, BKNo4vas:

- App-ID
« User-1D

- Content-ID (IPS, AV/AS, WildFire, URL-dounbtpaumnio, 6110KMpOBKY
drannos)

710 Kno4yeBoe otnunumne Palo Alto Networks VM-series oT
BUpPTYyanbHbIX nopToBbIX M3, Takmx kak vShield.

VM-series peann3oBaH Kak rocteBasi BupTyanoHaa mawmHa (VMware
virtual appliance), ncnonHgaemasa runepsmsopom ESXi n nogknoyaemas K
3awmwaemsim cermeHtam cetn (PGs, VLANS), opraHn3oBaHHbIM Ha 6a3e
BUPTYyasribHbIX KommyTaTtopoB vSwitch/Nexus 1000v.

VM-series obecneymBaeT KOHTPOSIb, MHCMEKLMIO U BU3yann3aumio
Tpapuka mexay BupTyanbHbIMU MallMHaAMN.

Page 24 | = i ‘nf
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ApxuTtektypa BuptyanmsupoaHHoro LLOL

Software Stack

Security
Management

Network
Management

Orchestration

Systems
Management

Virtualization Management

Storage

Management
Storage Network
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VM-Series VMware NSX Edition — pexum runepsusopa

alala) alala
. a

- Dynamic Objects "

Manage NSX FW rules Manage East-West
Deploy VM-5eries Policy
' ™
Web Servers DNS Servers

F
| ! i
Fi rewall________ 1 1 1 -

SIS SPSIRASR SRS

———————————— -'

NSX

£anod Jsiawiiad abeuepy

Palo Alto

Networks
Palo Alto Network
’ OVM-OSeEesor - —— PA-5000 Series
e
k e
| | | |

External Network
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WildFire — obnayHbin cepBuc
oOHapyxeHuna BpeaoHocHoro 1O
«HYNeBOro AHs»

paloaiio




Kno4yeBble 3Tanbl COBPpeMEHHON CeTeBOU aTaKku

MpumaHka Akcnnount ll’:_la(;py3Ka YcTaHoBReHue PasBenka
AA o6paTHOro N Kpaxa
«t;(eo":);a(;ro KaHana AAaHHbIX
3aBneyb 3apaxeHHbIn B cponre BpenoHoc YOaneHHbI
“cnonb3oBaTh KOHTEHT 3arpyxaercs ycTaHaBnueaet 3MOYMbILLNEH-
cneumanbHoe ncnonbayer W ycTaHaenu- ncxopsiiee HIK nMeeT
MO, oTKpPbITb ySI3BUMOCTU BaeTcs NnoAKInoyYeHne AOCTyn BHYTPU
cbaiin unu YCTaHOBMEH- BTOPOW AJ1S1 CBSI3N C ceTtn n
nepevTu Ha Horo MO 6e3 BPEOoHOC 3MOYMbILLMEH- npoBOANT
BeB-caiT ¢ Begoma HUKOM araky

BpeaoHOCaMun noJsib3oBaren4d

47
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Cucrtema 3awmTbl cneanywowero nokKosieHunA oT

HeJieHarnpaBJieHHbIX aTaK U Yrpo3 «HyJneBoro» AHA

3arpy3ka No YctaHoBneHue Pa3Begka u
NpumaHka JKCnnouT ANs «4epHoro obpaTtHoro Kpaxa
xopa» KaHana OaHHbIX

‘

A\Y

Threat License

Block C&C on
Block
high-risk apps non-éarltrzsdard
Block Block malwar_e,
sites
Block
the exploit KoopavHu-
pOBaHHOE
C&C traffic, TyalbHoe
DNS-sinkhoie 6roknposative
Mo curHatypam,
Block malware NCTOYHUKaM,
noBeaeHunIo

Files

known malware fast-flux domains
Block spyware, MHTEINNEK"
aKTUBHbIX aTaK
Prevent drive-by-
downloads

WildFire Block
new malware

sites

Detect unknown

malware traffic
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Kak paboTtaeTt cepBuc WildFire

ABTOMaTMYecKast Unun no 3anpocy
reHepauuns cUrHaTypbl B «obrnake» /130MMpOBaHHas CETb
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Ananunaupyetca 100+ Tmnos nosBeneHus
40% HOBbIX 3K3eMMNNSAPOB — 3TO Bapuaumm ogHNX N TeX e BPeaoHOCOB

CveraTypa dBTOMAaTU4eCKMN Co3aeTCA U 3arpyxaetcd Ha BCe yCTpOIZCTBa B TeueHue 30 MUHYT

1 curHatypa nokpbiBaeT o 1500+ yHuKanbHbIX xawen SHA

WF-500 nposepseT 0o 4500 yHMKanbHbIX pansfioB B AeHb: UCMoSiHAeMble, opucHble, PDF
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Beb-noptan WildFire

Dashboard

Today

Wildfire Stats Device Malware Bemgn Pending Registered

0003C101538 0 10/27/2011 01:50:12

0003C103099 11 19 0 10/31/2011 04:46:21
0004A100237 5 15 0 11/03/2011 09:10:01
D00BC106877 0 2 0 11/07/2011 02:13:27
000BC106979 10 0 0 11/03/2011 03:23:12
Reports [Dashboard | [UploadFile’|
7 Days
Wildfire Stats Seareh Souree fpe
| Al :_H_AII ‘|m
Showing 26 to 50 | first | prev | next
Received Time Source Filename URL Verdict
0 11/07/2011 1147 AM  0004A100237 Vimeo.dll update videoraptor.com/8.0_slideshow/\imeo dll Benign
0 11/07/2011 11:40 AM  0004A100237 k3000patch11.05 exe unknown Benign
0 11/07/2011 11:38 AM 0004A100237 k3000patch11.05.exe unknown Benign
0 11/07/2011 10:54 AM 0003C101538  fSul09_xp.exe cache-www.belkin.com/support/dlf5u109_xp.exe Benign
0 11/07/2011 10:48 AM 0004A100237  WeatherSetup.exe toolbar.inbox.com/dnltoolbar/80474/WeatherSetup exe Eenign
- |;‘_ 11/07/2011 09:54 AM 0003C101538 Spider80.ocx gc.ctsnp.local/gebin/Spider80.ocx Eenign
0 11/07/2011 09:54 AM 0003C101538 Spiders0.ocx qc.ctsnp.local/gcbin/Spider80.ocx Benign
i 11/07/2011 09:53 AM  0004A100237 Google AdMob Ads. WindowsPhone7 dil apps-p.marketplace windowsphone.com/740AEDF1-3861-4EBA- Benign
ABF2-EGD
0 11/07/2011 09:52 AM  0004A100237 CleverSoftware.Phone.Translate.dll apps-p.marketplace windowsphone.com/740AEDF1-3861-4EBA- Benign
ABF2-E6D
B2 11/07/2011 09:50 AM 0003C101538  Add_Area_lteration_Nodes.exe blogs.microsoft.co.ilfiles/folders/2 19449/download.aspx Benign
0 11/07/2011 09:50 AM 0003C101538  Add_Area_lteration_MNodes.exe blogs.microsoft.co.ilffilesfolders/219449/download.aspx Benign
E:' 11/07/2011 09:41 AM 0003C103099 exe unknawn Malware
0 11/07/2011 08:39 AM  0004A100237 wpsetup exe audiochannel.net/'componentsiwpsetup.exe Benign
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Mpumep AeTanbHOro oTyeTa O BpeAOHOCHOM chamne

Page 33

O6buwasi uHghopmauyusi

Ums gpatina, hash, URL, source & destination, sepdukm (8pedoHoc unu Hem), NpusioxXeHue

Filename: transcript.scr

SHA256: 41325b6b63cfTcOdafBca3ed72a182/05c6fe2d1971991bced 572369757 1ad61

URL: unknown

User: unknown Received: 11/4/2011 9:06:49 PM

Source: 133.5.184.202 :110 Destination: 133.6.215.213 :39887

Hostname/Mgmt. IP: PA-2050 Application: pop3

Verdict: Malware BeanKm Virus Coverage Information noKpblmue A V
-

Pe3ynbmamsi aHanu3sa noeedeHusl

Cniucok nodospumeribHbix delicmeud, 8bINOSIHEHHbIX hali/ioM 8 «eCoOYHUUE»

Created an executable file in Windows folder

Stole saved user passwords from Intemet Explorer

Created or modified files

Spawned new processes

Masqueraded as a Windows system program

Modified Windows registries

Modified registries or system configuration o enable auto start capablity
Accessed honey files

Changed security settings of Internet Explorer

Changed the proxy settings for Internet Explorer

Modified the network connections setting for Internet Explorer

Sentout emails

AHanu3 100+ sudos
nosedeHusa. OOHuU
be38pedHbI camu o
cebe, Opyaue
UCrnosnb3yromcs mosbKo
8pedoHOCaMuU.
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OanbHeNnwee pa3B1THE 3alWNUTbI OT YIPO3 HYJIEBOro AHS

PALD ALTD NETWORKS
NEXT-GENERATION THREAT CLOUD

PALO ALTO NETWORKS
AND CYVERA
COLLABORATION

NATIVELY
INTEGRATED

AUTOMATED

EXTENSIBLE

PALO ALTO NETWORKS CYVERA
NEXT-GENERATION FIREWALL NEXT-GENERATION ENDPOINT
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Global Protect —

O0e3onacHoe noakn4vyeHue no SSL/IPsec
VPN MOOUNBbHLIX Nofib3oBaTteneu

U yaarieHHbIX ohucosB

B paloalto




dyHKkumoHan GlobalProtect

- [lonb3oBatenu HuKorga He paboTtatoT “off-network” He3aBMCUMO OT nX
MECTOMNOSIOXEHUSA

- MexceTeBble aKkpaHbl 06pa3ytoT «obnako» ceteBon 6€30nacHOCTU

- Kak ato paboTaer:

[MporpamMmMHbIN areHT onpeaensiet o
MeCTOMOMNOXeHWE KNneHTa (BHYTpH i k@ To¢ !' _
KOPNOPATUBHON CETU UM HET) a = ovsoon
EcCnu KNMUeHT HaxoaMTCs BHE @sitTorrent et

KoprnopaTUBHOW CETU, TO aBTOMAaTUYECKN
yctaHasnmeaetca SSL VPN coeanHeHune
K GrivekaniemMy MexXceTeBoMy SKpaHy

AreHT TaKke MOXeT NPeaoCTaBnATh
MeXCEeTEeBOMY 3KpaHy MHOPMALMIO O
COCTOSAHUN 6e30MacHOCTU KNneHTa (Tun

KNWEHTAa, YCTaHOBIEHHbIE NaTyu,

LndppoBaHmne gucka, aHTUBMpYyC U T.4.)

MexxceTeBoMn 3KpaH NPUMEHSIET NOSUTUKN i my
6e3onacHOCTK, OCHOBaHHble Ha App-ID, I
User-ID, Content-ID n nucopmauymn ot

areHTa | S

A
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JocTtynHbl KnueHTbl GlobalProtect pna HaCTONbHbLIX U
MoounbHbIX OC

«ll AT&T LTE [ 9:20 AM

- Windows, Mac OS X | Details
- [1ns Apple I0S B App Store Status Connected
- [na Android B Google Play Network Cellular
Gateway Denver GW
PY ABTOMaTquCKoe I/”-“/I pyL_IHoe gw34.paloaltonetworks.com
HO,D,KJ_”'Oqume Local Address 10.244.31.32

Gateway Address 192.168.38.1
Protocol IPSec
Bytes In/Out 11.6MB / 487.7KB

Packets In/Out 10361 / 6244

Error Packets In/Out 0/0




GlobalProtect Mobile Security Manager

\ | Manual
3 Submission
_ i \ 4 Gateway App Store
B il Submis.sion Har.vesting
Internet Corporate
traffic traffic
Mobile Malware Signatures
T = —— P ———
1 ]
: i WildFire
I
\ / Device state for *
GlobalProtect CTT T T security policy = GlobalProtect Mobile
Gatewayl(s) Tl D E=Em————==EE Security Manager

Manage device &
report device state
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Ilerkoe pa3BepTbiBaHue Large Scale VPN ¢ GlobalProtect

#—& Local connected network
O—0  Slie-to-site VPN Corporate - Corporate
- GlobalProtect Configuration " Network A * Network B
*  GlobalProtect wnnel ““-—-*I,, - “‘-——*I,,
1 GP Portal B HQ/DC
== =0 == HecxonetoGP Gatewayse
- A HQ/DCs
" CotHu/Tbicaun GP Satellites
S B dounmanax u MUHK-
¥ ‘5‘"-'_ I ohucax c npocTomn
_ . N _ HaCTPOWKON — JOCTAaTOYHO
GlobalFrotect Satellite L S: —— TOJ'IbKO I-IOD'KJ-”_OLIeHMH K
. & NHTepHeT/WAN
. Site 1 Site
N, e
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