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1st Generation Network Security : Connectivity 
Network Vs Security
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2nd Generation Network Security : Content 
Network Vs Security
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The 2 Biggest Inhibitors to Companies’ Digital Business Progress
% of respondents, Top 2 ranking

… Информационная безопасность один из главных 
ингибиторов цифровой трансформации

11%

11%

15%

10%

13%

14%

Age or inflexibility of current technology assets

Concern about cyber risks of digital business

Lack of appropriate talent & capability in workforce

1st Choice 2nd Choice Sum of Top 2

30%

24%

21%

62%
Менеджмент желает сделать 

бизнес более ”цифровым”

46%
бизнес стремление 

optimization

54%
бизнес устремлением 

является transformation
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СОВРЕМЕННЫЕ СЕТИ НЕ ИМЕЮТ ГРАНИЦ 
Архитектура сетевой сегментации от IoT до Облаков
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РАЗНЫЕ ПРОИЗВОДИТЕЛИ ОБЕСПЕЧИВАЮТ БЕЗОПАСНОСТЬ
Разнородность применяемых решений мешает обеспечивать безопасность

SDN
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СтатистикаHTTPS по странам
Percentage of pages loaded over HTTPS in Chrome by country (Google) 

29% в Апреле 2015 => 83% в Мае 2019

TLS 1.3?

Работа в режиме SSL Inspection межсетевых 

экранов?
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3rd Generation - Security-Driven Networking  

Network Vs Security

Cloud

WAN Edge

Endpoint

IoT
OT

Now

Networking

Exploit

Malware

Insider

Security

SoC 4

Secure SD-WAN

Secure Access

Secure Cloud

Secure 5G

Security-Driven 

Networking
5G

Edge



( 11 ) © 2019 Инфосистемы Джет

72% опрошенных считают 

безопасность WAN ключевой

58% опрошенных говорят о 

недостаточной 

производительности

47% опрошенных считают 

важной стоимость владения

БЕЗОПАСНОСТЬ, ПРОИЗВОДИТЕЛЬНОСТЬ И СТОИМОСТЬ
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БОЛЕЕ 40% ПЛАНИРУЮТ ВНЕДРИТЬ SD-WAN В 2019 
GARTNER 

Преимущества SD-WAN:

 WAN Edge Упрощение

 WAN Автоматизация

 WAN TCO Cнижение

=> Digital Transformation
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Это не продукт

Это функция

NGFW Features

SSL Inspection
Application awareness

Internet DB

Service
Traffic shaping w/ queues

Guarantee, maximum, %

Multiple WAN Interface types

WAN Path Control

Real-time SLA: quality 

parameters like jitter or latency

3G/LTE

WAN

SPU accelerated

IPSEC VPN tunnels

Zero Touch Provisioning

Orchestration

Single pane of glass 

management

Чем полезен SD-WAN
Что такое Secure SD-WAN?

Это функция которая позволяет NGFW     просто использовать наилучшие пути доставки 

приложений с использованием QOS, различных сетей и с безопасностью NGFW
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Problem

Solution

Establishing Trust

 Network Address

 User Identity

 Business Logic

 Fabric Connectors

 Applications

 Device Identity

Advanced Security

 SSL Inspection

 IPS

 Antivirus

 Application Control

 Web Content Filter

 Data Loss Prevention

 Secure Email Gateway

 Denial of Service Protection

 Web Application Firewall

 Cloud Access 

Security Broker

 Advanced Threat 

Protection

 Endpoint Protection

Problem

• Flat internal network

• No internal visibility

• No internal security

Solution

• Many Enforcement points

• Create containment 

zones

• Inspect SSL

• Inspect Applications

• Check for zero-day 

malware

• Protect critical assets

Establishing Trust

 Network Address

 User Identity

 Business Logic

 Fabric Connectors

 Applications

 Device Identity

Advanced Security

 SSL Inspection

 IPS

 Antivirus

 Application Control

 Web Content Filter

 Data Loss Prevention

 Secure Email Gateway

 Denial of Service Protection

 Web Application Firewall

 Cloud Access 

Security Broker

 Advanced Threat 

Protection

 Endpoint Protection

Inside

Zone 2-BZone 2-A

Zone 1-A Zone 1-B

Уменьшая площадь атаки

Outside

NGFWNGFW

ISFWISFW

Finance Engineering Guest Wireless SalesVPNCorp. Wireless
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Inside

Outside

Защищая приложения

Problem

Solution

Problem

• Business critical 

applications must be 

secured

• Multiple applications

• Users in many locations

Solution

• Secure applications with 

solutions that share 

security intelligence

• Utilize security that will 

work with mobility and 

cloud usage

• Inspect SSL to make sure 

only trusted transactions 

are taking place

• Establish trust with 

sources inside and 

outside the network

Establishing Trust

 Network Address

 User Identity

 Business Logic

 Fabric Connectors

 Applications

 Device Identity

Advanced Security

 SSL Inspection

 IPS

 Antivirus

 Application Control

 Web Content Filter

 Data Loss Prevention

 Secure Email Gateway

 Denial of Service Protection

 Web Application Firewall

 Cloud Access 

Security Broker

 Advanced Threat 

Protection

 Endpoint Protection

Establishing Trust

 Network Address

 User Identity

 Business Logic

 Fabric Connectors

 Applications

 Device Identity

Advanced Security

 SSL Inspection

 IPS

 Antivirus

 Application Control

 Web Content Filter

 Data Loss Prevention

 Secure Email Gateway

 Denial of Service Protection

 Web Application Firewall

 Cloud Access 

Security Broker

 Advanced Threat 

Protection

 Endpoint Protection

NGFWNGFW

Sales

ISFWISFW

VPNCorp. WirelessGuest WirelessFinance Engineering
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Network
Security

Всеобъемлющая
Visibility of the entire 

digital attack surface

Интегрированная
Protection and Detection 

of Advanced Threats

Автоматизированная
Operations, Orchestration 

and Response

ANTIMALWARE

MALICOUS URL

SANDBOX

WEB APP 
SECURITY

AI

ML

Powered by AI

Создавая экосистему
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