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1st Generation Network Security : Connectivity
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2nd Generation Network Security : Content
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... N"HpopmaumoHHas 6e30nacHOCTbL OAUH U3 MaBHbIX
MHrMbUTOpPOB LmnhpoBou TpaHccopmaumm

Ou3Hec ycTpeMneHnem
aBnsieTca transformation

N

MeHeoKMeHT xenaeT caenatb
busHec bonee "unposbim”

46%

Ou3Hec cTpemneHne
optimization

The 2 Biggest Inhibitors to Companies’ Digital Business Progress
% of respondents, Top 2 ranking
m 1st Choice ® 2nd Choice

Lack of appropriate talent & capability in workforce 15% 14%
Concern about cyber risks of digital business 11% 13%
Age or inflexibility of current technology assets 11% 10% amn
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COBPEMEHHbIE CETU HE UMEIOT N'PAHAL|

ApxuTekTypa ceteBou cermeHTaumum ot loT go Obnakos
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PA3HbIE NMPOUN3BOAUTEI OBECIEYUBAIOT BE3OINACHOCTb
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Cratnctuka HTTPS no cTpaHam

Percentage of pages loaded over HTTPS in Chrome by country (Google)
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3rd Generation - Security-Driven Networking now

Network Vs Security

Networking Security

Cloud

Security-Driven
Networking
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BE3OIMNACHOCTb, MPOM3BOAUTEIIBHOCTb N CTOUMOCTb

FIGURE 2 Security Is the Biggest WAN Concern

Security Is the Biggest WAN Concern

Management: Visibility, monitoring
and troubleshooting

Availability
Meeting cloud/digital-specific |
requirements

Lack of agility/flexibility 40/ 10% 22%

m First Choice = Second « Third Sum of Top Three
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QO07. What are the top three biggest concemns (if any) with yvot
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Source: Gartner (November 2018)
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BOJIEE 40% NMNMAHUPYIOT BHEOPUTb SD-WAN B 2019
GARTNER
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NMpenmywecrea SD-WAN:
= WAN Edge YnpoueHune
= WAN ABTOoMaTtum3auuns

= WAN TCO CHumKeHue

=> Digital Transformation

Over 40% Plan to Adopt SD-WAN, Hybrid WAN Technologies

by the End of 2019

100%
6% 7%

11% 12%

SD-WAN Hybrid WAN
(n =299)

Percentage of Respondents

(n = 293)

Base: Total, excluding don't know/not sure
Q15 What is the deployment status of the following technologies in your WAN network?
ID: 355369

= Plan to deploy by 2019

® |n pilot or trial stage
= Have already deployed

Mo plans to deploy at all
Plan to deploy 2020 or later

Plan to deploy by 2018

© 2018 Gartner, Inc
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Yem noneseH SD-WAN
Y10 Takoe Secure SD-WAN?

Zero Touch Provisioning
.3TO He NpoayKT Orchestration
710 yHKUNSA Single pane of glass
management
910 LLULL KoTopas nossonsieT NGFW

C ncnoJsib3oBaHunem

Application awareness

Multiple WAN Interface types
WAN Path Control

Real-time SLA: quality
parameters like jitter or latency

npocTo McnonbsoBaTb@nym [,OCTaBKM

JEERGUETTNVEC 7R N ¢ 6e3onacHoOCTbIO \ERN

Internet DB
Service

3G/LTE

WAN NGFW Features
Traffic shaping w/ queues | ©PY accelerated SSL Inspection
Guarantee, maximum, % | | IPSEC VPN tunnels

|
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YMeHbLUasa nnowanab ataku

A Problem

* Flat internal network
* No internal visibility
* No internal security

@ Solution

* Many Enforcement points

» Create containment
zones

* Inspect SSL

* Inspect Applications

» Check for zero-day
malware

* Protect critical assets
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@ Advanced Security

o SSL Inspection

. IPS

o Antivirus

. Application Control

« Advanced Threat
=l Protection

Corp. Wireless
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3almiias NpPUnoXXeHus
A Problem

* Business critical
applications must be
secured

* Multiple applications

+ Users in many locations

@ Solution

* Secure applications with
solutions that share
security intelligence

« Utilize security that will
work with mobility and
cloud usage

* Inspect SSL to make sure
only trusted transactions
are taking place

+ Establish trust with
sources inside and
outside the network
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Guest Wireless Corp. Wireless

\ Security Broker

& Establishing Trust

« Network Address
. User Identity

« Fabric Connectors
. Applications
. Device Identity

@ Advanced Security

« SSL Inspection

. Application Control

. Data Loss Prevention
. Secure Email Gateway

« Web Application Firewall
. Cloud Access
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Co3gaBas aKkocucrtemy
Powered by Al

WEB APP
SECURITY

Bceobbemnwluian

Visibility of the entire
digital attack surface

AI SANDBOX

N7

UHTerpunpoBaHHas

Protection and Detection
of Advanced Threats

MALICOUS URL

ABTOMaTM3nMpoBaHHasA AL

Operations, Orchestration
and Response

ANTIMALWARE
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