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1 #CD46?9A<9 DB?O@< 

� ?;0BD>@<5 1Stack 8A?>;L7C5BAO <5E0=87< C?@02;5=8O 4>ABC?>< : 55 @5AC@A0< =0 >A=>25 
@>;59 (role-based access control, RBAC).  

$>;8 (roles) >?8AK20NB ?@828;5388, :>B>@K5 <>3CB 2K?>;=OBLAO ?>;L7>20B5;O<8. 
#> C<>;G0=8N 5ABL 425 ?@54CAB0=>2;5==K5 @>;8:  
1. $>;L CG0AB=8:0, A2O70==>3> A ?@>5:B>< (member). 

2. $>;L 04<8=8AB@0B>@0 4;O ?@54>AB02;5=8O 2>7<>6=>AB8 04<8=8AB@8@>20=8O ?>;L7>20B5;O<, 
:>B>@K5 =5 O2;ONBAO 04<8=8AB@0B>@0<8. 

� A5@28A5 Identity (keystone) B0:65 5ABL @>;L G8B0B5;O (reader), :>B>@0O >B>1@0605BAO 2 A?8A:0E 
@>;59. !5 8A?>;L7C9B5 @>;L G8B0B5;O, ?>A:>;L:C >=0 =5 8=B53@8@>20=0 2 4@C385 ?@>5:BK 1Stack 8 
?@54>AB02;O5B =5?>A;54>20B5;L=K5 @07@5H5=8O 2 @07;8G=KE A5@28A0E. 

&0:65 <>6=> A>74020BL :0AB><=K5 @>;8 4;O @01>G59 A@54K.  

1.1 �BA<@4A<9 DB?< 48@<A<EFD4FBD4 C?4FHBD@O 1Stack 

#@8 =07=0G5=88 @>;8 04<8=8AB@0B>@0 ?>;L7>20B5;L ?>;CG05B @07@5H5=85 =0 ?@>A<>B@, 
87<5=5=85, A>740=85 8;8 C40;5=85 ;N1>3> @5AC@A0 2 ;N1>< ?@>5:B5. "= <>65B A>74020BL >1I85 
@5AC@AK, 4>ABC?=K5 4;O 2A5E ?@>5:B>2 (=0?@8<5@, >1I54>ABC?=K5 >1@07K 8;8 A5B8 
?@>20945@>2).  

#>;L7>20B5;L A @>;LN 04<8=8AB@0B>@0 B0:65 <>65B A>74020BL 8;8 C40;OBL 0::0C=BK 
?>;L7>20B5;59 8 C?@02;OBL @>;O<8. 

#@>5:B, 2 :>B>@>< =07=0G05BAO ?>;L7>20B5;N @>;L 04<8=8AB@0B>@0, O2;O5BAO ?@>5:B>< 
?> C<>;G0=8N, 2 :>B>@>< 2K?>;=O5BAO :><0=40 openstack. !0?@8<5@, 2 ?@>5:B5 development 

1C45B A>740=0 A5BL A 8<5=5< internal-network, 5A;8 04<8=8AB@0B>@ 2 ?@>5:B5 A =0720=85< 
development 2K?>;=O5B A;54CNICN :><0=4C: 

$ openstack network create internal-network 

�4<8=8AB@0B>@ <>65B A>74020BL 2=CB@5==NN A5BL 2 ;N1>< ?@>5:B5 ?@8 ?><>I8 ?0@0<5B@0 
--project: 

$ openstack network create internal-network --project testing 
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1.2 �DBE@BFD DB?9= K9D9; <AF9DH9=E >B@4A8AB= EFDB>< (CLI) 
�4<8=8AB@0B>@ <>65B ?@>A<0B@820BL 8=D>@<0F8N > ACI5AB2CNI8E @>;OE. 

�BDO8B> 89=EF6<=: 

1. #5@5G8A;8B5 4>ABC?=K5 ?@54CAB0=>2;5==K5 @>;8: 

$ openstack role list 
+----------------------------------+-----------------+ 
| ID                               | Name            | 
+----------------------------------+-----------------+ 
| 01d92614cd224a589bdf3b171afc5488 | admin           | 
| 034e4620ed3d45969dfe8992af001514 | member          | 
| 0aa377a807df4149b0a8c69b9560b106 | ResellerAdmin   | 
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user | 
| cfea5760d9c948e7b362abc1d06e557f | reader          | 
| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator   | 
| ef3d3f510a474d6c860b4098ad658a29 | service         | 
+----------------------------------+-----------------+ 

2. #@>A<>B@8B5 8=D>@<0F8N > :>=:@5B=>9 @>;8: 

$ openstack role show admin 

�D<@9D  

$ openstack role show admin 
+-----------+----------------------------------+ 
| Field     | Value                            | 
+-----------+----------------------------------+ 
| domain_id | None                             | 
| id        | 01d92614cd224a589bdf3b171afc5488 | 
| name      | admin                            | 
+-----------+----------------------------------+ 

1.3 !B;84A<9 < A4;A4K9A<9 DB?9= K9D9; <AF9DH9=E >B@4A8AB= EFDB>< 
(CLI) 
�4<8=8AB@0B>@ <>65B A>74020BL 8 C?@02;OBL @>;O<8 ?@8 ?><>I8 :;85=B0 A5@28A0 

845=B8D8:0F88 (keystone), A 8A?>;L7>20=85< =01>@0 :><0=4, >?8A0==KE 40;55.  
�064>5 @0725@BK20=85 ?;0BD>@<K 1Stack 4>;6=> 2:;NG0BL :0: <8=8<C< >48= ?@>5:B, 

>4=>3> ?>;L7>20B5;O 8 >4=C @>;L, A2O70==K5 4@C3 A 4@C3><. 
 >6=> =07=0G8BL ?>;L7>20B5;59 1>;55 G5< =0 >48= ?@>5:B. 'B>1K =07=0G8BL 

?>;L7>20B5;59 =0 =5A:>;L:> ?@>5:B>2, A>7409B5 @>;L 8 =07=0GLB5 55 ?0@5 «?>;L7>20B5;L-?@>5:B». 

�;O 2K1>@0 ?>;L7>20B5;59, @>;59 8;8 ?@>5:B>2 <>6=> 8A?>;L7>20BL :0: =0720=85 (8<O), B0: 8 ID. 

�BDO8B> 89=EF6<= 

1. %>7409B5 =>2CN @>;L: 

$ openstack role create <role_name> 



 
 

 

 www.jet.su 10 

 

2. 'B>1K =07=0G8BL ?>;L7>20B5;O =0 ?@>5:B, A=0G0;0 =0948B5 ?>;L7>20B5;O, @>;L 8 =0720=8O 8;8 
ID ?@>5:B>2 ?@8 ?><>I8 A;54CNI8E :><0=4: 
 openstack user list; 

 openstack role list; 

 openstack project list. 

3. !07=0GLB5 @>;L ?0@5 CB?P;B64F9?P-CDB9>F. 

$ openstack role add <role_name> --user <user_name> --project <project_name> 

#@8<5@ 40;55 45<>=AB@8@C5B =07=0G5=85 @>;8 04<8=8AB@0B>@0 
?>;L7>20B5;N-04<8=8AB@0B>@C 2 45<>?@>5:B5:  

$ openstack role add admin --user admin --project demo 

4. #@>25@LB5 =07=0G5=85 @>;8 ?>;L7>20B5;N-04<8=8AB@0B>@C: 

$ openstack role assignment list --user <user_name> --project <project_name> --names 

� A;54CNI5< ?@8<5@5 ?>:070=0 ?@>25@:0 B>3>, GB> ?>;L7>20B5;L-04<8=8AB@0B>@ =07=0G5= 
=0 45<>?@>5:B A @>;LN 04<8=8AB@0B>@0: 

$ openstack role assignment list --user admin --project demo --names 
+-------+---------------+-------+--------------+--------+--------+-----------+ 
| Role  | User          | Group | Project      | Domain | System | Inherited | 
+-------+---------------+-------+--------------+--------+--------+-----------+ 
| admin | admin@Default |       | demo@Default |        |        | False     | 
+-------+---------------+-------+--------------+--------+--------+-----------+ 

1.4 !B;84A<9 A9O6AOI DB?9= (implied roles) 
%5@28A Identity (keystone) >15A?5G8205B :>=B@>;L 4>ABC?0, ?>4B25@640O, GB> ?>;L7>20B5;N 

=07=0G5=0 >?@545;5==0O @>;L. � A5@28A5 Identity 8A?>;L7CNBAO =07=0G5=8O =5O2=KE @>;59 
(implied roles). �A;8 04<8=8AB@0B>@ 2 O2=>< 2845 =07=0G05B ?>;L7>20B5;N :>=:@5B=CN @>;L, 
<>6=> B0:65 =5O2=K< >1@07>< =07=0G8BL 4>?>;=8B5;L=K5 @>;8.  

#@>A<>B@ =5O2=KE @>;59 ?> C<>;G0=8N 2 1Stack: 

$ openstack implied role list 
+----------------------------------+-----------------+---------------------------------
-+-------------------+ 
| Prior Role ID                    | Prior Role Name | Implied Role ID                  
| Implied Role Name | 
+----------------------------------+-----------------+---------------------------------
-+-------------------+ 
| 54454217f38247e5a2131c8a47138d32 | admin           | b59703369e194123b5c77dad60d11a25 
| member            | 
| b59703369e194123b5c77dad60d11a25 | member          | 382761de4a9c4414b6f8950f8580897c 
| reader            | 
+----------------------------------+-----------------+---------------------------------
-+-------------------+ 
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� A5@28A5 Identity (keystone) B0:65 4>102;5=0 @>;L G8B0B5;O (reader), :>B>@0O >B>1@0605BAO 
2 A?8A:0E @>;59. !5 8A?>;L7C9B5 @>;L G8B0B5;O, ?>A:>;L:C >=0 =5 8=B53@8@>20=0 2 4@C385 A5@28AK 
1Stack 8 ?@54>AB02;O5B =5?>A;54>20B5;L=K5 @07@5H5=8O 2 @07;8G=KE A5@28A0E. 

$>;L A @07@5H5=8O<8 1>;55 2KA>:>3> C@>2=O ?>4@07C<5205B @07@5H5=8O 4;O @>;8 
A <5=LH8< :>;8G5AB2>< @07@5H5=89.  

� =5O2=KE @>;OE ?> C<>;G0=8N @>;L 04<8=8AB@0B>@0 (admin) ?>4@07C<5205B CG0AB=8:0 
(member), 0 @>;L CG0AB=8:0 – G8B0B5;O (reader). #@8 8A?>;L7>20=88 =5O2=KE @>;59 =07=0G5=8O 
@>;59 ?>;L7>20B5;N >1@010BK20NBAO :C<C;OB82=>, B0:8< >1@07><, ?>;L7>20B5;L =0A;54C5B 
?>4G8=5==K5 @>;8. 

�A?>;L7CO :0AB><=K5 (=0AB@08205<K5) @>;8, 04<8=8AB@0B>@ <>65B A>74020BL =5O2=K5 
(?>4@07C<5205<K5) 0AA>F80F88. 

%>740==0O =>20O @>;L 1C45B 8<5BL B0:85 65 ?>;8B8:8 4>ABC?0, :0: 8 @>;L CG0AB=8:0 ?> C<>;G0=8N.  

�BDO8B> 89=EF6<= 

 �A?>;L7C9B5 A;54CNICN :><0=4C, GB>1K CAB0=>28BL @>;L, :>B>@0O ?>4@07C<5205B 4@C3CN 
@>;L: 

$ openstack implied role create manager --implied-role poweruser 
+------------+----------------------------------+ 
| Field      | Value                            | 
+------------+----------------------------------+ 
| implies    | ab0b966e0e5e411f8d8b0cc6c26fefd1 | 
| prior_role | 880761f64bff4e4a8923efda73923b7a | 
+------------+----------------------------------+ 

�DB69D>4 

 #>;CG8B5 A?8A>: 2A5E =5O2=KE @>;59: 

$ openstack implied role list 
+----------------------------------+-----------------+---------------------------------
-+-------------------+ 
| Prior Role ID                    | Prior Role Name | Implied Role ID                  
| Implied Role Name | 
+----------------------------------+-----------------+---------------------------------
-+-------------------+ 
| 54454217f38247e5a2131c8a47138d32 | admin           | b59703369e194123b5c77dad60d11a25 
| member           | 
| 880761f64bff4e4a8923efda73923b7a | manager         | ab0b966e0e5e411f8d8b0cc6c26fefd1 
| poweruser         | 
| b59703369e194123b5c77dad60d11a25 | member          | 382761de4a9c4414b6f8950f8580897c 
| reader            | 
 

�A;8 =5O2=0O 0AA>F80F8O 2K?>;=5=0 ?> >H81:5, 87<5=5=8O <>6=> >B<5=8BL: 

$ openstack implied role delete manager --implied-role poweruser 
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2 #CD46?9A<9 7DGCC4@< 

�4<8=8AB@0B>@ <>65B 8A?>;L7>20BL 3@C??K (groups) A5@28A0 Identity (keystone) 

4;O =07=0G5=8O >48=0:>2KE @07@5H5=89 1>;LH><C :>;8G5AB2C ?>;L7>20B5;LA:8E 0::0C=B>2. 

2.1 �4EFDB=>4 7DGCC K9D9; <AF9DH9=E >B@4A8AB= EFDB>< (CLI) 
%>7409B5 3@C??C 8 =07=0GLB5 @07@5H5=8O MB>9 3@C??5. 'G0AB=8:8 3@C??K =0A;54CNB 

@07@5H5=8O, =07=0G5==K5 3@C??5: 
1. %>7409B5 3@C??C grp-Auditors: 

$ openstack group create grp-Auditors 
+-------------+----------------------------------+ 
| Field       | Value                            | 
+-------------+----------------------------------+ 
| description |                                  | 
| domain_id   | default                          | 
| id          | 2a4856fc242142a4aa7c02d28edfdfff | 
| name        | grp-Auditors                     | 
+-------------+----------------------------------+ 

2. #@>A<>B@8B5 A?8A>: 3@C?? keystone: 

$ openstack group list --long 
+----------------------------------+--------------+-----------+-------------+ 
| ID                               | Name         | Domain ID | Description | 
+----------------------------------+--------------+-----------+-------------+ 
| 2a4856fc242142a4aa7c02d28edfdfff | grp-Auditors | default   |             | 
+----------------------------------+--------------+-----------+-------------+ 

3. #@54>AB02LB5 3@C??5 grp-Auditors @07@5H5=85 =0 4>ABC? : 45<>?@>5:BC, 8A?>;L7CO @>;L 
CG0AB=8:0: 

$ openstack role add member --group grp-Auditors --project demo 

4. �>102LB5 ACI5AB2CNI53> ?>;L7>20B5;O user1 2 3@C??C grp-Auditors: 

$ openstack group add user grp-Auditors user1 

#>;L7>20B5;L user1 4>102;5= 2 3@C??C grp-Auditors. 

5. #>4B25@48B5, GB> ?>;L7>20B5;L user1 O2;O5BAO CG0AB=8:>< 3@C??K grp-Auditors: 

$ openstack group contains user grp-Auditors user1 

#>;L7>20B5;L user1 =0E>48BAO 2 3@C??5 grp-Auditors. 
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6. #@>25@LB5 459AB2CNI85 @07@5H5=8O, ?@54>AB02;5==K5 ?>;L7>20B5;N user1: 

$ openstack role assignment list --effective --user user1 
+----------------------------------+----------------------------------+-------+--------
--------------------------+--------+-----------+ 
| Role                             | User                             | Group | Project   
| Domain | Inherited | 
+----------------------------------+----------------------------------+-------+--------
--------------------------+--------+-----------+ 
| 9fe2ff9ee4384b1894a90878d3e92bab | 3fefe5b4f6c948e6959d1feaef4822f2 |       | 
0ce36252e2fb4ea8983bed2a568fa832 |        | False     | 
+----------------------------------+----------------------------------+-------+--------
--------------------------+--------+-----------+ 

2.2 �4EFDB=>4 7DGCC CD< CB@BM< C4A9?< GCD46?9A<O (Dashboard) 
#0=5;L C?@02;5=8O (Dashboard) <>65B 8A?>;L7>20BLAO 4;O C?@02;5=8O CG0AB85< 2 3@C??0E 

(group membership) keystone. #@8 MB>< 4;O =07=0G5=8O @>;59 2 3@C??5 =5>1E>48<> 8A?>;L7>20BL 
:><0=4=CN AB@>:C. 

2.2.1 !B;84A<9 7DGCCO 

1. �>948B5 2 ?0=5;L C?@02;5=8O :0: ?>;L7>20B5;L A ?@828;538O<8 04<8=8AB@0B>@0. 
2. �K15@8B5 Identity > Groups. 

3. !06<8B5 =0 +Create Group. 

4. �2548B5 8<O 8 >?8A0=85 3@C??K. 
5. !06<8B5 =0 Create Group. 

2.2.2 #CD46?9A<9 GK4EF<9@ 6 7DGCC4I (group membership) 

#0=5;L C?@02;5=8O <>6=> 8A?>;L7>20BL 4;O C?@02;5=8O CG0AB85< 2 3@C??0E keystone: 

1. �>948B5 2 ?0=5;L C?@02;5=8O :0: ?>;L7>20B5;L A ?@828;538O<8 04<8=8AB@0B>@0. 
2. �K15@8B5 Identity > Groups. 

3. !06<8B5 =0 Manage Members 4;O 3@C??K, 2 :>B>@CN B@51C5BAO 2=5AB8 87<5=5=8O. 
4. �>102LB5 ?>;L7>20B5;O 2 3@C??C ?@8 ?><>I8 Add users. �A;8 =C6=> C40;8BL ?>;L7>20B5;O, 

>B<5BLB5 A>>B25BAB2CNI55 ?>;5 8 =06<8B5 =0 Remove users. 
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3 #CD46?9A<9 >6BF4@< 

�4<8=8AB@0B>@ >1;0:0 <>65B CAB0=02;820BL 8 C?@02;OBL :2>B0<8 (quota) ?@>5:B0.  
�;O :064>3> ?@>5:B0 2K45;ONBAO @5AC@AK, 0 ?>;L7>20B5;O< ?@>5:B0 ?@54>AB02;O5BAO 

4>ABC? : 8E 8A?>;L7>20=8N. ЭB> ?>72>;O5B 8A?>;L7>20BL >4=> >1;0:> 4;O =5A:>;L:8E ?@>5:B>2, 
?@8 MB>< 8E @07@5H5=8O 8 @5AC@AK =5 1C4CB <5H0BL 4@C3 4@C3C.  

!01>@ :2>B @5AC@A>2 =0AB@08205BAO ?@5420@8B5;L=> ?@8 A>740=88 =>2>3> ?@>5:B0. �2>BK 
2:;NG0NB >?@545;5==>5 :>;8G5AB2> 28@BC0;L=KE ?@>F5AA>@>2 (vCPU), 8=AB0=A>2, >?5@0B82=>9 
?0<OB8 8 ?;020NI8E IP-04@5A>2, :>B>@K5 <>3CB 1KBL =07=0G5=K ?@>5:B0<.  

�2>BK <>3CB ?@8<5=OBLAO =0 C@>2=5 ?@>5:B0, 0 B0:65 =0 C@>2=5 ?>;L7>20B5;O ?@>5:B0. 
% ?><>ILN ?0=5;8 C?@02;5=8O 04<8=8AB@0B>@ <>65B CAB0=02;820BL 8;8 87<5=OBL 
2KG8A;8B5;L=K5 :2>BK (Compute) 8 :2>BK E@0=8;8I (Block Storage) 4;O =>2KE 8 ACI5AB2CNI8E 
?@>5:B>2. 

3.1 �DBE@BFD >6BF 6OK<E?<F9?PAOI D9EGDEB6 (Compute) 8?O 
CB?P;B64F9?O 

�BDO8B> 89=EF6<=  

 �0?CAB8B5 A;54CNICN :><0=4C, GB>1K C:070BL CAB0=>2;5==K5 =0 40==K9 <><5=B 7=0G5=8O 
:2>BK 4;O ?>;L7>20B5;O: 

 

$ nova quota-show --user [USER] --tenant [TENANT] 

�D<@9D 

$ nova quota-show --user demoUser --tenant demo 
+-----------------------------+-------+ 
| Quota                       | Limit | 
+-----------------------------+-------+ 
| instances                   | 10    | 
| cores                       | 20    | 
| ram                         | 51200 | 
| floating_ips                | 5     | 
| fixed_ips                   | -1    | 
| metadata_items              | 128   | 
| injected_files              | 5     | 
| injected_file_content_bytes | 10240 | 
| injected_file_path_bytes    | 255   | 
| key_pairs                   | 100   | 
| security_groups             | 10    | 
| security_group_rules        | 20    | 
| server_groups               | 10    | 
| server_group_members        | 10    | 
+-----------------------------+-------+ 
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3.2 �5AB6?9A<9 >6BF 6OK<E?<F9?PAOI D9EGDEB6 8?O CB?P;B64F9?O 

�BDO8B> 89=EF6<=  

 �0?CAB8B5 A;54CNI85 :><0=4K, GB>1K >1=>28BL >?@545;5==>5 7=0G5=85 :2>BK:   

$ nova quota-update --user [USER] --[QUOTA_NAME] [QUOTA_VALUE] [TENANT] 
$ nova quota-show --user [USER] --tenant [TENANT] 

�D<@9D 

$ nova quota-update --user demoUser --floating-ips 10 demo 
$ nova quota-show --user demoUser --tenant demo 
+-----------------------------+-------+ 
| Quota                       | Limit | 
+-----------------------------+-------+ 
| instances                   | 10    | 
| cores                       | 20    | 
| ram                         | 51200 | 
| floating_ips                | 10    | 
| ...                         |       | 
+-----------------------------+-------+ 
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4 #CD46?9A<9 CDB9>F4@< 

�4<8=8AB@0B>@ >1;0:0 <>65B A>74020BL ?@>5:BK 8 C?@02;OBL 8<8. #@>5:B (project) – MB> ?C; 
28@BC0;L=KE A>2<5AB=KE @5AC@A>2, 345 <>6=> =07=0G0BL ?>;L7>20B5;59 8 3@C??K 1Stack.  

�;O :064>3> ?@>5:B0 <>6=> =0AB@0820BL :2>BC >1I8E 28@BC0;L=KE @5AC@A>2. 
1Stack ?>72>;O5B A>74020BL =5A:>;L:> ?@>5:B>2 B0:8< >1@07><, GB> 8E @07@5H5=8O 8 @5AC@AK =5 
1C4CB <5H0BL 4@C3 4@C3C.  

#>;L7>20B5;8 <>3CB 1KBL A2O70=K 1>;55 G5< A >4=8< ?@>5:B><. �064><C ?>;L7>20B5;N 
4>;6=0 1KBL =07=0G5=0 @>;L 4;O :064>3> ?@>5:B0, 2 :>B>@K9 >= 4>102;5=. 

4.1 !B;84A<9 CDB9>F4 

%>7409B5 ?@>5:B, 4>102LB5 2 =53> ?>;L7>20B5;59 8 CAB0=>28B5 >3@0=8G5=8O ?> @5AC@A0< 
4;O MB>3> ?@>5:B0: 
1. �>948B5 2 ?0=5;L C?@02;5=8O :0: ?>;L7>20B5;L A ?@828;538O<8 04<8=8AB@0B>@0. 
2. �K15@8B5 Identity > Projects. 

3. !06<8B5 Create Project. 

4. !0 2:;04:5 Project Information 22548B5 =0720=85 8 >?8A0=85 ?@>5:B0. #> C<>;G0=8N 1C45B 
?@>AB02;5= D;06>: Enabled. 

5. !0 2:;04:5 Project Members 4>102LB5 CG0AB=8:>2 2 ?@>5:B 87 A?8A:0 All Users. 

6. !0 2:;04:5 Quotas C:068B5 >3@0=8G5=8O ?> @5AC@A0< 4;O ?@>5:B0. 
7. !06<8B5 =0 Create Project. 

4.2 �A9E9A<9 <;@9A9A<= 6 CDB9>F 
#@>5:B <>6=> @540:B8@>20BL, <5=OBL 53> =0720=85 8;8 >?8A0=85, 0:B828@>20BL 8;8 

2@5<5==> 450:B828@>20BL 53>, 0 B0:65 >1=>2;OBL A?8A>: CG0AB=8:>2 ?@>5:B0: 
1. �>948B5 2 ?0=5;L C?@02;5=8O :0: ?>;L7>20B5;L A ?@828;538O<8 04<8=8AB@0B>@0. 
2. �K15@8B5 Identity > Projects. 

3. � :>;>=:5 ?@>5:B0 Actions =06<8B5 =0 AB@5;:C, 70B5< =0 Edit Project. 

4. � >:=5 Edit Project 2=5A8B5 >1=>2;5=8O 2 ?@>5:B: 87<5=8B5 53> =0720=85 8;8 >?8A0=85, 
0:B828@C9B5 8;8 2@5<5==> 450:B828@C9B5 ?@>5:B. 

5. !0 2:;04:5 Project Members 4>102LB5 CG0AB=8:>2 2 ?@>5:B 8;8 ?@8 =5>1E>48<>AB8 C40;8B5 
8E. 

6. !06<8B5 Save. 

�=>?:0-D;06>: Enabled 1C45B 2K1@0=0 ?> C<>;G0=8N.  
�;O 2@5<5==>9 45:B820F88 ?@>5:B0 A=8<8B5 D;06>: Enabled.  

�;O 0:B820F88 =50:B82=>3> ?@>5:B0 ?@>AB02LB5 D;06>: Enabled. 
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4.3 #84?9A<9 CDB9>F4 

�K?>;=8B5 A;54CNI85 459AB28O: 
1. �>948B5 2 ?0=5;L C?@02;5=8O :0: ?>;L7>20B5;L A 04<8=8AB@0B82=K<8 ?@828;538O<8. 
2. �K15@8B5 Identity > Projects. 

3. �K15@8B5 ?@>5:B, :>B>@K9 =C6=> C40;8BL. 
4. !06<8B5 =0 Delete Projects. #@8 MB>< >B:@>5BAO >:=> Confirm Delete Projects. 

5. !06<8B5 =0 Delete Projects 4;O ?>4B25@65=8O 459AB28O. 
#@>5:B 1C45B C40;5=, 0 ;N1K5 ?>;L7>20B5;8, A2O70==K5 A =8<, >BA>548=5=K. 

4.4 �5AB6?9A<9 >6BF CDB9>F4 

�2>BK (quotas) – MB> >3@0=8G5=8O @5AC@A>2, CAB0=>2;5==K5 ?> :064><C ?@>5:BC 
4;O >?B8<870F88 >1;0G=KE @5AC@A>2.  

 >6=> CAB0=>28BL :2>BK, 5A;8 =C6=> ?@54>B2@0B8BL 8AG5@?0=85 @5AC@A>2 ?@>5:B0 
157 C254><;5=8O.  

�2>BK <>6=> ?@8<5=OBL =0 C@>2=5 ?@>5:B0, 0 B0:65 =0 C@>2=5 ?>;L7>20B5;59 ?@>5:B0. 
�K?>;=8B5 A;54CNI85 459AB28O: 

1. �>948B5 2 ?0=5;L C?@02;5=8O :0: ?>;L7>20B5;L A ?@828;538O<8 04<8=8AB@0B>@0. 
2. �K15@8B5 Identity > Projects. 

3. � :>;>=:5 ?@>5:B0 Actions =06<8B5 =0 AB@5;:C, 70B5< =0 Modify Quotas. 

4. !0 2:;04:5 Quota 87<5=8B5 :2>BK ?@>5:B0, :0: B@51C5BAO. 
5. !06<8B5 =0 Save. 

!0 40==K9 <><5=B ?>445@6:0 :2>B 2;>65==KE ?@>5:B>2 ?>:0 =5 ?>445@68205BAO, ?>MB><C 
=5>1E>48<> C?@02;OBL :2>B0<8 8=48284C0;L=> ?> ?@>5:B0< 8 ?>4?@>5:B0<. 

4.5 �A9E9A<9 <;@9A9A<= 6 4>F<6AO= CDB9>F 
'AB0=>28B5 ?@>5:B :0: 0:B82=K9, GB>1K 8A?>;L7>20BL ?0=5;L C?@02;5=8O 

4;O 2708<>459AB28O A >1J5:B0<8 2 ?@>5:B5.  
'B>1K CAB0=>28BL ?@>5:B :0: 0:B82=K9, 04<8=8AB@0B>@ 4>;65= 1KBL CG0AB=8:>< ?@>5:B0. 

�@><5 B>3>, ?>;L7>20B5;L 4>;65= 1KBL CG0AB=8:>< 1>;55 >4=>3> ?@>5:B0, GB>1K 0:B828@>20BL 
>?F8N Set as Active Project.  

!5;L7O CAB0=>28BL >B:;NG5==K9 ?@>5:B :0: 0:B82=K9, ?>:0 >= =5 1C45B 2:;NG5= ?>2B>@=>. 
�K?>;=8B5 A;54CNI85 459AB28O: 

1. �>948B5 2 ?0=5;L C?@02;5=8O :0: ?>;L7>20B5;L A 04<8=8AB@0B82=K<8 ?@828;538O<8. 
2. �K15@8B5 Identity > Projects. 

3. � :>;>=:5 ?@>5:B0 Actions =06<8B5 =0 AB@5;:C, 70B5< =0 Set as Active Project. 

4. �;LB5@=0B82=>, :0: ?>;L7>20B5;L 157 ?@02 04<8=8AB@0B>@0, 2 AB>;1F5 Actions =06<8B5 Set as 

Active Project. 
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4.6 �9D4DI<< CDB9>F4 

�4<8=8AB@0B>@ <>65B 2:;NG0BL ?@>5:BK 2 4@C385 ?@>5:BK ?@8 ?><>I8 <=>3>0@5=4=>9 
0@E8B5:BC@K (multitenancy) 2 A5@28A5 Identity (keystone).  =>3>0@5=4=>ABL ?>72>;O5B 
?>4?@>5:B0< =0A;54>20BL =07=0G5==K5 @>;8 87 @>48B5;LA:>3> ?@>5:B0. 

4.6.1!B;84A<9 <9D4DI<K9E><I CDB9>FB6 < CB8CDB9>FB6 

�4<8=8AB@0B>@ <>65B @50;87>20BL 85@0@E8G5A:CN <=>3>?>;L7>20B5;LA:CN A@54C 
(Hierarchical Multitenancy, HMT), 8A?>;L7CO 4><5=K 8 ?@>5:BK A5@28A0 Keystone.  

%>7409B5 =>2K9 4><5=, 0 70B5< ?@>5:B 2 @0<:0E MB>3> 4><5=0. �0;55 2 ?@>5:B B0:65 <>6=> 
4>1028BL ?>4?@>5:BK.  >6=> B0:65 «?>2KA8BL» ?>;L7>20B5;O 4> 04<8=8AB@0B>@0 ?>4?@>5:B0, 
4>10282 5<C @>;L 04<8=8AB@0B>@0 2 MB>< ?>4?@>5:B5. 

%B@C:BC@0 Hierarchical Multitenancy, 8A?>;L7C5<0O A5@28A>< Keystone, 2 =0AB>OI55 2@5<O =5 
?@54AB02;5=0 =0 ?0=5;8 C?@02;5=8O. 

�BDO8B> 89=EF6<= 

1. %>7409B5 =>2K9 4><5= A =0720=85< corp: 

$ openstack domain create corp 
+-------------+----------------------------------+ 
| Field       | Value                            | 
+-------------+----------------------------------+ 
| description |                                  | 
| enabled     | True                             | 
| id          | 69436408fdcb44ab9e111691f8e9216d | 
| name        | corp                             | 
+-------------+----------------------------------+ 

2. %>7409B5 @>48B5;LA:89 ?@>5:B private-cloud 2 @0<:0E 4><5=0 corp: 

$ openstack project create private-cloud --domain corp 
+-------------+----------------------------------+ 
| Field       | Value                            | 
+-------------+----------------------------------+ 
| description |                                  | 
| domain_id   | 69436408fdcb44ab9e111691f8e9216d | 
| enabled     | True                             | 
| id          | c50d5cf4fe2e4929b98af5abdec3fd64 | 
| is_domain   | False                            | 
| name        | private-cloud                    | 
| parent_id   | 69436408fdcb44ab9e111691f8e9216d | 
+-------------+----------------------------------+ 

3. %>7409B5 ?>4?@>5:B dev 2 @>48B5;LA:>< ?@>5:B5 private-cloud 8 C:068B5 4><5= corp: 

$ openstack project create dev --parent private-cloud --domain corp 
+-------------+----------------------------------+ 
| Field       | Value                            | 
+-------------+----------------------------------+ 
| description |                                  | 
| domain_id   | 69436408fdcb44ab9e111691f8e9216d | 
| enabled     | True                             | 
| id          | 11fccd8369824baa9fc87cf01023fd87 | 
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| is_domain   | False                            | 
| name        | dev                              | 
| parent_id   | c50d5cf4fe2e4929b98af5abdec3fd64 | 
+-------------+----------------------------------+ 

4. 4 %>7409B5 5I5 >48= ?>4?@>5:B A =0720=85< qa: 

$ openstack project create qa --parent private-cloud --domain corp 
+-------------+----------------------------------+ 
| Field       | Value                            | 
+-------------+----------------------------------+ 
| description |                                  | 
| domain_id   | 69436408fdcb44ab9e111691f8e9216d | 
| enabled     | True                             | 
| id          | b4f1d6f59ddf413fa040f062a0234871 | 
| is_domain   | False                            | 
| name        | qa                               | 
| parent_id   | c50d5cf4fe2e4929b98af5abdec3fd64 | 
+-------------+----------------------------------+ 

4.6.2 �4EFDB=>4 8BEFGC4 > <9D4DI<K9E><@ CDB9>F4@ 

#> C<>;G0=8N 2 A>740==>< =>2>< ?@>5:B5 =5B =07=0G5==KE @>;59.  
#@8 =07=0G5=88 @07@5H5=89 @>;O< 2 @>48B5;LA:>< ?@>5:B5 <>6=> 2:;NG8BL  

D;06>: --inherited. � MB>< A;CG05 ?>4?@>5:BK 1C4CB =0A;54>20BL =07=0G5==K5 @07@5H5=8O 
>B @>48B5;LA:>3> ?@>5:B0. !0?@8<5@, ?>;L7>20B5;L A @>;LN 04<8=8AB@0B>@0 2 @>48B5;LA:>< 
?@>5:B5 B0:65 ?>;CG8B 4>ABC? 04<8=8AB@0B>@0 : ?>4?@>5:B0<. 
�D98BEF46?9A<9 8BEFGC4 CB?P;B64F9?O@: 

1. #@>A<>B@8B5 B5:CI85 @07@5H5=8O, =07=0G5==K5 ?@>5:BC: 

$ openstack role assignment list --project private-cloud 

2. #@>A<>B@8B5 ACI5AB2CNI85 @>;8: 

$ openstack role list 
+----------------------------------+-----------------+ 
| ID                               | Name            | 
+----------------------------------+-----------------+ 
| 01d92614cd224a589bdf3b171afc5488 | admin           | 
| 034e4620ed3d45969dfe8992af001514 | member          | 
| 0aa377a807df4149b0a8c69b9560b106 | ResellerAdmin   | 
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user | 
| cfea5760d9c948e7b362abc1d06e557f | reader          | 
| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator   | 
| ef3d3f510a474d6c860b4098ad658a29 | service         | 
+----------------------------------+-----------------+ 

3. #@54>AB02LB5 ?>;L7>20B5;LA:><C 0::0C=BC user1 4>ABC? : ?@>5:BC private-cloud: 

$ openstack role add --user user1 --user-domain corp --project private-cloud member 
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4. #>2B>@=> 2K?>;=8B5 MBC :><0=4C, 8A?>;L7CO D;06>: --inherited. � @57C;LB0B5 ?>;L7>20B5;L 
user1 B0:65 ?>;CG8B 4>ABC? : ?>4?@>5:B0< private-cloud, :>B>@K5 C=0A;54>20;8 =07=0G5==CN 
@>;L: 

$ openstack role add --user user1 --user-domain corp --project private-cloud member --
inherited 

5. #@>25@LB5 @57C;LB0B >1=>2;5=8O @07@5H5=89: 

$ openstack role assignment list --effective --user user1 --user-domain corp 
+----------------------------------+----------------------------------+-------+--------
--------------------------+--------+-----------+ 
| Role                             | User                             | Group | Project   
| Domain | Inherited | 
+----------------------------------+----------------------------------+-------+--------
--------------------------+--------+-----------+ 
| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be |       | 
c50d5cf4fe2e4929b98af5abdec3fd64 |        | False     | 
| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be |       | 
11fccd8369824baa9fc87cf01023fd87 |        | True      | 
| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be |       | 
b4f1d6f59ddf413fa040f062a0234871 |        | True      | 
+----------------------------------+----------------------------------+-------+--------
--------------------------+--------+-----------+ 

#>;L7>20B5;L user1 C=0A;54>20; 4>ABC? : ?@>5:B0< qa 8 dev. �@><5 B>3>, : @>48B5;LA:><C 
?@>5:BC 1K; ?@8<5=5= D;06>: --inherited, ?>MB><C ?>;L7>20B5;L user1 B0:65 ?>;CG8B 4>ABC? 
:> 2A5< ?>4?@>5:B0<, :>B>@K5 1C4CB A>740=K ?>765. 

4.6.3 #84?9A<9 8BEFGC4 CB?P;B64F9?9= 

/2=K5 8 C=0A;54>20==K5 @07@5H5=8O =5>1E>48<> C40;OBL @0745;L=>: 

1. '40;8B5 ?>;L7>20B5;O 87 O2=> =07=0G5==>9 @>;8: 

$ openstack role remove --user user1 --project private-cloud member 

2. #@>25@LB5 @57C;LB0B 87<5=5=89. "1@0B8B5 2=8<0=85, GB> C=0A;54>20==K5 @07@5H5=8O 
?>-?@56=5<C A>E@0=ONBAO: 

$ openstack role assignment list --effective --user user1 --user-domain corp 
+----------------------------------+----------------------------------+-------+--------
--------------------------+--------+-----------+ 
| Role                             | User                             | Group | Project  
| Domain | Inherited | 
+----------------------------------+----------------------------------+-------+--------
--------------------------+--------+-----------+ 
| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be |       | 
11fccd8369824baa9fc87cf01023fd87 |        | True      | 
| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be |       | 
b4f1d6f59ddf413fa040f062a0234871 |        | True      | 
+----------------------------------+----------------------------------+-------+--------
--------------------------+--------+-----------+ 
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3. '40;8B5 C=0A;54>20==K5 @07@5H5=8O: 

$ openstack role remove --user user1 --project private-cloud member –inherited 

4. #@>25@LB5 @57C;LB0B 87<5=5=89. '=0A;54>20==K5 @07@5H5=8O 1K;8 C40;5=K: 

$ openstack role assignment list --effective --user user1 --user-domain corp 

4.7 �5;BD CDB9>F4 Reseller 
&5;L ?@>5:B0 Reseller – A>740=85 85@0@E88 4><5=>2. �><5=K ?>72>;OB @0AA<>B@5BL 

2>7<>6=>ABL ?5@5?@>4068 G0AB59 >1;0:0, ?@8 MB>< ?>44><5= ?@54AB02;O5B A>1>9 ?>;=>ABLN 
3>B>2>5 >1;0:>. ЭB0 @01>B0 1K;0 @0745;5=0 =0 MB0?K, >?8A0=85 MB0?0 1 ?@82545=> 40;55. 
ЭF4C 1 CDB9>F4 Reseller 

Reseller (MB0? 1) – MB> @0AH8@5=85 85@0@E8G5A:>9 <=>3>0@5=4=>AB8 (hierarchical 

multitenancy, HMT).  

$0=LH5 4><5=K A5@28A0 Keystone 87=0G0;L=> ?@54=07=0G0;8AL 4;O 8A?>;L7>20=8O 
2 :0G5AB25 :>=B59=5@>2 4;O E@0=5=8O ?>;L7>20B5;59 8 ?@>5:B>2, A A>1AB25==>9 B01;8F59 2 1075 
40==KE. � @57C;LB0B5 – 4><5=K 1>;55 =5 E@0=OBAO 2 A>1AB25==>9 B01;8F5 8 >1J548=5=K 
A B01;8F59 ?@>5:B0: 
 �><5= B5?5@L O2;O5BAO B8?>< ?@>5:B0, :>B>@K9 >B;8G05BAO D;06:>< is_domain. 

 �><5= ?@54AB02;O5B A>1>9 ?@>5:B 25@E=53> C@>2=O 2 85@0@E88 ?@>5:B>2: 4><5=K O2;ONBAO 
:>@=5< 2 85@0@E88 ?@>5:B>2. 

 #@>3@0<<=K5 8=B5@D59AK (API) >1=>2;5=K 4;O A>740=8O 8 703@C7:8 4><5=>2 ?@8 ?><>I8 
A2>9AB2 ?@>5:B>2. 
�K?>;=8B5 A;54CNI85 459AB28O: 

1. %>7409B5 =>2K9 4><5= – A>7409B5 ?@>5:B A D;06:>< is_domain, CAB0=>2;5==K< 2 true. 

2. %>7409B5 A?8A>: ?@>5:B>2-4><5=>2: ?>;CG8B5 40==K5 ?@>5:B>2, 2:;NG0NI85 ?0@0<5B@ 
70?@>A0 is_domain. 

ЭB0? 1 =5 ?>72>;O5B A>74020BL 85@0@E8N 4><5=>2. ЭB> >7=0G05B, GB> ?>44><5=K 5I5 =54>ABC?=K. 
�@><5 B>3>, MB> =5 <5=O5B AD5@C ?@8<5=5=8O B>:5=>2 8 =5 2:;NG05B 2 A51O ?>445@6:C 85@0@E88, 
=5>1E>48<CN 4;O 4@C38E ?@>5:B>2 (=5 keystone). 

4.8 #CD46?9A<9 59;BC4EABEFPN CDB9>F4 

�@C??K 157>?0A=>AB8 (security groups) – MB> =01>@K ?@028; IP-D8;LB@0F88, :>B>@K5 <>6=> 
=07=0G8BL 8=AB0=A0< ?@>5:B0 8 :>B>@K5 >?@545;ONB A5B52>9 4>ABC? : 8=AB0=AC.  

�@C??K 157>?0A=>AB8 7028AOB >B ?@>5:B0. 'G0AB=8:8 ?@>5:B0 <>3CB @540:B8@>20BL ?@028;0 
?> C<>;G0=8N 4;O A2>59 3@C??K 157>?0A=>AB8 8 4>102;OBL =>2K5 =01>@K ?@028;. 

�A5 ?@>5:BK 8<5NB 3@C??C 157>?0A=>AB8 ?> C<>;G0=8N, :>B>@0O ?@8<5=O5BAO : ;N1><C 
8=AB0=AC, =5 8<5NI5<C 4@C3>9 >?@545;5==>9 3@C??K 157>?0A=>AB8. �A;8 =5 <5=OBL 7=0G5=8O 
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?> C<>;G0=8N, MB0 3@C??0 157>?0A=>AB8 1C45B 1;>:8@>20BL 25AL 2E>4OI89 B@0D8: 8 ?@>?CA:0BL 
B>;L:> 8AE>4OI89 B@0D8: A 8=AB0=A0.  

!5 C40;O9B5 3@C??C 157>?0A=>AB8 ?> C<>;G0=8N, =5 A>7402 3@C??K, @07@5H0NI85 
=5>1E>48<K9 8AE>4OI89 B@0D8:. !0?@8<5@, 5A;8 8=AB0=AK 8A?>;L7CNB DHCP 8 <5B040==K5, 
B> 8=AB0=AC =5>1E>48<K ?@028;0 3@C??K 157>?0A=>AB8, @07@5H0NI85 8AE>4OI89 B@0D8: 
: DHCP-A5@25@C 8 035=BC <5B040==KE. 

4.8.1!B;84A<9 7DGCCO 59;BC4EABEF< CBED98EF6B@ 695-<AF9DH9=E4 

%>7409B5 3@C??C 157>?0A=>AB8 4;O =0AB@>9:8 ?@028; 157>?0A=>AB8. !0?@8<5@, <>6=> 
2:;NG8BL B@0D8: ICMP 8;8 >B:;NG8BL HTTP-70?@>AK. 
�BDO8B> 89=EF6<= 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Access & Security. 

2. !0 2:;04:5 Security Groups =06<8B5 =0 Create Security Group. 

3. �2548B5 8<O 8 >?8A0=85 3@C??K 8 =06<8B5 =0 Create Security Group. 

4.8.2 �B546?9A<9 CD46<?4 7DGCCO 59;BC4EABEF< 

#> C<>;G0=8N ?@028;0 (security group rule) 4;O =>2>9 3@C??K ?@54>AB02;ONB B>;L:> 
8AE>4OI89 4>ABC?. 'B>1K ?@54>AB028BL 4>?>;=8B5;L=K9 4>ABC?, =5>1E>48<> 4>1028BL =>2K5 
?@028;0. 
�BDO8B> 89=EF6<= 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Access & Security. 

2. !0 2:;04:5 Security Groups =06<8B5 =0 Manage Rules B>9 3@C??K, 2 :>B>@CN =C6=> 2=5AB8 
87<5=5=8O. 

3. !06<8B5 =0 Add Rule, GB>1K 4>1028BL =>2>5 ?@028;>. 
4. ':068B5 7=0G5=8O ?@028;0 8 =06<8B5 Add. 

%;54CNI85 ?>;O ?@028; O2;ONBAO >1O70B5;L=K<8: 
Rule 

Rule type. �A;8 C:070BL H01;>= ?@028;0 (=0?@8<5@, SSH), 53> ?>;O 1C4CB 70?>;=OBLAO 
02B><0B8G5A:8: 
 TCP: �0: ?@028;>, 8A?>;L7C5BAO 4;O >1<5=0 40==K<8 <564C A8AB5<0<8 8 :>=5G=K< 

?>;L7>20B5;5<. 
 UDP: "1KG=> 8A?>;L7C5BAO 4;O >1<5=0 40==K<8 <564C A8AB5<0<8, >A>15==> =0 C@>2=5 

?@8;>65=89. 
 ICMP: "1KG=> 8A?>;L7C5BAO A5B52K<8 CAB@>9AB20<8, =0?@8<5@, <0@H@CB870B>@0<8, 4;O 

>B?@02:8 A>>1I5=89 >1 >H81:0E 8;8 <>=8B>@8=35. 
Direction  

Ingress (2E>4OI89) 8;8 Egress (8AE>4OI89). 
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Open Port 

�;O ?@028; TCP 8;8 UDP, Port 8;8 Port Range (548=8G=K9 ?>@B 8;8 480?07>= ?>@B>2) 
4;O >B:@KB8O: 
 �;O 480?07>=0 ?>@B>2 22548B5 7=0G5=85 ?>@B0 2 ?>;5 From Port 8;8 To Port. 

 �;O >4=>3> ?>@B0 22548B5 7=0G5=85 ?>@B0 2 ?>;5 Port. 

Type 

&8? ?@028; ICMP AB@>3> 2 480?07>=5: 1:255. 

Code 

�>4 4;O ?@028; ICMP AB@>3> 2 480?07>=5: 1:255'. 

Remote 

�AB>G=8: B@0D8:0 4;O MB>3> ?@028;0: 
 CIDR (15A:;0AA>20O <564><5==0O <0@H@CB870F8O): 1;>: IP-04@5A>2, :>B>@K9 >3@0=8G8205B 

4>ABC? : IP-04@5A0< 2=CB@8 1;>:0. �2548B5 CIDR 2 ?>;5 Source. 
 �@C??0 157>?0A=>AB8: 8AE>4=0O 3@C??0, :>B>@0O ?>72>;O5B ;N1><C 8=AB0=AC 3@C??K ?>;CG0BL 

4>ABC? : ;N1><C 4@C3><C 8=AB0=AC 3@C??K. 

4.8.3 #84?9A<9 CD46<?4 7DGCCO 59;BC4EABEF< 

!5=C6=K5 ?@028;0 3@C??K 157>?0A=>AB8 <>6=> C40;8BL. 
�BDO8B> 89=EF6<= 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Access & Security. 

2. !0 2:;04:5 Security Groups =06<8B5 Manage Rules 4;O 3@C??K 157>?0A=>AB8. 
3. �K15@8B5 ?@028;> 3@C??K 157>?0A=>AB8 8 =06<8B5 Delete Rule. 

4. �I5 @07 =06<8B5 Delete Rule. 

�59AB285 C40;5=8O >B<5=8BL =5;L7O. 

4.8.4 #84?9A<9 7DGCCO 59;C4EABEF< 

!5=C6=K5 3@C??K 157>?0A=>AB8 <>6=> C40;8BL. 
�BDO8B> 89=EF6<= 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Access & Security. 

2. !0 2:;04:5 Security Groups 2K15@8B5 3@C??C 8 =06<8B5 Delete Security Groups. 

3. !06<8B5 Delete Security Groups. 

�59AB285 C40;5=8O >B<5=8BL =5;L7O. 
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5 #CD46?9A<9 8B@9A4@< 

�><5=K (domain) A5@28A0 Identity – MB> 4>?>;=8B5;L=K5 ?@>AB@0=AB20 8<5=, :>B>@K5 <>6=> 
A>740BL 2 keystone.  

�A?>;L7C9B5 4><5=K keystone 4;O @0745;5=8O ?>;L7>20B5;59, 3@C?? 8 ?@>5:B>2. 
&0:65 <>6=> =0AB@>8BL MB8 >B45;L=K5 4><5=K 4;O 02B>@870F88 ?>;L7>20B5;59 2 @07;8G=KE 
A@540E LDAP 8;8 Active Directory. 

%5@28A Identity 2:;NG05B 2AB@>5==K9 4><5= A =0720=85< Default. $5:><5=4C5BAO 70@575@28@>20BL 
MB>B 4><5= B>;L:> 4;O CG5B=KE 70?8A59 A5@28A>2, 0 4;O CG5B=KE 70?8A59 ?>;L7>20B5;59 A>740BL 
>B45;L=K9 4><5=. 

5.1 �DBE@BFD EC<E>4 8B@9AB6 

C?8A>: 4><5=>2 <>6=> ?@>A<>B@5BL ?@8 ?><>I8 :><0=4K openstack domain list: 

$ openstack domain list 
+----------------------------------+------------------+---------+--------------------+ 
| ID                               | Name             | Enabled | Description        | 
+----------------------------------+------------------+---------+--------------------+ 
| 3abefa6f32c14db9a9703bf5ce6863e1 | TestDomain       | True    |                    | 
| 69436408fdcb44ab9e111691f8e9216d | corp             | True    |                    | 
| a4f61a8feb8d4253b260054c6aa41adb | federated_domain | True    |                    | 
| default                          | Default          | True    | The default domain | 
+----------------------------------+------------------+---------+--------------------+ 

5.2 �DBE@BFD <AHBD@4J<< B 8B@9A9 

�=D>@<0F8N > 4><5=5 <>6=> ?@>A<>B@5BL ?@8 ?><>I8 :><0=4K openstack domain show:  

$ openstack domain show TestDomain 
+-------------+----------------------------------+ 
| Field       | Value                            | 
+-------------+----------------------------------+ 
| description |                                  | 
| enabled     | True                             | 
| id          | 3abefa6f32c14db9a9703bf5ce6863e1 | 
| name        | TestDomain                       | 
+-------------+----------------------------------+ 
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6 #K9FAO9 84AAO9 CD<?B:9A<O 

'G5B=K5 40==K5 ?@8;>65=8O (Application Credentials) ?>72>;ONB 8A:;NG8BL 8A?>;L7>20=85 
CG5B=KE 40==KE ?>;L7>20B5;O 2 D09;0E :>=D83C@0F88. �<5AB> MB>3> ?>;L7>20B5;L A>7405B 
CG5B=K5 40==K5 ?@8;>65=8O, :>B>@K5 ?>;CG0NB 45;538@>20==K9 4>ABC? : >4=><C ?@>5:BC 8 
8<5NB A2>9 A>1AB25==K9 A5:@5B=K9 :;NG.  

#>;L7>20B5;L B0:65 <>65B >3@0=8G8BL 45;538@>20=85 ?@828;5388 >4=>9 @>;LN 2 MB>< 
?@>5:B5. ЭB> ?>72>;O5B ?@845@6820BLAO ?@8=F8?0 =08<5=LH8E ?@828;5389, :>340 
02B>@87>20==K9 A5@28A ?>;CG05B 4>ABC? B>;L:> : >4=><C ?@>5:BC 8 @>;8, :>B>@K5 =5>1E>48<K 

4;O 53> @01>BK, 0 =5 :> 2A5< ?@>5:B0< 8 @>;O<. 
 >6=> 8A?>;L7>20BL MBC <5B>4>;>38N 4;O 8A?>;L7>20=8O API, =5 @0A:@K20O 

?>;L7>20B5;LA:85 CG5B=K5 40==K5, 0 ?@8;>65=8O <>3CB ?@>E>48BL 02B>@870F8N 2 A5@28A5 
Keystone, =5 B@51CO 2AB@>5==KE CG5B=KE 40==KE ?>;L7>20B5;O. 

'G5B=K5 40==K5 ?@8;>65=8O <>6=> 8A?>;L7>20BL 4;O A>740=8O B>:5=>2 8 =0AB@>9:8 
?0@0<5B@>2 keystone_authtoken 4;O ?@8;>65=89. ЭB8 20@80=BK ?@8<5=5=8O >?8A0=K 
2 A;54CNI8E @0745;0E. 

'G5B=K5 40==K5 ?@8;>65=8O 7028AOB >B 0:0C=B0 ?>;L7>20B5;O, A>7402H53> 8E, 8 ?@5:@0I0NB A2>5 
459AB285, 5A;8 MB0 CG5B=0O 70?8AL 1C45B C40;5=0 8;8 ?>B5@O5B 4>ABC? : A>>B25BAB2CNI59 @>;8. 

6.1 !B;84A<9 FB>9AB6 CD< CB@BM< GK9FAOI 84AAOI CD<?B:9A<O 

'G5B=K5 40==K5 ?@8;>65=8O 4>ABC?=K ?>;L7>20B5;O< :0: DC=:F8O A0<>>1A;C6820=8O 
=0 ?0=5;8 C?@02;5=8O. �0;55 ?>:070=>, :0: ?>;L7>20B5;L <>65B A>740BL CG5B=K5 40==K5 
?@8;>65=8O 8 8A?>;L7>20BL 8E 4;O A>740=8O B>:5=0 (token). 

1. %>7409B5 B5AB>2K9 ?@>5:B 8 B5AB>2K5 ?>;L7>20B5;LA:85 0::0C=BK: 
0) %>7409B5 ?@>5:B A =0720=85< AppCreds: 

$ openstack project create AppCreds 

1) %>7409B5 ?>;L7>20B5;O A 8<5=5< AppCredsUser: 

$ openstack user create --project AppCreds --password-prompt AppCredsUser 

2) #@54>AB02LB5 ?>;L7>20B5;N AppCredsUser 4>ABC? : @>;8 CG0AB=8:0 ?@>5:B0 AppCreds: 

$ openstack role add --user AppCredsUser --project AppCreds member 

2. �0948B5 2 ?0=5;L C?@02;5=8O :0: AppCredsUser 8 A>7409B5 CG5B=K5 40==K5 ?@8;>65=8O: 
Overview → Identity → Application Credentials → +Create Application Credential. 
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'1548B5AL, GB> 703@C65=> A>45@68<>5 D09;0 clouds.yaml, ?>A:>;L:C : =5<C =52>7<>6=> 1C45B 
?>;CG8BL 4>ABC? ?>2B>@=> ?>A;5 70:@KB8O 2A?;K20NI53> >:=0 A =0720=85< Your Application 

Credential. 

3. %>7409B5 D09; A =0720=85< /home/stack/.config/openstack/clouds.yaml ?@8 ?><>I8 
8=B5@D59A0 :><0=4=>9 AB@>:8 (CLI) 8 22548B5 A>45@68<>5 D09;0 clouds.yaml: 

# This is a clouds.yaml file, which can be used by OpenStack tools as a source 
# of configuration on how to connect to a cloud. If this is your only cloud, 
# just put this file in ~/.config/openstack/clouds.yaml and tools like 
# python-openstackclient will just work with no further config. (You will need 
# to add your password to the auth section) 
# If you have more than one cloud account, add the cloud entry to the clouds 
# section of your existing file and you can refer to them by name with 
# OS_CLOUD=openstack or --os-cloud=openstack 
clouds: 
  openstack: 
    auth: 
      auth_url: http://10.0.0.10:5000/v3 
      application_credential_id: "6d141f23732b498e99db8186136c611b" 
      application_credential_secret: "<example secret value>" 
    region_name: "regionOne" 
    interface: "public" 
    identity_api_version: 3 
    auth_type: "v3applicationcredential" 

#@8254ё==K5 7=0G5=8O O2;ONBAO ?@8<5@><. 

4. �A?>;L7C9B5 CG5B=K5 40==K5 ?@8;>65=8O 4;O A>740=8O B>:5=0. #>;L7>20B5;L, ?@8<5=ONI89 
A;54CNICN :><0=4C, =5 4>;65= 1KBL 70@538AB@8@>20= :0: >?@545;5==K9 ?>;L7>20B5;L 8 
4>;65= =0E>48BLAO 2 B>9 65 48@5:B>@88, GB> 8 53> D09; clouds.yaml: 

[stack@undercloud-0 openstack]$ openstack --os-cloud=openstack token issue 
+------------+-------------------------------------------------------------------------
--------------------------------------------------------------+ 
| Field      | Value                                                                      
| 
+------------+-------------------------------------------------------------------------
--------------------------------------------------------------+ 
| expires    | 2018-08-29T05:37:29+0000                                                   
| 
| id         | gAAAAABbhiMJ4TxxFlTMdsYJpfStsGotPrns0lnpvJq9ILtdi-
NKqisWBeNiJlUXwmnoGQDh2CMyK9OeTsuEXnJNmFfKjxiHWmcQVYzAhMKo6_QMUtu_Qm6mtpzYYHBrUGboa_ 
|            | Ay0LBuFDtsjtgtvJ-r8G3TsJMowbKF-yo--O_XLhERU_QQVl3hl8zmMRdmLh_P9Cbhuolt    
| 
| project_id | 1a74eabbf05c41baadd716179bb9e1da                                          
| 
| user_id    | ef679eeddfd14f8b86becfd7e1dc84f2                                           
| 
+------------+-------------------------------------------------------------------------
--------------------------------------------------------------+ 

�A;8 >B>1@0605BAO >H81:0, ?>E>60O =0 init() got an unexpected keyword argument 

'application_credential_secret', 2>7<>6=>, ?>-?@56=5<C 8A?>;L7CNBAO ?@54K4CI85 CG5B=K5 40==K5. 
'B>1K A>740BL =>2CN A@54C, 2K?>;=8B5 :><0=4C sudo su - stack. 
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6.2 �AF97D4J<O GK9FAOI 84AAOI CD<?B:9A<O E CD<?B:9A<O@< 

'G5B=K5 40==K5 ?@8;>65=8O (Application Credentials) <>6=> 8A?>;L7>20BL 4;O 02B>@870F88 
?@8;>65=89 2 keystone.  

#@8 ?@8<5=5=88 CG5B=KE 40==KE ?@8;>65=8O =0AB@>9:8 keystone_authtoken 8A?>;L7CNB 
v3applicationcredential 2 :0G5AB25 B8?0 0CB5=B8D8:0F88 8 A>45@60B CG5B=K5 40==K5, :>B>@K5 
?>;L7>20B5;L ?>;CG05B ?@8 A>740=88 CG5B=KE 40==KE.  

�2548B5 A;54CNI85 7=0G5=8O: 
1. application_credential_secret: A5:@5B=K9 :;NG CG5B=KE 40==KE. 
2. application_credential_id: ID CG5B=KE 40==KE ?@8;>65=8O. 
3. ("?F8>=0;L=>) application_credential_name: MB>B ?0@0<5B@ <>6=> ?@8<5=OBL, 5A;8 

8A?>;L7C5BAO CG5B=0O 70?8AL ?@8;>65=8O A =0720=85<, 0 =5 A 845=B8D8:0B>@><. 
!0?@8<5@: 

[keystone_authtoken] 
auth_url = http://10.0.0.10:5000/v3 
auth_type = v3applicationcredential 
application_credential_id = "6cb5fa6a13184e6fab65ba2108adf50c" 
application_credential_secret = "<example password>" 

6.3 #CD46?9A<9 GK9FAO@< 84AAO@< CD<?B:9A<O 

�;O A>740=8O 8 C40;5=8O CG5B=KE 40==KE ?@8;>65=8O <>6=> 8A?>;L7>20BL :><0=4=CN 
AB@>:C. 

#>4:><0=40 create A>7405B CG5B=K5 40==K5 ?@8;>65=8O =0 >A=>25 CG5B=>9 70?8A8. 
!0?@8<5@, ?@8 A>740=88 CG5B=>9 70?8A8 >B 8<5=8 ?>;L7>20B5;O-04<8=8AB@0B>@0 CG5B=K< 
40==K< 1C4CB ?@54>AB02;5=K B5 65 @>;8: 

$ openstack application credential create --description "App Creds - All roles" 
AppCredsUser 
+--------------+-----------------------------------------------------------------------
-----------------+ 
| Field        | Value                                                                    
| 
+--------------+-----------------------------------------------------------------------
-----------------+ 
| description  | App Creds - All roles                                                    
| 
| expires_at   | None                                                                    
| 
| id           | fc17651c2c114fd6813f86fdbb430053                                         
| 
| name         | AppCredsUser                                                             
| 
| project_id   | 507663d0cfe244f8bc0694e6ed54d886                                         
| 
| roles        | member reader admin                                                      
| 
| secret       | fVnqa6I_XeRDDkmQnB5lx361W1jHtOtw3ci_mf_tOID-09MrPAzkU7mv-
by8ykEhEa1QLPFJLNV4cS2Roo9lOg | 
| unrestricted | False                                                                    
| 
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�A?>;L7>20=85 ?0@0<5B@0 --unrestricted ?>72>;O5B CG5B=K< 40==K< ?@8;>65=8O A>74020BL 8 C40;OBL 
4@C385 CG5B=K5 40==K5 ?@8;>65=8O 8 45;538@>20BL ?@020. ЭB> ?>B5=F80;L=> >?0A=>5 ?>2545=85, 
>=> 450:B828@>20=> ?> C<>;G0=8N. !5;L7O 8A?>;L7>20BL ?0@0<5B@ --unrestricted 2 A>G5B0=88 A 
4@C38<8 ?@028;0<8 4>ABC?0. 

#> C<>;G0=8N 8B>3>2>5 @>;52>5 G;5=AB2> 2:;NG05B 2A5 @>;8, =07=0G5==K5 CG5B=>9 70?8A8, 
A :>B>@>9 A>740=K CG5B=K5 40==K5.  >6=> >3@0=8G8BL A>AB02 @>;59, 45;538@>202 4>ABC? B>;L:> 
>?@545;5==>9 @>;8: 

$ openstack application credential create --description "App Creds - Member" --role 
member AppCredsUser 
+--------------+-----------------------------------------------------------------------
-----------------+ 
| Field        | Value                                                                    
| 
+--------------+-----------------------------------------------------------------------
-----------------+ 
| description  | App Creds - Member                                                       
| 
| expires_at   | None                                                                     
| 
| id           | e21e7f4b578240f79814085a169c9a44                                         
| 
| name         | AppCredsUser                                                             
| 
| project_id   | 507663d0cfe244f8bc0694e6ed54d886                                         
| 
| roles        | member                                                                  
| 
| secret       | 
XCLVUTYIreFhpMqLVB5XXovs_z9JdoZWpdwrkaG1qi5GQcmBMUFG7cN2htzMlFe5T5mdPsnf5JMNbu0Ih-4aCg 
| 
| unrestricted | False                                                                    
| 
+--------------+-----------------------------------------------------------------------
-----------------+ 

'B>1K C40;8BL CG5B=K5 40==K5 ?@8;>65=8O, C:068B5:  

$ openstack application credential delete AppCredsUser 

6.4 �4@9A4 GK9FAOI 84AAOI CD<?B:9A<O 

'G5B=K5 40==K5 ?@8;>65=8O ?@82O70=K : A>7402H59 8E CG5B=>9 70?8A8 ?>;L7>20B5;O 8 
AB0=>2OBAO =5459AB28B5;L=K<8 ?@8 C40;5=88 MB>9 CG5B=>9 70?8A8 8;8 ?>B5@5 4>ABC?0 
?>;L7>20B5;O : 45;538@>20==>9 @>;8. #>MB><C, 2>7<>6=>, ?>=04>18BAO A>740BL =>2K5 CG5B=K5 
40==K5 ?@8;>65=8O. 
�4@9A4 EGM9EF6GNM<I GK9FAOI 84AAOI H4=?4@< >BAH<7GD4J<< 

"1=>28B5 CG5B=K5 40==K5, =07=0G5==K5 ?@8;>65=8N (?@8 ?><>I8 D09;0 :>=D83C@0F88): 
1. %>7409B5 =>2K9 =01>@ CG5B=KE 40==KE. 
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2. �>102LB5 =>2K5 CG5B=K5 40==K5 2 D09; :>=D83C@0F88 ?@8;>65=8O, 70<5=82 ACI5AB2CNI85. 
3. #5@570?CAB8B5 A5@28A ?@8;>65=8O, GB>1K ?@8<5=8BL 87<5=5=8O. 
4. �A;8 =5>1E>48<>, C40;8B5 AB0@CN CG5B=CN 70?8AL ?@8;>65=8O. 
�4@9A4 EGM9EF6GNM<I GK9FAOI 84AAOI CD<?B:9A<O H4=?4@< clouds.yaml 

�0<5=8B5 ACI5AB2CNI85 CG5B=K5 40==K5, :>B>@K5 8A?>;L7C5B D09; clouds.yaml:  

!0?@8<5@, 5A;8 clouds.yaml A>45@68B CG5B=CN 70?8AL AppCred1 A 8AB5:0NI8< A@>:>< 
459AB28O: 
1. %>7409B5 CG5B=K5 40==K5 A =0720=85< AppCred2. 

2. �>102LB5 =>2K9 AppCred2 2 D09; clouds.yaml, C40;82 :>=D83C@0F8N AppCred1. 

3. %35=5@8@C9B5 B>:5= A ?><>ILN clouds.yaml, GB>1K C1548BLAO, GB> CG5B=K5 40==K5 @01>B0NB 
>68405<K< >1@07><. 
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7 !B;84A<9 <AEF4AE4 

�;O A>740=8O 8=AB0=A0 (28@BC0;L=>9 <0H8=K, instance) =5>1E>48<0 4>ABC?=>ABL 4@C38E 
:><?>=5=B>2 1Stack, B0:8E :0: H01;>= 8=AB0=A0, 8AB>G=8: 703@C7:8 >1@070, A5BL, ?0@0 :;NG59 8 
3@C??0 157>?0A=>AB8. ЭB8 :><?>=5=BK 8A?>;L7CNBAO ?@8 A>740=88 8=AB0=A0 8 =54>ABC?=K 
?> C<>;G0=8N. 

#@8 A>740=88 8=AB0=A0 ?>;L7>20B5;L 2K18@05B:  
 8AB>G=8: 703@C7:8 A 703@C7>G=>9 >?5@0F8>==>9 A8AB5<>9, =5>1E>48<>9 4;O 8=AB0=A0; 
 H01;>= A ?@>D8;5< >1>@C4>20=8O, :>B>@K9 =5>1E>48< 4;O 8=AB0=A0; 
 A5BL, : :>B>@>9 =C6=> ?>4:;NG8BL 8=AB0=A; 
 ;N1>5 =C6=>5 4>?>;=8B5;L=>5 E@0=8;8I5, =0?@8<5@, B><0 40==KE (volume) 8 

2@5<5==>5 E@0=8;8I5 (ephemeral). 

#@8 A>740=88 8=AB0=A0 A5@28A Compute (nova) 8A?>;L7C5B 8<O, :>B>@>5 ?@8A2>5=> 8=AB0=AC, 
4;O A>740=8O 459AB28B5;L=>3> 8<5=8 E>AB0 4;O 8=AB0=A0 2 A5@28A5 <5B040==KE 8 =0 48A:5 
:>=D83C@0F88. %5@28A Compute <5=O5B ?@>15;K (' ') 8 ?>4G5@:820=8O (_) 2 8<5=8 8=AB0=A0 =0 45D8A 
(-) 4;O A>740=8O :>@@5:B=>9 <5B:8 DNS. %5@28A Compute B0:65 <5=O5B B>G:8 (.) =0 45D8A (-), 5A;8 8<O 
8=AB0=A0 70:0=G8205BAO B>G:>9, 70 :>B>@>9 A;54C5B >4=0 8;8 =5A:>;L:> F8D@. 

"D95B64A<O 

1. !C6=K9 >1@07 8=AB0=A0 (image) 8;8 B>< (volume) 4>ABC?=K 2 :0G5AB25 8AB>G=8:0 703@C7:8. 
2. �>ABC?5= H01;>=, 345 C:070=> =5>1E>48<>5 :>;8G5AB2> ?@>F5AA>@>2, ?0<OBL 8 5<:>ABL 

E@0=8;8I0. !0AB@>9:8 H01;>=0 4>;6=K A>>B25BAB2>20BL <8=8<0;L=K< B@51>20=8O< 
: @07<5@C 48A:0 8 ?0<OB8, C:070==K< 2K1@0==K< 20<8 >1@07><, 2 ?@>B82=>< A;CG05 70?CA: 
8=AB0=A0 1C45B =5CA?5H=K<. 

3. �>ABC?=0 B@51C5<0O A5BL. 

7.1 !B;84A<9 <AEF4AE4 <; B5D4;4 

#>;L7>20B5;L <>65B A>740BL 8=AB0=A, 8A?>;L7CO >1@07 8=AB0=A0 (image) 2 :0G5AB25 
8AB>G=8:0 703@C7:8. 
�BDO8B> 89=EF6<= 

1. #>;CG8B5 8<O 8;8 ID H01;>=0 A ?@>D8;5< >1>@C4>20=8O, :>B>@K9 =5>1E>48< 4;O 8=AB0=A0: 

$ openstack flavor list 

�K15@8B5 H01;>= 4>AB0B>G=>3> @07<5@0 4;O 703@C7:8 >1@070, 2 ?@>B82=>< A;CG05 703@C7:0 
8=AB0=A0 1C45B =5CA?5H=>9. 

2. #>;CG8B5 8<O 8;8 ID >1@070, :>B>@K9 8<55B ?@>D8;L #", =5>1E>48<K9 4;O 8=AB0=A0: 

$ openstack image list 
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�A;8 =C6=K9 >1@07 =54>ABC?5=, <>6=> 703@C78BL 8;8 A>740BL =>2K9 >1@07: 
3. #>;CG8B5 8<O 8;8 ID A5B8, : :>B>@>9 =C6=> ?>4:;NG8BL 8=AB0=A: 

$ openstack network list 

4. %>7409B5 8=AB0=A: 

$ openstack server create --flavor <flavor> --image <image> --network <network> --wait 
myInstanceFromImage 

 #><5=O9B5 <flavor> =0 8<O 8;8 ID H01;>=0, :>B>@K5 1K;8 ?>;CG5=K ?@8 2K?>;=5=88 
H030 1. 

 #><5=O9B5 <image> =0 8<O 8;8 ID >1@070, :>B>@K5 1K;8 ?>;CG5=K ?@8 2K?>;=5=88 
H030 2. 

 #><5=O9B5 <network> =0 8<O 8;8 ID A5B8, :>B>@K5 1K;8 ?>;CG5=K ?@8 2K?>;=5=88 
H030 3.  

"?F8N --network <>6=> 8A?>;L7>20BL =5A:>;L:> @07, 5A;8 =C6=> ?>4:;NG8BL 8=AB0=A 
: =5A:>;L:8< A5BO<. 

7.2 !B;84A<9 <AEF4AE4 <; ;47DG;BKAB7B FB@4 

#>;L7>20B5;L <>65B A>740BL 8=AB0=A, 8A?>;L7CO 703@C7>G=K9 B>< (bootable volume) 

2 :0G5AB25 8AB>G=8:0 703@C7:8.  
�03@C78B5 8=AB0=A A 703@C7>G=>3> B><0, 5A;8 =C6=> ?>2KA8BL 4>ABC?=>ABL 40==KE 8=AB0=A0 

?@8 A1>5. 

#@8 8A?>;L7>20=88 B><0 1;>G=>3> E@0=5=8O 4;O 40==KE 48A:0 8=AB0=A0, B>< 1;>G=>3> E@0=5=8O 
>AB05BAO =587<5==K< ?@8 ;N1KE ?5@5A1>@:0E 8=AB0=A0, 2 B>< G8A;5 ?@8 8A?>;L7>20=88 =>2>3> 
>1@070, :>B>@K9 B@51C5B A>740=8O =>2>3> 48A:0. 

�BDO8B> 89=EF6<= 

1. #>;CG8B5 8<O 8;8 ID >1@070 A ?@>D8;5< #", =5>1E>48<K< 4;O 8=AB0=A0: 

$ openstack image list 

�A;8 =C6=K9 >1@07 =54>ABC?5=, <>6=> 703@C78BL 8;8 A>740BL =>2K9 >1@07. 

2. %>7409B5 703@C7>G=K9 B>< 87 >1@070: 

$ openstack volume create --image <image> --size <size_gb> --bootable myBootableVolume 

 #><5=O9B5 <image> =0 8<O 8;8 ID >1@070 4;O 70?8A8 =0 B><, ?>;CG5==K5 
?@8 2K?>;=5=88 H030 1. 

 #><5=O9B5 <size_gb> =0 @07<5@ 48A:0 2 ��. 
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3. #>;CG8B5 8<O 8;8 ID H01;>=0 A ?@>D8;5< >1>@C4>20=8O, :>B>@K9 =5>1E>48< 4;O 8=AB0=A0: 

$ openstack flavor list 

4. #>;CG8B5 8<O 8;8 ID A5B8, : :>B>@>9 =C6=> ?>4:;NG8BL 8=AB0=A: 

$ openstack network list 

5. %>7409B5 8=AB0=A A 703@C7>G=K< B><><: 

$ openstack server create --flavor <flavor> --volume myBootableVolume --network 
<network> --wait myInstanceFromVolume 

 #><5=O9B5 <flavor> =0 8<O 8;8 ID H01;>=0, :>B>@K9 1K; ?>;CG5= ?@8 2K?>;=5=88 
H030 3. 

 #><5=O9B5 <network> =0 8<O 8;8 ID A5B8, :>B>@K9 1K; ?>;CG5= ?@8 2K?>;=5=88 H030 4. 
"?F8N --network <>6=> 8A?>;L7>20BL =5A:>;L:> @07, 5A;8 =C6=> ?>4:;NG8BL 8=AB0=A 

: =5A:>;L:8< A5BO<. 

7.3 !B;84A<9 <AEF4AE4 E E9F96O@ <AF9DH9=EB@ SR-IOV 

�;O A>740=8O 8=AB0=A0 A 548=K< :>@=52K< A5B52K< 8=B5@D59A>< 28@BC0;870F88 
22>40-2K2>40 (SR-IOV) =C6=> A>740BL =5>1E>48<K9 ?>@B SR-IOV. 

�BDO8B> 89=EF6<= 

1. #>;CG8B5 8<O 8;8 ID H01;>=0 A ?@>D8;5< 0??0@0B=>3> >1>@C4>20=8O, :>B>@K9 =5>1E>48< 
4;O 8=AB0=A0: 

$ openstack flavor list 

�;O CA?5H=>9 703@C7:8 >1@070 2K15@8B5 H01;>= 4>AB0B>G=>3> @07<5@0, 2 ?@>B82=>< A;CG05 
?@>87>945B A1>9 703@C7:8. 

 

 >6=> C:070BL ?>;8B8:C ?@82O7:8 (affinity) NUMA, :>B>@0O 1C45B ?@8<5=OBLAO : 8=AB0=AC 
4;O B@0=78B=KE CAB@>9AB2 PCI 8 8=B5@D59A>2 SR-IOV – 4;O MB>3> 2K1@0BL H01;>= A =C6=>9 ?>;8B8:>9. 
�A;8 2K1@0BL H01;>= A ?>;8B8:>9 ?@82O7:8 (affinity) NUMA, B> 8A?>;L7C5<K9 >1@07 4>;65= 8<5BL 
;81> BC 65 ?>;8B8:C AE>4AB20 NUMA, ;81> =5 8<5BL ?>;8B8:8 AE>4AB20 NUMA. 

2. #>;CG8B5 8<O 8;8 ID >1@070 A ?@>D8;5< #", =5>1E>48<K< 4;O 8=AB0=A0: 

$ openstack image list 

�A;8 =C6=K9 >1@07 =54>ABC?5=, <>6=> 703@C78BL 8;8 A>740BL =>2K9 >1@07. 
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 >6=> C:070BL ?>;8B8:C ?@82O7:8 (affinity) NUMA, :>B>@0O 1C45B ?@8<5=OBLAO : 8=AB0=AC 
4;O B@0=78B=KE CAB@>9AB2 PCI 8 8=B5@D59A>2 SR-IOV – 4;O MB>3> 2K1@0BL H01;>= A =C6=>9 ?>;8B8:>9. 
�A;8 2K1@0BL H01;>= A ?>;8B8:>9 ?@82O7:8 (affinity) NUMA, B> 8A?>;L7C5<K9 >1@07 4>;65= 8<5BL 
;81> BC 65 ?>;8B8:C AE>4AB20 NUMA, ;81> =5 8<5BL ?>;8B8:8 AE>4AB20 NUMA. 

3. #>;CG8B5 8<O 8;8 ID A5B8, : :>B>@>9 =C6=> ?>4:;NG8BL 8=AB0=A: 

$ openstack network list 

4. %>7409B5 B8? ?>@B0, =5>1E>48<K9 4;O 8=B5@D59A0 SR-IOV: 

$ openstack port create --network <network> --vnic-type <vnic_type> mySriovPort 

 #><5=O9B5 <network> =0 8<O 8;8 ID A5B8, ?>;CG5==K5 ?@8 2K?>;=5=88 H030 3. 
 #><5=O9B5 <vnic_type> =0 >4=> 87 7=0G5=89: 

 direct: %>7405B ?>@B 28@BC0;L=>9 DC=:F88 SR-IOV (VF); 

 direct-physical: %>7405B ?>@B D878G5A:>9 DC=:F88 (PF) SR-IOV. 

5. %>7409B5 8=AB0=A: 

$ openstack server create --flavor <flavor> --image <image> --port <port> --wait 
mySriovInstance 

 #><5=O9B5 <flavor> =0 8<O 8;8 ID H01;>=0, ?>;CG5==K5 ?@8 2K?>;=5=88 H030 1. 
 #><5=O9B5 <image> =0 8<O 8;8 ID >1@070, ?>;CG5==K5 ?@8 2K?>;=5=88 H030 2. 
 #><5=O9B5 <port> =0 8<O 8;8 ID ?>@B0, A>740==>3> ?@8 2K?>;=5=88 H030 4. 
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8 !B;84A<9 <AEF4AE4 E 74D4AF<DB64AAB= @<A<@4?PAB= 
CDBCGE>AB= ECBEB5ABEFPN QoS 

#>;L7>20B5;L <>65B A>74020BL 8=AB0=AK, 4;O :>B>@KE =5>1E>48<0 30@0=B8@>20==0O 
<8=8<0;L=0O ?@>?CA:=0O A?>A>1=>ABL, 8A?>;L7CO ?>;8B8:C :0G5AB20 >1A;C6820=8O (Quality of 

service, QoS). 

#>;8B8:8 QoS A ?@028;>< 30@0=B8@>20==>9 <8=8<0;L=>9 ?@>?CA:=>9 A?>A>1=>AB8 
=07=0G0NBAO ?>@B0< 2 :>=:@5B=>9 D878G5A:>9 A5B8.  

#@8 A>740=88 8=AB0=A0, 8A?>;L7CNI53> =0AB@>5==K9 ?>@B, A5@28A ?;0=8@>20=8O %ompute 

2K18@05B 4;O 8=AB0=A0 E>AB, :>B>@K9 C4>2;5B2>@O5B B0:><C 70?@>AC.  
#5@54 2K1>@>< E>AB0 4;O @0725@BK20=8O 8=AB0=A0 A5@28A Compute ?@>25@O5B c5@28A 

Placement =0 =0;8G85 >1J5<0 ?>;>AK ?@>?CA:0=8O, 70@575@28@>20==>9 4@C38<8 8=AB0=A0<8 
=0 :064>< D878G5A:>< 8=B5@D59A5. 
�7D4A<K9A<O 

 #>;8B8:C QoS A 30@0=B8@>20==>9 <8=8<0;L=>9 ?@>?CA:=>9 A?>A>1=>ABLN <>6=> =07=0G8BL 
B>;L:> ?@8 A>740=88 =>2>3> 8=AB0=A0. ЭB> =5;L7O A45;0BL 4;O C65 70?CI5==KE 8=AB0=A>2, 
?>A:>;L:C A5@28A 2KG8A;8B5;L=KE @5AC@A>2 >1=>2;O5B 8=D>@<0F8N >1 8A?>;L7>20=88 
@5AC@A>2 4;O @07<5I5==>3> 8=AB0=A0 B>;L:> ?@8 >?5@0F88 A>740=8O 8;8 ?5@5<5I5=8O. ЭB> 
>7=0G05B, GB> <8=8<0;L=0O ?@>?CA:=0O A?>A>1=>ABL, 4>ABC?=0O 4;O 8=AB0=A0, =5 <>65B 1KBL 
30@0=B8@>20=0. 

 !5;L7O 2K?>;=8BL «682CN» <83@0F8N, 2K3@C78BL 8=AB0=A =0 48A: (unshelve) 8;8 ?5@5<5AB8BL 
A A5@25@0 8=AB0=A (evacuate), 8A?>;L7CNI89 ?>@B A 70?@>A0<8 =0 @5AC@AK, =0?@8<5@ 
?>;8B8:C QoS A 30@0=B8@>20==>9 <8=8<0;L=>9 ?@>?CA:=>9 A?>A>1=>ABLN. �0?CAB8B5 
A;54CNICN :><0=4C, GB>1K ?@>25@8BL =0;8G85 70?@>A>2 =0 @5AC@AK C ?>@B0: 

$ openstack port show <port_name/port_id> 

�D9864D<F9?PAO9 FD95B64A<O 

 �>ABC?=0 QoS-?>;8B8:0 A ?@028;>< <8=8<0;L=>9 ?@>?CA:=>9 A?>A>1=>AB8. 
�BDO8B> 89=EF6<= 

1. #>;CG8B5 A?8A>: 4>ABC?=KE ?>;8B8: QoS: 

(overcloud)$ openstack network qos policy list 
---------------------------------------------------------------------------------------
----------------+ 
| ID                                   | Name    | Shared | Default | Project             
| 
---------------------------------------------------------------------------------------
----------------+ 
| 6d771447-3cf4-4ef1-b613-945e990fa59f | policy2 | True   | False   | 
ba4de51bf7694228a350dd22b7a3dc24 | 
| 78a24462-e3c1-4e66-a042-71131a7daed5 | policy1 | True   | False   | 
ba4de51bf7694228a350dd22b7a3dc24 | 
| b80acc64-4fc2-41f2-a346-520d7cfe0e2b | policy0 | True   | False   | 
ba4de51bf7694228a350dd22b7a3dc24 | 
---------------------------------------------------------------------------------------
----------------+ 
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2. #@>25@LB5 ?@028;0 :064>9 4>ABC?=>9 ?>;8B8:8 8 >?@545;8B5, :0:0O 87 =8E 8<55B 
=5>1E>48<CN <8=8<0;L=CN ?@>?CA:=CN A?>A>1=>ABL: 

(overcloud)$ openstack network qos policy show policy0 
---------------------------------------------------------------------------------------
---------------------------------------------------------------------------------------
-+ 
| Field       | Value                                                                     
| 
---------------------------------------------------------------------------------------
---------------------------------------------------------------------------------------
-+ 
| description |                                                                          
| 
| id          | b80acc64-4fc2-41f2-a346-520d7cfe0e2b                                      
| 
| is_default  | False                                                                     
| 
| location    | cloud=', project.domain_id=, project.domain_name='Default, 
project.id=ba4de51bf7694228a350dd22b7a3dc24, project.name=admin, region_name=regionOne 
, zone=      |                                                                            
| name        | policy0                                                                   
| 
| project_id  | ba4de51bf7694228a350dd22b7a3dc24                                          
| 
| rules       | [{min_kbps: 100000, direction: egress, id: d46218fe-9218-4e96-952b-
9f45a5cb3b3c, qos_policy_id: b80acc64-4fc2-41f2-a346-520d7cfe0e2b, type: 
minimum_bandwidth},|  
|             | {min_kbps: 100000, direction: ingress, id: 1202c4e3-a03a-464c-80d5-
0bf90bb74c9d, qos_policy_id: b80acc64-4fc2-41f2-a346-520d7cfe0e2b, type: 
minimum_bandwidth}]| 
| shared      | True                                                                     
| 
| tags        | []                                                                        
| 
---------------------------------------------------------------------------------------
---------------------------------------------------------------------------------------
-+ 

3. %>7409B5 ?>@B 87 A>>B25BAB2CNI59 ?>;8B8:8: 

(overcloud)$ openstack port create port-normal-qos --network net0 --qos-policy policy0 

4. %>7409B5 8=AB0=A, C:0702 ?>@B A5B52>9 :0@BK (NIC) 4;O 8A?>;L7>20=8O 

$ openstack server create --flavor cirros256 --image cirros-0.3.5-x86_64-disk --nic 
port-id=port-normal-qos --wait qos_instance 

%>AB>O=85 2K2>40 ACTIVE >7=0G05B, GB> 8=AB0=A A>740= CA?5H=> =0 E>AB5, :>B>@K9 <>65B 
>15A?5G8BL 70?@0H8205<CN 30@0=B8@>20==CN <8=8<0;L=CN ?@>?CA:=CN A?>A>1=>ABL. 
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8.1 #84?9A<9 QoS E 74D4AF<DB64AAB= @<A<@4?PAB= CDBCGE>AB= 
ECBEB5ABEFPN E <AEF4AE4 

�A;8 =C6=> A=OBL >3@0=8G5=85 ?>;8B8:8 QoS A 30@0=B8@>20==>9 <8=8<0;L=>9 ?@>?CA:=>9 
A?>A>1=>ABLN A 8=AB0=A0, 8=B5@D59A <>6=> >B:;NG8BL. 
�BDO8B> 89=EF6<= 

 �;O >B:;NG5=8O 8=B5@D59A0 22548B5 :><0=4C: 

$ openstack server remove port <vm_name|vm_id> <port_name|port_id> 
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9 �5AB6?9A<9 <AEF4AE4 

#>;L7>20B5;L <>65B 4>102;OBL 8 C40;OBL 4>?>;=8B5;L=K5 @5AC@AK 87 70?CI5==KE 
8=AB0=A>2, =0?@8<5@ ?>AB>O==>5 E@0=8;8I5 B><>2, A5B52>9 8=B5@D59A 8;8 >1I54>ABC?=K9 IP-

04@5A.  >6=> B0:65 >1=>2;OBL <5B040==K5 8=AB0=A0 8 3@C??K 157>?0A=>AB8, : :>B>@K< 
?@8=04;568B 8=AB0=A. 

9.1 �B8>?NK9A<9 E9F< > <AEF4AEG 

� @01>B0NI5<C 8=AB0=AC <>6=> ?>4:;NG8BL A5BL.  
#@8 ?>4:;NG5=88 A5B8 : 8=AB0=AC A5@28A 2KG8A;8B5;L=KE @5AC@A>2 Compute A>7405B 2 A5B8 

?>@B 4;O MB>3> 8=AB0=A0.  
�A?>;L7C9B5 A5BL 4;O ?>4:;NG5=8O A5B52>3> 8=B5@D59A0 : 8=AB0=AC, 5A;8 =C6=> 

8A?>;L7>20BL 3@C??C 157>?0A=>AB8 ?> C<>;G0=8N 8 5A;8 2 A5B8 5ABL B>;L:> >4=0 ?>4A5BL. 
�BDO8B> 89=EF6<= 

1. "?@545;8B5 4>ABC?=K5 A5B8 8 >B<5BLB5 8<O 8;8 845=B8D8:0B>@ A5B8, :>B>@CN =C6=> 

?>4:;NG8BL : 8=AB0=AC: 

(overcloud)$ openstack network list 

2. �A;8 =C6=0O A5BL =54>ABC?=0, A>7409B5 =>2CN A5BL:  

(overcloud)$ openstack network create <network> 

3. #>4:;NG8B5 A5BL : 8=AB0=AC. 

$ openstack server add network <instance> <network> 

 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, : :>B>@><C =C6=> ?>4:;NG8BL A5BL. 
 #><5=O9B5 <network> =0 8<O 8;8 ID A5B8, :>B>@CN =C6=> ?>4:;NG8BL : 8=AB0=AC. 

9.2 �F>?NK9A<<9 E9F< BF <AEF4AE4 

#>;L7>20B5;L <>65B >B:;NG8BL A5BL >B 8=AB0=A0. 

#@8 >B:;NG5=88 A5B8 >B:;NG0NBAO 2A5 A5B52K5 ?>@BK. �A;8 8=AB0=A 8<55B =5A:>;L:> ?>@B>2 2 A5B8 
8 =C6=> >B:;NG8BL B>;L:> >48= 87 =8E, 2K?>;=8B5 ?>@O4>: 459AB289, >?8A0==K9 
2 @0745;5 "B:;NG5=85 ?>@B0 >B 8=AB0=A0. 

�BDO8B> 89=EF6<= 

1. "?@545;8B5 A5BL, ?>4:;NG5==CN : 8=AB0=AC: 

(overcloud)$ openstack server show <instance> 
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2. "B:;NG8B5 A5BL >B 8=AB0=A0: 

$ openstack server remove network <instance> <network> 

 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, >B :>B>@>3> =C6=> >BA>548=8BL A5BL. 
 #><5=O9B5 <network> =0 8<O 8;8 ID A5B8, :>B>@CN =C6=> >B:;NG8BL >B 8=AB0=A0. 

9.3 �B8>?NK9A<9 CBDF4 > <AEF4AEG 

 >6=> ?>4:;NG8BL A5B52>9 8=B5@D59A : @01>B0NI5<C 8=AB0=AC, 8A?>;L7CO ?>@B. 
�48=>2@5<5==> <>6=> ?>4:;NG8BL ?>@B B>;L:> : >4=><C 8=AB0=AC.  

�A?>;L7C9B5 ?>@B 4;O ?>4:;NG5=8O A5B52>3> 8=B5@D59A0 : 8=AB0=AC, 5A;8 =C6=> 

8A?>;L7>20BL =0AB@08205<CN 3@C??C 157>?0A=>AB8 8;8 5A;8 2 A5B8 5ABL =5A:>;L:> ?>4A5B59. 

#@8 ?>4:;NG5=88 A5B52>3> 8=B5@D59A0 ?@8 ?><>I8 A5B8 ?>@B A>7405BAO 02B><0B8G5A:8. 

 

� 8=AB0=AC =5;L7O ?>4:;NG8BL ?>@B A A5B52>9 :0@B>9 SR-IOV vNIC 8;8 ?>@B A ?>;8B8:>9 QoS 

A 30@0=B8@>20==>9 <8=8<0;L=>9 ?@>?CA:=>9 A?>A>1=>ABLN. 

 �BDO8B> 89=EF6<= 

1. "?@545;8B5 4>ABC?=K5 ?>@BK 8 >B<5BLB5 8<O 8;8 845=B8D8:0B>@ ?>@B0, :>B>@K9 =C6=> 
?>4:;NG8BL : 8=AB0=AC: 

(overcloud)$ openstack port list 

�A;8 =C6=K9 ?>@B =54>ABC?5=, A>7409B5 =>2K9 ?>@B:  

(overcloud)$ openstack port create --network <network> <port> 

 #><5=O9B5 <network> =0 8<O 8;8 ID A5B8, 2 :>B>@>9 =C6=> A>740BL ?>@B. 
 #><5=O9B5 <port> =0 8<O 8;8 ID ?>@B0, :>B>@K9 =C6=> ?>4:;NG8BL : 8=AB0=AC. 

2. #>4:;NG8B5 ?>@B : 8=AB0=AC: 

$ openstack server add port <instance> <port> 

 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, : :>B>@><C =04> ?>4:;NG8BL ?>@B. 
 #><5=O9B5 <port> =0 8<O 8;8 ID ?>@B0, :>B>@K9 =04> ?>4:;NG8BL : 8=AB0=AC. 
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9.4 �F>?NK9A<9 CBDF4 BF <AEF4AE4 

#>@B <>6=> >B:;NG8BL >B 8=AB0=A0. 
�BDO8B> 89=EF6<= 

1. "?@545;8B5 ?>@B, ?>4:;NG5==K9 : 8=AB0=AC: 

(overcloud)$ openstack server show <instance> 

2. "B:;NG8B5 ?>@B >B 8=AB0=A0: 

$ openstack server remove port <instance> <port> 

 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, >B :>B>@>3> =C6=> >B:;NG8BL ?>@B. 
 #><5=O9B5 <port> =0 8<O 8;8 ID ?>@B0, :>B>@K9 =C6=> >B:;NG8BL >B 8=AB0=A0. 

9.5 �B8>?NK9A<9 FB@4 > <AEF4AEG 

 >6=> ?>4:;NG8BL B>< : 8=AB0=AC 4;O ?>AB>O==>3> E@0=5=8O.  
�48=>2@5<5==> <>6=> ?>4:;NG8BL B>< B>;L:> : >4=><C 8=AB0=AC, 70 8A:;NG5=85< A;CG052, 

:>340 >= 1K; =0AB@>5= :0: B>< A <=>65AB25==K< ?>4:;NG5=85<. 
�D9864D<F9?PAO9 FD95B64A<O 

 �;O ?>4:;NG5=8O B><0 A <=>65AB25==K< ?>4:;NG5=85< ?5@5<5==0O A@54K 
OS_COMPUTE_API_VERSION CAB0=>2;5=0 =0 2.60 8;8 1>;55 ?>74=NN 25@A8N. 

�BDO8B> 89=EF6<= 

1. "?@545;8B5 4>ABC?=K5 B><0. �;8 >B<5BLB5 8<O 8;8 ID 48A:0, :>B>@K9 =C6=> ?>4:;NG8BL 
: 8=AB0=AC: 

(overcloud)$ openstack volume list 

2. #>4:;NG8B5 B>< : 8=AB0=AC: 

$ openstack server add volume <instance> <volume> 

 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, : :>B>@><C =C6=> ?>4:;NG8BL B><. 
 #><5=O9B5 <volume> =0 8<O 8;8 ID B><0, :>B>@K9 =C6=> ?>4:;NG8BL : 8=AB0=AC. 

�A;8 ?@8 2K?>;=5=88 :><0=4K 2>7=8:05B C:070==0O =865 >H81:0, MB> >7=0G05B, GB> B><, :>B>@K9 
1K; 2K1@0= 4;O ?>4:;NG5=8O : 8=AB0=AC, 8<55B <=>65AB25==>5 ?>4:;NG5=85. #>MB><C 
=5>1E>48<> 8A?>;L7>20BL Compute API 2.60 8;8 1>;55 ?>74=59 25@A88: 
Multiattach volumes are only supported starting with compute API version 2.60. (HTTP 400) (Request-ID: 

req-3a969c31-e360-4c79-a403-75cc6053c9e5) 

 >6=> CAB0=>28BL ?5@5<5==CN A@54K OS_COMPUTE_API_VERSION=2.72 ;81> 4>1028BL 0@3C<5=B 
 --os-compute-api-version ?@8 4>102;5=88 B><0 : 8=AB0=AC: 
$ openstack --os-compute-api-version 2.72 server add volume <instance> <volume> 
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':068B5 25@A8N --os-compute-api-version 2.20 8;8 2KH5, GB>1K 4>1028BL B>< : 8=AB0=AC A> AB0BCA>< 
SHELVED 8;8 SHELVED_OFFLOADED. 

3. #>4B25@48B5, GB> B>< ?>4:;NG5= : 8=AB0=AC 8;8 8=AB0=A0<: 

$ openstack volume show <volume> 

#><5=O9B5 <volume> =0 8<O 8;8 ID B><0 4;O >B>1@065=8O.  
#@8<5@ 2K40G8: 

+--------------------------------------+----------------+--------+------+--------------
--------------------------------------------------------+ 
| ID                                   | Name           | Status | Size | Attached to     
| 
+--------------------------------------+----------------+--------+------+--------------
--------------------------------------------------------+ 
| f3fb92f6-c77b-429f-871d-65b1e3afa750 | volMultiattach | in-use |   50 | Attached to 
instance1 on /dev/vdb Attached to instance2 on /dev/vdb  | 
+--------------------------------------+----------------+--------+------+--------------
--------------------------------------------------------+ 

9.6 �DBE@BFD FB@B6, CB8>?NK9AAOI > <AEF4AEG 

&><0, ?>4A>548=5==K5 : >?@545;5==><C 8=AB0=AC, <>6=> ?@>A<>B@5BL. 
�D9864D<F9?PAO9 FD95B64A<O 

 �A?>;L7C5BAO python-openstackclient 5.5.0. 

�BDO8B> 89=EF6<= 

#5@5G8A;8B5 2A5 B><0, ?>4:;NG5==K5 : 8=AB0=AC: 

$ openstack server volume list <instance> 
+---------------------+----------+---------------------+-----------------------+ 
| ID                  | Device   | Server ID           | Volume ID             | 
+---------------------+----------+---------------------+-----------------------+ 
| 1f9dcb02-9a20-4a4b- | /dev/vda | ab96b635-1e63-4487- | 1f9dcb02-9a20-4a4b-9f | 
| 9f25-c7846a1ce9e8   |          | a85c-854197cd537b   | 25-c7846a1ce9e8       | 
+---------------------+----------+---------------------+-----------------------+ 

9.7 �F>?NK9A<9 FB@4 BF <AEF4AE4 

&>< <>6=> >B:;NG8BL >B 8=AB0=A0.  

#@8 >B:;NG5=88 A5B8 >B:;NG0NBAO 2A5 A5B52K5 ?>@BK. �A;8 C 8=AB0=A0 5ABL =5A:>;L:> ?>@B>2 2 A5B8 8 
=C6=> >B:;NG8BL B>;L:> >48= 87 =8E, 2K?>;=8B5 459AB28O, >?8A0==K5 2 @0745;5 "B:;NG5=85 ?>@B0 >B 
8=AB0=A0. 
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�BDO8B> 89=EF6<= 

1. "?@545;8B5 B><, ?>4:;NG5==K9 : 8=AB0=AC: 

(overcloud)$ openstack server show <instance> 

2. "B:;NG8B5 B>< >B 8=AB0=A0: 

$ openstack server remove volume <instance> <volume> 

 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, >B :>B>@>3> =C6=> >B:;NG8BL B><. 
 #><5=O9B5 <volume> =0 8<O 8;8 ID B><0, :>B>@K9 =C6=> >B:;NG8BL >B 8=AB0=A0. 

':068B5 --os-compute-api-version 2.20 8;8 2KH5, GB>1K >B:;NG8BL B>< >B 8=AB0=A0 A> AB0BCA>< 
SHELVED 8;8 SHELVED_OFFLOADED. 
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10 �D98BEF46?9A<9 CG5?<KAB7B 8BEFGC4 > <AEF4AEG 

!>2K5 8=AB0=AK 02B><0B8G5A:8 ?>;CG0NB ?>@B A D8:A8@>20==K< IP-04@5A>< 2 A5B8, 
:>B>@>9 =07=0G5= 8=AB0=A. ЭB>B IP-04@5A O2;O5BAO G0AB=K< 8 =5?@5@K2=> A2O70= A 8=AB0=A>< 4> 
53> C40;5=8O. (8:A8@>20==K9 IP-04@5A 8A?>;L7C5BAO 4;O :><<C=8:0F88 <564C 8=AB0=A0<8. 

#>;L7>20B5;L <>65B ?>4:;NG8BL >1I54>ABC?=K9 8=AB0=A =5?>A@54AB25==> : 2=5H=59 A5B8 
A>2<5AB=>3> 8A?>;L7>20=8O, 345 8=AB0=AC =0?@O<CN =07=0G05BAO >1I54>ABC?=K9 IP-04@5A. ЭB> 
C4>1=>, 5A;8 @01>B0 2K?>;=O5BAO 2 G0AB=>< >1;0:5. 

&0:65 <>6=> ?@54>AB028BL ?C1;8G=K9 4>ABC? : 8=AB0=AC G5@57 A5BL ?@>5:B0, 8<5NICN 
<0@H@CB878@C5<>5 A>548=5=85 A A5BLN 2=5H=53> ?@>20945@0. ЭB>B <5B>4 ?@54?>GB8B5;5= 
?@8 @01>B5 2 >1I54>ABC?=>< >1;0:5 8;8 :>340 >1I54>ABC?=K5 IP-04@5A0 >3@0=8G5=K. 

�;O ?@54>AB02;5=8O ?C1;8G=>3> 4>ABC?0 G5@57 A5BL ?@>5:B0 >=0 4>;6=0 1KBL ?>4:;NG5=0 
: <0@H@CB870B>@C A> H;N7><, =0AB@>5==K< =0 2=5H=NN A5BL. 'B>1K 2=5H=89 B@0D8: 4>AB83 
8=AB0=A0, ?>;L7>20B5;L >1;0:0 4>;65= A2O70BL ?;020NI89 IP-04@5A A 8=AB0=A><. 

�;O >15A?5G5=8O 4>ABC?0 : 8=AB0=AC 8 87 =53>, =57028A8<> >B ?>4:;NG5=8O : >1I59 
2=5H=59 A5B8 ;81> <0@H@CB878@C5<>9 A5B8 ?@>20945@0, =5>1E>48<> =0AB@>8BL ?@028;0 3@C??K 
157>?0A=>AB8 4;O =C6=KE ?@>B>:>;>2, B0:8E :0: SSH, ICMP 8;8 HTTP. #@8 A>740=88 B0:65 
=5>1E>48<> ?5@540BL ?0@C :;NG59 8=AB0=AC, GB>1K 8<5BL 2>7<>6=>ABL ?>;CG0BL : =5<C 4>ABC? 
C40;5==>. 
�D9864D<F9?PAO9 FD95B64A<O 

 �> 2=5H=59 A5B8 8<55BAO ?>4A5BL 4;O ?@54>AB02;5=8O ?;020NI8E IP-04@5A>2. 
 %5BL ?@>5:B0 ?>4:;NG5=0 : <0@H@CB870B>@C, 2=5H=OO A5BL :>B>@>3> =0AB@>5=0 2 :0G5AB25 

H;N70. 

10.1 �4M<F4 8BEFGC4 > <AEF4AEG CD< CB@BM< 7DGCC 59;BC4EABEF< < C4D 
>?NK9= 

�@C??K 157>?0A=>AB8 (security groups) – MB> =01>@K ?@028; IP-D8;LB@0F88, :>B>@K5 
:>=B@>;8@CNB 4>ABC? 87 A5B8 8 ?> ?@>B>:>;0< : 8=AB0=A0< 8 >B =8E, =0?@8<5@ ICMP, 

?>72>;ONI89 ?@>25@OBL A2O7L A 8=AB0=A><, 8 SSH, ?>72>;ONI89 ?>4:;NG0BLAO : 8=AB0=AC. 
#@028;0 3@C??K 157>?0A=>AB8 ?@8<5=ONBAO :> 2A5< 8=AB0=A0< 2 ?@>5:B5. 
�> 2A5E ?@>5:B0E 5ABL 3@C??0 157>?0A=>AB8 ?> C<>;G0=8N A =0720=85< default, :>B>@0O 

8A?>;L7C5BAO, 5A;8 ?>;L7>20B5;L =5 C:070; C:070; 3@C??C 157>?0A=>AB8 4;O A2>8E 8=AB0=A>2.  
#> C<>;G0=8N 3@C??0 157>?0A=>AB8 @07@5H05B 25AL 8AE>4OI89 8 70?@5I05B 25AL 2E>4OI89 

B@0D8: 87 ;N1>3> 8AB>G=8:0, :@><5 8=AB0=A>2 87 MB>9 65 3@C??K 157>?0A=>AB8.  
#>;L7>20B5;L <>65B 4>1028BL ?@028;0 2 3@C??C 157>?0A=>AB8 ?> C<>;G0=8N ;81> A>740BL 

=>2CN 3@C??C 157>?0A=>AB8 4;O A2>53> ?@>5:B0.  
� 8=AB0=AC <>6=> ?@8<5=OBL >4=C 8;8 =5A:>;L:> 3@C?? 157>?0A=>AB8 2 ?@>F5AA5 53> 

A>740=8O. 'B>1K ?@8<5=8BL 3@C??C 157>?0A=>AB8 : @01>B0NI5<C 8=AB0=AC, ?@8<5=8B5 3@C??C 
157>?0A=>AB8 : ?>@BC, :>B>@K9 ?>4:;NG5= : 8=AB0=AC. 

#0@K :;NG59 (key pairs) – MB> CG5B=K5 40==K5 SSH 8;8 x509, :>B>@K5 2=54@ONBAO 2 8=AB0=A 
?@8 70?CA:5 4;O >15A?5G5=8O C40;5==>3> 4>ABC?0 : =5<C.  >6=> A>74020BL =>2K5 ?0@K :;NG59 
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2 1Stack 8;8 8<?>@B8@>20BL ACI5AB2CNI85 ?0@K :;NG59. ' :064>3> ?>;L7>20B5;O 4>;6=0 1KBL 
E>BO 1K >4=0 ?0@0 :;NG59. #0@0 :;NG59 <>65B 8A?>;L7>20BLAO 4;O =5A:>;L:8E 8=AB0=A>2. 

#>;L7>20B5;8 ?@>5:B0 =5 <>3CB A>2<5AB=> 8A?>;L7>20BL ?0@K :;NG59, ?>A:>;L:C :0640O ?0@0 
:;NG59 ?@8=04;568B >B45;L=><C ?>;L7>20B5;N, :>B>@K9 A>740; 8;8 8<?>@B8@>20; 55, 0 =5 
?@>5:BC. 

10.1.1 !B;84A<9 7DGCCO 59;BC4EABEF< 

 >6=> A>740BL =>2CN 3@C??C 157>?0A=>AB8 (security group) 8 ?@8<5=8BL 55 : 8=AB0=A0< 8 
?>@B0< 2 ?@>5:B5. 
�BDO8B> 89=EF6<= 

1. "?F8>=0;L=>: GB>1K C1548BLAO, GB> =C6=>9 3@C??K 157>?0A=>AB8 =5B, ?@>A<>B@8B5 
4>ABC?=K5 3@C??K 157>?0A=>AB8 8 A>>B25BAB2CNI85 ?@028;0: 

$ openstack security group list 
$ openstack security group rule list <sec_group> 

 #><5=O9B5 <sec_group> =0 8<O 8;8 ID 3@C??K 157>?0A=>AB8, :>B>@0O 1K;0 2:;NG5=0 2 
A?8A>: 4>ABC?=KE 3@C??. 

2. %>7409B5 A2>N 3@C??C 157>?0A=>AB8: 

$ openstack security group create mySecGroup 

3. �>102LB5 ?@028;0 A>740==>9 3@C??5 157>?0A=>AB8: 

$ openstack security group rule create --protocol <protocol> \ 
[--dst-port <port-range>] \ 
[--remote-ip <ip-address> | --remote-group <group>] \ 
[--ingress | --egress] mySecGroup 

 #><5=O9B5 <protocol> =0 8<O ?@>B>:>;0, :>B>@><C =C6=> @07@5H8BL A2O7L A 8=AB0=A0<8 

?>;L7>20B5;O. 
 "?F8>=0;L=>: ?><5=O9B5 <port-range> =0 ?>@B =07=0G5=8O 8;8 480?07>= ?>@B>2, 
:>B>@K9 1C45B >B:@KB 4;O ?@>B>:>;0. !5>1E>48<> 4;O IP-?@>B>:>;>2 TCP, UDP 8 SCTP. 

'AB0=>28B5 7=0G5=85 1, GB>1K @07@5H8BL 2A5 ?>@BK 4;O C:070==>3> ?@>B>:>;0. 
 "?F8>=0;L=>: <>6=> @07@5H8BL 4>ABC? B>;L:> A C:070==KE IP-04@5A>2, 8A?>;L7CO 

 --remote-ip 4;O C:070=8O 1;>:0 C40;5==KE IP-04@5A>2, 8;8 --remote-group, GB>1K 
C:070BL, GB> ?@028;> ?@8<5=8<> B>;L:> : ?0:5B0< >B 8=B5@D59A>2, :>B>@K5 O2;ONBAO 
CG0AB=8:>< C40;5==>9 3@C??K. #@8 8A?>;L7>20=88 --remote-ip ?><5=O9B5 <ip-address> 

=0 1;>: C40;5==KE IP-04@5A>2.  >6=> 8A?>;L7>20BL =>B0F8N CIDR. #@8 8A?>;L7>20=88  
--remote-group ?><5=O9B5 <group> =0 8<O 8;8 ID ACI5AB2CNI59 3@C??K 157>?0A=>AB8. 
�A;8 =5 C:070=0 =8 >4=0 87 >?F89, 4>ABC? 1C45B @07@5H5= :> 2A5< 04@5A0<, :>B>@K5 
A>AB02;ONB 480?07>= C40;5==>3> IP-4>ABC?0 ?> C<>;G0=8N (IPv4 default: 0.0.0.0/0; IPv6 

default: ::/0). 
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 ':068B5 =0?@02;5=85 A5B52>3> B@0D8:0, : :>B>@><C ?@8<5=O5BAO ?@028;> ?@>B>:>;0: 
2E>4OI89 (ingress) 8;8 8AE>4OI89 (egress). #@8 >BACBAB288 C:070=89 ?> C<>;G0=8N 
8A?>;L7C5BAO ingress. 

4. #>2B>@8B5 H03 3 4;O A>740=8O ?@028;0 4;O 2A5E ?@>B>:>;>2, :>B>@K< =C6=> @07@5H8BL 
4>ABC? : 8=AB0=A0< ?>;L7>20B5;O.  
� ?@8<5@5 ?>:070=> A>740=85 ?@028;0 4;O @07@5H5=8O SSH-?>4:;NG5=89 : 8=AB0=A0< 

2 3@C??5 157>?0A=>AB8 mySecGroup: 

$ openstack security group rule create --protocol tcp --dst-port 22 mySecGroup 

10.1.2 �5AB6?9A<9 CD46<? 7DGCCO 59;BC4EABEF< 

"1=>2;OBL ?@028;0 <>6=> 4;O ;N1>9 3@C??K 157>?0A=>AB8, : :>B>@>9 8<55BAO 4>ABC?. 

�BDO8B> 89=EF6<= 

1. #>;CG8B5 8<O 8;8 ID 3@C??K 157>?0A=>AB8, 4;O :>B>@>9 =C6=> >1=>28BL ?@028;0: 

$ openstack security group list 

2. "?@545;8B5 ?@028;0, :>B>@K5 =5>1E>48<> ?@8<5=8BL : 3@C??5 157>?0A=>AB8. 
3. �>102LB5 ?@028;0 : 3@C??5 157>?0A=>AB8: 

$ openstack security group rule create --protocol <protocol> \ 
[--dst-port <port-range>] \ 
[--remote-ip <ip-address> | --remote-group <group>] \ 
[--ingress | --egress] <group_name> 

 #><5=O9B5 <protocol> =0 8<O ?@>B>:>;0, :>B>@K9 =C6=> @07@5H8BL 4;O A2O78 
A 8=AB0=A0<8. 

 "?F8>=0;L=>: ?><5=O9B5 <port-range> =0 ?>@B =07=0G5=8O 8;8 480?07>= ?>@B>2, 
:>B>@K9 1C45B >B:@KB 4;O ?@>B>:>;0. &@51C5BAO 4;O IP-?@>B>:>;>2 TCP, UDP 8 SCTP. 

'AB0=>28B5 7=0G5=85 1, GB>1K @07@5H8BL 2A5 ?>@BK 4;O C:070==>3> ?@>B>:>;0. 
 "?F8>=0;L=>: <>6=> @07@5H8BL 4>ABC? B>;L:> A C:070==KE IP-04@5A>2, 8A?>;L7CO 

 --remote-ip 4;O C:070=8O 1;>:0 C40;5==KE IP-04@5A>2, 8;8 --remote-group, GB>1K 
C:070BL, GB> ?@028;> ?@8<5=8<> B>;L:> : ?0:5B0< >B 8=B5@D59A>2, :>B>@K5 O2;ONBAO 
CG0AB=8:>< C40;5==>9 3@C??K. #@8 8A?>;L7>20=88 --remote-ip ?><5=O9B5 <ip-address> 

=0 1;>: C40;5==KE IP-04@5A>2.  >6=> 8A?>;L7>20BL =>B0F8N CIDR. #@8 8A?>;L7>20=88  
--remote-group ?><5=O9B5 <group> =0 8<O 8;8 ID ACI5AB2CNI59 3@C??K 157>?0A=>AB8. 
�A;8 =5 C:070=0 =8 >4=0 87 >?F89, 4>ABC? 1C45B @07@5H5= :> 2A5< 04@5A0<, :>B>@K5 
A>AB02;ONB 480?07>= C40;5==>3> IP-4>ABC?0 ?> C<>;G0=8N (IPv4 default: 0.0.0.0/0; IPv6 

default: ::/0). 

 ':068B5 =0?@02;5=85 A5B52>3> B@0D8:0, : :>B>@><C ?@8<5=O5BAO ?@028;> ?@>B>:>;0: 
2E>4OI89 (ingress) 8;8 8AE>4OI89 (egress). #@8 >BACBAB288 C:070=8O ?> C<>;G0=8N 
8A?>;L7C5BAO ingress. 
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 #><5=O9B5 <group_name> =0 8<O 8;8 ID 3@C??K 157>?0A=>AB8, : :>B>@>9 =C6=> 

?@8<5=8BL ?@028;>. 
4. #>2B>@8B5 H03 3 4;O A>740=8O ?@028; 4;O 2A5E ?@>B>:>;>2, :>B>@K< =C6=> @07@5H8BL 4>ABC? 

: 8=AB0=A0< ?>;L7>20B5;O.  
� ?@8<5@5 ?>:070=> A>740=85 ?@028;0 4;O @07@5H5=8O SSH-?>4:;NG5=89 : 8=AB0=A0< 

2 3@C??5 157>?0A=>AB8 mySecGroup: 

$ openstack security group rule create --protocol tcp --dst-port 22 mySecGroup 

10.1.3 #84?9A<9 CD46<? 7DGCCO 59;BC4EABEF< 

#@028;0 <>6=> C40;OBL 87 3@C??K 157>?0A=>AB8. 
�BDO8B> 89=EF6<= 

1. "?@545;8B5 3@C??C 157>?0A=>AB8, : :>B>@>9 ?@8<5=ONBAO ?@028;0: 

$ openstack security group list 

2. #>;CG8B5 ID ?@028;, A2O70==KE A 3@C??>9 157>?0A=>AB8: 

$ openstack security group show <sec-group> 

3. '40;8B5 ?@028;> 8;8 ?@028;0: 

$ openstack security group rule delete <rule> [<rule> ...] 

#><5=O9B5 <rule> =0 ID ?@028;0, :>B>@>5 =C6=> C40;8BL.  >6=> C40;OBL A@07C =5A:>;L:> 
?@028;. �;O MB>3> C:068B5 A?8A:>< 845=B8D8:0B>@K ?@028; 4;O C40;5=8O 8 @0745;8B5 8E 
?@>15;0<8.  

10.1.4 �B546?9A<9 7DGCCO 59;BC4EABEF< A4 CBDF 
�@C??0 157>?0A=>AB8 ?> C<>;G0=8N ?@8<5=O5BAO : 8=AB0=A0<, 4;O :>B>@KE =5 C:070=0 

0;LB5@=0B82=0O 3@C??0 157>?0A=>AB8. �;LB5@=0B82=CN 3@C??C 157>?0A=>AB8 <>6=> ?@8<5=8BL 
: ?>@BC @01>B0NI53> 8=AB0=A0. 
�BDO8B> 89=EF6<= 

1. "?@545;8B5 ?>@B 8=AB0=A0, : :>B>@><C =C6=> ?@8<5=8BL 3@C??C 157>?0A=>AB8: 

$ openstack port list --server myInstancewithSSH 

2. #@8<5=8B5 3@C??C 157>?0A=>AB8 : ?>@BC: 

$ openstack port set --security-group <sec_group> <port> 
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#><5=O9B5 <sec_group> =0 8<O 8;8 ID 3@C??K 157>?0A=>AB8, :>B>@CN =C6=> ?@8<5=8BL 
: ?>@BC @01>B0NI53> 8=AB0=A0 ?>;L7>20B5;O.  

"?F8N --security-group <>6=> 8A?>;L7>20BL =5>4=>:@0B=>, 5A;8 =C6=> ?@8<5=8BL 
=5A:>;L:> 3@C?? 157>?0A=>AB8. 

10.1.5 #84?9A<9 7DGCCO 59;BC4EABEF< E CBDF4 

�;O C40;5=8O 3@C??K 157>?0A=>AB8 87 ?>@B0, =5>1E>48<> ?@5645 2A53> C40;8BL 2A5 3@C??K 
157>?0A=>AB8, 0 70B5< ?>2B>@=> 4>1028BL B5 3@C??K 157>?0A=>AB8, :>B>@K5 =C6=> >AB028BL 
=07=0G5==K<8 4;O ?>@B0. 
�BDO8B> 89=EF6<= 

1. #>;CG8B5 A?8A>: 2A5E 3@C?? 157>?0A=>AB8, A2O70==KE A ?>@B><, 8 >B<5BLB5 845=B8D8:0B>@K 
3@C?? 157>?0A=>AB8, :>B>@K5 =C6=> >AB028BL A2O70==K<8 A ?>@B><: 

$ openstack port show <port> 

2. '40;8B5 2A5 3@C??K 157>?0A=>AB8, A2O70==K5 A ?>@B><: 

$ openstack port set --no-security-group <port> 

3. #>2B>@=> ?@8<5=8B5 3@C??K 157>?0A=>AB8 : ?>@BC: 

$ openstack port set --security-group <sec_group> <port> 

#><5=O9B5 <sec_group> =0 ID 3@C??K 157>?0A=>AB8, :>B>@CN =C6=> ?>2B>@=> ?@8<5=8BL 
: ?>@BC @01>B0NI53> 8=AB0=A0 ?>;L7>20B5;O.  

"?F8N --security-group <>6=> 8A?>;L7>20BL =5>4=>:@0B=>, 5A;8 =C6=> ?@8<5=8BL 
=5A:>;L:> 3@C?? 157>?0A=>AB8. 

10.1.6 #84?9A<9 7DGCCO 59;BC4EABEF< 

'40;OBL <>6=> B>;L:> B5 3@C??K 157>?0A=>AB8, :>B>@K5 =5 A2O70=K =8 A >4=8< ?>@B><. 
�BDO8B> 89=EF6<= 

1. #>;CG8B5 8<O 8;8 ID 3@C??K 157>?0A=>AB8, :>B>@CN =C6=> C40;8BL: 

$ openstack security group list 

2. #>;CG8B5 A?8A>: 4>ABC?=KE ?>@B>2: 

$ openstack port list 

3. #@>25@LB5 :064K9 ?>@B =0 =0;8G85 A2O70==>9 A =8< 3@C??K 157>?0A=>AB8: 
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$ openstack port show <port-uuid> -c security_group_ids 

�A;8 3@C??0 157>?0A=>AB8, :>B>@CN =C6=> C40;8BL, A2O70=0 A :0:8<-;81> ?>@B><, 
?@5420@8B5;L=> C40;8B5 55 87 ?>@B0. 
4. '40;8B5 3@C??C 157>?0A=>AB8: 

$ openstack port set --security-group <sec_group> <port> 

#><5=O9B5 <group> =0 845=B8D8:0B>@ 3@C??K, :>B>@CN =C6=> C40;8BL.  
 >6=> C40;OBL A@07C =5A:>;L:> 3@C??. �;O MB>3> C:068B5 A?8A:>< 845=B8D8:0B>@K 3@C?? 

4;O C40;5=8O 8 @0745;8B5 8E ?@>15;0<8.  

10.1.7 �9A9D4J<O AB6B= C4DO SSH->?NK9= 

 >6=> A35=5@8@>20BL =>2CN ?0@C SSH-:;NG59 (SSH key pair) 4;O 8A?>;L7>20=8O 2 ?@>5:B5 
?>;L7>20B5;O. 

�A?>;L7C9B5 A5@B8D8:0B x509 4;O A>740=8O ?0@K :;NG59 4;O 8=AB0=A0 Windows.  

�BDO8B> 89=EF6<= 

1. %>7409B5 ?0@C :;NG59 8 A>E@0=8B5 70:@KBK9 :;NG 2 ;>:0;L=>9 48@5:B>@88 .ssh. 

$ openstack keypair create <keypair> > ~/.ssh/<keypair>.pem 

#><5=O9B5 <keypair> =0 8<O =>2>9 ?0@K :;NG59.  
2. �0I8B8B5 70:@KBK9 :;NG: 

$ chmod 600 ~/.ssh/<keypair>.pem 

10.1.8 �@CBDF EGM9EF6GNM9= C4DO SSH->?NK9= 

#>;L7>20B5;L <>65B 8<?>@B8@>20BL SSH-:;NG 2 A2>9 ?@>5:B, A>740==K9 2=5 ?;0BD>@<K 
1Stack, ?@54>AB0282 D09; >B:@KB>3> :;NG0 ?@8 A>740=88 =>2>9 ?0@K :;NG59. 
�BDO8B> 89=EF6<= 

1. %>7409B5 ?0@C :;NG59 87 ACI5AB2CNI53> D09;0 :;NG59 8 A>E@0=8B5 70:@KBK9 :;NG 
2 ;>:0;L=>9 48@5:B>@88 .ssh: 

 �;O 8<?>@B0 ?0@K :;NG59 87 ACI5AB2CNI53> D09;0 >B:@KB>3> :;NG0, 22548B5 
A;54CNICN :><0=4C: 

$ openstack keypair create --public-key ~/.ssh/<public_key>.pub 
<keypair> > ~/.ssh/<keypair>.pem 

 #><5=O9B5 <public_key> =0 8<O D09;0 >B:@KB>3> :;NG0, :>B>@K9 =C6=> 

8A?>;L7>20BL 4;O A>740=8O ?0@K :;NG59. 
 #><5=O9B5 <keypair> =0 8<O =>2>9 ?0@K :;NG59. 
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 'B>1K 8<?>@B8@>20BL ?0@C :;NG59 87 ACI5AB2CNI53> D09;0 70:@KB>3> :;NG0, 22548B5 
A;54CNICN :><0=4C: 

$ openstack keypair create --private-key ~/.ssh/<private_key> 
<keypair> > ~/.ssh/<keypair>.pem 

 #><5=O9B5 <private_key> =0 8<O D09;0 >B:@KB>3> :;NG0, :>B>@K9 =C6=> 8A?>;L7>20BL 
4;O A>740=8O ?0@K :;NG59. 

 #><5=O9B5 <keypair> =0 8<O =>2>9 ?0@K :;NG59. 
2. �0I8B8B5 70:@KBK9 :;NG: 

$ chmod 600 ~/.ssh/<keypair>.pem 

10.2 �4;A4K9A<9 C?464NM97B IP-48D9E4 <AEF4AEG 

 >6=> =07=0G8BL 8=AB0=AC >1I54>ABC?=K9 ?;020NI89 IP-04@5A (floating IP) 4;O A2O78 
A A5BO<8 70 ?@545;0<8 >1;0:0, 2:;NG0O A5BL �=B5@=5B.  

�4<8=8AB@0B>@ >1;0:0 =0AB@08205B 4>ABC?=K9 ?C; ?;020NI8E IP-04@5A>2 4;O 2=5H=59 
A5B8. #>;L7>20B5;L <>65B =07=0G8BL ?;020NI89 IP-04@5A 87 MB>3> ?C;0 A2>5<C ?@>5:BC, 0 70B5< 
A2O70BL ?;020NI89 IP-04@5A A> A2>8< 8=AB0=A><. 

#@>5:BK 8<5NB >3@0=8G5==CN :2>BC ?;020NI8E IP-04@5A>2, :>B>@K5 <>3CB 8A?>;L7>20BLAO 
8=AB0=A0<8 2 ?@>5:B5, ?> C<>;G0=8N – 50. #> MB>9 ?@8G8=5 A;54C5B >A2>1>640BL IP-04@5A0 
4;O ?>2B>@=>3> 8A?>;L7>20=8O, :>340 >=8 1>;LH5 =5 =C6=K. 

�D9864D<F9?PAO9 FD95B64A<O 

 �=AB0=A =0E>48BAO 2> 2=5H=59 A5B8 8;8 2 A5B8 ?@>5:B0, ?>4:;NG5==>9 : <0@H@CB870B>@C, 
2=5H=OO A5BL :>B>@>3> =0AB@>5=0 2 :0G5AB25 H;N70. 

 �=5H=OO A5BL, : :>B>@>9 1C45B ?>4:;NG0BLAO 8=AB0=A, A>45@68B ?>4A5BL 4;O ?@54>AB02;5=8O 
?;020NI8E IP-04@5A>2. 

�BDO8B> 89=EF6<= 

1. #@>25@LB5 ?;020NI85 IP-04@5A0, 2K45;5==K5 4;O B5:CI53> ?@>5:B0: 

$ openstack floating ip list 

 �A;8 A2>1>4=K5 ?;020NI85 IP-04@5A0, :>B>@K5 =C6=> 8A?>;L7>20BL, >BACBAB2CNB, 
2K45;8B5 ?;020NI89 IP-04@5A 4;O :>=:@5B=>3> ?@>5:B0 87 ?C;0 2=5H=59 A5B8: 

$ openstack floating ip create <provider-network> 

 #><5=O9B5 <provider-network> =0 8<O 8;8 ID 2=5H=59 A5B8, :>B>@CN =C6=> 8A?>;L7>20BL 
4;O ?@54>AB02;5=8O 2=5H=53> 4>ABC?0. 
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#> C<>;G0=8N ?;020NI89 IP-04@5A 2K45;O5BAO 87 ?C;0 2=5H=59 A5B8 A;CG09=K< >1@07><. 
�4<8=8AB@0B>@ >1;0:0 <>65B 8A?>;L7>20BL >?F8N --floating-ip-address 4;O 2K45;5=8O 
>?@545;5==>3> ?;020NI53> IP-04@5A0 87 2=5H=59 A5B8. 

2. !07=0GLB5 ?;020NI89 IP-04@5A 8=AB0=AC: 

$ openstack server add floating ip [--fixed-ip-address <ip_address>] <instance> 
<floating_ip> 

 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, : :>B>@><C =04> ?@54>AB028BL >B:@KBK9 
4>ABC?. 

 #><5=O9B5 <floating_ip> =0 ?;020NI89 IP-04@5A><, :>B>@K9 =C6=> =07=0G8BL 8=AB0=AC. 
 "?F8>=0;L=>: ?><5=O9B5 <ip_address> =0 IP-04@5A 8=B5@D59A0, : :>B>@><C =C6=> 

?@82O70BL ?;020NI89 IP-04@5A. #> C<>;G0=8N MB> 2K7>25B ?@8A>548=5=85 ?;020NI53> 
IP-045A0 : ?5@2><C ?>@BC. 

3. #@>25@LB5, GB> ?;020NI89 IP-04@5A =07=0G5= 8=AB0=AC: 

$ openstack server show <instance> 

10.3 �F6O;>4 C?464NM97B IP-48D9E4 BF <AEF4AE4 

�>340 ?C1;8G=K9 4>ABC? : 8=AB0=AC 1>;55 =5 =C65=, >B2O68B5 53> >B 8=AB0=A0 8 25@=8B5 
2 ?C; @0A?@545;5=8O. 
�BDO8B> 89=EF6<= 

1. "B2O68B5 ?;020NI89 IP-04@5A >B 8=AB0=A0: 

$ openstack server remove floating ip <instance> <ip_address> 

 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, : :>B>@><C =C6=> 70:@KBL ?C1;8G=K9 
4>ABC?. 

 #><5=O9B5 <floating_ip> =0 IP-04@5A, =07=0G5==K9 8=AB0=AC. 
2. �5@=8B5 ?;020NI89 IP-04@5A >1@0B=> 2 ?C; @0A?@545;5=8O. 

$ openstack floating ip delete <ip_address> 

3. #>4B25@48B5, GB> ?;020NI89 IP-04@5A C40;5= 8 1>;LH5 =5 4>ABC?5= 4;O =07=0G5=8O: 

$ openstack floating ip list 

10.4 !B;84A<9 <AEF4AE4 E SSH-8BEFGCB@ 

 >6=> ?@54>AB028BL SSH-4>ABC? : 8=AB0=AC, C:0702 ?0@C :;NG59 ?@8 53> A>740=88.  
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#0@K :;NG59 – MB> CG5B=K5 40==K5 SSH 8;8 x509, :>B>@K5 2=54@ONBAO 2 8=AB0=A 
?@8 70?CA:5. � :064>< ?@>5:B5 4>;6=0 1KBL :0: <8=8<C< >4=0 ?0@0 :;NG59. #0@0 :;NG59 
?@8=04;568B 8=48284C0;L=> ?>;L7>20B5;N, 0 =5 ?@>5:BC. 

!5;L7O A2O70BL ?0@C :;NG59 A 8=AB0=A>< C65 ?>A;5 A>740=8O 8=AB0=A0. 

�D9864D<F9?PAO9 FD95B64A<O 

 �>ABC?=0 ?0@0 :;NG59, :>B>@CN ?>;L7>20B5;L <>65B 8A?>;L7>20BL 4;O SSH 4>ABC?0 : A2>5<C 
8=AB0=AC. 

 %5BL, 2 :>B>@>9 ?;0=8@C5BAO A>740BL 8=AB0=A, – MB> 2=5H=OO A5BL 8;8 A5BL ?@>5:B0, :>B>@0O 
?>4:;NG5=0 : <0@H@CB870B>@C, 8<5NI5<C 2=5H=NN A5BL. � A5B8 ?@>5:B0 MB>B 
<0@H@CB870B>@ 4>;65= 1KBL C:070= 2 :0G5AB25 H;N70. 

 �=5H=OO A5BL, : :>B>@>9 ?>4:;NG05BAO 8=AB0=A, 2:;NG05B ?>4A5BL 4;O ?@54>AB02;5=8O 
?;020NI8E IP-04@5A>2. 

 �@C??>9 157>?0A=>AB8 @07@5H5= 4>ABC? ?> SSH : 8=AB0=A0<. 
 "1@07, =0 :>B>@>< >A=>20= 8=AB0=A, A>45@68B ?0:5B Aloud-init 4;O 2=54@5=8O >B:@KB>3> 

:;NG0 SSH 2 8=AB0=A. 
 �>ABC?5= ?;020NI89 IP-:;NG 4;O =07=0G5=8O 8=AB0=AC. 
�BDO8B> 89=EF6<= 

1. #>;CG8B5 8<O 8;8 ID H01;>=0 A ?@>D8;5< 0??0@0B=>3> >1>@C4>20=8O, :>B>@>5 =5>1E>48<> 
4;O 8=AB0=A0: 

$ openstack flavor list 

�K15@8B5 H01;>= 4>AB0B>G=>3> @07<5@0 4;O CA?5H=>9 703@C7:8 >1@070, 2 ?@>B82=>< A;CG05 
?@>87>945B A1>9 703@C7:8 8=AB0=A0. 

2. #>;CG8B5 8<O 8;8 ID >1@070 A ?@>D8;5< #", :>B>@K9 =5>1E>48< 4;O 8=AB0=A0: 

$ openstack image list 

�A;8 =C6=K9 >1@07 =54>ABC?5=, <>6=> A:0G0BL 8;8 A>740BL =>2K9 >1@07. 
3. #>;CG8B5 8<O 8;8 ID A5B8, : :>B>@>9 =C6=> ?>4:;NG8BL 8=AB0=A: 

$ openstack network list 

4. #>;CG8B5 8<O ?0@K :;NG59, :>B>@0O 1C45B 8A?>;L7>20BLAO 4;O C40;5==>3> 4>ABC?0 : 8=AB0=AC. 

$ openstack keypair list 

5. %>7409B5 8=AB0=A A 4>ABC?>< ?> SSH: 
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$ openstack server create --flavor <flavor> --image <image> --network <network> \ 
  [--security-group <secgroup>] --key-name <keypair> --wait myInstancewithSSH 

 #><5=O9B5 <flavor> =0 8<O 8;8 ID H01;>=0 8=AB0=A0, ?>;CG5==K5 ?@8 2K?>;=5=88 
H030 1. 

 #><5=O9B5 <image> =0 8<O 8;8 ID >1@070, ?>;CG5==K5 ?@8 2K?>;=5=88 H030 2. 
 #><5=O9B5 <network> =0 8<O 8;8 ID A5B8, ?>;CG5==K5 ?@8 2K?>;=5=88 H030 3.  

"?F8N --network <>6=> 8A?>;L7>20BL =5A:>;L:> @07, 5A;8 =C6=> ?>4:;NG8BL 8=AB0=A 
: =5A:>;L:8< A5BO<. 

 "?F8>=0;L=>: 3@C??0 157>?0A=>AB8 ?> C<>;G0=8N ?@8<5=O5BAO : 8=AB0=A0<, 4;O :>B>@KE 
=5 C:070=0 0;LB5@=0B82=0O 3@C??0 157>?0A=>AB8. #>;L7>20B5;L <>65B ?@8<5=8BL 
0;LB5@=0B82=CN 3@C??C 157>?0A=>AB8 =5?>A@54AB25==> : 8=AB0=AC ?@8 A>740=88 8;8 
: ?>@BC @01>B0NI53> 8=AB0=A0.  
�A?>;L7C9B5 ?0@0<5B@ --security-group, GB>1K C:070BL 0;LB5@=0B82=CN 3@C??C 
157>?0A=>AB8 ?@8 A>740=88 8=AB0=A0. 

 #><5=O9B5 <keypair> =0 8<O 8;8 ID ?0@K :;NG59, ?>;CG5==K5 ?@8 2K?>;=5=88 H030 4. 
6. !07=0GLB5 8=AB0=AC ?;020NI89 IP-04@5A: 

$ openstack server add floating ip myInstancewithSSH <floating_ip> 

 #><5=O9B5 <floating_ip> =0 ?;020NI89 IP-04@5A, :>B>@K9 =C6=> =07=0G8BL 8=AB0=AC. 
7. �A?>;L7C9B5 02B><0B8G5A:8 A>740==CN CG5B=CN 70?8AL >1;0G=>3> ?>;L7>20B5;O, GB>1K 

C1548BLAO, <>6=> 2>9B8 2 8=AB0=A ?@8 ?><>I8 SSH: 

$ ssh -i ~/.ssh/<keypair>.pem cloud-user@<floatingIP> 
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11 �B8>?NK9A<9 > <AEF4AEG 

#>;L7>20B5;L <>65B ?>;CG8BL 4>ABC? : 8=AB0=AC 87 2=5H=53> <5AB>?>;>65=8O 
?> >B=>H5=8N : >1;0:C A ?><>ILN C40;5==>9 >1>;>G:8 B8?0 SSH 8;8 WinRM, 5A;8 ?@>B>:>; 
1K; @07@5H5= 2 ?@028;0E 3@C??K 157>?0A=>AB8 8=AB0=A0. &0:65 <>6=> ?>4:;NG8BLAO =0?@O<CN 
: :>=A>;8 8=AB0=A0 4;O >B;04:8 4065 ?@8 A1>OE A5B52>3> ?>4:;NG5=8O. 

�A;8 ?>;L7>20B5;L =5 ?@54>AB028; 8=AB0=AC ?0@C :;NG59 8;8 =5 =07=0G8; 3@C??C 157>?0A=>AB8 
4;O 8=AB0=A0, B> ?>;CG8BL 4>ABC? : 8=AB0=AC <>6=> B>;L:> 87=CB@8 >1;0:0 G5@57 VNC-:>=A>;L. 
"B?@028BL ping-70?@>A =5;L7O.  

11.1 �BEFGC > >BAEB?< <AEF4AE4 

� VNC-:>=A>;8 (VN% console) 8=AB0=A0 <>6=> ?>4:;NG8BLAO =0?@O<CN – 4;O MB>3> 225AB8 
55 URL-04@5A 2 1@0C75@5. 
�BDO8B> 89=EF6<= 

1. �;O >B>1@065=8O URL-04@5A0 VNC-:>=A>;8 8=AB0=A0, 22548B5 :><0=4C: 

$ openstack console url show <vm_name> 
+-------+-------------------------------------------------------+ 
| Field | Value                                                 | 
+-------+-------------------------------------------------------+ 
| type  | novnc                                                 | 
| url   | http://172.25.250.50:6080/vnc_auto.html?token=        | 
|       | 962dfd71-f047-43d3-89a5-13cb88261eb9                  | 
+-------+-------------------------------------------------------+ 

2. 'B>1K ?>4:;NG8BLAO =0?@O<CN : :>=A>;8 VNC, 22548B5 >B>1@0605<K9 URL-04@5A 2 1@0C75@5. 

11.2 �IB8 6 <AEF4AE 
� >1I54>ABC?=K5 8=AB0=AK <>6=> 2>9B8 C40;5==>. 

�D9864D<F9?PAO9 FD95B64A<O 

 ' ?>;L7>20B5;O 5ABL A5@B8D8:0B ?0@K :;NG59 4;O 8=AB0=A0. %5@B8D8:0B 703@C605BAO 
?@8 A>740=88 ?0@K :;NG59. �A;8 ?>;L7>20B5;L =5 A>74020; ?0@C :;NG59 A0<>AB>OB5;L=>, 
=C6=> >1@0B8BLAO : 04<8=8AB@0B>@C. 

 �=AB0=A =0AB@>5= :0: >1I54>ABC?=K9. 
 ' ?>;L7>20B5;O 5ABL CG5B=0O 70?8AL ?>;L7>20B5;O >1;0:0. 
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�BDO8B> 89=EF6<= 

1. #>;CG8B5 ?;020NI89 IP-04@5A 8=AB0=A0, 2 :>B>@K9 =C6=> 709B8: 

$ openstack server show <instance> 

2. #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, : :>B>@><C =C6=> ?>4:;NG8BLAO. 
3. �A?>;L7C9B5 A>740==K9 02B><0B8G5A:8 0::0C=B >1;0G=>3> ?>;L7>20B5;O 4;O 2E>40 2 8=AB0=A: 

$ ssh -i ~/.ssh/<keypair>.pem cloud-user@<floatingIP> 

 #><5=O9B5 <keypair> =0 8<O ?0@K :;NG59. 
 #><5=O9B5 <floating_ip> =0 ?;020NI89 IP-04@5A 8=AB0=A0. 

�;O 02B>@870F88 2 8=AB0=A5 157 ?;020NI53> IP-04@5A0 <>6=> 8A?>;L7>20BL :><0=4C:  
$ openstack server ssh --login cloud-user --identity ~/.ssh/<keypair>.pem --private <instance> 

 #><5=O9B5 <keypair> =0 8<O ?0@K :;NG59. 
 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, : :>B>@><C =04> ?>4:;NG8BLAO. 
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12 #CD46?9A<9 <AEF4AEB@ 

#>;L7>20B5;L <>65B 2K?>;=OBL >?5@0F88 C?@02;5=8O 8=AB0=A><, =0?@8<5@, 87<5=OBL 
@07<5@ 8=AB0=A0 8;8 2K:;NG0BL 8=AB0=A, >G8I0BL @5AC@AK. 

12.1 �;@9A9A<9 D4;@9D4 <AEF4AE4 

!5>1E>48<>ABL 2 87<5=5=88 @07<5@0 8=AB0=A0 2>7=8:05B, 5A;8 =C6=> C25;8G8BL 8;8 
C<5=LH8BL :>;8G5AB2> ?0<OB8 8;8 ?@>F5AA>@>2 (CPU) 8=AB0=A0.  

'B>1K 87<5=8BL @07<5@ 8=AB0=A0, 2K15@8B5 =>2K9 H01;>= 8=AB0=A0 A =C6=>9 5<:>ABLN. 
#@8 87<5=5=88 @07<5@0 8=AB0=A0 >ACI5AB2;O5BAO 53> ?5@5A1>@:0 8 ?5@570?CA:. 
�BDO8B> 89=EF6<= 

1. #>;CG8B5 8<O 8;8 ID 8=AB0=A0, @07<5@ :>B>@>3> =C6=> 87<5=8BL: 

$ openstack server list 

2. #>;CG8B5 8<O 8;8 ID H01;>=0, :>B>@K9 1C45B 8A?>;L7>20BLAO 4;O 87<5=5=8O @07<5@0 
8=AB0=A0: 

$ openstack flavor list 

3. �7<5=8B5 @07<5@ 8=AB0=A0: 

$ openstack server resize --flavor <flavor> --wait <instance> 

 #><5=O9B5 <flavor> =0 8<O 8;8 ID H01;>=0, ?>;CG5==K5 ?@8 2K?>;=5=88 H030 2. 
 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, @07<5@ :>B>@>3> 87<5=O5BAO. 

�7<5=5=85 @07<5@0 <>65B 70=OBL =5:>B>@>5 2@5<O. "?5@0F8>==0O A8AB5<0 8=AB0=A0 2K?>;=O5B 
@53C;8@C5<>5 7025@H5=85 @01>BK ?5@54 >B:;NG5=85< 8=AB0=A0 8 87<5=5=85< 53> @07<5@0. � MB> 
2@5<O AB0BCA 8=AB0=A0 – RESIZE: 

$ openstack server list 
+----------------------+----------------+--------+-----------------------------------+ 
| ID                   | Name           | Status | Networks                          | 
+----------------------+----------------+--------+-----------------------------------+ 
| 67bc9a9a-5928-47c... | myCirrosServer | RESIZE | admin_internal_net=192.168.111.139| 
+----------------------+----------------+--------+-----------------------------------+ 
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4. #>A;5 7025@H5=8O 87<5=5=8O @07<5@0 AB0BCA 8=AB0=A0 ?><5=O5BAO =0 VERIFY_RESIZE. �0B5< 

=5>1E>48<> ?>4B25@48BL ;81> >B<5=8BL 87<5=5=85 @07<5@0: 
 'B>1K ?>4B25@48BL 87<5=5=85 @07<5@0, 22548B5 :><0=4C: 

$ openstack server resize confirm <instance> 

 'B>1K >B<5=8BL 87<5=5=85 @07<5@0, 22548B5 :><0=4C: 

$ openstack server resize revert <instance> 

�=AB0=A 25@=5BAO : 8AE>4=><C H01;>=C, 0 AB0BCA ?><5=O5BAO =0 ACTIVE.  

"1;0:> <>65B 1KBL =0AB@>5=> =0 02B><0B8G5A:>5 ?>4B25@645=85 87<5=5=8O @07<5@0 8=AB0=A0, 
5A;8 87<5=5=8O =5 ?>4B25@645=K 8;8 =5 >B<5=5=K 2 B5G5=85 CAB0=>2;5==>3> ?5@8>40 2@5<5=8. 

12.2 !B;84A<9 EA<@>4 <AEF4AE4 

%=8<>: (snapshot) – MB> >1@07, D8:A8@CNI89 A>AB>O=85 @01>G53> 48A:0 8=AB0=A0.  
#>;L7>20B5;L <>65B A45;0BL A=8<>: 8=AB0=A0, GB>1K 8A?>;L7>20BL 53> 2 :0G5AB25 H01;>=0 

?@8 A>740=88 =>2KE 8=AB0=A>2.  
%=8<:8 ?>72>;ONB A>74020BL =>2K5 8=AB0=AK 87 4@C3>3> 8=AB0=A0 8 2>AAB0=02;820BL 

A>AB>O=85 8=AB0=A0.  
�A;8 C40;8BL 8=AB0=A, =0 :>B>@>< >A=>20= A=8<>:, >AB0=5BAO 2>7<>6=>ABL 8A?>;L7>20BL 

A=8<>: 4;O A>740=8O =>2>3> 8=AB0=A0 2 B>< 65 A>AB>O=88, GB> 8 A=8<>:. 
�BDO8B> 89=EF6<= 

1. #>;CG8B5 8<O 8;8 ID 8=AB0=A0, c :>B>@>3> =5>1E>48<> A45;0BL A=8<>:: 

$ openstack server list 

2. %>7409B5 A=8<>:: 

$ openstack server image create --name <image_name> <instance> 

 #><5=O9B5 <image_name> =0 8<O =>2>3> 87>1@065=8O A=8<:0. 
 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, A :>B>@>3> =C6=> A45;0BL A=8<>:. 

3. "?F8>=0;L=>: GB>1K >15A?5G8BL :>=A8AB5=B=>5 A>AB>O=85 48A:0, :>340 A=8<>: 8=AB0=A0 
8A?>;L7C5BAO :0: H01;>= 4;O A>740=8O =>2KE 8=AB0=A>2, 2:;NG8B5 3>AB52>9 035=B QEMU 8 
C:068B5, GB> D09;>20O A8AB5<0 4>;6=0 1KBL ?@8>AB0=>2;5=0 ?@8 >1@01>B:5 A=8<:0, 4>10282 
2 >1@07 A=8<:0 A;54CNI85 <5B040==K5: 

$ openstack image set --property hw_qemu_guest_agent=yes --property 
os_require_quiesce=yes <image_name> 
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QEMU Guest Agent – MB> D>=>2K9 ?@>F5AA, :>B>@K9 ?><>305B ?@8;>65=8O< C?@02;5=8O 
2K?>;=OBL :><0=4K =0 C@>2=5 "% 8=AB0=A0. �:B820F8O MB>3> 035=B0 4>102;O5B : 8=AB0=AC 5I5 
>4=> CAB@>9AB2>, :>B>@>5 ?>B@51;O5B A;>B PCI, 8 >3@0=8G8205B :>;8G5AB2> 4@C38E CAB@>9AB2, 
:>B>@K5 <>6=> 2K45;8BL 4;O 8=AB0=A0. &0:65 ?@8 MB>< 8=AB0=AK Windows >B>1@060NB 
?@54C?@5645=85 > =58725AB=>< 0??0@0B=>< CAB@>9AB25. 

12.3 �BEEF4AB6?9A<9 <AEF4AE4 

� M:AB@5==>9 A8BC0F88, =0?@8<5@ ?@8 A8AB5<=>< A1>5 8;8 >B:075 4>ABC?0, <>6=> ?5@525AB8 
8=AB0=A 2 @568< 2>AAB0=>2;5=8O (rescue mode). #@8 MB>< 8=AB0=A 2K:;NG05BAO, ?5@5703@C605BAO 
A =>2K< 48A:>< 8=AB0=A0 8 <>=B8@C5B >@838=0;L=K9 48A: 8=AB0=A0 8 48A: :>=D83C@0F88 (config 

drive) 2 :0G5AB25 B><0 =0 ?5@5703@C65==>< 8=AB0=A5.  >6=> ?>4:;NG8BLAO : ?5@5703@C65==><C 
8=AB0=AC 8 ?@>A<>B@5BL >@838=0;L=K9 48A: 8=AB0=A0 4;O 2>AAB0=>2;5=8O A8AB5<K 8 40==KE. 

!5;L7O 2>AAB0=>28BL 8=AB0=A, 703@C65==K9 A B><0 48A:0 (volume). 

�BDO8B> 89=EF6<= 

1. �>AAB0=>28B5 8=AB0=A: 

$ openstack server rescue [--image <image>] <instance> 

 "?F8>=0;L=>: ?> C<>;G0=8N 8=AB0=A 703@C605BAO 87 020@89=>3> >1@070, 
?@54>AB02;5==>3> 04<8=8AB@0B>@>< >1;0:0, 8;8 87 =>2>9 :>?88 8AE>4=>3> >1@070 
8=AB0=A0. �A?>;L7C9B5 ?0@0<5B@ --image, GB>1K C:070BL 0;LB5@=0B82=K9 >1@07, :>B>@K9 
1C45B 8A?>;L7>20BLAO ?@8 ?5@5703@C7:5 8=AB0=A0 2 @568<5 2>AAB0=>2;5=8O. 

 #><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, :>B>@K9 =C6=> 2>AAB0=>28BL. 
2. #>4:;NG8B5AL : 2>AAB0=>2;5==><C 8=AB0=AC, GB>1K CAB@0=8BL ?@>1;5<C. 
3. #5@5703@C78B5 8=AB0=A A >1KG=>3> 703@C7>G=>3> 48A:0: 

$ openstack server unrescue <instance> 

12.4 �O>?NK9A<9 <AEF4AE4 < BK<EF>4 D9EGDEB6 Ц�# < C4@OF< 

!58A?>;L7C5<K9 8=AB0=A, :>B>@K9 =5 ?;0=8@C5BAO C40;OBL, <>6=> 2K:;NG8BL A >G8AB:>9 
@5AC@A>2 &#' 8 ?0<OB8 (shelve). #@8 B0:>< 2K:;NG5=88 8=AB0=A0 A>E@0=ONBAO 53> 40==K5 8 
2K45;5==K5 @5AC@AK, => 53> ?0<OBL >G8I05BAO.  

� 7028A8<>AB8 >B :>=D83C@0F88 >1;0:0 2K:;NG5==K5 8=AB0=AK ?5@52>4OBAO 2 A>AB>O=85 
SHELVED_OFFLOADED A@07C ;81> ?>A;5 7040==>9 2@5<5==>9 7045@6:8. 

#@8 2K:;NG5=88 8=AB0=A0 A >G8AB:>9 &#' 8 ?0<OB8 A5@28A 2KG8A;8B5;L=KE @5AC@A>2 
(Compute) A>7405B <><5=B0;L=K9 A=8<>:, D8:A8@CNI89 A>AB>O=85 8=AB0=A0, 8 ?@8A208205B 5<C 
8<O 2 D>@<0B5 <8=AB0=A>-shelved. %=8<>: C40;O5BAO ?@8 2:;NG5=88 8=AB0=A0 8;8 ?@8 53> 
C40;5=88.  

�A;8 2K:;NG5==K9 8=AB0=A 1>;55 =5 =C65=, 53> <>6=> C40;8BL.  



 
 

 

 www.jet.su 57 

 

&0:65 >4=>2@5<5==> <>6=> 2K:;NG8BL A >G8AB:>9 @5AC@A>2 =5A:>;L:> 8=AB0=A>2. 
�BDO8B> 89=EF6<= 

1. #>;CG8B5 8<O 8;8 ID 8=AB0=A0 8;8 8=AB0=A>2, :>B>@K5 =C6=> 2K:;NG8BL (shelve): 

$ openstack server list 

2. �K:;NG8B5 8=AB0=A 8;8 8=AB0=AK A >G8AB:>9 &#' 8 ?0<OB8: 

$ openstack server shelve <instance> [<instance> ...] 

#><5=O9B5 <instance> =0 8<O 8;8 ID 8=AB0=A0, :>B>@K9 =C6=> 2K:;NG8BL. #@8 
=5>1E>48<>AB8 <>6=> C:070BL =5A:>;L:> 2K:;NG05<KE 8=AB0=A>2.  
3. '1548B5AL, GB> 8=AB0=A 2K:;NG5=. 

$ openstack server list 

�K:;NG5==K5 8=AB0=AK 8<5NB AB0BCA SHELVED_OFFLOADED. 

12.5 �C9D4J<< GCD46?9A<O <AEF4AEB@ 

#>A;5 A>740=8O 8=AB0=A0?>;L7>20B5;L <>65B 2K?>;=OBL A;54CNI85 >?5@0F88 C?@02;5=8O: 
�C9D4J<O �C<E4A<9 КB@4A84 

"AB0=>28BL 8=AB0=A "AB0=02;8205B 8=AB0=A openstack server stop 

�0?CAB8BL 8=AB0=A �0?CA:05B >AB0=>2;5==K9 8=AB0=A openstack server start 

#>AB028BL @01>BC 
8=AB0=A0 =0 ?0C7C 

 3=>25==> ?@8>AB0=02;8205B @01>BC 8=AB0=A0. 
%>AB>O=85 8=AB0=A0 E@0=8BAO 2 ?0<OB8 ("�'). 
#@8>AB0=>2;5==K9 8=AB0=A ?@>4>;605B @01>BC 
2 70<>@>65==>< A>AB>O=88.  
#>4B25@640BL 459AB285 ?@8>AB0=>2:8 =5 B@51C5BAO 

openstack server pause 

�>7>1=>28BL @01>BC 
?@8>AB0=>2;5==>3> 
8=AB0=A0 

 3=>25==> 2>7>1=>2;O5B @01>BC 
?@8>AB0=>2;5==>3> 8=AB0=A0.  
#>4B25@48BL 459AB285 2>7>1=>2;5=8O =5 B@51C5BAO 

openstack server unpause 

#5@525AB8 @01>B0NI89 
8=AB0=A 2 A>AB>O=85 
>6840=8O 

!5<54;5==> ?5@52>48B 8=AB0=A 2 A>AB>O=85 
>6840=8O. %>AB>O=85 8=AB0=A0 E@0=8BAO =0 48A:5 
8=AB0=A0.  
#>4B25@640BL 459AB285 ?5@52>40 2 A>AB>O=85 
>6840=8O =5 B@51C5BAO 

openstack server suspend 

�>7>1=>28BL @01>BC 
?@8>AB0=>2;5==>3> 
8=AB0=A0 

 3=>25==> 2>7>1=>2;O5B @01>BC 8=AB0=A0 2 
A>AB>O=88 >6840=8O. %>AB>O=85 8=AB0=A0 E@0=8BAO 
=0 48A:5 8=AB0=A0. 
#>4B25@640BL 459AB285 2>7>1=>2;5=8O @01>BK =5 
B@51C5BAO  

openstack server resume 

'40;8BL 8=AB0=A '40;O5B 8=AB0=A =02A5340.  openstack server delete 
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�C9D4J<O �C<E4A<9 КB@4A84 

#>4B25@640BL 459AB285 ?> C=8GB>65=8N =5 
B@51C5BAO.  
'40;5==K5 8=AB0=AK =52>7<>6=> 2>AAB0=>28BL, 
:@><5 A;CG052, :>340 2 >1;0:5 =0AB@>5=> 
>1@0B8<>5 C40;5=85. 
�D<@9K4A<9 

'40;5=85 8=AB0=A0 =5 ?@82>48B : C40;5=8N 
?>4:;NG5==KE : =5<C B><>2. #>4:;NG5==K5 B><0 
=5>1E>48<> C40;8BL >B45;L=> 

$540:B8@>20BL 40==K5 
8=AB0=A0 

#>;L7>20B5;L <>65B 8A?>;L7>20BL <5B040==K5 
8=AB0=A0, GB>1K C:070BL A2>9AB20 8=AB0=A0 

openstack server set --

property <key=value> [--

property <key=value>] 

<instance>  

�>1028BL 3@C??K 
157>?0A=>AB8 

�>102;O5B C:070==CN 3@C??C 157>?0A=>AB8 : 
8=AB0=AC 

openstack server add 

security group 

'40;8BL 3@C??K 
157>?0A=>AB8 

'40;O5B C:070==CN 3@C??C 157>?0A=>AB8 4;O 
8=AB0=A0 

openstack remove security 

group 

#@>8725AB8 020@89=>5 
2>AAB0=>2;5=85 8=AB0=A0 

� G@572KG09=>9 A8BC0F88, =0?@8<5@, ?@8 A1>5 
A8AB5<K 8;8 >B:075 4>ABC?0, <>6=> ?5@525AB8 
8=AB0=A 2 @568< 020@89=>3> 2>AAB0=>2;5=8O.  
#@8 MB>< 8=AB0=A >B:;NG05BAO, 0 :>@=52>9 48A: 
?>4:;NG05BAO : 2@5<5==><C A5@25@C.  
'B>1K 2>AAB0=>28BL A8AB5<C 8 40==K5 
?>;L7>20B5;L <>65B ?>4:;NG8BLAO : 2@5<5==><C 
A5@25@C. 
&0:65 <>6=> ?5@5703@C78BL @01>B0NI89 8=AB0=A 2 
@568< 2>AAB0=>2;5=8O. !0?@8<5@, B0:0O >?5@0F8O 
<>65B 1KBL =5>1E>48<0 ?@8 ?>2@5645=88 
D09;>2>9 A8AB5<K 8=AB0=A0.  
�D<@9K4A<9 

�K?>;=OBL 020@89=>5 2>AAB0=>2;5=85 8=AB0=A0, 
703@C65==>3> A B><0, =5;L7O 

openstack server rescue 

�>AAB0=>28BL 8=AB0=A 
?>A;5 020@89=>3> 
2>AAB0=>2;5=8O 

�>AAB0=02;8205B 8=AB0=A ?>A;5 020@89=>3> 
2>AAB0=>2;5=8O 

openstack server unrescue 

#@>A<>B@5BL 6C@=0;K 
8=AB0=A0 

#@>A<>B@ ?>A;54=53> @0745;0 6C@=0;0 :>=A>;8 
8=AB0=A0 

openstack console log show 

�K:;NG8BL 8=AB0=A 8 
>G8AB8BL @5AC@AK &#' 8 
?0<OB8 

�A;8 2K:;NG8BL 8=AB0=A A >G8AB:>9 @5AC@A>2, 1C4CB 
A>E@0=5=K 53> 40==K5 8 @0A?@545;5=85 @5AC@A>2, 
?@8 MB>< ?0<OBL 8=AB0=A0 >G8AB8BAO.  
� 7028A8<>AB8 >B :>=D83C@0F88 >1;0:0 
2K:;NG5==K5 8=AB0=AK ?5@52>4OBAO 2 A>AB>O=85 
SHELVED_OFFLOADED A@07C ;81> ?>A;5 7040==>9 
2@5<5==>9 7045@6:8.  
�>340 8=AB0=A =0E>48BAO 2 A>AB>O=88 
SHELVED_OFFLOADED, 53> 40==K5 8 2K45;5=85 

openstack server shelve 
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�C9D4J<O �C<E4A<9 КB@4A84 

@5AC@A>2 C40;ONBAO. %>AB>O=85 8=AB0=A0 E@0=8BAO 
=0 48A:5 8=AB0=A0. 
�A;8 M:75<?;O@ 1K; 703@C65= A B><0, >= <3=>25==> 
?5@5E>48B 2 A>AB>O=85 SHELVED_OFFLOADED.  

#>4B25@640BL 459AB285 ?> 2K:;NG5=8N A 
>G8AB:>9 @5AC@A>2 =5 B@51C5BAO 

�:;NG8BL 8=AB0=A >1@0B=> �>AAB0=02;8205B 8=AB0=A, 8A?>;L7CO >1@07 48A:0 
2K:;NG5==>3> 8=AB0=A0. 

openstack server unshelve 

�;>:8@>20BL 8=AB0=A �;>:8@C5B 8=AB0=A, GB>1K 70?@5B8BL 
?>;L7>20B5;O<, =5 O2;ONI8<AO 04<8=8AB@0B>@0<8, 
2K?>;=OBL 459AB28O =0 8=AB0=A5 

openstack server lock 

openstack server unlock 

 O3:0O ?5@5703@C7:0 
8=AB0=A0 

 O3:> >AB0=02;8205B 8 ?5@570?CA:05B 8=AB0=A.  
#@8 <O3:>9 ?5@5703@C7:5 2K?>;=O5BAO ?>?KB:0 
<O3:> 7025@H8BL 2A5 ?@>F5AAK ?5@54 
?5@570?CA:>< M:75<?;O@0. 
#@8 ?5@5703@C7:5 8=AB0=A0 ?> C<>;G0=8N 
?@>8AE>48B <O3:0O ?5@5703@C7:0 

openstack server reboot --

soft <server> 

�5AB:0O ?5@5703@C7:0 
8=AB0=A0 

"AB0=>2:0 8 ?5@570?CA: 8=AB0=A0.  
#@8 65AB:>9 ?5@5703@C7:5 ?8B0=85 8=AB0=A0 
>B:;NG05BAO, 0 70B5< A=>20 2:;NG05BAO 

openstack server reboot --

hard <server> 

#5@5A1>@:0 8=AB0=A0 �A?>;L7C9B5 =>2K5 ?0@0<5B@K >1@070 8 
@0745;5=8O 48A:0 4;O ?5@5A1>@:8 8=AB0=A0, 
2:;NG0O 2K:;NG5=85 8=AB0=A0, A>740=85 =>2>3> 
>1@070 8 ?5@5703@C7:C. 
�A?>;L7C9B5 MBC >?F8N ?@8 2>7=8:=>25=88 
?@>1;5< A >?5@0F8>==>9 A8AB5<>9 2<5AB> 
?@5@K20=8O @01>BK 8=AB0=A0 8 53> ?>2B>@=>3> 
70?CA:0 

openstack server rebuild 
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13 !B;84A<9 >4EFB@<;<DB64AAB7B <AEF4AE4 

#>;L7>20B5;8 >1;0:0 <>3CB C:070BL 4>?>;=8B5;L=K5 40==K5 4;O 8A?>;L7>20=8O ?@8 70?CA:5 
8=AB0=A0, =0?@8<5@ AF5=0@89 >1>;>G:8, :>B>@K9 8=AB0=A 70?CA:05B ?@8 703@C7:5.  

#>;L7>20B5;L >1;0:0 <>65B ?@8<5=OBL A;54CNI85 <5B>4K 4;O ?5@540G8 40==KE 
2 8=AB0=AK: 
�4AAO9 CB?P;B64F9?O (User Data) 

�A?>;L7C9B5 4;O 2:;NG5=8O 8=AB@C:F89 2 :><0=4C 70?CA:0 8=AB0=A0 4;O 2K?>;=5=8O 
Aloud-init. 

�9F484AAO9 <AEF4AE4 (Instance metadata) 

%?8A>: ?0@ «:;NG-7=0G5=85», :>B>@K5 <>6=> C:070BL ?@8 A>740=88 8;8 >1=>2;5=88 
8=AB0=A0. 

#>;L7>20B5;L <>65B ?>;CG8BL 4>ABC? : 4>?>;=8B5;L=K< 40==K<, ?5@540205<K< 2 8=AB0=A, 
8A?>;L7CO 48A: :>=D83C@0F88 8;8 A5@28A <5B040==KE. 
�<E> >BAH<7GD4J<< (Config drive) 

#>;L7>20B5;L <>65B ?>4:;NG0BL 48A: :>=D83C@0F88 : 8=AB0=AC ?@8 703@C7:5.  
�8A: :>=D83C@0F88 <>65B 8A?>;L7>20BLAO 8=AB0=A>< :0: 48A:, 4>ABC?=K9 B>;L:> 

4;O GB5=8O. �=AB0=A <>65B ?>4:;NG0BL MB>B 48A: 8 AG8BK20BL A =53> D09;K.  
�8A: :>=D83C@0F88 <>6=> 8A?>;L7>20BL 2 :0G5AB25 8AB>G=8:0 8=D>@<0F88 cloud-init. 

�8A:8 :>=D83C@0F88 C4>1=K 2 A>G5B0=88 A Eloud-init 4;O A>740=8O A5@25@0, 0 B0:65 5A;8 
=C6=> ?5@540BL 1>;LH85 D09;K A2>5<C 8=AB0=AC. !0?@8<5@, <>6=> =0AB@>8BL Eloud-init 

4;O 02B><0B8G5A:>3> ?>4:;NG5=8O 48A:0 :>=D83C@0F88 8 70?CA:0 AF5=0@852 CAB0=>2:8 
?@8 =0G0;L=>9 703@C7:5 8=AB0=A0.  

�8A:8 :>=D83C@0F88 A>740NBAO A <5B:>9 B><0 config-2 8 ?>4:;NG0NBAO : 8=AB0=AC ?@8 53> 
703@C7:5. %>45@68<>5 ;N1KE 4>?>;=8B5;L=KE D09;>2, ?5@540205<KE =0 48A: :>=D83C@0F88, 
4>102;O5BAO 2 D09; user_data 2 :0B0;>35 openstack/{version}/ 48A:0 :>=D83C@0F88. �7 MB>3> D09;0 
Aloud-init 872;5:05B ?>;L7>20B5;LA:85 40==K5. 
!9D6<E @9F484AAOI (Metadata service) 

#@54>AB02;O5B REST API 4;O ?>;CG5=8O 40==KE, >B=>AOI8EAO : 8=AB0=AC. �=AB0=AK ?>;CG0NB 
4>ABC? : MB><C A5@28AC ?> 04@5AC 169.254.169.254 8;8 fe80::a9fe:a9fe. 

Eloud-init <>65B 8A?>;L7>20BL 48A: :>=D83C@0F88, 0 B0:65 A5@28A <5B040==KE 
4;O 4>102;5=8O 4>?>;=8B5;L=KE 40==KE ?@8 =0AB@>9:5 8=AB0=A0.  

#0:5B cloud-init ?>445@68205B =5A:>;L:> D>@<0B>2 22>40 40==KE. %:@8?BK >1>;>G:8 8 
D>@<0B cloud-config O2;ONBAO =081>;55 @0A?@>AB@0=5==K<8 2E>4=K<8 D>@<0B0<8: 

 AF5=0@88 >1>;>G:8: >1JO2;5=85 40==KE =0G8=05BAO A #! 8;8 Content-Type: text/x-

shellscript. %F5=0@88 >1>;>G:8 2K7K20NBAO 2 ?@>F5AA5 703@C7:8 2 ?>A;54=NN >G5@54L. 
 D>@<0B cloud-config: >1JO2;5=85 40==KE =0G8=05BAO A #cloud-config 8;8 Content-Type: 

text/cloud-config. (09;K cloud-config 4>;6=K 8<5BL :>@@5:B=K9 D>@<0B YAML, GB>1K 8E 
<>6=> 1K;> 0=0;878@>20BL 8 8A?>;=OBL A ?><>ILN Eloud-init. 



 
 

 

 www.jet.su 61 

 

Eloud-init 8<55B <0:A8<0;L=K9 @07<5@ 16384 109B 4;O ?>;L7>20B5;LA:8E 40==KE, ?5@540205<KE 
2 8=AB0=A. "3@0=8G=85 ?> @07<5@C 87<5=8BL =5;L7O: 8A?>;L7C9B5 A60B85 gzip, 5A;8 =C6=> ?@52KA8BL 
>3@0=8G5=85 @07<5@0. 

 

�4AAO9, EC9J<H<K9E><9 8?O 69A8BD4 (Vendor-specific data) 

�4<8=8AB@0B>@ 1Stack B0:65 <>65B ?5@54020BL 40==K5 8=AB0=A0< ?@8 8E A>740=88. 
ЭB8 40==K5 <>3CB 1KBL =5 284=K ?>;L7>20B5;N >1;0:0, =0?@8<5@ :@8?B>3@0D8G5A:89 B>:5=, 
:>B>@K9 @538AB@8@C5B 8=AB0=A 2 Active Directory. 

�4<8=8AB@0B>@ 1Stack 8A?>;L7C5B DC=:F8N vendordata 4;O ?5@540G8 40==KE 2 8=AB0=AK. 
�>=D83C@0F8O vendordata 4>ABC?=0 B>;L:> 4;O GB5=8O 8 =0E>48BAO 2 >4=>< 87 A;54CNI8E D09;>2: 

1. /openstack/{version}/vendor_data.json. 

2. /openstack/{version}/vendor_data2.json. 

#>;L7>20B5;L <>65B ?@>A<>B@5BL MB8 D09;K A ?><>ILN A5@28A0 <5B040==KE 8;8 A 48A:0 
:>=D83C@0F88 A2>53> 8=AB0=A0. 'B>1K ?>;CG8BL 4>ABC? : D09;0< G5@57 A5@28A <5B040==KE, 
>B?@02LB5 70?@>A GET ?> 04@5AC: 

http://169.254.169.254/openstack/{version}/vendor_data.json 

8;8 
http://169.254.169.254/openstack/{version}/vendor_data2.json. 

13.1 К4EFB@<;4J<O <AEF4AE4 CD< CB@BM< 84AAOI CB?P;B64F9?O 

% ?><>ILN 40==KE ?>;L7>20B5;O <>6=> 2:;NG0BL 8=AB@C:F88 2 :><0=4C 70?CA:0.  
Eloud-init 2K?>;=O5B MB8 :><0=4K 4;O :0AB><870F88 8=AB0=A0 =0 ?>A;54=5< MB0?5 703@C7:8. 

�BDO8B> 89=EF6<= 

1. %>7409B5 D09; A 8=AB@C:F8O<8 4;O cloud-init, =0?@8<5@, AF5=0@89 bash, :>B>@K9 
8=AB0;;8@C5B 8 0:B828@C5B 251-A5@25@ =0 8=AB0=A5: 

$ cat /home/scripts/install_httpd 
#!/bin/bash 
yum -y install httpd python-psycopg2 
systemctl enable httpd –now 

2. �0?CAB8B5 8=AB0=A A >?F859 --user-data 4;O ?5@540G8 AF5=0@8O bash. 

$ openstack server create --image rhel8 --flavor default --nic net-id=web-server-
network --security-group default \ 
  --key-name web-server-keypair --user-data /home/scripts/install_httpd --wait web-
server-instance 

3. �>340 8=AB0=A =0E>48BAO 2 0:B82=>< A>AB>O=88, ?>4:;NG8B5 ?;020NI89 IP-04@5A. 

$ openstack floating ip create web-server-network 
$ openstack server add floating ip web-server-instance 172.25.250.123 

http://169.254.169.254/openstack/%7bversion%7d/vendor_data.json
http://169.254.169.254/openstack/%7bversion%7d/vendor_data2.json
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4. �>948B5 2 8=AB0=A ?@8 ?><>I8 SSH: 

$ ssh -i ~/.ssh/web-server-keypair cloud-user@172.25.250.123 

5. '1548B5AL, GB> =0AB@>9:0 ?@>H;0 CA?5H=>. !0?@8<5@, GB>1K ?@>25@8BL, GB> 251-A5@25@ 
CAB0=>2;5= 8 2:;NG5=, 22548B5 A;54CNICN :><0=4C: 

$ curl http://localhost | grep Test 
<title>Test Page for the Apache HTTP Server on MSVSphere</title> 
<h1>MSVSphere <strong>Test Page</strong></h1> 

6. #@>25@LB5 D09; /var/log/cloud-init.log =0 ?@54<5B @5;520=B=KE A>>1I5=89, =0?@8<5@, 
2K?>;=5= ;8 cloud-init. 

$ sudo less /var/log/cloud-init.log 
...output omitted... 
...util.py[DEBUG]: Cloud-init v. 0.7.9 finished at Sat, 23 Jun 2018 02:26:02 +0000. 
Datasource DataSourceOpenStack [net,ver=2].  Up 21.25 seconds 

13.2 К4EFB@<;4J<O <AEF4AE4 CD< CB@BM< @9F484AAOI 

 5B040==K5 8=AB0=A0 <>6=> 8A?>;L7>20BL 4;O C:070=8O A2>9AB2 8=AB0=A0 2 :><0=45 
70?CA:0 8=AB0=A0. 
�BDO8B> 89=EF6<= 

1. �0?CAB8B5 8=AB0=A ?@8 ?><>I8 >?F88 --property <key=value>. !0?@8<5@, GB>1K >B<5B8BL 
8=AB0=A :0: 251-A5@25@, CAB0=>28B5 A;54CNI55 A2>9AB2>: 

$ openstack server create --image rhel8 --flavor default --property role=webservers --
wait web-server-instance 

2. "?F8>=0;L=>: 4>102LB5 4>?>;=8B5;L=>5 A2>9AB2> : 8=AB0=AC ?>A;5 53> A>740=8O, =0?@8<5@: 

$ openstack server set --property region=emea --wait web-server-instance 
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13.3 К4EFB@<;4J<O <AEF4AE4 CD< CB@BM< 8<E>4 >BAH<7GD4J<< 

#>;L7>20B5;L <>65B A>740BL 48A: :>=D83C@0F88 (Config Drive) 4;O 8=AB0=A0, :>B>@K9 1C45B 
?>4:;NG0BLAO 2 ?@>F5AA5 703@C7:8 8=AB0=A0. %>45@68<>5 <>6=> ?5@540BL =0 48A: :>=D83C@0F88, 
GB>1K A45;0BL 53> 4>ABC?=K< 4;O 8=AB0=A0. 
�BDO8B> 89=EF6<= 

1. �:B828@C9B5 48A: :>=D83C@0F88 8 C:068B5 D09; A A>45@68<K<, :>B>@>5 =C6=> A45;0BL 
4>ABC?=K< =0 48A:5 :>=D83C@0F88. !0?@8<5@, A;54CNI0O :><0=40 A>7405B =>2K9 8=AB0=A 
A 8<5=5< config-drive-instance 8 ?>4:;NG05B 48A: :>=D83C@0F88 A A>45@68<K< D09;0 
my-user-data.txt: 

(overcloud)$ openstack server create --flavor m1.tiny --config-drive true --user-data 
./my-user-data.txt \ 
             --image cirros config-drive-instance 

ЭB0 :><0=40 A>7405B 48A: :>=D83C@0F88 A <5B:>9 B><0 config-2, :>B>@K9 ?@8:@5?;O5BAO 
: 8=AB0=AC ?@8 53> 703@C7:5, 8 4>102;O5B A>45@68<>5 my-user-data.txt 2 D09; user_data 2 :0B0;>3 
48A:0 :>=D83C@0F88 openstack/{version}/. 

2. �>948B5 2 8=AB0=A 
3. #>4:;NG8B5 48A: :>=D83C@0F88: 

 �A;8 >?5@0F8>==0O A8AB5<0 8=AB0=A0 8A?>;L7C5B udev: 

# mkdir -p /mnt/config 
# mount /dev/disk/by-label/config-2 /mnt/config 

 �A;8 "% 8=AB0=A0 =5 8A?>;L7C5B udev, =5>1E>48<> A=0G0;0 >?@545;8BL 1;>G=>5 
CAB@>9AB2>, A>>B25BAB2CNI55 48A:C :>=D83C@0F88: 

# blkid -t LABEL="config-2" -o device /dev/vdb 
# mkdir -p /mnt/config 
# mount /dev/vdb /mnt/config 
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14 #CD46?9A<9 E9FO@< CDB9>F4 

%5B8 ?@>5:B0 (networks) ?><>30NB 87>;8@>20BL A5B52>9 B@0D8: 4;O >1;0G=KE 2KG8A;5=89. 
(038 ?> A>740=8N A5B8 ?@>5:B0 2:;NG0NB ?;0=8@>20=85 8 A>740=85 A5B8 8 4>102;5=85 ?>4A5B59 
8 <0@H@CB870B>@>2. 

14.1 �?4A<DB64A<9 E9F9= VLAN 

#@8 ?;0=8@>20=88 @0725@BK20=8O ?;0BD>@<K 1Stack A;54C5B =0G0BL A =5A:>;L:8E ?>4A5B59 

8 2K45;8BL 87 =8E >B45;L=K5 IP-04@5A0.  
�A;8 8A?>;L7C5BAO =5A:>;L:> ?>4A5B59, <>6=> @0745;8BL B@0D8: <564C A8AB5<0<8 =0 A5BOE 

VLAN. !0?@8<5@, 2 8450;5 B@0D8: C?@02;5=8O 8;8 API =5 4>;65= =0E>48BLAO 2 B>9 65 A5B8, GB> 8 
A8AB5<K, >1A;C6820NI85 251-B@0D8:.  

&@0D8: <564C A5BO<8 VLAN ?@>E>48B G5@57 <0@H@CB870B>@, 345 ?>;L7>20B5;L <>65B 
CAB0=>28BL <56A5B52K5 M:@0=K 4;O C?@02;5=8O ?>B>:>< B@0D8:0. 

!5>1E>48<> ?;0=8@>20BL VLAN-A5B8 2 @0<:0E >1I53> ?;0=0, :>B>@K9 2:;NG05B 87>;OF8N 
B@0D8:0, 2KA>:CN 4>ABC?=>ABL 8 8A?>;L7>20=85 IP-04@5A>2 4;O @07;8G=KE B8?>2 28@BC0;L=KE 
A5B52KE @5AC@A>2 2 @0725@BK20=88. 

 0:A8<0;L=>5 :>;8G5AB2> VLAN 2 >4=>9 A5B8 8;8 2 >4=>< 035=B5 OVS 4;O A5@25@0 A5B8 – 4094. 

� A8BC0F8OE, :>340 B@51C5BAO ?@52KA8BL <0:A8<0;L=>5 :>;8G5AB2> VLAN, <>6=> A>740BL =5A:>;L:> 
A5B59 ?@>20945@0 (A5B8 VXLAN) 8 =5A:>;L:> A5@25@>2 A5B8 – ?> >4=><C =0 A5BL.  
�064K9 A5@25@ <>65B A>45@60BL 4> 4094 G0AB=KE A5B59. 

14.2 !B;84A<9 E9F< 

%>7409B5 A5BL B0:, GB>1K 8=AB0=AK <>3;8 2708<>459AB2>20BL 4@C3 A 4@C3>< 8 ?>;CG0BL 
IP-04@5A0 A ?><>ILN DHCP. 

#@8 A>740=88 A5B59 =C6=> 8<5BL 2 284C, GB> A5B8 <>3CB A>45@60BL =5A:>;L:> ?>4A5B59. 
ЭB> 206=>, 5A;8 ?;0=8@C5BAO @07<5AB8BL 2 >4=>9 A5B8 A>25@H5==> @07=K5 A8AB5<K 8 B@51C5BAO 
>15A?5G8BL >?@545;5==CN 87>;OF8N <564C =8<8.  

!0?@8<5@, <>6=> C:070BL, GB> 2 >4=>9 ?>4A5B8 4>;65= ?@8ACBAB2>20BL B>;L:> B@0D8: 
251-A5@25@0, 0 B@0D8: 107K 40==KE ?@>E>48BL G5@57 4@C3CN ?>4A5BL. #>4A5B8 87>;8@>20=K 4@C3 
>B 4@C30, 8 ;N1>9 8=AB0=A, :>B>@K9 1C45B 2708<>459AB2>20BL A 4@C3>9 ?>4A5BLN, 4>;65= 
=0?@02;OBL B@0D8: G5@57 <0@H@CB870B>@.  

$0AA<>B@8B5 2>7<>6=>ABL @07<5I5=8O A8AB5<, :>B>@K< =5>1E>48< 1>;LH>9 >1J5< 
B@0D8:0, 2 >4=>9 ?>4A5B8, GB>1K 8< =5 B@51>20;0AL <0@H@CB870F8O 8 2?>A;54AB288 <>6=> 1K;> 
871560BL 7045@65: 8 =03@C7:8. 
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1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Network > Networks. 

2. !06<8B5 +Create Network 8 C:068B5 A;54CNI85 7=0G5=8O: 
�B?9 �C<E4A<9 

Network 

Name 

(�<O A5B8) 

�<O, >?8AK20NI55 @>;L, :>B>@CN 1C45B 2K?>;=OBL A5BL.  
�A;8 A5BL 8=B53@8@C5BAO A 2=5H=59 VLAN, @0AA<>B@8B5 2>7<>6=>ABL 4>102;5=8O =><5@0 
845=B8D8:0B>@0 VLAN : 8<5=8. !0?@8<5@, 5A;8 251-A5@25@K HTTP @07<5I0NBAO 2 ?>4A5B8 
webservers_122, B> B53>< VLAN 1C45B 122. �;8 <>6=> 8A?>;L7>20BL internal-only, 5A;8 =C6=> 

A>E@0=8BL :>=D845=F80;L=>ABL A5B52>3> B@0D8:0 8 =5 8=B53@8@>20BL A5BL A 2=5H=59 A5BLN 

Admin State 

(%>AB>O=85) 
�>=B@>;8@C5B, 4>ABC?=0 ;8 A5BL 2 ;N1>9 <><5=B.  
�A?>;L7C9B5 MB> ?>;5 4;O A>740=8O A5B8 2 A>AB>O=88 Down («"B:;NG5=>»), :>340 >=0 
;>38G5A:8 ?@8ACBAB2C5B, => =50:B82=0. ЭB> ?>;57=>, 5A;8 =5 B@51C5BAO A@07C 22>48BL A5BL 2 
?@>872>4AB2> 

Create 

Subnet 

(%>740BL 
?>4A5BL) 

"?@545;O5B, =C6=> ;8 A>74020BL ?>4A5BL.  
!0?@8<5@, 2>7<>6=>, A>74020BL ?>4A5BL =5 =C6=>, 5A;8 ?;0=8@C5BAO A>E@0=OBL MBC A5BL :0: 
70?>;=8B5;L 157 A5B52>3> ?>4:;NG5=8O 

3. !06<8B5 :=>?:C Next 8 C:068B5 A;54CNI85 7=0G5=8O =0 2:;04:5 Subnet: 

�B?9 �C<E4A<9 

Subnet Name 

(8<O ?>4A5B8) 
�2548B5 >?8A0B5;L=>5 8<O ?>4A5B8 

Network 

Address 

(�4@5A A5B8) 

�2548B5 04@5A 2 D>@<0B5 CIDR, :>B>@K9 A>45@68B 480?07>= IP-04@5A>2 8 <0A:C ?>4A5B8 
2 >4=>< 7=0G5=88.  
'B>1K >?@545;8BL 04@5A, @0AAG8B09B5 :>;8G5AB2> 18B>2, 70<0A:8@>20==KE 2 <0A:5 
?>4A5B8, 8 4>102LB5 MB> 7=0G5=85 : 480?07>=C IP-04@5A>2.  
!0?@8<5@, 2 <0A:5 ?>4A5B8 255.255.255.0 – 24 18B0 <0A:8. 'B>1K 8A?>;L7>20BL MBC <0A:C 
A 480?07>=>< 04@5A>2 IPv4 192.168.122.0, C:068B5 04@5A 192.168.122.0/24 

IP Version 

(�5@A8O IP) 
':07K205B 25@A8N 8=B5@=5B-?@>B>:>;0, 345 4>?CAB8<K5 B8?K – IPv4 8;8 IPv6.  

�80?07>= IP-04@5A>2 2 ?>;5 Network Address (�4@5A A5B8) 4>;65= A>>B25BAB2>20BL 
2K1@0==>9 25@A88 

Gateway 

IP (IP H;N70) 
IP-04@5A 8=B5@D59A0 <0@H@CB870B>@0 H;N70 ?> C<>;G0=8N.  
ЭB>B 04@5A O2;O5BAO <0@H@CB>< ?> C<>;G0=8N 4;O <0@H@CB870F88 ;N1>3> B@0D8:0, 
?@54=07=0G5==>3> 4;O 2=5H=53> @0A?>;>65=8O, 8 4>;65= 1KBL 2 480?07>=5, C:070==>< 
2 ?>;5 Network Address.  

!0?@8<5@, 5A;8 A5B52>9 04@5A CIDR – 192.168.122.0/24, B> H;N7>< ?> C<>;G0=8N, 
A:>@55 2A53>, 1C45B 192.168.122.1 

Disable Gateway 

("B:;NG5=85 
H;N70) 

"B:;NG05B ?5@540GC 8 87>;8@C5B ?>4A5BL 

4. !06<8B5 Next 8 C:068B5 ?0@0<5B@K DHCP: 

 Enable DHCP – 2:;NG05B A;C61K DHCP 4;O MB>9 ?>4A5B8. DHCP <>6=> 8A?>;L7>20BL 
4;O 02B><0B870F88 @0A?@>AB@0=5=8O =0AB@>5: IP =0 8=AB0=AK ?>;L7>20B5;O. 

 IPv6 Address – @568<K =0AB@>9:8. �A;8 A>7405BAO A5BL IPv6, =5>1E>48<> C:070BL A?>A>1 
2K45;5=8O 04@5A>2 IPv6 8 4>?>;=8B5;L=CN 8=D>@<0F8N: 
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 No Options Specified – 2K15@8B5 MBC >?F8N, 5A;8 =C6=> CAB0=>28BL IP-04@5A0 2@CG=CN 
8;8 8A?>;L7C5B5 4;O 2K45;5=8O 04@5A>2 <5B>4, =5 ?>445@6820NI89 1Stack. 

 SLAAC (Stateless Address Autoconfiguration). �=AB0=AK 35=5@8@CNB 04@5A0 IPv6 

=0 >A=>25 A>>1I5=89 Router Advertisement (RA), >B?@02;5==KE A <0@H@CB870B>@0 
Networking. �A?>;L7C9B5 MBC :>=D83C@0F8N 4;O A>740=8O ?>4A5B8 Networking A 
?0@0<5B@>< ra_mode, CAB0=>2;5==K< =0 slaac, 8 address_mode, CAB0=>2;5==K< =0 
slaac. 

 DHCPv6 stateful – 8=AB0=AK ?>;CG0NB 04@5A0 IPv6, 0 B0:65 4>?>;=8B5;L=K5 
?0@0<5B@K (=0?@8<5@, DNS) >B A5@28A0 Networking DHCPv6. �A?>;L7C9B5 MBC 
:>=D83C@0F8N, GB>1K A>740BL ?>4A5BL A ?0@0<5B@>< ra_mode, CAB0=>2;5==K< 
=0 dhcpv6-stateful, 8 address_mode, CAB0=>2;5==K< =0 dhcpv6-stateful. 

 DHCPv6 stateless – 8=AB0=AK 35=5@8@CNB 04@5A0 IPv6 =0 >A=>25 A>>1I5=89 
Router Advertisement (RA), >B?@02;5==KE A <0@H@CB870B>@0 Networking. 
�>?>;=8B5;L=K5 >?F88 (=0?@8<5@, DNS) 2K45;ONBAO 87 A5@28A0 Networking DHCPv6. 

�A?>;L7C9B5 MBC :>=D83C@0F8N 4;O A>740=8O ?>4A5B8 A ?0@0<5B@>< ra_mode, 

CAB0=>2;5==K< =0 dhcpv6-stateless, 8 address _mode, CAB0=>2;5==K< =0 dhcpv6-

stateless. 

 �G?O D4ECD989?9A<O – 480?07>= IP-04@5A>2, :>B>@K5 1C45B =07=0G0BL DHCP. !0?@8<5@, 
7=0G5=85 192.168.22.100,192.168.22.150 @0AA<0B@8205B 2A5 8AE>4OI85 04@5A0 2 MB>< 
480?07>=5 :0: 4>ABC?=K5 4;O 2K45;5=8O. 

 DNS Name Servers – IP-04@5A0 DNS-A5@25@>2, 4>ABC?=KE 2 A5B8. DHCP @0A?@545;O5B MB8 
04@5A0 8=AB0=A0< 4;O @07@5H5=8O 8<5=8. 

"?KB ?>:07K205B, GB> =5 AB>8B @07<5I0BL AB@0B538G5A:85 A5@28AK, B0:85 :0: DNS, 2 >1;0:5. 
!0?@8<5@, 5A;8 2 >1;0:5 @07<5I5= DNS 8 >1;0:> AB0=>28BAO =5@01>B>A?>A>1=K<, DNS 

AB0=>28BAO =54>ABC?=K<, 0 >1;0G=K5 :><?>=5=BK =5 A<>3CB 2K?>;=OBL ?>8A: 4@C3 4@C30. 

 Host Routes – AB0B8G5A:85 <0@H@CBK E>AB>2. %=0G0;0 C:068B5 A5BL =07=0G5=8O 2 D>@<0B5 
CIDR, 0 70B5< – <0@H@CB ?> C<>;G0=8N, :>B>@K9 =C6=> 8A?>;L7>20BL 4;O <0@H@CB870F88 
(=0?@8<5@, 192.168.23.0/24, 10.1.31.1). ':068B5 MB> 7=0G5=85, 5A;8 B@51C5BAO @0A?@545;8BL 
AB0B8G5A:85 <0@H@CBK ?> 8=AB0=A0<. 

5. !06<8B5 Create. 

#@>A<0B@820BL A5BL F5;8:>< <>6=> =0 2:;04:5 Networks. �A;8 =C6=> 87<5=8BL :0:85-;81> 
?0@0<5B@K, =06<8B5 Edit. #@8 A>740=88 8=AB0=A>2 <>6=> =0AB@>8BL 8E =0 8A?>;L7>20=85 
?>4A5B8, B>340 >=8 ?>;CG0B ;N1K5 C:070==K5 ?0@0<5B@K DHCP. 

14.3  45BF4 E CB8E9FO@< 

�A?>;L7C9B5 ?>4A5B8 (subnets), GB>1K ?@54>AB028BL 8=AB0=A0< A5B52>5 A>548=5=85.  
�064K9 8=AB0=A =07=0G05BAO ?>4A5B8 2 ?@>F5AA5 A>740=8O 8=AB0=A0, ?>MB><C 206=> 

CG8BK20BL ?@028;L=>5 @07<5I5=85 8=AB0=A>2, GB>1K =08;CGH8< >1@07>< CG5ABL B@51>20=8O : 8E 
?>4:;NG5=8N.  



 
 

 

 www.jet.su 67 

 

%>74020BL ?>4A5B8 <>6=> B>;L:> 2 C65 ACI5AB2CNI8E A5BOE. %;54C5B ?><=8BL, GB> A5B8 
?@>5:B>2 2 Networking <>3CB A>45@60BL =5A:>;L:> ?>4A5B59. ЭB> =C6=> 8<5BL 2 284C, 5A;8 
?;0=8@C5BAO @07<5AB8BL 2 >4=>9 A5B8 A>25@H5==> @07=K5 A8AB5<K 8 >15A?5G8BL >?@545;5==CN 
87>;OF8N <564C =8<8.  

!0?@8<5@, <>6=> C:070BL, GB> 2 >4=>9 ?>4A5B8 ?@8ACBAB2C5B B>;L:> B@0D8: 251-A5@25@0, 
0 B@0D8: 107K 40==KE ?@>E>48B G5@57 4@C3CN ?>4A5BL. 

#>4A5B8 87>;8@>20=K 4@C3 >B 4@C30, 8 B@0D8: 8=AB0=A0, :>B>@><C B@51C5BAO 
2708<>459AB2>20BL A 4@C3>9 ?>4A5BLN, 4>;65= =0?@02;OBLAO <0@H@CB870B>@><. &0:8< >1@07>< 
<>6=> C<5=LH8BL AB52CN 7045@6:C 8 =03@C7:C, A3@C??8@>202 2 >4=>9 ?>4A5B8 A8AB5<K, <564C 
:>B>@K<8 B@51C5BAO 1>;LH>9 >1J5< B@0D8:0. 

14.4 !B;84A<9 CB8E9F< 

�;O A>740=8O ?>4A5B8 2K?>;=8B5 A;54CNI85 459AB28O: 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Network > Networks 8 =06<8B5 =0 8<O A5B8 
2 Networks. 

2. !06<8B5 Create Subnet 8 C:068B5 A;54CNI85 7=0G5=8O: 
�B?9 �C<E4A<9 

Subnet Name 

(�<O ?>4A5B8) 
"?8A0B5;L=>5 8<O ?>4A5B8 

Network 

Address 

(�4@5A A5B8) 

�4@5A 2 D>@<0B5 CIDR, 2:;NG0NI89 480?07>= IP-04@5A>2 8 <0A:C ?>4A5B8 2 >4=>< 
7=0G5=88.  
'B>1K >?@545;8BL 04@5A CIDR, @0AAG8B09B5 :>;8G5AB2> 18B>2, 70<0A:8@>20==KE 2 <0A:5 
?>4A5B8, 8 4>102LB5 MB> 7=0G5=85 : 480?07>=C IP-04@5A>2.  
!0?@8<5@, <0A:0 ?>4A5B8 255.255.255.0 A>45@68B 24 <0A:8@>20==KE 18B0. 
'B>1K 8A?>;L7>20BL MBC <0A:C A 480?07>=>< 04@5A>2 IPv4 192.168.122.0, C:068B5 04@5A 
192.168.122.0/24 

IP Version 

(IP 25@A88) 

�5@A8O 8=B5@=5B-?@>B>:>;0 A 4>?CAB8<K<8 B8?0<8 IPv4 8;8 IPv6.  

�80?07>= IP-04@5A>2 2 ?>;5 Network Address «!9F96B= 48D9E» 4>;65= A>>B25BAB2>20BL 
2K1@0==>9 25@A88 ?@>B>:>;0 

Gateway IP 

(IP H;N70) 
IP-04@5A 8=B5@D59A0 <0@H@CB870B>@0 H;N70 ?> C<>;G0=8N.  
ЭB>B 04@5A O2;O5BAO <0@H@CB>< ?> C<>;G0=8N 4;O <0@H@CB870F88 ;N1>3> B@0D8:0, 
=0?@02;5==>3> 2> 2=5H=55 <5AB>;>65=85, 8 4>;65= =0E>48BLAO 2 480?07>=5, C:070==>< 
?>;L7>20B5;5< 2 ?>;5 Network Address.  

!0?@8<5@, 5A;8 A5B52>9 04@5A CIDR – 192.168.122.0/24, B> H;N7>< ?> C<>;G0=8N, A:>@55 
2A53>, 1C45B 192.168.122.1 

Disable 

Gateway 

("B:;NG5=85 
H;N70) 

"B:;NG05B ?5@5AK;:C 8 87>;8@C5B ?>4A5BL 

3. !06<8B5 Next, GB>1K C:070BL >?F88 DHCP: 

 Enable DHCP – 2:;NG05B A;C61K DHCP 4;O MB>9 ?>4A5B8. DHCP <>6=> 8A?>;L7>20BL 4;O 
02B><0B870F88 @0A?@>AB@0=5=8O =0AB@>5: IP =0 8=AB0=AK ?>;L7>20B5;O. 
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 IPv6 Address – @568<K :>=D83C@0F88. #@8 A>740=88 A5B8 IPv6 =5>1E>48<> C:070BL A?>A>1 
2K45;5=8O 04@5A>2 IPv6 8 4>?>;=8B5;L=CN 8=D>@<0F8N: 
 No Options Specified – 2K15@8B5 MBC >?F8N, 5A;8 =C6=> CAB0=>28BL IP-04@5A0 2@CG=CN 

8;8 8A?>;L7C5B5 4;O 2K45;5=8O 04@5A>2 <5B>4, =5 ?>445@6820NI89 1Stack. 

 SLAAC (Stateless Address Autoconfiguration). �=AB0=AK 35=5@8@CNB 04@5A0 IPv6 

=0 >A=>25 A>>1I5=89 Router Advertisement (RA), >B?@02;5==KE A <0@H@CB870B>@0 
Networking. �A?>;L7C9B5 MBC :>=D83C@0F8N 4;O A>740=8O ?>4A5B8 Networking A 
?0@0<5B@>< ra_mode, CAB0=>2;5==K< =0 slaac, 8 address_mode, CAB0=>2;5==K< =0 
slaac. 

 DHCPv6 stateful – 8=AB0=AK ?>;CG0NB 04@5A0 IPv6, 0 B0:65 4>?>;=8B5;L=K5 
?0@0<5B@K (=0?@8<5@, DNS) >B A5@28A0 Networking DHCPv6. �A?>;L7C9B5 MBC 
:>=D83C@0F8N, GB>1K A>740BL ?>4A5BL A ?0@0<5B@>< ra_mode, CAB0=>2;5==K< 
=0 dhcpv6-stateful, 8 address_mode, CAB0=>2;5==K< =0 dhcpv6-stateful. 

 DHCPv6 stateless – 8=AB0=AK 35=5@8@CNB 04@5A0 IPv6 =0 >A=>25 A>>1I5=89 
Router Advertisement (RA), >B?@02;5==KE A <0@H@CB870B>@0 Networking. 
�>?>;=8B5;L=K5 >?F88 (=0?@8<5@, DNS) 2K45;ONBAO 87 A5@28A0 Networking DHCPv6. 

�A?>;L7C9B5 MBC :>=D83C@0F8N 4;O A>740=8O ?>4A5B8 A ?0@0<5B@>< ra_mode, 

CAB0=>2;5==K< =0 dhcpv6-stateless, 8 address _mode, CAB0=>2;5==K< =0 dhcpv6-

stateless. 

 Allocation Pools – 480?07>= IP-04@5A>2, :>B>@K5 1C45B =07=0G0BL DHCP. !0?@8<5@, 
7=0G5=85 192.168.22.100,192.168.22.150 C:07K205B =0 B>, GB> 2A5 8AE>4OI85 04@5A0 2 MB>< 
480?07>=5 4>ABC?=K 4;O 2K45;5=8O. 

 DNS Name Servers – IP-04@5A0 DNS-A5@25@>2, 4>ABC?=KE 2 A5B8. DHCP @0A?@545;O5B MB8 
04@5A0 ?> 8=AB0=A0< 4;O @07@5H5=8O 8<5=. 

 Host Routes – AB0B8G5A:85 <0@H@CBK E>AB>2. %=0G0;0 C:068B5 A5BL =07=0G5=8O 2 D>@<0B5 
CIDR, 0 70B5< – <0@H@CB ?> C<>;G0=8N, :>B>@K9 =C6=> 8A?>;L7>20BL 4;O <0@H@CB870F88 
(=0?@8<5@, 192.168.23.0/24, 10.1.31.1). ':068B5 MB> 7=0G5=85, 5A;8 B@51C5BAO @0A?@545;8BL 
AB0B8G5A:85 <0@H@CBK ?> 8=AB0=A0<. 

4. !06<8B5 Create. 

#@>A<>B@5BL ?>4A5BL <>6=> 2 A?8A:5 Subnets. �A;8 =C6=> 87<5=8BL :0:85-;81> ?0@0<5B@K, 
=06<8B5 Edit. #@8 A>740=88 8=AB0=A>2 <>6=> =0AB@>8BL 8E =0 8A?>;L7>20=85 ?>4A5B8, B>340 >=8 
?>;CG0B ;N1K5 C:070==K5 ?0@0<5B@K DHCP. 

14.5 �B546?9A<9 @4DLDGF<;4FBD4 

%5@28A Networking ?@54>AB02;O5B <0@H@CB870F8N A 8A?>;L7>20=85< 28@BC0;L=>3> 
<0@H@CB870B>@0 (router) =0 >A=>25 SDN.  

 0@H@CB870B>@K =5>1E>48<K 4;O A2O78 8=AB0=A>2 A 2=5H=8<8 ?>4A5BO<8, 2 B>< G8A;5 
2 D878G5A:>9 A5B8.  0@H@CB870B>@K 8 ?>4A5B8 ?>4:;NG0NBAO A ?><>ILN 8=B5@D59A>2, 
4;O :064>9 ?>4A5B8 B@51C5BAO A>1AB25==K9 8=B5@D59A : <0@H@CB870B>@C.  
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(;N7 <0@H@CB870B>@0 ?> C<>;G0=8N >?@545;O5B <0@H@CB ?> C<>;G0=8N 4;O ;N1>3> 
B@0D8:0, ?>;CG05<>3> <0@H@CB870B>@><. �3> A5BL >1KG=> =0AB@>5=0 =0 <0@H@CB870F8N B@0D8:0 
2> 2=5H=NN D878G5A:CN A5BL A 8A?>;L7>20=85< 28@BC0;L=>3> <>AB0. 

'B>1K A>740BL <0@H@CB870B>@: 
1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Network > Routers 8 =06<8B5 Create Router. 

2. �2548B5 >?8A0B5;L=>5 8<O =>2>3> @>CB5@0 8 =06<8B5 Create router. 

3. !06<8B5 Set Gateway @O4>< A 70?8ALN =>2>3> <0@H@CB870B>@0 2 A?8A:5 Routers. 

4. � A?8A:5 External Network C:068B5 A5BL, :>B>@0O 4>;6=0 ?>;CG0BL B@0D8:, ?@54=07=G5==K9 
4;O 2=5H=53> @07<5I5=8O. 

5. !06<8B5 Set Gateway. 

#>A;5 4>102;5=8O <0@H@CB870B>@0 =5>1E>48<> =0AB@>8BL 2A5 A>740==K5 ?>4A5B8 
4;O >B?@02:8 B@0D8:0 G5@57 MB>B <0@H@CB870B>@. �;O MB>3> A>7409B5 8=B5@D59AK <564C 
?>4A5BLN 8 <0@H@CB870B>@><. 

 0@H@CBK ?> C<>;G0=8N 4;O ?>4A5B59 =5 4>;6=K ?5@570?8AK20BLAO.  
�>340 <0@H@CB ?> C<>;G0=8N 4;O ?>4A5B8 C40;O5BAO, 035=B L3 02B><0B8G5A:8 C40;O5B 
A>>B25BAB2CNI89 <0@H@CB 2 ?@>AB@0=AB25 8<5= <0@H@CB870B>@0, 0 A5B52>9 B@0D8: =5 <>65B 
?5@54020BLAO 2 A2O70==CN ?>4A5BL 8 87 =55.  
�A;8 ACI5AB2CNI89 <0@H@CB ?@>AB@0=AB20 8<5= <0@H@CB870B>@0 1K; C40;5=, GB>1K CAB@0=8BL MBC 
?@>1;5<C, 2K?>;=8B5 A;54CNI85 459AB28O: 

1) "B2O68B5 2A5 ?;020NI85 IP-04@5A0 2 ?>4A5B8. 
2) "B:;NG8B5 <0@H@CB870B>@ >B ?>4A5B8. 
3) #>2B>@=> ?>4:;NG8B5 <0@H@CB870B>@ : ?>4A5B8. 
4) #>2B>@=> ?>4:;NG8B5 2A5 ?;020NI85 IP-04@5A0. 

14.6 �K<EF>4 6E9I D9EGDEB6 < G84?9A<9 CDB9>F4 

�A?>;L7C9B5 :><0=4C openstack project purge 4;O C40;5=8O 2A5E @5AC@A>2, ?@8=04;560I8E 
:>=:@5B=><C ?@>5:BC, 0 B0:65 4;O C40;5=8O ?@>5:B0. 

!0?@8<5@, GB>1K >G8AB8BL @5AC@AK ?@>5:B0 test-project, 0 70B5< C40;8BL ?@>5:B, C:068B5: 

# openstack project list 
+----------------------------------+--------------+ 
| ID                               | Name         | 
+----------------------------------+--------------+ 
| 02e501908c5b438dbc73536c10c9aac0 | test-project | 
| 519e6344f82e4c079c8e2eabb690023b | services     | 
| 80bf5732752a41128e612fe615c886c6 | demo         | 
| 98a2f53c20ce4d50a40dac4a38016c69 | admin        | 
+----------------------------------+--------------+ 
# openstack project purge --project 02e501908c5b438dbc73536c10c9aac0 
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14.7 #84?9A<9 @4DLDGF<;4FBD4 

 0@H@CB870B>@ <>6=> C40;8BL ?@8 >BACBAB288 ?>4:;NG5==KE : =5<C 8=B5@D59A>2. 
'B>1K C40;8BL <0@H@CB870B>@ 8 53> 8=B5@D59AK: 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Network > Routers 8 =06<8B5 =0 8<O 
<0@H@CB870B>@0, :>B>@K9 =C6=> C40;8BL. 

2. �K15@8B5 8=B5@D59AK B8?0 Internal Interface 8 =06<8B5 Delete Interfaces. 

3. � A?8A:5 <0@H@CB870B>@>2 Routers 2K15@8B5 <0@H@CB870B>@ 8 =06<8B5 Delete Routers. 

14.8 #84?9A<9 CB8E9F< 

#>4A5BL, :>B>@0O 1>;LH5 =5 8A?>;L7C5BAO, <>6=> C40;8BL. "4=0:> 5A;8 :0:85-;81> 
8=AB0=AK ?>-?@56=5<C =0AB@>5=K =0 8A?>;L7>20=85 ?>4A5B8, C40;5=85 =5 1C45B 2K?>;=5=>, 
0 =0 ?0=5;8 C?@02;5=8O ?>O28BAO A>>1I5=85 >1 >H81:5. 

�;O C40;5=8O >?@545;5==>9 ?>4A5B8 87 A5B8 2K?>;=8B5 A;54CNI85 459AB28O: 
1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Network > Networks. 

2. !06<8B5 =0 8<O A5B8. 
3. �K15@8B5 ?>4A5BL 8 =06<8B5 Delete Subnets. 

14.9 #84?9A<9 E9F< 

� =5:>B>@KE A;CG0OE 2>7=8:05B =5>1E>48<>ABL C40;8BL @0=55 A>740==CN A5BL, =0?@8<5@, 
?@8 >1A;C6820=88 8;8 2 ?@>F5AA5 2K2>40 87 M:A?;C0B0F88. #@5420@8B5;L=> =5>1E>48<> C40;8BL 
8;8 >B:;NG8BL 2A5 8=B5@D59AK, 345 A5BL 2A5 5I5 8A?>;L7C5BAO. 

'B>1K C40;8BL A5BL 2 ?@>5:B5 2<5AB5 A> 2A5<8 7028A8<K<8 8=B5@D59A0<8, 2K?>;=8B5 
A;54CNI85 459AB28O: 
1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Network > Networks. 

2. '40;8B5 2A5 8=B5@D59AK <0@H@CB870B>@0, A2O70==K5 A ?>4A5BO<8 F5;52>9 A5B8. 
'B>1K C40;8BL 8=B5@D59A, =0948B5 ID-=><5@ C40;O5<>9 A5B8 – 4;O MB>3> =06<8B5 =0 55 8<O 
2 A?8A:5 A5B59 8 ?>A<>B@8B5 ?>;5 845=B8D8:0B>@0. �> 2A5E A2O70==KE A A5BLN ?>4A5BOE MB> 
7=0G5=85 1C45B >B>1@065=> 2 ?>;5 Network ID. 

3. �0948B5 2 Project > Network > Routers, =06<8B5 =0 8<O 28@BC0;L=>3> <0@H@CB870B>@0 
2 A?8A:5 <0@H@CB870B>@>2 Routers 8 =0948B5 8=B5@D59A, A2O70==K9 A C40;O5<>9 ?>4A5BLN. 
"B;8G8BL MBC ?>4A5BL >B 4@C38E ?>4A5B59 <>6=> ?> IP-04@5AC, :>B>@K9 8A?>;L7>20;AO 

2 :0G5AB25 IP-04@5A0 H;N70. �>?>;=8B5;L=> <>6=> ?@>25@8BL >B;8G85, C15482H8AL, GB> A5B52>9 
845=B8D8:0B>@ 8=B5@D59A0 A>2?0405B A 845=B8D8:0B>@><, :>B>@K9 >B<5G5= =0 ?@54K4CI5< 
H035. 
4. !06<8B5 =0 :=>?:C Delete Interface C40;O5<>3> 8=B5@D59A0. 
5. �K15@8B5 Project > Network > Networks 8 =06<8B5 =0 8<O A5B8. 
6. !06<8B5 =0 :=>?:C Delete Subnet ?>4A5B8, :>B>@CN =C6=> C40;8BL. 
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�A;8 =0 MB>< MB0?5 ?>-?@56=5<C =5 C405BAO C40;8BL ?>4A5BL, C1548B5AL, GB> >=0 C65 =5 
8A?>;L7C5BAO :0:8<-;81> 8=AB0=A></8=AB0=A0<8. 

7. �K15@8B5 Project > Network > Networks 8 A5BL, :>B>@CN =C6=> C40;8BL. 
8. !06<8B5 Delete Networks. 



 
 

 

 www.jet.su 72 

 

15 �4EFDB=>4 C4D4@9FDB6 @4>E<@4?PAB7B @B8G?O C9D984K< 
84AAOI (MTU) 

15.1 �5;BD @4>E<@4?PAB7B @B8G?O C9D984K< 84AAOI (MTU) 
%5@28A Networking <>65B @0AAG8B0BL <0:A8<0;L=> 2>7<>6=K9 @07<5@ <0:A8<0;L=>9 

548=8FK ?5@540G8 (Maximum Transmission Unit, MTU), :>B>@K9 1C45B 30@0=B8@>20==> 

?@8<5=OBLAO : 8=AB0=A0<.  
�=0G5=85 MTU >1>7=0G05B <0:A8<0;L=K9 >1J5< 40==KE, :>B>@K9 <>65B ?5@540BL >48= 

A5B52>9 ?0:5B; MB> G8A;> O2;O5BAO ?5@5<5==K< 2 7028A8<>AB8 >B =081>;55 ?>4E>4OI53> @07<5@0 
4;O ?@8;>65=8O. !0?@8<5@, 4;O >1I8E @5AC@A>2 NFS <>65B ?>B@51>20BLAO 8=>9 @07<5@ MTU, 

G5< 4;O ?@8;>65=8O VoIP. 

�;O ?@>A<>B@0 <0:A8<0;L=> 2>7<>6=KE 7=0G5=89 MTU, :>B>@K5 @0AAG8BK205B Networking <>6=> 
8A?>;L7>20BL :><0=4C openstack network show <network_name>.  

net-mtu – MB> @0AH8@5=85 Neutron API, :>B>@>3> =5B 2 =5:>B>@KE @50;870F8OE.  
&@51C5<>5 7=0G5=85 MTU <>65B 1KBL 0=>=A8@>20=> :;85=B0< DHCPv4 4;O 02B><0B8G5A:>9 
=0AB@>9:8, 5A;8 MB> ?>445@68205BAO 8=AB0=A><, 0 B0:65 :;85=B0< IPv6 G5@57 ?0:5BK Router 

Advertisement (RA).  

�;O >B?@02:8 A>>1I5=89 <0@H@CB870B>@0 A5BL 4>;6=0 1KBL ?>4:;NG5=0 : <0@H@CB870B>@C.  

!5>1E>48<> ?>A;54>20B5;L=> =0AB@>8BL ?0@0<5B@K MTU >B =0G0;0 4> :>=F0. ЭB> >7=0G05B, 
GB> CAB0=>2>G=K9 ?0@0<5B@ MTU 4>;65= 1KBL >48=0:>2K< 2 :064>9 B>G:5 ?@>E>645=8O ?0:5B0, 
2:;NG0O 28@BC0;L=CN <0H8=C, 8=D@0AB@C:BC@C 28@BC0;L=>9 A5B8, D878G5A:CN A5BL 8 F5;52>9 
A5@25@. 

!0 ?@82545==>9 =865 4803@0<<5 :@C6:8 >1>7=0G0NB @07;8G=K5 B>G:8, 345 7=0G5=85 MTU 
=5>1E>48<> :>@@5:B8@>20BL 4;O B@0D8:0 <564C 8=AB0=A>< 8 D878G5A:8< A5@25@><. 
!C6=> 87<5=8BL 7=0G5=85 MTU 4;O B>3> 8=B5@D59A0, :>B>@K9 >1@010BK205B A5B52>9 B@0D8:, 
GB>1K @07<5AB8BL ?0:5BK >?@545;5==>3> @07<5@0 MTU. ЭB> =5>1E>48<>, 5A;8 B@0D8: ?@>E>48B 
>B 8=AB0=A0 192.168.200.15 : D878G5A:><C A5@25@C 10.20.15.25:  
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!5A>3;0A>20==K5 7=0G5=8O MTU <>3CB ?@825AB8 : @O4C ?@>1;5< 2 A5B8, G0I5 2A53> –  
: A;CG09=>9 ?>B5@5 ?0:5B>2, 2 @57C;LB0B5 :>B>@>9 ?@>87>945B @07@K2 A>548=5=8O 8 A=878BAO 
?@>872>48B5;L=>ABL A5B8.  

#>4>1=K5 ?@>1;5<K CAB@0=8BL A;>6=>, ?>A:>;L:C =5>1E>48<> 845=B8D8F8@>20BL 8 
?@>25@8BL :064CN 2>7<>6=CN B>G:C A5B8 8 C1548BLAO, GB> >=0 8<55B ?@028;L=>5 7=0G5=85 MTU. 

15.2 �4EFDB=>4 C4D4@9FDB6 @4>E<@4?PAB7B @B8G?O C9D984K< 84AAOI 
6 Undercloud 

� MB>< ?@8<5@5 ?>:070=>, :0: =0AB@>8BL MTU ?@8 ?><>I8 H01;>=>2 :>=D83C@0F88 NIC. 

!5>1E>48<> CAB0=>28BL MTU =0 <>ABC, A>548=5=88 (5A;8 ?@8<5=8<>), 8=B5@D59A5 (0E) 8 VLAN-

A5B8 (A5BOE): 

- type: ovs_bridge 
  name: br-isolated 
  use_dhcp: false 
  mtu: 9000    # <--- Set MTU 
  members: 
    - type: ovs_bond 
      name: bond1 
      mtu: 9000    # <--- Set MTU 
      ovs_options: {get_param: BondInterfaceOvsOptions} 
      members: 
        - type: interface 
          name: ens15f0 
          mtu: 9000    # <--- Set MTU 
          primary: true 
        - type: interface 
          name: enp131s0f0 
          mtu: 9000    # <--- Set MTU 
    - type: vlan 
      device: bond1 
      vlan_id: {get_param: InternalApiNetworkVlanID} 
      mtu: 9000    # <--- Set MTU 
      addresses: 
      - ip_netmask: {get_param: InternalApiIpSubnet} 
    - type: vlan 
      device: bond1 
      mtu: 9000    # <--- Set MTU 
      vlan_id: {get_param: TenantNetworkVlanID} 
      addresses: 
      - ip_netmask: {get_param: TenantIpSubnet} 

15.3 �DB69D>4 CB?GK9AAB7B MTU 

#>;L7>20B5;L <>65B ?@>A<>B@5BL @0AAG8B0==>5 7=0G5=85 <0:A8<0;L=>3> <>4C;O ?5@540G8 
40==KE, :>B>@>5 O2;O5BAO <0:A8<0;L=> 2>7<>6=K< 7=0G5=85< MTU 4;O 8=AB0=A>2. �A?>;L7C9B5 
@0AAG8B0==>5 7=0G5=85 MTU 4;O =0AB@>9:8 2A5E 8=B5@D59A>2, CG0AB2CNI8E 2 ?CB8 A5B52>3> 
B@0D8:0: 

# openstack network show <network> 
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16 �4EFDB=>4 CB?<F<> RBAC 6 Networking 

16.1 �5;BD CB?<F<> RBAC 

#>;8B8:8 C?@02;5=8O 4>ABC?>< =0 >A=>25 @>;59 (Role-based access control, RBAC) 

2  Networking >15A?5G820NB 45B0;L=>5 C?@02;5=85 A5BO<8 A>2<5AB=>3> 8A?>;L7>20=8O. � 
Networking 70459AB2>20=0 B01;8F0 RBAC 4;O C?@02;5=8O A>2<5AB=K< 8A?>;L7>20=85< A5B59 
<564C ?@>5:B0<8. ЭB> ?>72>;O5B 04<8=8AB@0B>@C :>=B@>;8@>20BL, :0:8< ?@>5:B0< 
?@54>AB02;O5BAO @07@5H5=85 =0 ?>4:;NG5=85 8=AB0=A>2 : A5B8. 

� @57C;LB0B5 04<8=8AB@0B>@K >1;0:0 <>3CB 70?@5B8BL =5:>B>@K< ?@>5:B0< A>74020BL A5B8 
8 @07@5H8BL 8< ?>4:;NG0BLAO : C65 ACI5AB2CNI8< A5BO<, A>>B25BAB2CNI8< 8E ?@>5:BC. 

16.2 !B;84A<9 CB?<F<> RBAC 

� ?@8<5@5 =865 ?>:070= ?>@O4>: 459AB289 ?@8 @01>B5 A ?>;8B8:>9 C?@02;5=8O 4>ABC?>< 
=0 >A=>25 @>;59 (RBAC) 4;O ?@54>AB02;5=8O ?@>5:BC 4>ABC?0 : A5B8 A>2<5AB=>3> 8A?>;L7>20=8O: 
1. #@>A<>B@8B5 A?8A>: 4>ABC?=KE A5B59: 

# openstack network list 
+--------------------------------------+-------------+---------------------------------
----------------------+ 
| id                                   | name        | subnets                            
| 
+--------------------------------------+-------------+---------------------------------
----------------------+ 
| fa9bb72f-b81a-4572-9c7f-7237e5fcabd3 | web-servers | 20512ffe-ad56-4bb4-b064-
2cb18fecc923 192.168.200.0/24 | 
| bcc16b34-e33e-445b-9fde-dd491817a48a | private     | 7fe4a05a-4b81-4a59-8c47-
82c965b0e050 10.0.0.0/24      | 
| 9b2f4feb-fee8-43da-bb99-032e4aaf3f85 | public      | 2318dc3b-cff0-43fc-9489-
7d4cf48aaab9 172.24.4.224/28  | 
+--------------------------------------+-------------+---------------------------------
----------------------+ 

2. #@>A<>B@8B5 A?8A>: ?@>5:B>2: 

# openstack project list 
+----------------------------------+----------+ 
| ID                               | Name     | 
+----------------------------------+----------+ 
| 4b0b98f8c6c040f38ba4f7146e8680f5 | auditors | 
| 519e6344f82e4c079c8e2eabb690023b | services | 
| 80bf5732752a41128e612fe615c886c6 | demo     | 
| 98a2f53c20ce4d50a40dac4a38016c69 | admin    | 
+----------------------------------+----------+ 
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3. %>7409B5 70?8AL RBAC 4;O A5B8 251-A5@25@>2, ?@54>AB02;ONICN 4>ABC? : ?@>5:BC auditors 

(4b0b98f8c6c040f38ba4f7146e8680f5): 

# openstack network rbac create --type network --target-project 
4b0b98f8c6c040f38ba4f7146e8680f5 --action access_as_shared web-servers 
Created a new rbac_policy: 
+----------------+--------------------------------------+ 
| Field          | Value                                | 
+----------------+--------------------------------------+ 
| action         | access_as_shared                     | 
| id             | 314004d0-2261-4d5e-bda7-0181fcf40709 | 
| object_id      | fa9bb72f-b81a-4572-9c7f-7237e5fcabd3 | 
| object_type    | network                              | 
| target_project | 4b0b98f8c6c040f38ba4f7146e8680f5     | 
| project_id     | 98a2f53c20ce4d50a40dac4a38016c69     | 
+----------------+--------------------------------------+ 

� @57C;LB0B5 ?>;L7>20B5;8 ?@>5:B0 auditors A<>3CB ?>4:;NG0BL 8=AB0=AK : A5B8 web-servers. 

16.3 �DB69D>4 CB?<F<> RBAC 

�K?>;=8B5 A;54CNI85 459AB28O: 
1. �0?CAB8B5 :><0=4C openstack network rbac, GB>1K ?>;CG8BL ID ACI5AB2CNI8E ?>;8B8: 

C?@02;5=8O 4>ABC?>< =0 >A=>25 @>;59 (RBAC): 

# openstack network list 
+--------------------------------------+-------------+---------------------------------
----------------------+ 
| id                                   | name        | subnets                            
| 
+--------------------------------------+-------------+---------------------------------
----------------------+ 
| fa9bb72f-b81a-4572-9c7f-7237e5fcabd3 | web-servers | 20512ffe-ad56-4bb4-b064-
2cb18fecc923 192.168.200.0/24 | 
| bcc16b34-e33e-445b-9fde-dd491817a48a | private     | 7fe4a05a-4b81-4a59-8c47-
82c965b0e050 10.0.0.0/24      | 
| 9b2f4feb-fee8-43da-bb99-032e4aaf3f85 | public      | 2318dc3b-cff0-43fc-9489-
7d4cf48aaab9 172.24.4.224/28  | 
+--------------------------------------+-------------+---------------------------------
----------------------+ 

2. �0?CAB8B5 :><0=4C openstack network rbac-show, GB>1K ?>A<>B@5BL 45B0;8 :>=:@5B=>9 
70?8A8 RBAC: 

# openstack project list 
+----------------------------------+----------+ 
| ID                               | Name     | 
+----------------------------------+----------+ 
| 4b0b98f8c6c040f38ba4f7146e8680f5 | auditors | 
| 519e6344f82e4c079c8e2eabb690023b | services | 
| 80bf5732752a41128e612fe615c886c6 | demo     | 
| 98a2f53c20ce4d50a40dac4a38016c69 | admin    | 
+----------------------------------+----------+ 
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16.4 #84?9A<9 CB?<F<> RBAC 

�K?>;=8B5 A;54CNI85 459AB28O: 
1. �0?CAB8B5 :><0=4C openstack network rbac list, GB>1K ?>;CG8BL ID ACI5AB2CNI8E ?>;8B8: 

C?@02;5=8O 4>ABC?>< =0 >A=>25 @>;59 (RBAC): 

# openstack network rbac list 
+--------------------------------------+-------------+---------------------------------
-----+ 
| id                                   | object_type | object_id                          
| 
+--------------------------------------+-------------+---------------------------------
-----+ 
| 314004d0-2261-4d5e-bda7-0181fcf40709 | network     | fa9bb72f-b81a-4572-9c7f-
7237e5fcabd3 | 
| bbab1cf9-edc5-47f9-aee3-a413bd582c0a | network     | 9b2f4feb-fee8-43da-bb99-
032e4aaf3f85 | 
+--------------------------------------+-------------+---------------------------------
-----+ 

2. �0?CAB8B5 :><0=4C openstack network rbac delete, GB>1K C40;8BL RBAC, 8A?>;L7CO 53> 
845=B8D8:0B>@: 

# openstack network rbac delete 314004d0-2261-4d5e-bda7-0181fcf40709 
Deleted rbac_policy: 314004d0-2261-4d5e-bda7-0181fcf40709 

16.5 �D98BEF46?9A<9 8BEFGC4 > CB?<F<>9 RBAC 6A9LA<@ E9FO@ 

�4<8=8AB@0B>@ <>65B ?@54>AB028BL 4>ABC? : ?>;8B8:5 C?@02;5=8O 4>ABC?>< =0 >A=>25 
@>;59 (RBAC) 2=5H=8< A5BO< (A ?>4:;NG5==K<8 8=B5@D59A0<8 H;N70), 8A?>;L7CO ?0@0<5B@ --
action access_as_external. 

�K?>;=8B5 459AB28O, >?8A0==K5 40;55, GB>1K A>740BL RBAC 4;O A5B8 251-A5@25@>2 8 
?@54>AB028BL 4>ABC? : ?@>5:BC engineering project (c717f263785d4679b16a122516247deb): 

 %>7409B5 =>2CN ?>;8B8:C RBAC ?@8 ?><>I8 >?F88 --action access_as_external: 

# openstack network rbac create --type network --target-project 
c717f263785d4679b16a122516247deb --action access_as_external web-servers 
 Created a new rbac_policy: 
+----------------+--------------------------------------+ 
| Field          | Value                                | 
+----------------+--------------------------------------+ 
| action         | access_as_external                   | 
| id             | ddef112a-c092-4ac1-8914-c714a3d3ba08 | 
| object_id      | 6e437ff0-d20f-4483-b627-c3749399bdca | 
| object_type    | network                              | 
| target_project | c717f263785d4679b16a122516247deb     | 
| project_id     | c717f263785d4679b16a122516247deb     | 
+----------------+--------------------------------------+ 
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� @57C;LB0B5 ?>;L7>20B5;8 ?@>5:B0 engineering A<>3CB ?@>A<0B@820BL A5BL 8;8 ?>4:;NG0BL 
: =59 8=AB0=AK: 

$ openstack network list 
+--------------------------------------+-------------+---------------------------------
---------------------+ 
| id                                   | name        | subnets                            
| 
+--------------------------------------+-------------+---------------------------------
---------------------+ 
| 6e437ff0-d20f-4483-b627-c3749399bdca | web-servers | fa273245-1eff-4830-b40c-
57eaeac9b904 192.168.10.0/24 | 
+--------------------------------------+-------------+---------------------------------
---------------------+ 
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17 �4EFDB=>4 D4;D9L9AAOI C4D 48D9EB6 

17.1 �5;BD D4;D9L9AAOI C4D 48D9EB6 

$07@5H5==0O ?0@0 04@5A>2 (allowed address pair) – MB> @57C;LB0B 459AB289 04<8=8AB@0B>@0, 
:>340 >= >?@545;O5B :>=:@5B=K9 MAC-04@5A, IP-04@5A 8;8 8E >10, 8 @07@5H05B A5B52><C B@0D8:C 
?@>E>48BL G5@57 ?>@B =57028A8<> >B ?>4A5B8.  

"?@545;82 @07@5H5==K5 ?0@K 04@5A>2, <>6=> 8A?>;L7>20BL B0:85 ?@>B>:>;K, :0: 
?@>B>:>; @575@28@>20=8O 28@BC0;L=>3> <0@H@CB870B>@0 (Virtual Router Redundancy Protocol, 

VRRP), :>B>@K5 ?5@5<5I0NB IP-04@5A <564C 42C<O 8=AB0=A0<8 28@BC0;L=KE <0H8=, GB>1K 
>15A?5G8BL 1KAB@CN >1@01>B:C >B:070. 

$07@5H5==K5 ?0@K 04@5A>2 >?@545;ONBAO A ?><>ILN :><0=4K :><0=4=>9 
AB@>:8 openstack port :;85=B0 1Stack.  

�<59B5 2 284C, GB> =5 A;54C5B 8A?>;L7>20BL 3@C??C 157>?0A=>AB8 ?> C<>;G0=8N A 1>;55 H8@>:8< 
480?07>=>< IP-04@5A>2 2 @07@5H5==>9 ?0@5 04@5A>2. ЭB> <>65B A>740BL 2>7<>6=>ABL 4;O >4=>3> 
?>@B0 >1E>48BL 3@C??K 157>?0A=>AB8 4;O 2A5E >AB0;L=KE ?>@B>2 MB>9 65 A5B8. 
!0?@8<5@, MB0 :><0=40 70B@038205B 2A5 ?>@BK A5B8 8 >1E>48B 2A5 3@C??K 157>?0A=>AB8: 
# openstack port set --allowed-address mac-address=3e:37:09:4b,ip-address=0.0.0.0/0 

9e67d44eab334f07bf82fa1b17d824b6 

 

% ?><>ILN A5B52>3> 4@0925@0 <5E0=87<0 ML2/OVN <>6=> A>74020BL VIP-04@5A0. "4=0:> IP-04@5A, 
=07=0G5==K9 A2O70==><C ?>@BC A ?><>ILN allowed_address_pairs, 4>;65= A>2?40BL A IP-04@5A>< 
28@BC0;L=>3> ?>@B0 (/32).  

�A;8 65 8A?>;L7C5BAO IP-04@5A 2 D>@<0B5 CIDR 4;O allowed_address_pairs ?@82O70==>3> ?>@B0, 
?5@504@5A0F8O ?>@B>2 =5 =0AB@08205BAO =0 AB>@>=5 A5@25@0, 8 ?@>8AE>48B A1>9 B@0D8:0 
4;O ;N1>3> IP-04@5A0 2 CIDR, >6840NI53> 4>AB865=8O A2O70==>3> IP-?>@B0. 

17.2 !B;84A<9 CBDF4 < D4;D9L9A<9 B8AB= C4DO 48D9EB6 

%>740=85 ?>@B0 A @07@5H5==>9 ?0@>9 04@5A>2 ?>72>;O5B A5B52><C B@0D8:C ?@>E>48BL 
G5@57 ?>@B =57028A8<> >B ?>4A5B8. 

!5 8A?>;L7C9B5 3@C??C 157>?0A=>AB8 ?> C<>;G0=8N A 1>;55 H8@>:8< 480?07>=>< IP-04@5A>2 
2 @07@5H5==>9 ?0@5 04@5A>2. ЭB> <>65B ?>72>;8BL >4=><C ?>@BC >1E>48BL 3@C??K 157>?0A=>AB8 
4;O 2A5E >AB0;L=KE ?>@B>2 2 B>9 65 A5B8. 

�BDO8B> 89=EF6<= 

 %>7409B5 ?>@B 8 @07@5H8B5 >4=C ?0@C 04@5A>2 ?@8 ?><>I8 :><0=4K: 

# openstack port create --network <network> --allowed-address mac-address=<mac-
address>,ip-address=<ip_cidr> <port_name> 
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17.3 �B546?9A<9 D4;D9L9AAOI C4D 48D9EB6 

'B>1K A5B52>9 B@0D8: <>3 ?@>E>48BL G5@57 ?>@B =57028A8<> >B ?>4A5B8, <>6=> 4>1028BL 
=0 ?>@B @07@5H5==CN ?0@C 04@5A>2. 

!5 8A?>;L7C9B5 3@C??C 157>?0A=>AB8 ?> C<>;G0=8N A 1>;55 H8@>:8< 480?07>=>< IP-04@5A>2 
2 @07@5H5==>9 ?0@5 04@5A>2. ЭB> <>65B ?>72>;8BL >4=><C ?>@BC >1E>48BL 3@C??K 157>?0A=>AB8 
4;O 2A5E >AB0;L=KE ?>@B>2 2 B>9 65 A5B8.  

�BDO8B> 89=EF6<= 

 �;O 4>102;5=8O @07@5H5==KE ?0@ 04@5A>2 8A?>;L7C9B5 A;54CNICN :><0=4C: 

openstack port set --allowed-address mac-address=<mac_address>,ip-address=<ip_cidr> 
<port> 

!5;L7O CAB0=>28BL ?0@C allowed-address, A>>B25BAB2CNICN mac_address 8 ip_address ?>@B0.  
ЭB> A2O70=> A B5<, GB> B0:0O =0AB@>9:0 =5 8<55B MDD5:B0, ?>A:>;L:C B@0D8:C, A>>B25BAB2CNI5<C 
mac_address 8 ip_address, C65 @07@5H5=> ?@>E>48BL G5@57 ?>@B. 
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18 #CD46?9A<9 B5D4;4@< 

%5@28A Image (glance) >15A?5G8205B A5@28AK >1=0@C65=8O, @538AB@0F88 8 A>E@0=5=8O 
>1@07>2 (images) 48A:>2 8 A5@25@>2. "= ?@54>AB02;O5B 2>7<>6=>ABL :>?8@>20BL 8;8 45;0BL 
A=8<:8 >1@070 A5@25@0 8 <3=>25==> A>E@0=OBL 8E.  

%>E@0=5==K5 >1@07K <>6=> 8A?>;L7>20BL 2 :0G5AB25 H01;>=0 4;O 1KAB@>3> 22>40 
2 M:A?;C0B0F8N =>2KE A5@25@>2 2 A@02=5=88 A CAB0=>2:>9 A5@25@=>9 >?5@0F8>==>9 A8AB5<K 8 
8=48284C0;L=>9 =0AB@>9:>9 A5@28A>2. 

18.1 �47DG;>4 B5D4;4 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Images. 

2. !06<8B5 Create Image. 

3. ':068B5 7=0G5=8O 8 =06<8B5 Create Image. 

�CJ<< B5D4;4 

�B?9 �C<E4A<9 

Name �<O >1@070. � @0<:0E ?@>5:B0 8<O 4>;6=> 1KBL C=8:0;L=K<  
Description �@0B:>5 >?8A0=85 >1@070 
Image Source �AB>G=8: >1@070: Image Location 8;8 Image File. %;54CNI55 ?>;5 >B>1@0605BAO 2 

7028A8<>AB8 >B 2K1>@0 
Image Location <?< 
Image File 

 �K15@8B5 >?F8N Image Location, GB>1K C:070BL URL @0A?>;>65=8O >1@070. 
 �K15@8B5 >?F8N Image File, GB>1K 703@C78BL >1@07 A ;>:0;L=>3> 48A:0 

Format (>@<0B >1@070 (=0?@8<5@, qcow2) 

Architecture �@E8B5:BC@0 >1@070. !0?@8<5@, 8A?>;L7C9B5 i686 4;O 0@E8B5:BC@K 32 18B 8;8 x86_64 

4;O 0@E8B5:BC@K 64 18B 
Minimum Disk (GB)  8=8<0;L=K9 @07<5@ 48A:0, =5>1E>48<K9 4;O 703@C7:8 >1@070. �A;8 2 MB>< ?>;5 

=8G53> =5 C:070=>, 7=0G5=85 ?> C<>;G0=8N – 0 (<8=8<C< >BACBAB2C5B) 
Minimum RAM (MB)  8=8<0;L=K9 @07<5@ ?0<OB8, =5>1E>48<K9 4;O 703@C7:8 >1@070. �A;8 2 MB>< ?>;5 

=8G53> =5 C:070=>, 7=0G5=85 ?> C<>;G0=8N – 0 (<8=8<C< >BACBAB2C5B) 
Public #@8 2K1>@5 MB>9 >?F88 >1@07 AB0=>28BAO >1I54>ABC?=K< 4;O 2A5E ?>;L7>20B5;59, 

8<5NI8E 4>ABC? : ?@>5:BC 
Protected ЭB>B 2K1>@ @07@5H05B C40;OBL MB>B >1@07 B>;L:> ?>;L7>20B5;O< A >?@545;5==K<8 

@07@5H5=8O<8 
�A;8 703@C7:0 >1@070 ?@>H;0 CA?5H=>, 53> AB0BCA ?@8=8<05B 7=0G5=85 active. B. 5. >1@07 

AB0=>28BAO 4>ABC?=K< 4;O 8A?>;L7>20=8O.  
"1@0B8B5 2=8<0=85, GB> A5@28A Image <>65B @01>B0BL 4065 A :@C?=K<8 >1@070<8, 703@C7:0 

:>B>@KE 70=8<05B <=>3> 2@5<5=8 – 1>;LH5, G5< 2@5<O 687=5==>3> F8:;0 B>:5=0 A5@28A0 Identity, 

:>B>@K9 8A?>;L7>20;AO ?@8 8=8F80;870F88 703@C7:8. ЭB> A2O70=> A B5<, GB> A5@28A Image 

A=0G0;0 A>7405B 4>25@5==>5 A>548=5=85 A A5@28A>< Identity B0:8< >1@07><, GB> =>2K9 B>:5= 
<>6=> ?>;CG8BL 8 8A?>;L7>20BL ?>A;5 7025@H5=8O 703@C7:8 8 >1=>2;5=8O AB0BCA0 >1@070. 
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 >6=> B0:65 8A?>;L7>20BL :><0=4C glance image-create A >?F859 --property 4;O 703@C7:8 >1@070.  
� :><0=4=>9 AB@>:5 4>ABC?=K B0:65 4>?>;=8B5;L=K5 7=0G5=8O. 

18.2 �5AB6?9A<9 B5D4;4 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Images. 

2. !06<8B5 2 A?8A:5 =0 Edit Image. 

#0@0<5B@ Edit Image 4>ABC?5= B>;L:> ?@8 02B>@870F88 ?>;L7>20B5;O 2 :0G5AB25 04<8=8AB@0B>@0. 
#@8 2E>45 2 A8AB5<C 2 :0G5AB25 45<>?>;L7>20B5;O 4>ABC?=K >?F88 Launch an instance 8;8 Create 

Volume. 

3. "1=>28B5 ?>;O 8 =06<8B5 Update Image.  >6=> >1=>28BL A;54CNI85 7=0G5=8O:  
 8<O, >?8A0=85,  
 ID O4@0,  
 ID 28@BC0;L=>3> 48A:0,  
 0@E8B5:BC@0,  
 D>@<0B,  
 <8=8<0;L=K9 48A:, 
 <8=8<0;L=K9 >1J5< >?5@0B82=>9 ?0<OB8, 
 >1I54>ABC?=K9, 70I8I5==K9. 
4. !06<8B5 =0 @0A:@K20NI55AO <5=N 8 2K15@8B5 >?F8N Update Metadata. 

5. � ;52>< AB>;1F5 ?@82545=K >?@545;5=8O <5B040==KE 87 :0B0;>30 <5B040==KE A5@28A0 Image 

(Image Service Metadata Catalog). �K15@8B5 Other, GB>1K 4>1028BL <5B040==K5 A 2K1@0==K< 
:;NG><, 8 =06<8B5 Save.  

6. ':068B5 <5B040==K5 – 4>102LB5 M;5<5=BK 87 ;52>3> AB>;1F0 2 ?@02K9 AB>;15F. 

 >6=> B0:65 8A?>;L7>20BL :><0=4C glance image-update A >?F859 --property 4;O >1=>2;5=8O 
>1@070.  
�>?>;=8B5;L=K5 7=0G5=8O 4>ABC?=K 2 :><0=4=>9 AB@>:5. 

18.3 �@CBDF B5D4;4 

"1@07K <>6=> 8<?>@B8@>20BL 2 A5@28A Image (glance) >4=8< 87 42CE <5B>4>2: 
1. #@8 ?><>I8 web-download 4;O 8<?>@B0 >@1@070 A URI. 

2. #@8 ?><>I8 glance-direct 4;O 8<?>@B0 >1@07 87 ;>:0;L=>9 D09;>2>9 A8AB5<K. 
#> C<>;G0=8N 2:;NG5= <5B>4 web-download.  

 5B>4K 8<?>@B0 =0AB@08205B 04<8=8AB@0B>@ >1;0:0. #>;L7>20B5;L <@65B 70?CAB8BL 
:><0=4C glance import-info, GB>1K ?@>A<>B@5BL A?8A: 4>ABC?=KE >?F89 8<?>@B0. 
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18.3.1 �@CBDF B5D4;4 E G84?9AAB= URI 
�;O :>?8@>20=8O >1@070 A C40;5==>9 URI <>6=> 8A?>;L7>20BL <5B>4 web-download. 

1. %>7409B5 >1@07 8 C:068B5 URI >1@070 4;O 8<?>@B0: 

$ openstack image create --container-format <container-format> --disk-format <disk-
format> \ 
  --size <size> --location <image-url> <image-name> 

 #><5=O9B5 <CONTAINER FORMAT> =0 D>@<0B :>=B59=5@0, :>B>@K9 =C6=> CAB0=>28BL 
4;O >1@070 (none, ami, ari, aki, bare, ovf, ova, docker). 

 #><5=O9B5 <DISK-FORMAT> =0 D>@<0B 48A:0, :>B>@K9 =C6=> CAB0=>28BL 4;O >1@070 
(none, ami, ari, aki, vhd, vhdx, vmdk, raw, qcow2, vdi, iso, ploop). 

 #><5=O9B5 <IMAGE-NAME> =0 >?8A0B5;L=>5 8<O >1@070. 
 #><5=O9B5 <URI> =0 URI >1@070. 

2. #@>25@8BL 4>ABC?=>ABL >1@070 <>6=> A ?><>ILN :><0=4K openstack image show 

<IMAGE_ID>. 

 #><5=O9B5 <IMAGE_ID> =0 ID, :>B>@K9 1K; C:070= ?@8 A>740=88 >1@070. 
 5B>4 251-703@C7:8 (web download) A5@28A0 Image 8A?>;L7C5B 42CEMB0?=K9 ?@>F5AA 

8<?>@B0. ЭB>B <5B>4:  
 A>7405B 70?8AL >1@070; 
 872;5:05B >1@07 ?> C:070==>9 URI. 

"?F8>=0;L=>: 2>7<>6=0 D8;LB@0F8O URI ?> A?8A:0< 70?@5I5==KE 8 @07@5H5==KE AAK;>:. 
#;038= Image Property Injection <>65B 2=54@OBL A2>9AB20 <5B040==KE 2 >1@07. �=54@5==K5 

A2>9AB20 >?@545;ONB, =0 :0:8E 2KG8A;8B5;L=KE A5@25@0E 70?CI5=K 8=AB0=AK >1@070. 

18.3.2 �@CBDF B5D4;4 E ?B>4?PAB7B 8<E>4 

 5B>4 glance-direct A>7405B 70?8AL >1@070, :>B>@0O 35=5@8@C5B 53> ID.  

#>A;5 703@C7:8 >1@070 2 A5@28A Image A ;>:0;L=>3> 48A:0 >= A>E@0=O5BAO 2 ?@><56CB>G=>9 
>1;0AB8 8 AB0=>28BAO 0:B82=K< ?>A;5 ?@>E>645=8O 2A5E =0AB@>5==KE ?@>25@>:.  

�;O <5B>40 glance-direct =5>1E>48<0 ?@><56CB>G=0O >1;0ABL A>2<5AB=>3> 8A?>;L7>20=8O 
?@8 @01>B5 2 :>=D83C@0F88 2KA>:>9 4>ABC?=>AB8 (high-availability, HA). 

�03@C7:0 >1@070 <5B>4>< glance-direct <>65B 7025@H8BLAO =5CA?5H=> 2 A@545 2KA>:>9 4>ABC?=>AB8 
(HA), 5A;8 >BACBAB2C5B >1I0O >1;0AB8 ?>43>B>2:8.  
� A@545 HA active-active («0:B82=K9-0:B82=K9») 2K7>2K API @0A?@545;ONBAO ?> A5@25@0< 
C?@02;5=8O A5@28A0 Image.  

�K7>2 API 703@C7:8 <>65B 1KBL >B?@02;5= =0 A5@25@ C?@02;5=8O, >B;8G=K9 >B 2K7>20 API 

4;O 703@C7:8 >1@070. 
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�;O 8<?>@B0 >1@070 87 ;>:0;L=>3> 8AB>G=8:0 <>6=> 8A?>;L7>20BL :><0=4C 
openstack image create: 

$ openstack image create --container-format <container-format> --disk-format <disk-
format> \ 
  --size <size> --file <file> <image-name> 

 #><5=O9B5 <CONTAINER FORMAT>, <DISK-FORMAT>, <NAME> 8 <FILE> =0 7=0G5=8O, 
@5;520=B=K5 4;O >1@070. 

#>A;5 ?5@5<5I5=8O >1@070 87 ?@><56CB>G=>9 >1;0AB8 2 >A=>2=>5 E@0=8;8I5 >1@07 
?>O28BAO 2 A?8A:5. "4=0:> 4;O B>3>, GB>1K 87>1@065=85 AB0;> 0:B82=K<, <>65B ?>B@51>20BLAO 
=5:>B>@>5 2@5<O. 

#@>25@8BL 4>ABC?=>ABL >1@070 <>6=> A ?><>ILN :><0=4K openstack image show 

<IMAGE_ID>. 

 #><5=O9B5 <IMAGE_ID> =0 ID, :>B>@K9 8A?>;L7>20;AO ?@8 A>740=88 >1@070. 

18.4 #84?9A<9 B5D4;4 

�K?>;=8B5 A;54CNI85 459AB28O: 
1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Images. 

2. �K15@8B5 >1@07 8 =06<8B5 Delete Images. 
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19 #CD46?9A<9 FB@4@< 

"1;0G=K< E@0=8;8I5< <>6=> C?@02;OBL A ?><>ILN ?0=5;8 C?@02;5=8O 1Stack 8;8 
:;85=B>2 :><0=4=>9 AB@>:8: 1>;LH8=AB2> ?@>F54C@ <>6=> 2K?>;=OBL, 8A?>;L7CO ;N1>9 87 MB8E 
<5B>4>2. "4=0:> =5:>B>@K5 1>;55 A;>6=K5 459AB28O <>6=> 2K?>;=8BL B>;L:> 2 :><0=4=>9 
AB@>:5.  

%>7409B5 8 =0AB@>9B5 B><0 :0: >A=>2=>9 B8? ?>AB>O==>3> E@0=8;8I0 4;O 8=AB0=A>2 A5@28A0 
2KG8A;8B5;L=KE @5AC@A>2 (Compute) 2 >1;0G=>< E@0=8;8I5. %>740209B5 B><0, ?@8A>548=O9B5 
B><0 : 8=AB0=A0<, @540:B8@C9B5 B><0 8 87<5=O9B5 8E @07<5@K, 0 B0:65 87<5=O9B5 2;045;LF52 
B><>2. 

19.1 !B;84A<9 FB@B6 

%>740209B5 B><0, GB>1K >15A?5G8BL ?>AB>O==>5 E@0=8;8I5 4;O 8=AB0=A>2, :>B>@K5 =C6=> 
70?CA:0BL ?@8 ?><>I8 A5@28A0 2KG8A;8B5;L=KE @5AC@A>2 (nova) 2 Overcloud. 

 0:A8<0;L=>5 :>;8G5AB2> B><>2, :>B>@>5 <>6=> A>740BL 4;O ?@>5:B0 ?> C<>;G0=8N – 10.  

�D9864D<F9?PAO9 FD95B64A<O 

 'AB0=>2:0 Undercloud 2K?>;=5=0 CA?5H=>. 

 $0725@BK20=85 Overcloud 2K?>;=5=> CA?5H=>. 

 �<55BAO 4>ABC? : ?0=5;8 C?@02;5=8O (horizon) 1Stack. 

�BDO8B> 89=EF6<= 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Volumes. 

2. !06<8B5 Create Volume 8 2=5A8B5 87<5=5=8O 2 A;54CNI85 ?>;O: 
�B?9 �C<E4A<9 

Volume 

name 

�<O B><0 

Description "?F8>=0;L=>, :>@>B:>5 >?8A0=85 B><0 
Type �A;8 8<55BAO =5A:>;L:> E@0=8;8I Block Storage, 4;O MB>3> ?>;O <>6=> 2K1@0BL :>=:@5B=>5 

E@0=8;8I5 
Size (GB) $07<5@ B><0 (2 3830109B0E). �A;8 =C6=> A>740BL 70H8D@>20==K9 B>< 87 =570H8D@>20==>3> 

>1@070, =5>1E>48<> C1548BLAO, GB> @07<5@ B><0 1>;LH5 @07<5@0 >1@070, GB>1K 40==K5 
H8D@>20=8O =5 C@570;8 40==K5 B><0 

Availability 

Zone 

�>=K 4>ABC?=>AB8 (3@C??K ;>38G5A:8E A5@25@>2), =0@O4C A 03@530B0<8 E>AB>2, O2;ONBAO 
@0A?@>AB@0=5==K< <5B>4>< @0745;5=8O (c53@530F88) @5AC@A>2 2 1Stack. �>=K 4>ABC?=>AB8 
>?@545;ONBAO 2 ?@>F5AA5 CAB0=>2:8 

3. ':068B5 8AB>G=8: B><0: 
�EFBKA<> �C<E4A<9 

No source, empty 

volume 

&>< ?CAB>9 8 =5 A>45@68B D09;>2>9 A8AB5<K 8;8 B01;8FK @0745;>2 
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�EFBKA<> �C<E4A<9 

Snapshot �A?>;L7>20BL ACI5AB2CNI89 A=8<>: 2 :0G5AB25 8AB>G=8:0 B><0.  
#@8 2K1>@5 MB>9 >?F88 >B:@>5BAO =>2K9 A?8A>: Use snapshot as a source 

(�A?>;L7>20BL A=8<>: 2 :0G5AB25 8AB>G=8:0), A=8<>: <>6=> 1C45B 2K1@0BL 2 A?8A:5.  
�A;8 =C6=> A>740BL =>2K9 B>< 87 A=8<:0 70H8D@>20==>3> B><0, =5>1E>48<> 
C1548BLAO, GB> =>2K9 B>< 1>;LH5 AB0@>3> =5 <5=55 G5< =0 1 �� 

Image �A?>;L7>20BL ACI5AB2CNI89 >1@07 2 :0G5AB25 8AB>G=8:0 B><0.  
#@8 2K1>@5 MB>9 >?F88 >B:@>5BAO =>2K9 A?8A>: Use snapshot as a source 

(�A?>;L7>20BL A=8<>: 2 :0G5AB25 8AB>G=8:0), >1@07 <>6=> 2K1@0BL 2 A?8A:5 
Volume �A?>;L7>20BL ACI5AB2CNI89 B>< 2 :0G5AB25 8AB>G=8:0 B><0.  

#@8 2K1>@5 MB>9 >?F88 >B:@>5BAO =>2K9 A?8A>: Use snapshot as a source.  

� A?8A:5 <>6=> 1C45B 2K1@0BL B>< 

4. !06<8B5 Create Volume. #>A;5 A>740=8O B><0 53> 8<O ?>O28BAO 2 B01;8F5 Volumes. 

� 40;L=59H5< <>6=> 1C45B 87<5=8BL B8? B><0. 

19.2  984>F<DB64A<9 <@9A< <?< BC<E4A<O FB@4 

$540:B8@>20BL 8<5=0 8 >?8A0=8O <>6=> 87 ?0=5;8 C?@02;5=8O.  
�D9864D<F9?PAO9 FD95B64A<O 

 'AB0=>2:0 Undercloud 2K?>;=5=0 CA?5H=>. 

 $0725@BK20=85 Overcloud 2K?>;=5=> CA?5H=>. 

 �<55BAO 4>ABC? : ?0=5;8 C?@02;5=8O 1Stack. 

�BDO8B> 89=EF6<= 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Volumes. 

2. !06<8B5 :=>?:C B><0 Edit Volume. 

3. �=5A8B5 87<5=5=8O 2 8<O 8;8 >?8A0=85 B><0. 
4. !06<8B5 Edit Volume, GB>1K A>E@0=8BL 87<5=5=8O. 

'B>1K A>740BL 70H8D@>20==K9 B><, A=0G0;0 =5>1E>48<> =0AB@>8BL B8? B><0 A?5F80;L=> 
4;O H8D@>20=8O.  
#><8<> MB>3> =5>1E>48<> =0AB@>8BL >10 A5@28A0 (Compute 8 Block Storage) 4;O 8A?>;L7>20=8O 
>4=>3> 8 B>3> 65 AB0B8G5A:>3> :;NG0. 

19.3 �;@9A9A<9 D4;@9D4 (D4EL<D9A<9) FB@4 

�7<5=5=85 @07<5@0 B><>2 C25;8G8205B 8E 5<:>ABL. 

�>7<>6=>ABL 87<5=5=8O @07<5@0 8A?>;L7C5<>3> B><0 ?>445@68205BAO, >4=0:> 7028A8B >B 
4@0925@0.  
#>445@68205BAO RBD. !5;L7O @0AH8@8BL 8A?>;L7C5<K5 B><0 A =5A:>;L:8<8 ?>4:;NG5=8O<8  
(multi-attach volumes). 



 
 

 

 www.jet.su 86 

 

�D9864D<F9?PAO9 FD95B64A<O 

 'AB0=>2:0 Undercloud 2K?>;=5=0 CA?5H=>. 

�BDO8B> 89=EF6<= 

1. #>;CG8B5 A?8A>: B><>2, GB>1K ?>;CG8BL 845=B8D8:0B>@ ID B><0, :>B>@K9 =C6=> @0AH8@8BL: 

$ openstack volume list 

2. �;O 87<5=5=8O @07<5@0 B><0 2K?>;=8B5 A;54CNI85 :><0=4K, GB>1K C:070BL :>@@5:B=CN 
<8:@>25@A8N API, 70B5< ?5@5409B5 ID B><0 8 =>2K9 @07<5@ (7=0G5=85, ?@52KH0NI55 
?@54K4CI55) 2 :0G5AB25 ?0@0<5B@>2: 

$ openstack volume set <volume ID> <size> 

#><5=O9B5 <volume ID>, and <size> =0 =C6=K5 7=0G5=8O. !0?@8<5@ 

$ openstack volume set 573e024d-5235-49ce-8332-be1576d323f8 --size 10 

19.4 #84?9A<9 FB@4 

�;O C40;5=8O =5=C6=KE B><>2 8A?>;L7C9B5 ?0=5;L C?@02;5=8O.  

&>< =52>7<>6=> C40;8BL ?@8 =0;8G88 C =53> ACI5AB2CNI8E A=8<:>2. 

�D9864D<F9?PAO9 FD95B64A<O 

 'AB0=>2:0 Undercloud 2K?>;=5=0 CA?5H=>. 

 $0725@BK20=85 Overcloud 2K?>;=5=> CA?5H=>. 

 �<55BAO 4>ABC? : ?0=5;8 C?@02;5=8O 1Stack. 

�BDO8B> 89=EF6<= 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Volumes. 

2. � B01;8F5 Volumes 2K15@8B5 B><0, :>B>@K5 =C6=> C40;8BL. 
3. !06<8B5 Delete Volumes. 

19.5 �B8>?NK9A<9 FB@4 

�=AB0=AK <>3CB 8A?>;L7>20BL B>< 4;O ?>AB>O==>3> E@0=5=8O. &>< <>6=> ?>4:;NG8BL 
B>;L:> : >4=><C M:75<?;O@C 548=>2@5<5==>. 
�D9864D<F9?PAO9 FD95B64A<O 

 'AB0=>2:0 Undercloud 2K?>;=5=0 CA?5H=>. 

 $0725@BK20=85 Overcloud 2K?>;=5=> CA?5H=>. 

 �<55BAO 4>ABC? : ?0=5;8 C?@02;5=8O 1Stack. 
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�BDO8B> 89=EF6<= 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Volumes. 

2. �K15@8B5 459AB285 Edit Attachments. �A;8 B>< =5 ?>4:;NG5= : 8=AB0=AC, >B>1@078BAO 
@0A:@K20NI89AO A?8A>: Attach To Instance. 

3. � A?8A:5 Attach To Instance 2K15@8B5 8=AB0=A, : :>B>@><C =C6=> ?>4:;NG8BL B><. 
4. !06<8B5 Attach Volume. 

19.6 �F>?NK9A<9 FB@4 

�=AB0=AK <>3CB 8A?>;L7>20BL B>< 4;O ?>AB>O==>3> E@0=5=8O. &>< <>6=> ?@8A>548=8BL B>;L:> : 
>4=><C 8=AB0=AC 548=>2@5<5==>. 

�D9864D<F9?PAO9 FD95B64A<O 

 'AB0=>2:0 Undercloud 2K?>;=5=0 CA?5H=>. 

 $0725@BK20=85 Overcloud 2K?>;=5=> CA?5H=>. 

 �<55BAO 4>ABC? : ?0=5;8 C?@02;5=8O 1Stack. 

�BDO8B> 89=EF6<= 

1. !0 ?0=5;8 C?@02;5=8O 2K15@8B5 Project > Compute > Volumes. 

2. �K15@8B5 459AB285 Manage Attachments (C?@02;5=85 2;>65=8O<8 B><0). �A;8 B>< ?>4:;NG5= 
: 8=AB0=AC, 8<O 8=AB0=A0 >B>1@078BAO 2 B01;8F5 Attachments. 

3. !06<8B5 Detach Volume 2 MB>< 8 A;54CNI5< 480;>3>2>< >:=5. 
�4ELF45<DB64A<9 E9D69DB6 Overcloud 

�A;8 ?>A;5 A>740=8O Overcloud =C6=> 4>1028BL 8;8 C40;8BL A5@25@K, =5>1E>48<> >1=>28BL 
Overcloud. 

!5 8A?>;L7C9B5 DC=:F8N C40;5=8O A5@25@0 openstack 4;O C40;5=8O A5@25@>2 87 Overcloud.  

%;54C9B5 8=AB@C:F8O<, ?@82545==K< 2 MB>< @0745;5, GB>1K ?@028;L=> C40;OBL 8 70<5=OBL A5@25@K. 

 

#5@54 <0AHB018@>20=85< 8;8 C40;5=85< A5@25@0 Overcloud, C1548B5AL, GB> D878G5A:85 A5@25@K 
=5 =0E>4OBAO 2 @568<5 >1A;C6820=8O. 

 

 

#5@54 <0AHB018@>20=85< Overcloud, C1548B5AL, GB> C 8<55BAO :0: <8=8<C< 10 �� A2>1>4=>3> 
<5AB0. ЭB> A2>1>4=>5 ?@>AB@0=AB2> =5>1E>48<> 4;O ?@5>1@07>20=8O 8 :5H8@>20=8O >1@07>2 2 
?@>F5AA5 ?>43>B>2:8 A5@25@0. 
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�A?>;L7C9B5 8=D>@<0F8N, ?@82545==CN 2 B01;8F5 =865, GB>1K >?@545;8BL ?>445@6:C 
<0AHB018@>20=8O A5@25@>2 :064>3> B8?0: 

"<C E9D69D4 
�4ELF45<DB64FP E 
G69?<K9A<9@? 

�4ELF45<DB64FP E 
G@9APL9A<9@? �D<@9K4A<9 

 0@H@CB870B>@ !5B !5B  >6=> 70<5=8BL A5@25@K C?@02;5=8O, 
8A?>;L7CO ?>@O4>: 459AB289, >?8A0==K9 
2 @0745;5 �0<5=0 A5@25@>2 C?@02;5=8O 

Compute �0 �0  
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20 �4ELF45<DB64A<9 E9D69DB6 Overcloud 

�A;8 ?>A;5 A>740=8O Overcloud =C6=> 4>1028BL 8;8 C40;8BL A5@25@K, =5>1E>48<> >1=>28BL 
Overcloud. 

!5 8A?>;L7C9B5 DC=:F8N C40;5=8O A5@25@0 openstack 4;O C40;5=8O A5@25@>2 87 Overcloud.  

%;54C9B5 8=AB@C:F8O<, ?@82545==K< 2 MB>< @0745;5, GB>1K ?@028;L=> C40;OBL 8 70<5=OBL A5@25@K. 

 

#5@54 <0AHB018@>20=85< 8;8 C40;5=85< A5@25@0 Overcloud, C1548B5AL, GB> D878G5A:85 A5@25@K 
=5 =0E>4OBAO 2 @568<5 >1A;C6820=8O. 

 

#5@54 <0AHB018@>20=85< Overcloud, C1548B5AL, GB> C 8<55BAO :0: <8=8<C< 10 �� A2>1>4=>3> 
<5AB0. ЭB> A2>1>4=>5 ?@>AB@0=AB2> =5>1E>48<> 4;O ?@5>1@07>20=8O 8 :5H8@>20=8O >1@07>2 2 
?@>F5AA5 ?>43>B>2:8 A5@25@0. 

 

�A?>;L7C9B5 8=D>@<0F8N, ?@82545==CN 2 B01;8F5 =865, GB>1K >?@545;8BL ?>445@6:C 
<0AHB018@>20=8O A5@25@>2 :064>3> B8?0: 

"<C E9D69D4 
�4ELF45<DB64FP E 
G69?<K9A<9@? 

�4ELF45<DB64FP E 
G@9APL9A<9@? �D<@9K4A<9 

 0@H@CB870B>@ !5B !5B  >6=> 70<5=8BL A5@25@K C?@02;5=8O, 
8A?>;L7CO ?>@O4>: 459AB289, >?8A0==K9 
2 @0745;5 �0<5=0 A5@25@>2 C?@02;5=8O 

Compute �0 �0  

 

20.1 �B546?9A<9 E9D69DB6 6 Overcloud 

�K?>;=8B5 A;54CNI85 459AB28O, GB>1K 4>1028BL A5@25@K 2 ?C; A5@25@>2 Undercloud. 

�BDO8B> 89=EF6<= 

1. %>7409B5 =>2K9 JSON-D09; A =0720=85< newnodes.json, A>45@60I89 A2545=8O > =>2>< 
A5@25@5, :>B>@K9 =C6=> 70@538AB@8@>20BL: 

{ 
  "nodes":[ 
    { 
        "mac":[ 
            "dd:dd:dd:dd:dd:dd" 
        ], 
        "cpu":"4", 
        "memory":"6144", 
        "disk":"40", 
        "arch":"x86_64", 



 
 

 

 www.jet.su 90 

 

        "pm_type":"ipmi", 
        "pm_user":"admin", 
        "pm_password":"p@55w0rd!", 
        "pm_addr":"192.168.24.207" 
    }, 
    { 
        "mac":[ 
            "ee:ee:ee:ee:ee:ee" 
        ], 
        "cpu":"4", 
        "memory":"6144", 
        "disk":"40", 
        "arch":"x86_64", 
        "pm_type":"ipmi", 
        "pm_user":"admin", 
        "pm_password":"p@55w0rd!", 
        "pm_addr":"192.168.24.208" 
    } 
  ] 
} 

2. �0@538AB@8@C9B5 =>2K5 A5@25@K: 

$ source ~/stackrc 
(undercloud) $ openstack overcloud node import newnodes.json 

3. #>A;5 @538AB@0F88 =>2KE A5@25@>2 70?CAB8B5 ?@>F5AA 8=B@>A?5:F88 4;O :064>3> 87 =8E: 

(undercloud) $ openstack overcloud node introspect [NODE UUID] --provide 

ЭB>B ?@>F5AA >?@545;O5B 8 >F5=8205B 0??0@0B=K5 E0@0:B5@8AB8:8 A5@25@>2. 
4. !0AB@>9B5 A2>9AB20 >1@070 4;O A5@25@0: 

(undercloud) $ openstack overcloud node configure [NODE UUID] 

20.2 #69?<K9A<9 >B?<K9EF64 E9D69DB6 8?O DB?9= 

'B>1K <0AHB018@>20BL A5@25@K Overcloud 4;O >?@545;5==>9 @>;8, =0?@8<5@, 
2KG8A;8B5;L=>3> A5@25@0, 2K?>;=8B5 A;54CNI85 459AB28O. 
�BDO8B> 89=EF6<= 

1. #><5BLB5 :064K9 =>2K9 A5@25@ <5B:>9 (tag) c =C6=>9 @>;LN. !0?@8<5@, GB>1K >B<5B8BL 
A5@25@ @>;LN Compute, C:068B5 A;54CNICN :><0=4C: 

(undercloud) $ openstack baremetal node set --property 
capabilities='profile:compute,boot_option:local' [NODE UUID] 
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2. 'B>1K <0AHB018@>20BL Overcloud, =5>1E>48<> >B@540:B8@>20BL D09; A@54K, A>45@60I89 
@50;L=>5 :>;8G5AB2> A5@25@>2, 8 ?>2B>@=> @0725@=CBL Overcloud. !0?@8<5@, GB>1K 
<0AHB018@>20BL Overcloud 4> ?OB8 2KG8A;8B5;L=KE A5@25@>2, >B@540:B8@C9B5 ?0@0<5B@ 
ComputeCount: 

parameter_defaults: 
  ... 
  ComputeCount: 5 
  ... 

3. #>2B>@=> 70?CAB8B5 :><0=4C @0725@BK20=8O A >1=>2;5==K< D09;>< (2 ?@8<5@5 8<55B 8<O 
node-info.yaml): 

(undercloud) $ openstack overcloud deploy --templates -e /home/stack/templates/node-
info.yaml [OTHER_OPTIONS] 

'1548B5AL, GB> 2:;NG5=K 2A5 D09;K 8 ?0@0<5B@K A@54K 87 87=0G0;L=>3> A>740=8O 
Overcloud. %N40 2E>4OB B5 65 ?0@0<5B@K <0AHB018@>20=8O 4;O A5@25@>2, :>B>@K5 =5 O2;ONBAO 
2KG8A;8B5;L=K<8 A5@25@0<8. 
4. �>648B5AL 7025@H5=8O >?5@0F88 @0725@BK20=8O. 

20.3 #84?9A<9 <?< ;4@9A4 6OK<E?<F9?PAB7B E9D69D4 

� =5:>B>@KE A8BC0F8OE =5>1E>48<> C40;8BL 2KG8A;8B5;L=K9 A5@25@ (Compute) 

87 Overcloud, =0?@8<5@, 5A;8 =C6=> 70<5=8BL ?@>1;5<=K9 2KG8A;8B5;L=K9 A5@25@.  
#@8 C40;5=88 2KG8A;8B5;L=>3> A5@25@0 53> 8=45:A 4>102;O5BAO ?> C<>;G0=8N 2 A?8A>: 

70?@5I5==KE (denylist), GB>1K ?@54>B2@0B8BL ?>2B>@=>5 8A?>;L7>20=85 8=45:A0 2 >?5@0F8OE 
3>@87>=B0;L=>3> <0AHB018@>20=8O. 

#>A;5 C40;5=8O A5@25@0 87 @0725@BK20=8O Overcloud C40;5==K9 2KG8A;8B5;L=K9 A5@25@ 
<>6=> 70<5=8BL. 
�D9864D<F9?PAO9 FD95B64A<O 

 "B:;NG8B5 2KG8A;8B5;L=K9 A5@28A =0 A5@25@0E, :>B>@K5 =C6=> C40;8BL, GB>1K A5@28A =5 
?;0=8@>20; =>2K5 8=AB0=AK =0 MB>< A5@25@5.  

 'B>1K ?>4B25@48BL, GB> 2KG8A;8B5;L=K9 A5@28A >B:;NG5=, 8A?>;L7C9B5 A;54CNICN :><0=4C: 

(overcloud)$ openstack compute service list 

 �A;8 2KG8A;8B5;L=K9 A5@28A =5 >B:;NG5=, >B:;NG8B5 53>: 

(overcloud)$ openstack compute service set <hostname> nova-compute 
--disable 
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�A?>;L7C9B5 ?0@0<5B@ --disable-reason, GB>1K 4>1028BL :@0B:>5 >1JOA=5=85 ?@8G8=K >B:;NG5=8O 
A5@28A0. ЭB> <>65B ?>=04>18BLAO, 5A;8 ?;0=8@C5BAO ?>2B>@=>5 @0725@BK20=85 A5@28A0 
2KG8A;8B5;L=KE @5AC@A>2. 
 $01>G85 =03@C7:8 =0 2KG8A;8B5;L=KE A5@25@0E 1K;8 ?5@5=5A5=K =0 4@C385 2KG8A;8B5;L=K5 

A5@25@K. 
 �A;8 2:;NG5= 8=AB0=A 2KA>:>9 4>ABC?=>AB8, 2K15@8B5 >48= 87 A;54CNI8E 20@80=B>2: 

1. �A;8 2KG8A;8B5;L=K9 A5@25@ 4>ABC?5=, 02B>@87C9B5AL =0 =5< :0: ?>;L7>20B5;L root 8 
?>;=>ABLN 7025@H8B5 @01>BK A ?><>ILN :><0=4K reboot. 

2. �A;8 2KG8A;8B5;L=K9 A5@25@ =54>ABC?5=, 02B>@87C9B5AL =0 A5@25@5 C?@02;5=8O :0: 
?>;L7>20B5;L root, >B:;NG8B5 CAB@>9AB2> STONITH 4;O 2KG8A;8B5;L=>3> A5@25@0 8 
7025@H8B5 @01>BC D878G5A:>3> A5@25@0: 

 

[root@controller-0 ~]# pcs stonith disable <stonith_resource_name> 

[stack@undercloud ~]$ source stackrc 

[stack@undercloud ~]$ openstack baremetal node power off <UUID> 

1. �:B828@C9B5 8AE>4=CN :>=D83C@0F8N Undercloud: 

(overcloud)$ source ~/stackrc 

2. "?@545;8B5 UUID =01>@0 @5AC@A>2 2 Overcloud: 

(undercloud)$ openstack stack list 

3. "?@545;8B5 UUID 8;8 8<5=0 E>AB>2 2KG8A;8B5;L=KE A5@25@>2, :>B>@K5 =C6=> C40;8BL: 

(undercloud)$ openstack server list 

4. "?F8>=0;L=>: 70?CAB8B5 :><0=4C @0725@BK20=8O Overcloud A ?0@0<5B@>< --update-plan-only, 

GB>1K >1=>28BL ?;0=K ?@8 ?><>I8 ?>A;54=8E :>=D83C@0F89 87 H01;>=>2. ЭB> 30@0=B8@C5B 
0:BC0;L=>ABL :>=D83C@0F88 Overcloud ?5@54 C40;5=85< ;N1KE 2KG8A;8B5;L=KE A5@25@>2: 

$ openstack overcloud deploy --update-plan-only --templates  \ 
  -e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \ 
  -e /home/stack/templates/network-environment.yaml \ 
  -e /home/stack/templates/storage-environment.yaml \ 
  -e /home/stack/templates/rhel-registration/environment-rhel-registration.yaml \ 
  [-e |...] 

ЭB>B H03 =5>1E>48<, 5A;8 A?8A>: 70?@5I5==KE c5@25@>2 Overcloud 1K; >1=>2;5=. 

 

5. '40;8B5 2KG8A;8B5;L=K5 A5@25@K 87 stack: 

$ openstack overcloud node delete --stack <overcloud> <node_1> ... [node_n] 
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 #><5=O9B5 <overcloud> =0 8<O 8;8 UUID =0AB@>5==>3> 8<5=8 =01>@0 C?@02;O5<KE 
@5AC@A>2 (stack) Overcloud. 

 #><5=O9B5 <node_1> 8 >?F8>=0;L=> 2A5 A5@25@K =0 [node_n] =0 8<O E>AB0 
2KG8A;8B5;L=>3> A5@28A0 8;8 UUID 2KG8A;8B5;L=KE A5@25@>2, :>B>@K5 =C6=> C40;8BL. 
!5 8A?>;L7C9B5 :><18=0F8N UUID 8 8<5= E>AB>2. �A?>;L7C9B5 B>;L:> UUIDs ;81> B>;L:> 
8<5=0 E>AB>2. 

�A;8 A5@25@ C65 1K; 2K:;NG5=, MB0 :><0=40 2>72@0I05B A>>1I5=85 > ?@54C?@5645=88 
(WARNING): 

 

Ansible failed, check log at /var/lib/mistral/overcloud/ansible.log 

WARNING: Scale-down configuration error. Manual cleanup of some actions may be necessary. 

Continuing with node removal. 

 

ЭB> A>>1I5=85 <>6=> ?@>83=>@8@>20BL. 

6. �>648B5AL C40;5=8O 2KG8A;8B5;L=KE A5@25@>2. 
7. '40;8B5 A5B52K5 035=BK 4;O :064>3> C40;5==>3> A5@25@0: 

(overcloud)$ for AGENT in $(openstack network agent list --host <scaled_down_node> -c 
ID -f value); do openstack network agent delete $AGENT ; done 

8. #@>25@LB5 A>AB>O=85 =01>@0 @5AC@A>2 (stack) Overcloud ?>A;5 7025@H5=8O C40;5=8O A5@25@0: 

(undercloud)$ openstack stack list 

 9;G?PF4F: 
!F4FGE �C<E4A<9 

UPDATE_COMPLETE "?5@0F8O C40;5=8O 7025@H5=0 CA?5H=> 

UPDATE_FAILED "?5@0F8O C40;5=8O 7025@H5=0 =5CA?5H=>. 
$0A?@>AB@0=5==0O ?@8G8=0 =5C40G=>9 >?5@0F88 C40;5=8O – =54>ABC?=K9 8=B5@D59A 
IPMI =0 A5@25@5, :>B>@K9 =C6=> C40;8BL. 
 

�A;8 >?5@0F8O C40;5=8O 7025@H05BAO =5C40G=>, =5>1E>48<> C40;8BL 
2KG8A;8B5;L=K9 A5@25@ 2@CG=CN 

9. �A;8 8=AB0=A 2KA>:>9 4>ABC?=>AB8 2:;NG5=, 2K?>;=8B5 A;54CNI85 459AB28O: 
 "G8AB8B5 @5AC@AK Pacemaker 4;O A5@25@0: 

$ sudo pcs resource delete <scaled_down_node> 
$ sudo cibadmin -o nodes --delete --xml-text '<node id="<scaled_down_node>"/>' 
$ sudo cibadmin -o fencing-topology --delete --xml-text '<fencing-level 
target="<scaled_down_node>"/>' 
$ sudo cibadmin -o status --delete --xml-text '<node_state id="<scaled_down_node>"/>' 
$ sudo cibadmin -o status --delete-all --xml-text '<node id="<scaled_down_node>"/>' --
force 

 '40;8B5 CAB@>9AB2> STONITH 4;O A5@25@0: 

$ sudo pcs stonith delete <device-name> 
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10. �A;8 70<5=0 C40;5==KE 2KG8A;8B5;L=KE A5@25@>2 2 Overcloud =5 =C6=0, C<5=LH8B5 ?0@0<5B@ 
ComputeCount 2 D09;5 A@54K A :>;8G5AB2>< A5@25@>2. �0: ?@028;>, MB>B D09; =07K205BAO 
node-info.yaml. !0?@8<5@, C<5=LH8B5 :>;8G5AB2> A5@25@>2 A G5BK@5E 4> B@5E, 5A;8 C40;5= 

>48= A5@25@: 

parameter_defaults: 
  ... 
  ComputeCount: 3 

'<5=LH5=85 :>;8G5AB20 A5@25@>2 30@0=B8@C5B, GB> Undercloud =5 1C45B ?@54>AB02;OBL 
=>2K5 A5@25@K ?@8 70?CA:5 @0725@BK20=8O openstack overcloud. 

20.4 #84?9A<9 6OK<E?<F9?PAB7B E9D69D4 6DGKAGN 

�A;8 :><0=40 C40;5=8O A5@25@0 openstack overcloud 7025@H8;0AL =5C40G=> 87-70 
=54>ABC?=>AB8 A5@25@0, =5>1E>48<> 7025@H8BL C40;5=85 2KG8A;8B5;L=>3> A5@25@0 87 Overcloud 

2@CG=CN. 
�D9864D<F9?PAO9 FD95B64A<O 

 '40;5=85 8;8 70<5=0 2KG8A;8B5;L=>3> A5@25@0 A> AB0BCA>< UPDATE_FAILED. 

�BDO8B> 89=EF6<= 

1. "?@545;8B5 UUID =01>@0 @5AC@A>2 (stack) Overcloud: 

(undercloud)$ openstack stack list 

2. "?@545;8B5 UUID A5@25@0, :>B>@K9 =C6=> C40;8BL 2@CG=CN: 

(undercloud)$ openstack baremetal node list 

3. #5@52548B5 A5@25@, :>B>@K9 =C6=> C40;8BL, 2 @568< >1A;C6820=8O: 

(undercloud)$ openstack baremetal node maintenance set <node_uuid> 

4. �>648B5AL A8=E@>=870F88 A>AB>O=8O 2KG8A;8B5;L=>3> A5@28A0 A A5@28A>< Bare Metal. 

ЭB> <>65B 70=OBL 4> G5BK@5E <8=CB. 
5. #@8<5=8B5 :>=D83C@0F8N Overcloud: 

(undercloud)$ source ~/overcloudrc 

6. '40;8B5 A5B52K5 035=BK 4;O C40;5==>3> A5@25@0: 

(overcloud)$ for AGENT in $(openstack network agent list --host <scaled_down_node> -c 
ID -f value) ; \do openstack network agent delete $AGENT ; done 

#><5=O9B5 <scaled_down_node> =0 8<O A5@25@0, :>B>@K9 =C6=> C40;8BL. 
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7. '1548B5AL, GB> A5@28A 2KG8A;8B5;L=KE @5AC@A>2 (Compute) >B:;NG5= =0 C40;5==>< A5@25@5 
2 Overcloud, GB>1K ?@54>B2@0B8BL 2=5A5=85 A5@25@>< =>2KE 8=AB0=A>2 2 @0A?8A0=85: 

(overcloud)$ openstack compute service list 

8. �A;8 A5@28A 2KG8A;8B5;L=KE @5AC@A>2 =5 >B:;NG5=, >B:;NG8B5 53>:  

(overcloud)$ openstack compute service set <hostname> nova-compute --disable 

�A?>;L7C9B5 ?0@0<5B@ --disable-reason, GB>1K 4>1028BL :@0B:>5 >1JOA=5=85 ?@8G8=K >B:;NG5=8O 
A5@28A0. ЭB> <>65B ?>=04>18BLAO, 5A;8 ?;0=8@C5BAO ?>2B>@=>5 @0725@BK20=85 A5@28A0 
2KG8A;8B5;L=KE @5AC@A>2. 

9. '40;8B5 A5@28A 2KG8A;8B5;L=KE @5AC@A>2 (Compute) A A5@25@0: 

(overcloud)$ openstack compute service delete <service_id> 

10. '40;8B5 C40;5==K9 A5@28A 2KG8A;8B5;L=KE @5AC@A>2 2 :0G5AB25 ?>AB02I8:0 @5AC@A>2 
c A5@28A0 Placement: 

(overcloud)$ openstack resource provider list 
(overcloud)$ openstack resource provider delete <uuid> 

11. #@8<5=8B5 :>=D83C@0F8N Undercloud: 

(overcloud)$ source ~/stackrc 

12. '40;8B5 A5@25@ 2KG8A;8B5;L=KE @5AC@A>2 87 stack: 

(undercloud)$ openstack overcloud node delete --stack <overcloud> <node> 

 #><5=O9B5 <overcloud> =0 8<O 8;8 UUID =01>@0 @5AC@A>2 (stack) 2 Overcloud. 

 #><5=O9B5 <node> =0 8<O E>AB0 A5@28A0 2KG8A;8B5;L=KE @5AC@A>2 8;8 UUID A5@25@0 
2KG8A;8B5;L=KE @5AC@A>2, :>B>@K9 =C6=> C40;8BL. 

�A;8 A5@25@ C65 1K; 2K:;NG5=, MB0 :><0=40 2>72@0I05B A>>1I5=85 > ?@54C?@5645=88 
(WARNING): 

 

Ansible failed, check log at /var/lib/mistral/overcloud/ansible.log 

WARNING: Scale-down configuration error. Manual cleanup of some actions may be necessary. 

Continuing with node removal. 

 

ЭB> A>>1I5=85 <>6=> ?@>83=>@8@>20BL. 

13. �>648B5AL C40;5=8O A5@25@0 Overcloud. 

14. #@>25@LB5 A>AB>O=85 =01>@0 @5AC@A>2 (stack) Overcloud ?>A;5 7025@H5=8O C40;5=8O A5@25@0: 

(undercloud)$ openstack stack list 
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 9;G?PF4F: 
!F4FGE �C<E4A<9 

UPDATE_COMPLETE "?5@0F8O C40;5=8O 7025@H5=0 CA?5H=> 

UPDATE_FAILED "?5@0F8O C40;5=8O 7025@H5=0 =5CA?5H=>. 
�A;8 A5@25@ Overcloud =5 C405BAO C40;8BL 2 @568<5 >1A;C6820=8O, ?@>1;5<0 <>65B 
1KBL A2O70=0 A >1>@C4>20=85< 

15. �A;8 8=AB0=A 2KA>:>9 4>ABC?=>AB8 2:;NG5=, 2K?>;=8B5 A;54CNI85 459AB28O: 
 "G8AB8B5 @5AC@AK Pacemaker 4;O A5@25@0: 

$ sudo pcs resource delete <scaled_down_node> 
$ sudo cibadmin -o nodes --delete --xml-text '<node id="<scaled_down_node>"/>' 
$ sudo cibadmin -o fencing-topology --delete --xml-text '<fencing-level 
target="<scaled_down_node>"/>' 
$ sudo cibadmin -o status --delete --xml-text '<node_state id="<scaled_down_node>"/>' 
$ sudo cibadmin -o status --delete-all --xml-text '<node id="<scaled_down_node>"/>' –
force 

 '40;8B5 CAB@>9AB2> STONITH 4;O A5@25@0: 

$ sudo pcs stonith delete <device-name> 

16. �A;8 70<5=0 C40;5==>3> A5@25@0 2KG8A;8B5;L=KE @5AC@A>2 2 Overcloud =5 =C6=0, C<5=LH8B5 
?0@0<5B@ ComputeCount 2 D09;5 A@54K A :>;8G5AB2>< A5@25@>2. �0: ?@028;>, MB>B D09; 
=07K205BAO node-info.yaml. !0?@8<5@, C<5=LH8B5 :>;8G5AB2> A5@25@>2 A G5BK@5E 4> B@5E, 
5A;8 C40;5= >48= A5@25@: 

parameter_defaults: 
  ... 
  ComputeCount: 3 
  ... 

'<5=LH5=85 :>;8G5AB20 A5@25@>2 30@0=B8@C5B, GB> Undercloud =5 1C45B ?@54>AB02;OBL 
=>2K5 A5@25@K ?@8 70?CA:5 @0725@BK20=8O openstack overcloud. 

20.5 �4@9A4 G84?9AAB7B E9D69D4 

'B>1K 70<5=8BL C40;5==K9 2KG8A;8B5;L=K9 A5@25@ ?@8 @0725@BK20=88 Overcloud, <>6=> 
70@538AB@8@>20BL 8 ?@>25@8BL =>2K9 A5@25@ 2KG8A;8B5;L=KE @5AC@A>2 8;8 ?>2B>@=> 4>1028BL 
C40;5==K9. !5>1E>48<> B0:65 =0AB@>8BL Overcloud 4;O ?@54>cB02;5=8O A5@25@0. 
�BDO8B> 89=EF6<= 

1. "?F8>=0;L=>: GB>1K ?>2B>@=> 8A?>;L7>20BL 8=45:A C40;5==>3> A5@25@0 2KG8A;8B5;L=KE 
@5AC@A>2, =0AB@>9B5 4;O @>;8 ?0@0<5B@K RemovalPoliciesMode 8 RemovalPolicies 4;O 70<5=K 
70?@5I5==>3> A?8A:0 ?@8 C40;5=88 2KG8A;8B5;L=>3> A5@25@0: 

parameter_defaults: 
  <RoleName>RemovalPoliciesMode: update 
  <RoleName>RemovalPolicies: [{'resource_list': []}] 
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2. #><5=O9B5 C40;5==K9 2KG8A;8B5;L=K9 A5@25@: 
 'B>1K 4>1028BL =>2K9 2KG8A;8B5;L=K9 c5@25@, 70@538AB@8@C9B5, A45;09B5 
8=B@>A?5:F8N 8 >B<5BLB5 =>2K9 A5@25@, GB>1K ?>43>B>28BL 53> : 8=8F80;870F88. 

 'B>1K 4>1028BL A5@25@ 2KG8A;8B5;L=KE @5AC@A>2, :>B>@K9 1K; C40;5= 2@CG=CN, 
2K2548B5 53> 87 @568<0 >1A;C6820=8O: 

(undercloud)$ openstack baremetal node maintenance unset 
<node_uuid> 

3. #>2B>@=> 70?CAB8B5 :><0=4C @0725@BK20=8O openstack overcloud, :>B>@0O ?@8<5=O;0AL 
4;O @0725@BK20=8O ACI5AB2CNI53> Overcloud. 

4. �>648B5AL 7025@H5=8O ?@>F5AA0 @0725@BK20=8O. 
5. #>4B25@48B5, GB> Undercloud CA?5H=> 70@538AB@8@>20; =>2K9 A5@25@ 2KG8A;8B5;L=KE 

@5AC@A>2: 

(undercloud)$ openstack baremetal node list 

6. �A;8 =0 H035 1 1K;8 2K?>;=5=K 459AB28O ?> CAB0=>2:5 @568<0 RemovalPoliciesMode 

4;O >1=>2;O5<>9 @>;8, B> =5>1E>48<> A1@>A8BL MB>B @568< 4> 7=0G5=8O ?> C<>;G0=8N 
(append), GB>1K 4>1028BL 8=45:A A5@25@0 2KG8A;8B5;L=KE @5AC@A>2 2 8<5NI89AO A?8A>: 
70?@5B>2 ?@8 C40;5=88 A5@25@0 2KG8A;8B5;L=KE @5AC@A>2: 

parameter_defaults: 
  <RoleName>RemovalPoliciesMode: append 

7. #>2B>@=> 70?CAB8B5 :><0=4C @0725@BK20=8O openstack overcloud, :>B>@0O 8A?>;L7>20;0AL 
4;O @0725@BK20=8O ACI5AB2CNI53> Overcloud. 

20.6 !BID4A9A<9 <@9A IBEFB6 CD< ;4@9A9 E9D69DB6, <ECB?P;GNM<I 
CD98E>4;G9@O9 IP-48D9E4 < HostNameMap 

�A;8 2K?>;=5=0 =0AB@>9:0 Overcloud =0 8A?>;L7>20=85 ?@54A:07C5<KE IP-04@5A>2 
8 HostNameMap (4;O A>?>AB02;5=8O =0 >A=>25 Heat 8<5= E>AB>2 A 8<5=0<8 E>AB>2 
?@5420@8B5;L=> ?>43>B>2;5==KE A5@25@>2), B> =5>1E>48<> =0AB@>8BL Overcloud 

4;O A>?>AB02;5=8O =>2>3> 70<5I0NI53> A5@25@0 A IP-04@5A>< 8 8<5=5< E>AB0. 
�BDO8B> 89=EF6<= 

1. �>948B5 2 Undercloud :0: ?>;L7>20B5;L stack. 

2. #@8<5=8B5 D09; stackrc: 

$ source ~/stackrc 

3. #>;CG8B5 physical_resource_id 8 removed_rsrc_list 4;O @5AC@A0, :>B>@K9 =C6=> 70<5=8BL: 

(undercloud)$ openstack stack resource show <stack> <role> 
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 #><5=O9B5 <stack> =0 =0AB@>5==>5 8<O =01>@0 C?@02;O5<KE @5AC@A>2 (stack), : :>B>@><C 
?@8=04;568B @5AC@A, =0?@8<5@, Overcloud. 

 #><5=O9B5 <role> =0 8<O @>;8, 4;O :>B>@>9 =C6=> 70<5=8BL A5@25@, =0?@8<5@, Compute. 

�D<@9D 6O6B84: 
+------------------------+-----------------------------------------------------------+ 
| Field                  | Value                                                     | 
+------------------------+-----------------------------------------------------------+ 
| attributes             | {u'attributes': None, u'refs': None, u'refs_map': None,   | 
|                        | u'removed_rsrc_list': [u'2', u'3']}          |  
| creation_time          | 2017-09-05T09:10:42Z                                      | 
| description            |                                                           | 
| links                  | [{u'href': u'http://192.168.24.1:8004/v1/bd9e6da805594de9 | 
|                        | 8d4a1d3a3ee874dd/stacks/overcloud/1c7810c4-8a1e-          | 
|                        | 4d61-a5d8-9f964915d503/resources/Compute', u'rel':        | 
|                        | u'self'}, {u'href': u'http://192.168.24.1:8004/v1/bd9e6da | 
|                        | 805594de98d4a1d3a3ee874dd/stacks/overcloud/1c7810c4-8a1e- | 
|                        | 4d61-a5d8-9f964915d503', u'rel': u'stack'}, {u'href': u'h | 
|                        | ttp://192.168.24.1:8004/v1/bd9e6da805594de98d4a1d3a3ee874 | 
|                        | dd/stacks/overcloud-Compute-zkjccox63svg/7632fb0b-        | 
|                        | 80b1-42b3-9ea7-6114c89adc29', u'rel': u'nested'}]         | 
| logical_resource_id    | Compute                                                   | 
| physical_resource_id   | 7632fb0b-80b1-42b3-9ea7-6114c89adc29                      | 
| required_by            | [u'AllNodesDeploySteps',                                  | 
|                        | u'ComputeAllNodesValidationDeployment',                   | 
|                        | u'AllNodesExtraConfig', u'ComputeIpListMap',              | 
|                        | u'ComputeHostsDeployment', u'UpdateWorkflow',             | 
|                        | u'ComputeSshKnownHostsDeployment', u'hostsConfig',        | 
|                        | u'SshKnownHostsConfig', u'ComputeAllNodesDeployment']     | 
| resource_name          | Compute                                                   | 
| resource_status        | CREATE_COMPLETE                                           | 
| resource_status_reason | state changed                                             | 
| resource_type          | OS::Heat::ResourceGroup                                   | 
| updated_time           | 2017-09-05T09:10:42Z                                      | 
+------------------------+-----------------------------------------------------------+ 

� A?8A:5 removed_rsrc_list ?5@5G8A;5=K 8=45:AK A5@25@>2, :>B>@K5 C65 C40;5=K 
4;O @5AC@A0. 
4. #>;CG8B5 8<O @5AC@A0 (resource_name), GB>1K >?@545;8BL <0:A8<0;L=K9 8=45:A, 

?@8<5=5==K9 Heat : A5@25@C 4;O MB>3> @5AC@A0:  

(undercloud)$ openstack stack resource list <physical_resource_id> 

#><5=O9B5 <physical_resource_id> =0 ID, :>B>@K9 ?>;CG5= =0 H035 2.  
5. �A?>;L7C9B5 resource_name 8 removed_rsrc_list, GB>1K >?@545;8BL A;54CNI89 8=45:A, 

:>B>@K9 Heat ?@8<5=8B : =>2><C A5@25@C: 
 �A;8 removed_rsrc_list ?CAB>9, B> A;54CNI8< 8=45:A>< 1C45B (current_maximum_index) + 1. 

 �A;8 removed_rsrc_list 2:;NG05B 7=0G5=85 (current_maximum_index) + 1, B> A;54CNI8< 
8=45:A>< 1C45B A;54CNI89 4>ABC?=K9 8=45:A. 

6. #>;CG8B5 ID 70<5I0NI53> D878G5A:>3> A5@25@0: 

(undercloud)$ openstack baremetal node list 
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7. "1=>28B5 capability 70<5=O5<>3> A5@25@0 =>2K< 8=45:A><: 

$ openstack baremetal node set --property capabilities='node:<role>-
<index>,boot_option:local' <node> 

 #><5=O9B5 <role> =0 8<O @>;8, =0 :>B>@CN =C6=> 70<5=8BL A5@25@, =0?@8<5@, compute. 

 #><5=O9B5 <index> =0 8=45:A, 2KG8A;5==K9 =0 H035 5. 
 #><5=O9B5 <node> =0 ID D878G5A:>3> A5@25@0. 
#;0=8@>2I8: Compute 8A?>;L7C5B 2>7<>6=>AB8 A5@25@0 4;O 53> A>?>AB02;5=8O 

?@8 @0725@BK20=88. 
8. !07=0GLB5 8<O E>AB0 =>2><C A5@25@C – 4>102LB5 8=45:A 2 :>=D83C@0F8N HostnameMap, 

=0?@8<5@: 

parameter_defaults: 
  ControllerSchedulerHints: 
    'capabilities:node': 'controller-%index%' 
  ComputeSchedulerHints: 
    'capabilities:node': 'compute-%index%' 
  HostnameMap: 
    overcloud-controller-0: overcloud-controller-prod-123-0 
    overcloud-controller-1: overcloud-controller-prod-456-0  
    overcloud-controller-2: overcloud-controller-prod-789-0 
    overcloud-controller-3: overcloud-controller-prod-456-0  
    overcloud-compute-0: overcloud-compute-prod-abc-0 
    overcloud-compute-3: overcloud-compute-prod-abc-3  
    overcloud-compute-8: overcloud-compute-prod-abc-3 
.... 

!5 C40;O9B5 =0AB@>9:C (A>?>AB02;5=85) 4;O C40;5==>3> A5@25@0 87 HostnameMap. 

9. �>102LB5 IP-04@5A 70<5=O5<>3> A5@25@0 2 :>=5F :064>3> A?8A:0 A5B52KE IP-04@5A>2 2 D09;5 
A>?>AB02;5=8O A5B52KE IP-04@5A>2 ips-from-pool-all.yaml.  

� ?@82545==>< =865 ?@8<5@5 IP-04@5A 4;O =>2>3> 8=45:A0 overcloud-controller-3 4>102;5= 
2 :>=5F A?8A:0 IP-04@5A>2 4;O :064>9 A5B8 ControllerIPs, 8 5<C =07=0G5= B>B 65 IP-04@5A, GB> 
8 C overcloud-controller-1, ?>A:>;L:C >= 70<5=O5B overcloud- controller-1.  

IP-04@5A 4;O =>2>3> 8=45:A0 overcloud-compute-8 B0:65 4>102;5= 2 :>=5F A?8A:0 IP-04@5A>2 
4;O :064>9 A5B8 ComputeIPs, 8 5<C =07=0G5= B>B 65 IP-04@5A, GB> 8 C 8=45:A0, :>B>@K9 >= 
70<5=O5B – overcloud-compute-3: 

parameter_defaults: 
  ControllerIPs: 
    ... 
    internal_api: 
      - 192.168.1.10 
      - 192.168.1.11 
      - 192.168.1.12 
      - 192.168.1.11 
    ... 
    storage: 
      - 192.168.2.10 
      - 192.168.2.11 
      - 192.168.2.12 
      - 192.168.2.11 
    ... 
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  ComputeIPs: 
    ... 
    internal_api: 
      - 172.17.0.10 
      - 172.17.0.11  
      - 172.17.0.11  
    ... 
    storage: 
      - 172.17.0.10 
      - 172.17.0.11 
      - 172.17.0.11 
    ... 
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21 �4@9A4 E9D69DB6 GCD46?9A<O 

� >?@545;5==KE >1AB>OB5;LAB20E A5@25@ C?@02;5=8O 2 :;0AB5@5 2KA>:>9 4>ABC?=>AB8 <>65B 
2K9B8 87 AB@>O. � MB>< A;CG05 =5>1E>48<> C40;8BL A5@25@ 87 :;0AB5@0 8 70<5=8BL 53> =>2K< 

A5@25@>< C?@02;5=8O. 
�K?>;=8B5 459AB28O, >?8A0==K5 2 MB>< @0745;5, 4;O 70<5=K A5@25@0 C?@02;5=8O.  
#@>F5AA 70<5=K A5@25@0 C?@02;5=8O 2:;NG05B 2 A51O 70?CA: :><0=4K @0725@BK20=8O 

openstack overcloud 4;O >1=>2;5=8O Overcloud 70?@>A>< =0 70<5=C A5@25@0 C?@02;5=8O. 

"?8A0==K9 40;55 2 ?>4@0745;0E ?>@O4>: 459AB289 ?@8<5=8< B>;L:> : A@540< 2KA>:>9 
4>ABC?=>AB8. !5 8A?>;L7C9B5 53>, 5A;8 8<55BAO B>;L:> >48= A5@25@ C?@02;5=8O. 

21.1 �B87BFB6>4 > ;4@9A9 E9D69D4 GCD46?9A<O 

�> 70<5=K A5@25@0 C?@02;5=8O Overcloud 206=> ?@>25@8BL 0:BC0;L=>5 A>AB>O=85 A@54K 
?;0BD>@<K 1Stack. ЭB0 ?@>25@:0 ?><>65B 871560BL >A;>6=5=89 2 ?@>F5AA5 70<5=K A5@25@0 
C?@02;5=8O.  

�A?>;L7C9B5 A;54CNI89 A?8A>: ?@5420@8B5;L=KE ?@>25@>:, GB>1K >?@545;8BL, 157>?0A=> 
;8 2K?>;=OBL 70<5=C A5@25@0 C?@02;5=8O. �0?CAB8B5 2A5 :><0=4K 4;O MB8E ?@>25@>: 
2 Undercloud. 

�BDO8B> 89=EF6<= 

1. #@>25@LB5 0:BC0;L=K9 AB0BCA =01>@0 @5AC@A>2 (stack) Overcloud 2 Undercloud: 

$ source stackrc 
(undercloud)$ openstack stack list --nested 

!01>@ @5AC@A>2 (stack) 2 overcloud 8 53> ?>A;54CNI85 4>G5@=85 =01>@K @5AC@A>2 4>;6=K 

8<5BL AB0BCA CREATE_COMPLETE ;81> UPDATE_COMPLETE. 

2. 'AB0=>28B5 8=AB@C<5=BK :;85=B0 107K 40==KE: 

(undercloud)$ sudo dnf -y install mariadb 

3. !0AB@>9B5 4>ABC? ?@828;538@>20==>3> ?>;L7>20B5;O (root) : 1075 40==KE: 

(undercloud)$ sudo cp /var/lib/config-data/puppet-generated/mysql/root/.my.cnf /root/. 

4. �K?>;=8B5 @575@2=>5 :>?8@>20=85 107 40==KE Undercloud: 

(undercloud)$ mkdir /home/stack/backup 
(undercloud)$ sudo mysqldump --all-databases --quick --single-transaction | gzip > 
/home/stack/backup/dump_db_undercloud.sql.gz 
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5. '1548B5AL, GB> 2 Undercloud 5ABL 10 �� A2>1>4=>3> <5AB0 4;O :5H8@>20=8O 8 87<5=5=8O 
>1@070 ?@8 2K45;5=88 =>2>3> A5@25@0: 

(undercloud)$ df –h 

6. �A;8 IP-04@5A 4;O =>2>3> A5@25@0 C?@02;5=8O 8A?>;L7C5BAO ?>2B>@=>, C1548B5AL, GB> C40;5= 

?>@B, :>B>@K9 8A?>;L7>20;AO AB0@K< A5@25@>< C?@02;5=8O: 

(undercloud)$ openstack port delete <port> 

7. #@>25@LB5 AB0BCA Pacemaker =0 @01>B0NI8E A5@25@0E C?@02;5=8O. !0?@8<5@, 5A;8 
192.168.0.47 – IP-04@5A @01>B0NI53> A5@25@0 C?@02;5=8O, 8A?>;L7C9B5 A;54CNICN :><0=4C 
4;O ?@>A<>B@0 AB0BCA0 Pacemaker: 

(undercloud)$ ssh heat-admin@192.168.0.47 'sudo pcs status' 

� 2K40G5 ?>:070=K 2A5 A5@28AK, @01>B0NI85 =0 ACI5AB2CNI8E A5@25@0E 8 >AB0=>2;5==K5 
=0 A5@25@5, :>B>@K9 2KH5; 87 AB@>O. 
8. #@>25@LB5 A;54CNI85 ?0@0<5B@K =0 :064>< A5@25@5 :;0AB5@0 Overcloud MariaDB: 

 wsrep_local_state_comment: Synced; 

 wsrep_cluster_size: 2. 

�A?>;L7C9B5 A;54CNICN :><0=4C, GB>1K ?@>25@8BL MB8 ?0@0<5B@K =0 :064>< @01>B0NI5< 
A5@25@5 C?@02;5=8O. � MB>< ?@8<5@5 IP-04@5A0 A5@25@0 C?@02;5=8O – 192.168.0.47 8 192.168.0.46: 

(undercloud)$ for i in 192.168.24.6 192.168.24.7; do echo "*** $i ***" ; ssh heat-
admin@$i "sudo podman exec \$(sudo podman ps --filter name=galera-bundle -q) mysql -e 
\"SHOW STATUS LIKE 'wsrep_local_state_comment'; SHOW STATUS LIKE 
'wsrep_cluster_size';\""; done 

9. #@>25@LB5 AB0BCA RabbitMQ. !0?@8<5@, 5A;8 192.168.0.47 – IP-04@5A @01>B0NI53> A5@25@0 
C?@02;5=8O, 8A?>;L7C9B5 A;54CNICN :><0=4C 4;O ?@>A<>B@0 AB0BCA0 RabbitMQ: 

(undercloud)$ ssh heat-admin@192.168.0.47 "sudo podman exec \$(sudo podman ps -f 
name=rabbitmq-bundle -q) rabbitmqctl cluster_status" 

�;NG Running_nodes 4>;65= >B>1@060BL B>;L:> 420 4>ABC?=KE A5@25@0, 0 =5 =58A?@02=K9 
A5@25@. 
10. �A;8 >3@0645=85 (fencing) 2:;NG5=>, >B:;NG8B5 53>. !0?@8<5@, 5A;8 192.168.0.47 - MB> IP-

04@5A @01>B0NI53> A5@25@0 C?@02;5=8O, 8A?>;L7C9B5 A;54CNICN :><0=4C 4;O ?@>25@:8 
AB0BCA0 >3@0645=8O: 

(undercloud)$ ssh heat-admin@192.168.0.47 "sudo pcs property show stonith-enabled" 

11. �K?>;=8B5 A;54CNICN :><0=4C 4;O >B:;NG5=8O >3@0645=8O:  

(undercloud)$ ssh heat-admin@192.168.0.47 "sudo pcs property set stonith-enabled=false" 
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12. '1548B5AL, GB> 2KG8A;8B5;L=K5 A5@28AK 0:B82=K =0 A5@25@5 Undercloud: 

(undercloud)$ openstack hypervisor list 

� 2K40G5 2A5 A5@25@K, =5 =0E>4OI85AO 2 @568<5 >1A;C6820=8O, 4>;6=K >B>1@060BLAO :0: 
@01>B0NI85. 
13. '1548B5AL, GB> 2A5 :>=B59=5@K Undercloud 70?CI5=K: 

(undercloud)$ sudo podman ps 

14. 1"AB0=>28B5 2A5 :>=B59=5@K nova_*, @01>B0NI85 =0 2KH54H5< 87 AB@>O A5@25@5 C?@02;5=8O: 

[root@controller-0 ~]$ sudo systemctl stop tripleo_nova_api.service 
[root@controller-0 ~]$ sudo systemctl stop tripleo_nova_api_cron.service 
[root@controller-0 ~]$ sudo systemctl stop tripleo_nova_compute.service 
[root@controller-0 ~]$ sudo systemctl stop tripleo_nova_conductor.service 
[root@controller-0 ~]$ sudo systemctl stop tripleo_nova_metadata.service 
[root@controller-0 ~]$ sudo systemctl stop tripleo_nova_placement.service 
[root@controller-0 ~]$ sudo systemctl stop tripleo_nova_scheduler.service 

21.2 �B87BFB6>4 >?4EF9D4 > ;4@9A9 E9D69D4 GCD46?9A<O 

#5@54 70<5=>3> AB0@>3> A5@25@0 =5>1E>48<> A=0G0;0 C1548BLAO, GB> =0 =5< =5 @01>B05B 
Pacemaker, 0 70B5< C40;8BL 53> 87 :;0AB5@0 Pacemaker. 

�BDO8B> 89=EF6<= 

1. 'B>1K ?@>A<>B@5BL A?8A>: IP-04@5A>2 A5@25@>2 C?@02;5=8O, 70?CAB8B5 A;54CNICN :><0=4C: 

(undercloud) $ openstack server list -c Name -c Networks 
+------------------------+-----------------------+ 
| Name                   | Networks              | 
+------------------------+-----------------------+ 
| overcloud-compute-0    | ctlplane=192.168.0.44 | 
| overcloud-controller-0 | ctlplane=192.168.0.47 | 
| overcloud-controller-1 | ctlplane=192.168.0.45 | 
| overcloud-controller-2 | ctlplane=192.168.0.46 | 
+------------------------+-----------------------+ 

2. �A;8 AB0@K9 A5@25@ 5I5 4>ABC?5=, 02B>@87C9B5AL =0 >4=>< 87 >AB0;L=KE A5@25@>2 8 
>AB0=>28B5 Pacemaker =0 AB0@>< A5@25@5. � MB>< ?@8<5@5 ?>:070=0 53> >AB0=>2:0 
=0 overcloud-controller-1:  

(undercloud) $ ssh heat-admin@192.168.0.47 "sudo pcs status | grep -w Online | grep -w 
overcloud-controller-1"(undercloud) $ ssh heat-admin@192.168.0.47 "sudo pcs cluster 
stop overcloud-controller-1" 

�A;8 AB0@K9 A5@25@ D878G5A:8 =54>ABC?5= 8;8 >AB0=>2;5=, 2K?>;=OBL ?@54K4CICN >?5@0F8N =5 
=C6=>, ?>A:>;L:C Pacemaker =0 MB>< A5@25@5 C65 >AB0=>2;5=. 
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3. #>A;5 >AB0=>2:8 Pacemaker =0 AB0@>< A5@25@5 C40;8B5 AB0@K9 A5@25@ 87 :;0AB5@0 Pacemaker. 

#@8<5@ :><0=4K, ?@8 :>B>@>9 2K?>;=O5BAO 2E>4 2 overcloud-controller-0 4;O C40;5=8O 
overcloud-controller-1: 

(undercloud) $ ssh heat-admin@192.168.0.47 "sudo pcs cluster node remove overcloud-
controller-1" 

�A;8 A5@25@, :>B>@K9 =C6=> 70<5=8BL, =54>ABC?5= (=0?@8<5@, 87-70 A1>O >1>@C4>20=8O), 
70?CAB8B5 :><0=4C pcs A 4>?>;=8B5;L=K<8 ?0@0<5B@0<8 --skip-offline 8 --force, GB>1K 
?@8=C48B5;L=> C40;8BL A5@25@ 87 :;0AB5@0: 

(undercloud) $ ssh heat-admin@192.168.0.47 "sudo pcs cluster node remove overcloud-
controller-1 --skip-offline --force" 

4. #>A;5 C40;5=8O AB0@>3> A5@25@0 87 :;0AB5@0 Pacemaker, C40;8B5 A5@25@ 87 A?8A:0 8725AB=KE 
E>AB>2 2 Pacemaker: 

(undercloud) $ ssh heat-admin@192.168.0.47 "sudo pcs host deauth overcloud-controller-
1" 

ЭBC :><0=4C <>6=> 2K?>;=OBL =57028A8<> >B 4>ABC?=>AB8 A5@25@0. 
5. 'B>1K 30@0=B8@>20BL, GB> =>2K9 A5@25@ C?@02;5=8O 8A?>;L7C5B :>@@5:B=>5 CAB@>9AB2> 

>3@0645=8O STONITH ?>A;5 70<5=K, C40;8B5 AB0@K5 CAB@>9AB20 A A5@25@0 A;54CNI59 
:><0=4>9: 

(undercloud) $ ssh heat-admin@192.168.0.47 "sudo pcs stonith delete 
<stonith_resource_name>" 

6. #><5=O9B5 <stonith_resource_name> =0 8<O @5AC@A0 STONITH, :>B>@>5 A>>B25BAB2C5B AB0@><C 
A5@25@C. �<O @5AC@A0 8A?>;L7C5B D>@<0B <resource_agent>-<host_mac>. �35=B @5AC@A0 8 
MAC-04@5A E>AB0 <>6=> =09B8 2 @0745;5 FencingConfig D09;0 fencing.yaml. 

7. �070 40==KE Overcloud 4>;6=0 ?@>4>;60BL @01>BC 2> 2@5<O 459AB289 ?> 70<5=5. 
'B>1K Pacemaker =5 >AB0=02;820; Galera 2> 2@5<O MB>9 ?@>F54C@K, 2K15@8B5 @01>B0NI89 
A5@25@ C?@02;5=8O 8 C:068B5 A;54CNICN :><0=4C 2 Undercloud A IP-04@5A>< A5@25@0 
C?@02;5=8O: 

(undercloud) $ ssh heat-admin@192.168.0.47 "sudo pcs resource unmanage galera-bundle" 

21.3 �4@9A4 E9D69D4 GCD46?9A<O 

'B>1K 70<5=8BL A5@25@ C?@02;5=8O, C:068B5 8=45:A A5@25@0, :>B>@K9 =C6=> 70<5=8BL. 
 �A;8 A5@25@ 28@BC0;L=K9, >?@545;8B5 A5@25@, 345 =0E>48BAO =58A?@02=K9 48A:, 8 

2>AAB0=>28B5 48A: 87 @575@2=>9 :>?88. '1548B5AL, GB> MAC-04@5A A5B52>3> 040?B5@0, 
8A?>;L7C5<>3> 4;O 703@C7:8 PXE =0 =58A?@02=>< A5@25@5, >AB0;AO ?@56=8< ?>A;5 70<5=K 
48A:0. 
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 �A;8 A5@25@ ?@54AB02;O5B A>1>9 D878G5A:89 A5@25@, 70<5=8B5 48A:, ?>43>B>2LB5 =>2K9 48A: 
A :>=D83C@0F859 Overcloud 8 2K?>;=8B5 8=B@>A?5:F8N A5@25@0 =0 =>2>< >1>@C4>20=88. 

 �A;8 A5@25@ 2E>48B 2 :;0AB5@ 2KA>:>9 4>ABC?=>AB8 A >B:;NG5=85< >B :;0AB5@0 (fencing), 

2>7<>6=>, ?>B@51C5BAO 2>AAB0=>28BL A5@25@K Galera >B45;L=>. 
�K?>;=8B5 A;54CNI85 459AB28O, GB>1K 70<5=8BL A5@25@ overcloud-controller-1 =0 A5@25@ 

overcloud-controller-3. �45=B8D8:0B>@ (ID) A5@25@0 overcloud-controller-3 – 75b25e9a-948d-424a-

9b3b-f0ef70a6eacf. 

'B>1K 70<5=8BL A5@25@ ACI5AB2CNI8< D878G5A:8< A5@25@><, 2:;NG8B5 @568< >1A;C6820=8O 
=0 8AE>4OI5< A5@25@5, GB>1K Undecloud =5 2K?>;=O; 02B><0B8G5A:CN ?>2B>@=CN ?>43>B>2:C 
c5@25@0. 

 �BDO8B> 89=EF6<= 

1. �03@C78B5 D09; stackrc: 

$ source ~/stackrc 

2. "?@545;8B5 8=45:A A5@25@0 overcloud-controller-1: 

$ INSTANCE=$(openstack server list --name overcloud-controller-1 -f value -c ID) 

3. "?@545;8B5 D878G5A:89 A5@25@, A2O70==K9 A 8=AB0=A><: 

$ NODE=$(openstack baremetal node list -f csv --quote minimal | grep $INSTANCE | cut -
f1 -d,) 

4. #5@52548B5 A5@25@ 2 @568< >1A;C6820=8O: 

$ openstack baremetal node maintenance set $NODE 

5. �A;8 A5@25@ C?@02;5=8O 28@BC0;L=K9, C:068B5 A;54CNICN :><0=4C =0 E>AB5 C?@02;5=8O, 
GB>1K 70<5=8BL 28@BC0;L=K9 48A: 87 @575@2=>9 :>?88: 

$ cp <VIRTUAL_DISK_BACKUP> /var/lib/libvirt/images/<VIRTUAL_DISK> 

6. #><5=O9B5 <VIRTUAL_DISK_BACKUP> =0 ?CBL : @575@2=>9 :>?88 =58A?@02=>3> 28@BC0;L=>3> 
48A:0, 0 <VIRTUAL_DISK> =0 8<O 28@BC0;L=>3> 48A:0, :>B>@K9 =C6=> 70<5=8BL. 
�A;8 @575@2=>9 :>?88 8AE>4OI53> A5@25@0 =5B, =5>1E>48<> 8A?>;L7>20BL =>2K9 
28@BC0;878@>20==K9 A5@25@. 
�A;8 A5@25@ C?@02;5=8O – MB> D878G5A:89 A5@25@, 2K?>;=8B5 A;54CNI85 459AB28O, GB>1K 
70<5=8BL 48A: =>2K< D878G5A:8< 48A:><: 

 #><5=O9B5 D878G5A:89 65AB:89 48A: 8;8 B25@4>B5;L=K9 =0:>?8B5;L. 
 #>43>B>2LB5 A5@25@ A B>9 65 :>=D83C@0F859, :0: C =58A?@02=>3> A5@25@0. 

7. #>;CG8B5 A?8A>: =5A2O70==KE A5@25@>2 8 >?@545;8B5 ID =>2>3> A5@25@0: 

$ openstack baremetal node list --unassociated 
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8. #><5BLB5 =>2K9 A5@25@ ?@>D8;5< C?@02;5=8O: 

(undercloud) $ openstack baremetal node set --property 
capabilities='profile:control,boot_option:local' 75b25e9a-948d-424a-9b3b-f0ef70a6eacf 

21.4 !BID4A9A<9 <@9A IBEFB6 CD< ;4@9A9 E9D69DB6 GCD46?9A<O, 
<ECB?P;GNM<I CD98E>4;G9@O9 IP-48D9E4 < HostNameMap.0 

�A;8 Overcloud 1K; =0AB@>5= 4;O 8A?>;L7>20=8O ?@54A:07C5<KE IP-04@5A>2, 
0 HostNameMap – 4;O A>?>AB02;5=8O 8<5= E>AB>2 =0 >A=>25 Heat A 8<5=0<8 E>AB>2 
?@5420@8B5;L=> ?>43>B>2;5==KE A5@25@>2, B> Overcloud =5>1E>48<> =0AB@>8BL 
4;O A>?>AB02;5=8O =>2>3> 8=45:A0 A5@25@0 70<5=K A IP-04@5A>< 8 8<5=5< E>AB0. 
�BDO8B> 89=EF6<= 

1. �>948B5 2 Undercloud :0: ?>;L7>20B5;L stack. 

2. �03@C78B5 D09; stackrc: 

$ source ~/stackrc 

3. #>;CG8B5 physical_resource_id 8 removed_rsrc_list 4;O @5AC@A0, :>B>@K9 =C6=> 70<5=8BL: 

(undercloud)$ openstack stack resource show <stack> <role> 

 #><5=O9B5 <stack> =0 8<O =01>@0 C?@02;O5<KE @5AC@A>2 (stack), : :>B>@><C ?@8=04;568B 
@5AC@A, =0?@8<5@, overcloud. 

 #><5=O9B5 <role> =0 8<O @>;8, 4;O :>B>@>9 =C6=> 70<5=8BL A5@25@, =0?@8<5@, Aompute. 

�D<@9D: 
+------------------------+-----------------------------------------------------------+ 
| Field                  | Value                                                     | 
+------------------------+-----------------------------------------------------------+ 
| attributes             | {u'attributes': None, u'refs': None, u'refs_map': None,   | 
|                        | u'removed_rsrc_list': [u'2', u'3']}                       |  
| creation_time          | 2017-09-05T09:10:42Z                                      | 
| description            |                                                           | 
| links                  | [{u'href': u'http://192.168.24.1:8004/v1/bd9e6da805594de9 | 
|                        | 8d4a1d3a3ee874dd/stacks/overcloud/1c7810c4-8a1e-          | 
|                        | 4d61-a5d8-9f964915d503/resources/Compute', u'rel':        | 
|                        | u'self'}, {u'href': u'http://192.168.24.1:8004/v1/bd9e6da | 
|                        | 805594de98d4a1d3a3ee874dd/stacks/overcloud/1c7810c4-8a1e- | 
|                        | 4d61-a5d8-9f964915d503', u'rel': u'stack'}, {u'href': u'h | 
|                        | ttp://192.168.24.1:8004/v1/bd9e6da805594de98d4a1d3a3ee874 | 
|                        | dd/stacks/overcloud-Compute-zkjccox63svg/7632fb0b-        | 
|                        | 80b1-42b3-9ea7-6114c89adc29', u'rel': u'nested'}]         | 
| logical_resource_id    | Compute                                                   | 
| physical_resource_id   | 7632fb0b-80b1-42b3-9ea7-6114c89adc29                      | 
| required_by            | [u'AllNodesDeploySteps',                                  | 
|                        | u'ComputeAllNodesValidationDeployment',                   | 
|                        | u'AllNodesExtraConfig', u'ComputeIpListMap',              | 
|                        | u'ComputeHostsDeployment', u'UpdateWorkflow',             | 
|                        | u'ComputeSshKnownHostsDeployment', u'hostsConfig',        | 
|                        | u'SshKnownHostsConfig', u'ComputeAllNodesDeployment']     | 
| resource_name          | Compute                                                   | 
| resource_status        | CREATE_COMPLETE                                           | 



 
 

 

 www.jet.su 107 

 

| resource_status_reason | state changed                                             | 
| resource_type          | OS::Heat::ResourceGroup                                   | 
| updated_time           | 2017-09-05T09:10:42Z                                      | 
+------------------------+-----------------------------------------------------------+ 

4.  #>;CG8B5 resource_name, GB>1K >?@545;8BL <0:A8<0;L=K9 8=45:A, :>B>@K9 1K; ?@8<5=5= 
A5@28A>< Heat : A5@25@C 4;O MB>3> @5AC@A0:  

(undercloud)$ openstack stack resource list <physical_resource_id> 

5. #><5=O9B5 <physical_resource_id> =0 ID, :>B>@K9 1K; ?>;CG5= =0 H035 2.  

�A?>;L7C9B5 resource_name 8 removed_rsrc_list, GB>1K >?@545;8BL A;54CNI89 8=45:A, 
:>B>@K9 A5@28A Heat ?@8<5=8B : =>2><C A5@25@C:  
 �A;8 removed_rsrc_list ?CAB, A;54CNI8< 8=45:A>< 1C45B (current_maximum_index) + 1. 
 �A;8 removed_rsrc_list 2:;NG05B 7=0G5=85 (current_maximum_index) + 1, B> A;54CNI8< 
8=45:A>< 1C45B A;54CNI89 4>ABC?=K9 8=45:A. 

6. #>;CG8B5 ID 70<5=O5<>3> D878G5A:>3> A5@25@0: 

(undercloud)$ openstack baremetal node list 

7. "1=>28B5 2>7<>6=>AB8 capability 70<5=O5<>3> A5@25@0 =>2K< 8=45:A><: 

openstack baremetal node set --property capabilities='node:<role>-
<index>,boot_option:local' <node> 

 #><5=O9B5 <role> =0 8<O @>;8, 4;O :>B>@>9 =C6=> 70<5=8BL A5@25@, =0?@8<5@, compute. 

 #><5=O9B5 <index> 8=45:A><, @0AAG8B0==K< =0 H035 5. 

 #><5=O9B5 <node> =0 ID D878G5A:>3> A5@25@0. 
#;0=8@>2I8: Compute (scheduler) 8A?>;L7C5B 2>7<>6=>AB8 A5@25@0 4;O A>?>AB02;5=8O 

A5@25@0 ?@8 @0725@BK20=88. 
8. !07=0GLB5 8<O E>AB0 4;O =>2>3> A5@25@0, 4>10282 8=45:A 2 :>=D83C@0F8N HostnameMap, 

=0?@8<5@: 

parameter_defaults: 
  ControllerSchedulerHints: 
    'capabilities:node': 'controller-%index%' 
  ComputeSchedulerHints: 
    'capabilities:node': 'compute-%index%' 
  HostnameMap: 
    overcloud-controller-0: overcloud-controller-prod-123-0 
    overcloud-controller-1: overcloud-controller-prod-456-0  
    overcloud-controller-2: overcloud-controller-prod-789-0 
    overcloud-controller-3: overcloud-controller-prod-456-0  
    overcloud-compute-0: overcloud-compute-prod-abc-0 
    overcloud-compute-3: overcloud-compute-prod-abc-3  
    overcloud-compute-8: overcloud-compute-prod-abc-3  
    .... 

!5 C40;O9B5 =0AB@>9:C (mapping) C40;5==>3> A5@25@0 87 HostnameMap. 
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9. �>102LB5 IP-04@5A 70<5=O5<>3> A5@25@0 2 :>=5F :064>3> A?8A:0 A5B52KE IP-04@5A>2 2 D09;5 
A>?>AB02;5=8O A5B52KE IP-04@5A>2 ips-from-pool-all.yaml.  

� A;54CNI5< ?@8<5@5 IP-04@5A 4;O =>2>3> 8=45:A0 overcloud-controller-3 4>102;5= 2 :>=F5 
A?8A:0 IP-04@5A>2 4;O :064>9 A5B8 ControllerIPs, 8 5<C =07=0G5= B>B 65 IP-04@5A, GB> 8 C 
overcloud-controller-1, ?>A:>;L:C >= 70<5=O5B overcloud- controller-1.  

IP-04@5A 4;O =>2>3> 8=45:A0 overcloud-compute-8 B0:65 4>102;5= 2 :>=F5 A?8A:0 IP-04@5A>2 
4;O :064>9 A5B8 ComputeIPs, 8 5<C =07=0G5= B>B 65 IP-04@5A, GB> 8 C 8=45:A0, :>B>@K9 >= 
70<5=O5B – overcloud-compute-3: 

parameter_defaults: 
  ControllerIPs: 
    ... 
    internal_api: 
      - 192.168.1.10   
      - 192.168.1.11   
      - 192.168.1.12   
      - 192.168.1.11   
    ... 
    storage: 
      - 192.168.2.10 
      - 192.168.2.11 
      - 192.168.2.12 
      - 192.168.2.11 
    ... 
  ComputeIPs: 
    ... 
    internal_api: 
      - 172.17.0.10  
      - 172.17.0.11  
      - 172.17.0.11  
    ... 
    storage: 
      - 172.17.0.10 
      - 172.17.0.11 
      - 172.17.0.11 
    ... 

21.5 �A<J<4J<O ;4@9AO E9D69D4 GCD46?9A<O 

�K?>;=8B5 A;54CNI85 459AB28O, GB>1K C40;8BL AB0@K9 A5@25@ C?@02;5=8O 8 70<5=8BL 53> 
=>2K< A5@25@>< C?@02;5=8O. 
�BDO8B> 89=EF6<= 

1. "?@545;8B5 UUID A5@25@0 C?@02;5=8O, :>B>@K9 =C6=> C40;8BL, 8 A>E@0=8B5 53> 2 ?5@5<5==>9 
<NODEID>. '1548B5AL, GB> <node_name> 1C45B <5=OBLAO =0 8<O A5@25@0, :>B>@K9 =C6=> 

C40;8BL: 

(undercloud)[stack@undercloud ~]$ NODEID=$(openstack server list -f value -c ID --name 
<node_name>) 

2. 'B>1K >?@545;8BL ID @5AC@A0 Heat, C:068B5 A;54CNICN :><0=4C: 
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$ openstack stack resource show overcloud ControllerServers -f json -c attributes | jq 
--arg NODEID "$NODEID" -c '.attributes.value | keys[] as $k | if .[$k] == $NODEID then 
"Node index \($k) for \(.[$k])" else empty end' 

3. %>7409B5 D09; A@54K ~/templates/remove-controller.yaml 8 4>102LB5 8=45:A A5@25@0 
C?@02;5=8O, :>B>@K9 =C6=> C40;8BL: 

parameters: 
  ControllerRemovalPolicies: 
    [{'resource_list': ['<node_index>']}] 

4. �2548B5 :><0=4C @0725@BK20=8O Overcloud 8 4>102LB5 D09; A@54K remove-controller.yaml 8 
;N1K5 4@C385 D09;K A@54K, >B=>AOI85AO : A@545 ?>;L7>20B5;O: 

(undercloud) $ openstack overcloud deploy --templates \ 
    -e /home/stack/templates/remove-controller.yaml \ 
    [OTHER OPTIONS] 

 �:;NG8B5 -e ~/templates/remove-controller.yaml B>;L:> 4;O MB>3> ?@8<5@0 :><0=4K 
@0725@BK20=8O. '40;8B5 MB>B D09; A@54K 87 ?>A;54CNI8E >?5@0F89 @0725@BK20=8O. 

 �:;NG8B5 ~/templates/bootstrap-controller.yaml, 5A;8 =C6=> 70<5=8BL A5@25@ 
C?@02;5=8O =0G0;L=>9 703@C7:8 8 A>E@0=8BL 8<O A5@25@0. 

5. Undercloud C40;O5B AB0@K9 A5@25@, A>7405B =>2K9 A5@25@ 8 >1=>2;O5B =01>@ @5AC@A>2 (stack) 

Overcloud. #@>25@8BL AB0BCA =01>@0 @5AC@A>2 (stack) Overcloud <>6=> A;54CNI59 :><0=4>9: 

(undercloud) $ openstack stack list --nested 

6. #>A;5 7025@H5=8O :><0=4K @0725@BK20=8O Undercloud ?>:065B, GB> AB0@K9 A5@25@ 70<5=5= 
=>2K<: 

(undercloud) $ openstack server list -c Name -c Networks 
+------------------------+-----------------------+ 
| Name                   | Networks              | 
+------------------------+-----------------------+ 
| overcloud-compute-0    | ctlplane=192.168.0.44 | 
| overcloud-controller-0 | ctlplane=192.168.0.47 | 
| overcloud-controller-2 | ctlplane=192.168.0.46 | 
| overcloud-controller-3 | ctlplane=192.168.0.48 | 
+------------------------+-----------------------+ 

&5?5@L =0 =>2>< A5@25@5 @07<5I5=K @01>B0NI85 A5@28AK >1;0AB8 C?@02;5=8O. 

21.6 �K<EF>4 D9EGDEB6 CBE?9 ;4@9AO E9D69D4 GCD46?9A<O 

#>A;5 70<5=K A5@25@0 2K?>;=8B5 A;54CNI85 459AB28O, GB>1K 7025@H8BL @01>BC :;0AB5@0 
C?@02;5=8O. 
�BDO8B> 89=EF6<= 

1. �>948B5 2 A5@25@ C?@02;5=8O.  
2. �:;NG8B5 C?@02;5=85 Pacemaker :;0AB5@>< Galera 8 70?CAB8B5 Galera =0 =>2>< A5@25@5: 
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[heat-admin@overcloud-controller-0 ~]$ sudo pcs resource refresh galera-bundle 
[heat-admin@overcloud-controller-0 ~]$ sudo pcs resource manage galera-bundle 

3. �K?>;=8B5 D8=0;L=CN ?@>25@:C AB0BCA0, GB>1K C1548BLAO, GB> A5@28AK @01>B0NB :>@@5:B=>: 

[heat-admin@overcloud-controller-0 ~]$ sudo pcs status 

� A;CG05 A1>O 2 @01>B5 :0:>3>-;81> A5@28A0, 8A?>;L7C9B5 :><0=4C >1=>2;5=8O @5AC@A>2 pcs, GB>1K 
CAB@0=8BL 8 ?5@570?CAB8BL >B:0702H85 A5@28AK. 

4. �K948B5 87 Undercloud: 

[heat-admin@overcloud-controller-0 ~]$ exit 

5. #@8<5=8B5 D09; overcloudrc 4;O 2708<>459AB28O A Undercloud: 

$ source ~/overcloudrc 

6. #@>25@LB5 A5B52K5 035=BK 2 >1;0G=>9 A@545: 

(overcloud) $ openstack network agent list 

7. �A;8 ?>O2OBAO :0:85-;81> 035=BK 4;O AB0@>3> A5@25@0, C40;8B5 8E: 

(overcloud) $ for AGENT in $(openstack network agent list --host overcloud-controller-
1.localdomain -c ID -f value) ; do openstack network agent delete $AGENT ; done 

8. #@8 =5>1E>48<>AB8 4>102LB5 <0@H@CB870B>@ : E>ABC 035=B0 L3 =0 =>2>< A5@25@5. 
�A?>;L7C9B5 A;54CNI89 ?@8<5@ :><0=4K, GB>1K 4>1028BL <0@H@CB870B>@ A 8<5=5< r1 

: 035=BC L3 ?@8 ?><>I8 UUID 2d1c1dc1-d9d4-4fa9-b2c8-f29cd1a649d4: 

(overcloud) $ openstack network agent add router --l3 2d1c1dc1-d9d4-4fa9-b2c8-
f29cd1a649d4 r1 

9. "G8AB8B5 A5@28AK 1;>G=KE E@0=8;8I (cinder). 

 #>;CG8B5 A?8A>: 1;>G=KE E@0=8;8I: 

(overcloud) $ openstack volume service list 

 �>948B5 =0 A5@25@ C?@02;5=8O, ?>4:;NG8B5AL : :>=B59=5@C cinder-api 8 8A?>;L7C9B5 
:><0=4C C40;5=8O A5@28A0 cinder-manage service remove, GB>1K C40;8BL >AB02H85AO 
A5@28AK: 

[heat-admin@overcloud-controller-0 ~]$ sudo podman exec -it cinder_api cinder-manage 
service remove cinder-backup <host> 
[heat-admin@overcloud-controller-0 ~]$ sudo podman exec -it cinder_api cinder-manage 
service remove cinder-scheduler <host> 
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10. "G8AB8B5 :;0AB5@ RabbitMQ. 

 �>948B5 =0 A5@25@ C?@02;5=8O. 
 �A?>;L7C9B5 :><0=4C podman exec 4;O 70?CA:0 bash 8 ?@>25@LB5 AB0BCA :;0AB5@0 

RabbitMQ: 

[heat-admin@overcloud-controller-0 ~]$ podman exec -it rabbitmq-bundle-podman-0 bash 
[heat-admin@overcloud-controller-0 ~]$ rabbitmqctl cluster_status 

 �A?>;L7C9B5 :><0=4C rabbitmqctl, GB>1K «701KBL» 70<5=5==K9 A5@25@ C?@02;5=8O: 

[heat-admin@overcloud-controller-0 ~]$ rabbitmqctl forget_cluster_node <node_name> 

11. �A;8 A5@25@ C?@02;5=8O =0G0;L=>9 703@C7:8 70<5=5=, B> ?>A;5 70<5=K =5>1E>48<> C40;8BL 
D09; A@54K ~/templates/bootstrap-controller.yaml 8;8 C40;8BL ?0@0<5B@K 

pacemaker_short_bootstrap_node_name 8 mysql_short_bootstrap_node_name 

87 ACI5AB2CNI53> D09;0 A@54K. ЭB>B H03 ?@54>B2@0I05B ?>?KB:C Undercloud 

?5@5>?@545;8BL 8<O A5@25@0 C?@02;5=8O ?@8 ?>A;54CNI8E 70<5=0E. 
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22 �9D9;47DG;>4 E9D69DB6 

�>7<>6=>, ?@845BAO ?5@5703@C78BL A5@25@K 2 Undercloud 8 Overcloud. �A?>;L7C9B5 
A;54CNI89 ?>@O4>: 459AB289, GB>1K ?>=OBL, :0: ?5@5703@C78BL A5@25@K @07=KE B8?>2:  

 �A;8 =C6=> ?5@5703@C78BL 2A5 A5@25@K >4=>9 @>;8, @5:><5=4C5BAO ?5@5703@C60BL :064K9 
A5@25@ ?> >B45;L=>AB8. �A;8 65 MB> A45;0BL >4=>2@5<5==> 4;O 2A5E A5@25@>2 2 @>;8, 

B> 2> 2@5<O >?5@0F88 ?5@5703@C7:8 <>65B ?@>87>9B8 ?@>AB>9 A5@28A0.  
 �A;8 =C6=> ?5@5703@C78BL 2A5 A5@25@K 2 A@545 ?;0BD>@<K 1Stack, ?5@5703@C78B5 A5@25@K 

?>A;54>20B5;L=> 2 C:070==>< ?>@O4:5: 
1. #5@5703@C78B5 A5@25@ Undercloud. 

2. #5@5703@C78B5 A5@25@K C?@02;5=8O.  
3. #5@5703@C78B5 02B>=><=K5 A5@25@K Ceph MON (>?F8>=0;L=>). 
4. #5@5703@C78B5 A5@25@K E@0=8;8I0 Ceph (>?F8>=0;L=>).  
5. #5@5703@C78B5 A5@25@K A5@28A0 Object Storage (>?F8>=0;L=>).  
6. #5@5703@C78B5 2KG8A;8B5;L=K5 A5@25@K. 

22.1 �9D9;47DG;>4 E9D69D4 Undercloud 

#5@5703@C78B5 A5@25@ Undercloud. 

�BDO8B> 89=EF6<= 

1. �>948B5 2 Undercloud :0: ?>;L7>20B5;L stack. 

2. #5@5703@C78B5 Undercloud: 

$ sudo reboot 

3. �>648B5AL 703@C7:8 A5@25@0. 

22.2 �9D9;47DG;>4 E9D69DB6 GCD46?9A<O 

#5@5703@C78B5 A5@25@K C?@02;5=8O. 
�BDO8B> 89=EF6<= 

1. �>948B5 =0 A5@25@, :>B>@K9 =C6=> ?5@5703@C78BL. 
2. "?F8>=0;L=>: 5A;8 A5@25@ 8A?>;L7C5B @5AC@AK Pacemaker, >AB0=>28B5 :;0AB5@: 

[heat-admin@overcloud-controller-0 ~]$ sudo pcs cluster stop 

3. #5@5703@C78B5 A5@25@: 

[heat-admin@overcloud-controller-0 ~]$ sudo reboot 

4. �>648B5AL >:>=G0=8O 703@C7:8 A5@25@0. 
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�DB69D>4 

#@>25@LB5, GB> A5@28AK 2:;NG5=K. 
 �A;8 A5@25@ 8A?>;L7C5B A5@28AK Pacemaker, ?@>25@LB5, GB> A5@25@ A=>20 ?@8A>548=8;AO 
: :;0AB5@C: 

[heat-admin@overcloud-controller-0 ~]$ sudo pcs status 

 �A;8 A5@25@ 8A?>;L7C5B A5@28AK Systemd, ?@>25@LB5, GB> 2A5 A5@28AK 2:;NG5=K: 

[heat-admin@overcloud-controller-0 ~]$ sudo systemctl status 

 �A;8 A5@25@ 8A?>;L7C5B :>=B59=5@=K5 A5@28AK, ?@>25@LB5, GB> 2A5 :>=B59=5@K 
=0 A5@25@5 0:B82=K: 

[heat-admin@overcloud-controller-0 ~]$ sudo podman ps 

22.3 �9D9;47DG;>4 6OK<E?<F9?PAOI E9D69DB6 

'B>1K >15A?5G8BL <8=8<0;L=>5 2@5<O ?@>AB>O 8=AB0=A>2 2 A@545 1Stack, =C6=> 

?@8 <83@F88 8=AB0=A>2 A 2KG8A;8B5;L=>3> A5@25@0 2K?>;=8BL >?8A0==K5 =865 459AB28O. 

�A;8 8=AB0=AK A 8AE>4=>3> 2KG8A;8B5;L=>3> A5@25@0 =0 4@C3>9 2KG8A;8B5;L=K9 A5@25@ 

?5@5=5A5=K =5 1C4CB, >=8 <>3CB 1KBL ?5@570?CI5=K =0 8AE>4=>< A5@25@5, GB> <>65B ?@825AB8 
: A1>N >1=>2;5=8O. ЭB> A2O70=> A 8725AB=>9 ?@>1;5<>9, A2O70==>9 A 87<5=5=8O<8 2 Podman 8 
A5@28A5 libvirt 

 

 45BK<= CDBJ9EE @<7D4J<< <AEF4AEB6 

1. $5H8B5, A;54C5B ;8 ?5@5=>A8BL 8=AB0=AK =0 4@C3>9 2KG8A;8B5;L=K9 A5@25@, ?5@54 
?5@5703@C7:>9 A5@25@0.  

2. �K15@8B5 8 >B:;NG8B5 2KG8A;8B5;L=K9 A5@25@, :>B>@K9 =C6=> ?5@5703@C78BL, GB>1K >= =5 
?>43>B02;820; =>2K5 8=AB0=AK. 

3. #5@5=5A8B5 8=AB0=AK =0 4@C3>9 2KG8A;8B5;L=K9 A5@25@. 
4. #5@5703@C78B5 ?CAB>9 2KG8A;8B5;L=K9 A5@25@. 
5. �:;NG8B5 ?CAB>9 2KG8A;8B5;L=K9 A5@25@. 
�D9864D<F9?PAO9 FD95B64A<O 

 #5@54 ?5@5703@C7:>9 A5@25@0 =5>1E>48<> @5H8BL, A;54C5B ;8 ?5@5=>A8BL 8=AB0=AK =0 4@C3>9 
2KG8A;8B5;L=K9 A5@25@ 2 ?@>F5AA5 ?5@5703@C7:8. 
"7=0:><LB5AL A> A?8A:>< >3@0=8G5=89 <83@0F88, :>B>@K5 <>3CB 2>7=8:=CBL ?@8 ?5@5=>A5 

8=AB0=A>2 <564C 2KG8A;8B5;L=K<8 A5@25@0<8. 
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�A;8 ?5@5=5AB8 8=AB0=AK =5;L7O, <>6=> CAB0=>28BL A;54CNI85 >A=>2=K5 ?0@0<5B@K 
H01;>=0 4;O C?@02;5=8O A>AB>O=85< 8=AB0=A>2 ?>A;5 ?5@5703@C7:8 2KG8A;8B5;L=>3> A5@25@0: 
NovaResumeGuestsStateOnHostBoot 

"?@545;O5B, A;54C5B ;8 2>72@0I0BL 8=AB0=AK 2 B> 65 A>AB>O=85 =0 2KG8A;8B5;L=>< A5@25@5 
?>A;5 ?5@5703@C7:8. �A;8 CAB0=>2;5=> 7=0G5=85 False, 8=AB0=AK >AB0NBAO 2K:;NG5==K<8, 
?>MB><C 8E =5>1E>48<> 70?CAB8BL 2@CG=CN. False O2;O5BAO 7=0G5=85< ?> C<>;G0=8N. 
NovaResumeGuestsShutdownTimeout 

"?@545;O5B :>;8G5AB2> A5:C=4 >6840=8O 4> 7025@H5=8O @01>BK 8=AB0=A0 ?5@54 
?5@5703@C7:>9. !5 @5:><5=4C5BAO CAB0=02;820BL =C;52>5 7=0G5=85. �=0G5=85 ?> C<>;G0=8N 

@02=> 300. 

�BDO8B> 89=EF6<= 

1. �>948B5 2 Undercloud :0: ?>;L7>20B5;L stack. 

2. #>;CG8B5 A?8A>: 2A5E 2KG8A;8B5;L=KE A5@25@>2 8 8E UUID: 

$ source ~/stackrc 
(undercloud) $ openstack server list --name compute 

"?@545;8B5 UUID 2KG8A;8B5;L=>3> A5@25@0, :>B>@K9 =C6=> ?5@5703@C78BL. 
3. �7 Undercloud 2K15@8B5 2KG8A;8B5;L=K9 A5@25@ (Compute) 8 >B:;NG8B5 53>: 

$ source ~/overcloudrc 
(overcloud) $ openstack compute service list 
(overcloud) $ openstack compute service set <hostname> nova-compute --disable 

4. #>;CG8B5 A?8A>: 2A5E 8=AB0=A>2 =0 2KG8A;8B5;L=>< A5@25@5: 

(overcloud) $ openstack server list --host <hostname> --all-projects 

5. "?F8>=0;L=>: 5A;8 ?@8=OB> @5H5=85 ?5@5=5AB8 8=AB0=AK =0 4@C3>9 2KG8A;8B5;L=K9 A5@25@, 
2K?>;=8B5 A;54CNI85 459AB28O: 
0) �A?>;L7C9B5 >4=C 87 :><0=4: 
 'B>1K ?5@5=5AB8 8=AB0=A =0 4@C3>9 E>AB, C:068B5: 

(overcloud) $ openstack server migrate <instance_id> --live 
<target_host> --wait 

 $07@5H8B5 nova-scheduler 02B><0B8G5A:8 2K1@0BL F5;52>9 E>AB: 

(overcloud) $ nova live-migration <instance_id> 

 �K?>;=8B5 48=0<8G5A:CN <83@0F8N 2A5E 8=AB0=A>2 >4=>2@5<5==>: 

$ nova host-evacuate-live <hostname> 

�><0=40 nova <>65B 2K720BL ?@54C?@5645=8O >1 CAB0@520=88, :>B>@>5 <>6=> 83=>@8@>20BL. 
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1) �>648B5AL >:>=G0=8O <83@0F88. 
2) #>4B25@48B5, GB> <83@0F8O ?@>H;0 CA?5H=>: 

(overcloud) $ openstack server list --host <hostname> --all-projects 

3) #@>4>;68B5 <83@0F8N 8=AB0=A>2 4> 8E ?>;=>3> >BACBAB28O =0 2KG8A;8B5;L=>< A5@25@5. 
6. �>948B5 =0 2KG8A;8B5;L=K9 A5@25@ 8 ?5@5703@C78B5 A5@25@: 

[heat-admin@overcloud-compute-0 ~]$ sudo reboot 

7. �>648B5AL 703@C7:8 A5@25@0. 
8. #>2B>@=> 0:B828@C9B5 2KG8A;8B5;L=K9 A5@25@: 

$ source ~/overcloudrc 
(overcloud) $ openstack compute service set <hostname> nova-compute –enable 

9. #@>25@LB5, GB> 2KG8A;8B5;L=K9 A5@25@ 2:;NG5=: 

(overcloud) $ openstack compute service list 
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23 �F>?NK9A<9 < ;4CGE> Undercloud < Overcloud 

�;O >1A;C6820=8O Undercloud 8 Overcloud =5>1E>48<> 2K:;NG8BL 8 70?CAB8BL A5@25@K 
Undercloud 8 Overcloud 2 >?@545;5==>< ?>@O4:5, GB>1K A25AB8 ?@>1;5<K : <8=8<C<C 
?@8 70?CA:5 Overcloud. 

�D9864D<F9?PAO9 FD95B64A<O 

 Undercloud 8 Overcloud =0E>4OBAO 2 @01>G5< A>AB>O=88. 

23.1 �BDO8B> ;469DL9A<O D45BFO Undercloud < Overcloud 

�;O 7025@H5=8O @01>BK 1Stack, =5>1E>48<> >AB0=>28BL @01>BC Overcloud 8 Undercloud 2 
A;54CNI5< ?>@O4:5: 
1. �K:;NG8B5 8=AB0=AK =0 2KG8A;8B5;L=KE A5@25@0E Overcloud. 

2. �K:;NG8B5 2KG8A;8B5;L=K5 A5@25@K. 

3. "AB0=>28B5 2A5 A5@28AK 2KA>:>9 4>ABC?=>AB8 8 ?;0BD>@<K 1Stack =0 A5@25@0E C?@02;5=8O. 
4. �K:;NG8B5 A5@25@K Ceph Storage (>?F8>=0;L=>). 
5. �K:;NG8B5 A5@25@K C?@02;5=8O. 
6. �K:;NG8B5 Undercloud. 

23.2 �F>?NK9A<9 <AEF4AEB6 A4 6OK<E?<F9?PAOI E9D69D4I Overcloud 

� ?@>F5AA5 7025@H5=8O @01>BK A@54K 1Stack >AB0=>28B5 @01>BC 2A5E 8=AB0=A>2 
=0 2KG8A;8B5;L=KE A5@25@0E ?5@54 7025@H5=85< @01>BK MB8E A5@25@>2. 
�D9864D<F9?PAO9 FD95B64A<O 

 Overcloud c 0:B82=K<8 A5@28A0<8 2KG8A;8B5;L=KE @5AC@A>2. 
�BDO8B> 89=EF6<= 

1. �>948B5 2 Undercloud :0: ?>;L7>20B5;L stack. 

2. %>7409B5 D09; CG5B=KE 40==KE 4;O Overcloud: 

$ source ~/overcloudrc 

3. #@>A<>B@8B5 8=AB0=AK, 70?CI5==K5 2 Overcloud: 

$ openstack server list --all-projects 

4. "AB0=>28B5 @01>BC :064>3> 8=AB0=A0 2 Overcloud: 

$ openstack server stop <INSTANCE> 

�A5 8=AB0=AK 2 Overcloud 4>;6=K 1KBL >AB0=>2;5=K. 



 
 

 

 www.jet.su 117 

 

23.3 �F>?NK9A<9 6OK<E?<F9?PAOI E9D69DB6 

� ?@>F5AA5 7025@H5=8O @01>BK A@54K 1Stack 02B>@87C9B5AL 8 >AB0=>28B5 @01>BC :064>3> 
2KG8A;8B5;L=>3> A5@25@0. 
�D9864D<F9?PAO9 FD95B64A<O 

 �A5 8=AB0=AK =0 2KG8A;8B5;L=KE A5@25@0E 2K:;NG5=K. 

�BDO8B> 89=EF6<= 

1. �2B>@87C9B5AL :0: ?@828;538@>20==K9 ?>;L7>20B5;L root =0 2KG8A;8B5;L=>< A5@25@5. 
2. �K:;NG8B5 A5@25@: 

# poweroff 

3. �K?>;=8B5 MB8 459AB28O 4;O :064>3> 2KG8A;8B5;L=>3> A5@25@0. 

23.4 �469DL9A<9 D45BFO E9D6<EB6 A4 E9D69D4I GCD46?9A<O 

� ?@>F5AA5 7025@H5=8O @01>BK A@54K 1Stack >AB0=>28B5 A5@28AK =0 A5@25@0E C?@02;5=8O 
?5@54 2K:;NG5=85< A5@25@>2 (2:;NG0O A5@28AK Pacemaker 8 systemd). 

�D9864D<F9?PAO9 FD95B64A<O 

 Overcloud c 0:B82=K<8 A5@28A0<8 Pacemaker. 

�BDO8B> 89=EF6<= 

1. �2B>@87C9B5AL :0: ?>;L7>20B5;L root =0 A5@25@5 C?@02;5=8O. 
2. "AB0=>28B5 :;0AB5@ Pacemaker. 

# pcs cluster stop --all 

ЭB0 :><0=40 >AB0=02;8205B :;0AB5@ =0 2A5E A5@25@0E. 
3. �>648B5AL ?@5:@0I5=8O @01>BK A5@28A>2 Pacemaker 8 ?@>25@LB5, GB> A5@28AK >AB0=>2;5=K. 

 #@>25@LB5 AB0BCA Pacemaker: 

# pcs status 

 #@>25@LB5, GB> =8 >48= A5@28A Pacemaker =5 @01>B05B 2 Podman: 

# podman ps --filter "name=.-bundle." 

4. "AB0=>28B5 A5@28AK 1Stack: 

# systemctl stop 'tripleo*'_ 

5. �>648B5AL >AB0=>2:8 A5@28A>2 8 ?@>25@LB5, GB> A5@28AK 1>;55 =5 @01>B0NB 2 Podman: 

# podman ps 



 
 

 

 www.jet.su 118 

 

23.5 �F>?NK9A<9 E9D69DB6 GCD46?9A<O 

� ?@>F5AA5 7025@H5=8O @01>BK A@54K 1Stack 2>948B5 2 A8AB5<C 8 7025@H8B5 @01>BC :064>3> 
A5@25@0 C?@02;5=8O. 
�D9864D<F9?PAO9 FD95B64A<O 

�>;6=K 1KBL >AB0=>2;5=K: 
 :;0AB5@ Pacemaker; 

 2A5 A5@28AK 1Stack =0 A5@25@0E C?@02;5=8O. 
�BDO8B> 89=EF6<= 

1. �2B>@87C9B5AL :0: ?>;L7>20B5;L root =0 A5@25@5 C?@02;5=8O. 
2. �025@H8B5 @01>BC A5@25@0: 

# poweroff 

3. �K?>;=8B5 MB8 459AB28O 4;O :064>3> A5@25@0 C?@02;5=8O. 

23.6 �F>?NK9A<9 Undercloud 

� ?@>F5AA5 7025@H5=8O @01>BK A@54K 1Stack 2>948B5 =0 A5@25@ Undercloud 8 >B:;NG8B5 
Undercloud. 

�D9864D<F9?PAO9 FD95B64A<O 

 $01>B0NI89 Undercloud. 

�BDO8B> 89=EF6<= 

1. �2B>@87C9B5AL 2 Undercloud :0: ?>;L7>20B5;L stack. 

2. �025@H8B5 @01>BC Undercloud: 

$ sudo poweroff 

23.7 �DB6989A<9 D45BF CB B5E?G:<64A<N E<EF9@O 

#>A;5 ?>;=>3> >B:;NG5=8O Undercloud 8 Overcloud 2K?>;=8B5 ;N1K5 @01>BK 
?> >1A;C6820=8N 8A?>;L7C5<KE A8AB5<, 0 70B5< 70?CAB8B5 Undercloud 8 Overcloud. 

23.8 �BDO8B> ;4CGE>4 Undercloud < Overcloud 

�;O 70?CA:0 A@54K 1Stack 70?CAB8B5 Undercloud 8 Overcloud 2 A;54CNI5< ?>@O4:5: 
1. �0?CAB8B5 Undercloud. 

2. �0?CAB8B5 A5@25@K C?@02;5=8O. 
3. �0?CAB8B5 A5@25@K Ceph Storage (>?F8>=0;L=>), 
4. �0?CAB8B5 2KG8A;8B5;L=K5 A5@25@K. 

5. �0?CAB8B5 8=AB0=AK =0 2KG8A;8B5;L=KE A5@25@0E 2 Overcloud. 
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23.9 �4CGE> Undercloud 

� ?@>F5AA5 70?CA:0 A@54K 1Stack 2:;NG8B5 A5@25@ Undercloud, 2>948B5 2 Undercloud 8 
?@>25@LB5 A5@28AK Undercloud. 

�D9864D<F9?PAO9 FD95B64A<O 

 �K:;NG5==K9 Undercloud. 

�BDO8B> 89=EF6<= 

�:;NG8B5 Undercloud 8 4>648B5AL 703@C7:8 Undercloud. 

�DB69D>4 

1. �2B>@87C9B5AL 2 Undercloud :0: ?>;L7>20B5;L stack. 

2. #@>25@LB5 A5@28AK 2 Undercloud: 

$ systemctl list-units 'tripleo*'_ 

3. %>7409B5 D09; CG5B=KE 40==KE 4;O Undercloud 8 70?CAB8B5 :><0=4C 20;840F88, GB>1K 
C1548BLAO, GB> 2A5 A5@28AK 8 :>=B59=5@K 0:B82=K 8 @01>B>A?>A>1=K: 

$ source stackrc$ openstack tripleo validator run --validation service-status --limit 
undercloud 

23.10 �4CGE> E9D69DB6 GCD46?9A<O 

� ?@>F5AA5 70?CA:0 A@54K 1Stack 2:;NG8B5 :064K9 A5@25@ C?@02;5=8O 8 ?@>25@LB5 =0 =5< 
A5@28AK, =5 >B=>AOI85AO : Pacemaker. 

�D9864D<F9?PAO9 FD95B64A<O 

 �K:;NG5==K5 A5@25@K C?@02;5=8O. 
�BDO8B> 89=EF6<= 

�:;NG8B5 :064K9 A5@25@ C?@02;5=8O. 
�DB69D>4 

1. �2B>@87C9B5AL =0 :064>< A5@25@5 C?@02;5=8O :0: ?>;L7>20B5;L root. 

2. #@>25@LB5 A5@28AK =0 A5@25@5 C?@02;5=8O: 

$ systemctl -t service 

$01>B0NB B>;L:> A5@28AK, =5 >A=>20==K5 =0 Pacemaker. 

3. �>648B5AL 70?CA:0 A5@28A>2 Pacemaker 8 C1548B5AL, GB> A5@28AK 70?CI5=K: 

$ pcs status 
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�A;8 2 A@545 8A?>;L7C5BAO 8=AB0=A 2KA>:>9 4>ABC?=>AB8, @5AC@AK Pacemaker 70?CABOBAO B>;L:> 
?>A;5 70?CA:0 2KG8A;85;L=KE A5@25@>2 8;8 2K?>;=5=8O >?5@0F88 A=OB8O >3@0=8G5=8O (unfence) 

2@CG=CN A ?><>ILN :><0=4K pcs stonith submit <compute_node>.  

ЭBC :><0=4C =5>1E>48<> 2K?>;=8BL =0 :064>< 2KG8A;8B5;L=>< A5@25@5, 8A?>;L7CNI5< 8=AB0=A 
2KA>:>9 4>ABC?=>AB8. 

23.11 �4CGE> 6OK<E?<F9?PAOI E9D69DB6 

� ?@>F5AA5 70?CA:0 A@54K 1Stack 2:;NG8B5 :064K9 2KG8A;8B5;L=K9 A5@25@ 8 ?@>25@LB5 
A5@28AK =0 A5@25@5.  
�D9864D<F9?PAO9 FD95B64A<O 

 �K:;NG5==K5 2KG8A;8B5;L=K5 A5@25@K. 

�BDO8B> 89=EF6<= 

�:;NG8B5 :064K9 2KG8A;8B5;L=K9 A5@25@. 
�DB69D>4 

1. �2B>@87C9B5AL =0 :064>< 2KG8A;8B5;L=>< A5@25@5 :0: ?>;L7>20B5;L root. 

2. #@>25@LB5 A5@28AK =0 2KG8A;8B5;L=>< A5@25@5: 

$ systemctl -t service 

23.12 �4CGE> <AEF4AEB6 A4 6OK<E?<F9?PAOI E9D69D4I Overcloud 

� ?@>F5AA5 70?CA:0 A@54K 1Stack 70?CAB8B5 8=AB0=AK =0 2KG8A;8B5;L=KE A5@25@0E. 
�D9864D<F9?PAO9 FD95B64A<O 

 �:B82=K9 Overcloud A 0:B82=K<8 A5@25@0<8. 

�BDO8B> 89=EF6<= 

1. �>948B5 2 Undercloud :0: ?>;L7>20B5;L stack. 

2. #@8<5=8B5 D09; A CG5B=K<8 40==K<8 4;O Overcloud: 

$ source ~/overcloudrc 

3. #@>A<>B@8B5 70?CI5==K5 8=AB0=AK 2 Overcloud: 

$ openstack server list --all-projects 

4. �0?CAB8B5 8=AB0=A 2 Overcloud: 

$ openstack server start <INSTANCE> 
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24 �C9D4J<< <AFDBEC9>J<< 

� =5:>B>@KE A8BC0F8OE <>65B ?>B@51>20BLAO 8=B@>A?5:F8O 2=5 AB0=40@B=>3> @01>G53> 
?@>F5AA0 @0725@BK20=8O Overcloud. !0?@8<5@, 5A;8 =C6=> 2K?>;=8BL 8=B@>A?5:F8N =>2KE 
A5@25@>2 8;8 >1=>28BL 40==K5 8=B>A?5:F88 ?>A;5 70<5=K >1>@C4>20=8O =0 ACI5AB2CNI8E 
=58A?>;L7C5<KE A5@25@0E. 

24.1 �OCB?A9A<9 <AFDBEC9>J<< BF89?PAB7B E9D69D4 

'B>1K 2K?>;=8BL >48=>G=CN 8=B@>A?5:F8N =0 4>ABC?=>< A5@25@5, ?5@52548B5 A5@25@ 
2 @568< C?@02;5=8O 8 2K?>;=8B5 8=B@>A?5:F8N. 
�BDO8B> 89=EF6<= 

1. #@82548B5 2A5 A5@25@K 2 C?@02;O5<>5 A>AB>O=85: 

(undercloud) $ openstack baremetal node manage [NODE UUID] 

2. #@>2548B5 8=B@>A?5:F8N: 

(undercloud) $ openstack overcloud node introspect [NODE UUID] --provide 

#>A;5 7025@H5=8O 8=B@>A?5:F88 A5@25@ ?5@5945B 2 4>ABC?=>5 A>AB>O=85. 

24.2 �OCB?A9A<9 <AFDBEC9>J<< E9D69D4 CBE?9 C9D6BA4K4?PAB= 
<AFDBEC9>J<< 

#>A;5 ?5@2>=0G0;L=>9 8=B@>A?5:F88 2A5 A5@25@K ?5@5E>4OB 2 A>AB>O=85 4>ABC?=>AB8 
1;03>40@O >?F88 --provide.  

'B>1K 2K?>;=8BL 8=B@>A?5:F8N =0 2A5E A5@25@0E ?>A;5 ?5@2>=0G0;L=>9 8=B@>A?5:F88, 
?5@52548B5 A5@25@ 2 @568< C?@02;5=8O 8 2K?>;=8B5 8=B@>A?5:F8N. 
�BDO8B> 89=EF6<= 

1. #@82548B5 2A5 A5@25@K 2 C?@02;O5<>5 A>AB>O=85: 

(undercloud) $ for node in $(openstack baremetal node list --fields uuid -f value) ; do 
openstack baremetal node manage $node ; done 

2. �0?CAB8B5 :><0=4C <0AA>2>9 8=B@>A?5:F88  

(undercloud) $ openstack overcloud node introspect --all-manageable --provide 

#>A;5 7025@H5=8O 8=B@>A?5:F88 2A5 A5@25@K ?5@594CB 2 4>ABC?=>5 A>AB>O=85. 
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24.3 �OCB?A9A<9 <AFDBEC9>J<< E9F< 8?O CB?GK9A<O <AHBD@4J<< 
B5 <AF9DH9=E9 

%5B520O 8=B@>A?5:F8O 872;5:05B 40==K5 ?@>B>:>;0 >1=0@C65=8O :0=0;L=>3> C@>2=O 
(link layer discovery protocol, LLDP) 87 A5B52KE :><<CB0B>@>2.  

%;54CNI85 :><0=4K ?>:07K20NB ?>4<=>65AB2> 8=D>@<0F88 LLDP 4;O 2A5E 8=B5@D59A>2 
=0 A5@25@5 8;8 ?>;=CN 8=D>@<0F8N 4;O :>=:@5B=>3> A5@25@0 8 8=B5@D59A0. ЭB> <>65B 1KBL 
?>;57=> ?@8 CAB@0=5=88 =5?>;04>:. Undercloud 0:B828@C5B A1>@ 40==KE LLDP ?> C<>;G0=8N. 
�BDO8B> 89=EF6<= 

1. 'B>1K ?>;CG8BL A?8A>: 8=B5@D59A>2 =0 A5@25@5, 70?CAB8B5 :><0=4C: 

(undercloud) $ openstack baremetal introspection interface list [NODE UUID] 

 !0?@8<5@:   

(undercloud) $ openstack baremetal introspection interface list c89397b7-a326-41a0-
907d-79f8b86c7cd9 
+-----------+-------------------+------------------------+-------------------+---------
-------+ 
| Interface | MAC Address       | Switch Port VLAN IDs   | Switch Chassis ID | Switch 
Port ID | 
+-----------+-------------------+------------------------+-------------------+---------
-------+ 
| p2p2      | 00:0a:f7:79:93:19 | [103, 102, 18, 20, 42] | 64:64:9b:31:12:00 | 510       
| 
| p2p1      | 00:0a:f7:79:93:18 | [101]                  | 64:64:9b:31:12:00 | 507       
| 
| em1       | c8:1f:66:c7:e8:2f | [162]                  | 08:81:f4:a6:b3:80 | 515       
| 
| em2       | c8:1f:66:c7:e8:30 | [182, 183]             | 08:81:f4:a6:b3:80 | 559       
| 
+-----------+-------------------+------------------------+-------------------+---------
-------+ 

2. 'B>1K ?@>A<>B@5BL 40==K5 8=B5@D59A0 8 8=D>@<0F8N > ?>@B5 :><<CB0B>@0, 70?CAB8B5 
:><0=4C: 

(undercloud) $ openstack baremetal introspection interface show [NODE UUID] [INTERFACE] 

 !0?@8<5@:   

(undercloud) $ openstack baremetal introspection interface show c89397b7-a326-41a0-
907d-79f8b86c7cd9 p2p1 
+--------------------------------------+-----------------------------------------------
-------------------------------------------------------------------------+ 
| Field                                | Value                                            
| 
+--------------------------------------+-----------------------------------------------
-------------------------------------------------------------------------+ 
| interface                            | p2p1                                            
| 
| mac                                  | 00:0a:f7:79:93:18                               
| 
| node_ident                           | c89397b7-a326-41a0-907d-79f8b86c7cd9            
| 
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| switch_capabilities_enabled          | [u'Bridge', u'Router']                          
| 
| switch_capabilities_support          | [u'Bridge', u'Router']                          
| 
| switch_chassis_id                    | 64:64:9b:31:12:00                               
| 
| switch_port_autonegotiation_enabled  | True                                             
| 
| switch_port_autonegotiation_support  | True                                             
| 
| switch_port_description              | ge-0/0/2.0                                      
| 
| switch_port_id                       | 507                                              
| 
| switch_port_link_aggregation_enabled | False                                            
| 
| switch_port_link_aggregation_id      | 0                                               
| 
| switch_port_link_aggregation_support | True                                             
| 
| switch_port_management_vlan_id       | None                                             
| 
| switch_port_mau_type                 | Unknown                                          
| 
| switch_port_mtu                      | 1514                                             
| 
| switch_port_physical_capabilities    | [u'1000BASE-T fdx', u'100BASE-TX fdx', 
u'100BASE-TX hdx', u'10BASE-T fdx', u'10BASE-T hdx', u'Asym and Sym PAUSE fdx'] | 
| switch_port_protocol_vlan_enabled    | None                                             
| 
| switch_port_protocol_vlan_ids        | None                                             
| 
| switch_port_protocol_vlan_support    | None                                            
| 
| switch_port_untagged_vlan_id         | 101                                              
| 
| switch_port_vlan_ids                 | [101]                                            
| 
| switch_port_vlans                    | [{u'name': u'RHOS13-PXE', u'id': 101}]          
| 
| switch_protocol_identities           | None                                             
| 
| switch_system_name                   | rhos-compute-node-sw1                           
| 
+--------------------------------------+-----------------------------------------------
-------------------------------------------------------------------------+ 

24.4 �B?GK9A<9 84AAOI <AFDBEC9>J<< 4CC4D4FAB7B B5BDG8B64A<O 

(C=:F8O hardware-inspection-extras A5@28A0 Bare Metal 2:;NG5=0 ?> C<>;G0=8N, 55 <>6=> 
8A?>;L7>20BL 4;O ?>;CG5=8O A2545=89 >1 >1>@C4>20=88 4;O :>=D83C@0F88 Overcloud. 

!0?@8<5@, A1>@I8: numa_topology O2;O5BAO G0ABLN DC=:F88 hardware-inspection-extras 8 
A>45@68B A;54CNICN 8=D>@<0F8N 4;O :064>3> A5@25@0 NUMA: 

 "�' (2 :8;>109B0E); 
 D878G5A:85 O4@0 &# 8 8E @>4AB25==K5 ?>B>:8; 

 A5B52K5 040?B5@K, A2O70==K5 A A5@25@>< NUMA. 
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�BDO8B> 89=EF6<= 

'B>1K ?>;CG8BL C:070==CN 2KH5 8=D>@<0F8N, ?><5=O9B5 <UUID> =0 UUID D878G5A:>3> 
A5@25@0 4;O 2K?>;=5=8O A;54CNI59 :><0=4K: 

# openstack baremetal introspection data save <UUID> | jq .numa_topology 

� ?@8<5@5 ?>:070=0 ?>;CG5==0O 8=D>@<0F8O NUMA 4;O D878G5A:>3> A5@25@0: 

{ 
  "cpus": [ 
    { 
      "cpu": 1, 
      "thread_siblings": [ 
        1, 
        17 
      ], 
      "numa_node": 0 
    }, 
    { 
      "cpu": 2, 
      "thread_siblings": [ 
        10, 
        26 
      ], 
      "numa_node": 1 
    }, 
    { 
      "cpu": 0, 
      "thread_siblings": [ 
        0, 
        16 
      ], 
      "numa_node": 0 
    }, 
    { 
      "cpu": 5, 
      "thread_siblings": [ 
        13, 
        29 
      ], 
      "numa_node": 1 
    }, 
    { 
      "cpu": 7, 
      "thread_siblings": [ 
        15, 
        31 
      ], 
      "numa_node": 1 
    }, 
    { 
      "cpu": 7, 
      "thread_siblings": [ 
        7, 
        23 
      ], 
      "numa_node": 0 
    }, 
    { 
      "cpu": 1, 
      "thread_siblings": [ 
        9, 
        25 
      ], 
      "numa_node": 1 
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    }, 
    { 
      "cpu": 6, 
      "thread_siblings": [ 
        6, 
        22 
      ], 
      "numa_node": 0 
    }, 
    { 
      "cpu": 3, 
      "thread_siblings": [ 
        11, 
        27 
      ], 
      "numa_node": 1 
    }, 
    { 
      "cpu": 5, 
      "thread_siblings": [ 
        5, 
        21 
      ], 
      "numa_node": 0 
    }, 
    { 
      "cpu": 4, 
      "thread_siblings": [ 
        12, 
        28 
      ], 
      "numa_node": 1 
    }, 
    { 
      "cpu": 4, 
      "thread_siblings": [ 
        4, 
        20 
      ], 
      "numa_node": 0 
    }, 
    { 
      "cpu": 0, 
      "thread_siblings": [ 
        8, 
        24 
      ], 
      "numa_node": 1 
    }, 
    { 
      "cpu": 6, 
      "thread_siblings": [ 
        14, 
        30 
      ], 
      "numa_node": 1 
    }, 
    { 
      "cpu": 3, 
      "thread_siblings": [ 
        3, 
        19 
      ], 
      "numa_node": 0 
    }, 
    { 
      "cpu": 2, 
      "thread_siblings": [ 
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        2, 
        18 
      ], 
      "numa_node": 0 
    } 
  ], 
  "ram": [ 
    { 
      "size_kb": 66980172, 
      "numa_node": 0 
    }, 
    { 
      "size_kb": 67108864, 
      "numa_node": 1 
    } 
  ], 
  "nics": [ 
    { 
      "name": "ens3f1", 
      "numa_node": 1 
    }, 
    { 
      "name": "ens3f0", 
      "numa_node": 1 
    }, 
    { 
      "name": "ens2f0", 
      "numa_node": 0 
    }, 
    { 
      "name": "ens2f1", 
      "numa_node": 0 
    }, 
    { 
      "name": "ens1f1", 
      "numa_node": 0 
    }, 
    { 
      "name": "ens1f0", 
      "numa_node": 0 
    }, 
    { 
      "name": "eno4", 
      "numa_node": 0 
    }, 
    { 
      "name": "eno1", 
      "numa_node": 0 
    }, 
    { 
      "name": "eno3", 
      "numa_node": 0 
    }, 
    { 
      "name": "eno2", 
      "numa_node": 0 
    } 
  ] 
} 
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25 TLS 6 Overcloud 

#@8 8A?>;L7>20=88 @5H5=8O F5=B@0 A5@B8D8:0F88 (certification authority, CA) 4>ABC?=K: 

?@>4;5=85 A5@B8D8:0B>2, A?8A:8 >B7K20 A5@B8D8:0B>2 (CRL) 8 A@54AB20 :@8?B>3@0D88, ?@8=OBK5 
2 >B@0A;8. 
�D9864D<F9?PAO9 FD95B64A<O 

 'AB0=>2;5= ?0:5B openssl-perl. 

 �<55BAO A5@B8D8:0B SSL/TLS. 

25.1 �5AB6?9A<9 E9DF<H<>4FB6 TLS 6DGKAGN 

�K?>;=8B5 A;54CNI85 459AB28O, 5A;8 8A?>;L7CNBAO A>1AB25==K5 A5@B8D8:0BK TLS, :>B>@K5 
=5 A>740NBAO 02B><0B8G5A:8 2 ?@>F5AA5 TLS everywhere (TLS-e).  

�BDO8B> 89=EF6<= 

1. "B@540:B8@C9B5 H01;>=K Heat: 

 "B@540:B8@C9B5 D09; enable-tls.yaml 8 >1=>28B5 ?0@0<5B@K SSLCertificate, SSLKey 8 
SSLIntermediateCertificate. 

 �A;8 F5=B@ A5@B8D8:0F88 87<5=8;AO, >B@540:B8@C9B5 D09; inject-trust-anchor-hiera.yaml 

8 >1=>28B5 ?0@0<5B@ CAMap. 

2. #>2B>@=> 70?CAB8B5 :><0=4C @0725@BK20=8O: 

$ openstack overcloud deploy --templates \ 
[...] 
-e /home/stack/templates/enable-tls.yaml \ 
-e ~/templates/custom-domain.yaml \ 
-e ~/templates/inject-trust-anchor-hiera.yaml \ 
-e /usr/share/openstack-tripleo-heat-templates/environments/ssl/tls-endpoints-public-
dns.yaml 

3. !0 Undercloud 70?CAB8B5 A;54CNICN :><0=4C 4;O A5@25@0 C?@02;5=8O: 

ssh heat-admin@<controller> sudo podman \ 
restart $(podman ps --format="{{.Names}}" | grep -w -E 'haproxy(-bundle-.*-[0-9]+)?') 
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26  9;9D6AB9 >BC<DB64A<9 E9D69D4 Undercloud 

�;O @575@2=>3> :>?8@>20=8O A5@25@0 Undercloud: =0AB@>9B5 A5@25@ @575@2=>3> 
:>?8@>20=8O, CAB0=>28B5 8=AB@C<5=B Relax-and-Recover =0 A5@25@5 Undercloud 8 A>7409B5 >1@07 
@575@2=>9 :>?88. %>74020BL @575@2=K5 :>?88 <>6=> 2 @0<:0E @53C;O@=>3> >1A;C6820=8O 
A@54K.  

�@><5 B>3>, ?5@54 >1=>2;5=8O<8 8;8 <>45@=870F859 =5>1E>48<> A>740BL @575@2=CN 
:>?8N A5@25@0 Undercloud.  

$575@2=K5 :>?88 <>6=> 8A?>;L7>20BL 4;O 2>AAB0=>2;5=8O A5@25@0 Undercloud 4> 53> 
?@54K4CI53> A>AB>O=8O 2 A;CG0OE, :>340 2 ?@>F5AA5 >1=>2;5=8O 8;8 <>45@=870F88 2>7=8:0NB 
>H81:8. 

26.1 �B889D:<649@O9 HBD@4FO < CDBFB>B?O D9;9D6AB7B >BC<DB64A<O 

� ?@>F5AA5 @575@2=>3> :>?8@>20=8O 8 2>AAB0=>2;5=8O Undercloud 8A?>;L7C5BAO 
8=AB@C<5=B A >B:@KBK< 8AE>4=K< :>4>< Relax-and-Recover (ReaR) 4;O A>740=8O 8 
2>AAB0=>2;5=8O 703@C7>G=KE @575@2=KE >1@07>2. ReaR =0?8A0= =0 Bash 8 ?>445@68205B <=>385 
D>@<0B>2 >1@07>2 8 B@0=A?>@B=KE ?@>B>:>;K. 

(>@<0BK 8 ?@>B>:>;K @575@2=>3> :>?8@>20=8O, :>B>@K5 ?>445@68205B ?;0BD>@<0 1Stack 

?@8 8A?>;L7>20=88 ReaR 4;O @575@2=>3> :>?8@>20=8O 8 2>AAB0=>2;5=8O Undercloud 8 >1;0AB8 
C?@02;5=8O: 

(>@<0BK 703@C7>G=KE =>A8B5;59: 

 ISO. 

#@>B>:>;K ?5@540G8 D09;>2: 
 SFTP, 

 NFS. 

26.2 �4EFDB=>4 @9EF4 ID4A9A<O D9;9D6AOI >BC<= 

#5@54 A>740=85< @575@2=>9 :>?88 A5@25@>2 C?@02;5=8O =0AB@>9B5 <5AB> E@0=5=8O 
@575@2=>9 :>?88 2 D09;5 A@54K bar-vars.yaml. � MB>< D09;5 E@0=OBAO ?0@0<5B@K 
«:;NG-7=0G5=85», :>B>@K5 =C6=> ?5@540BL ?@8 2K?>;=5=88 @575@2=>3> :>?8@>20=8O. 
�BDO8B> 89=EF6<= 

1. � D09;5 bar-vars.yaml =0AB@>9B5 <5AB> E@0=5=8O @575@2=KE :>?89: 
 �A;8 8A?>;L7C5BAO NFS-A5@25@, 4>102LB5 ?0@0<5B@ tripeo_backup_and_restore_server 8 
CAB0=>28B5 2 :0G5AB25 7=0G5=8O IP-04@5A NFS-A5@25@0: 

tripleo_backup_and_restore_server: <ip_address> 

#> C<>;G0=8N 7=0G5=85 ?0@0<5B@0 tripeo_backup_and_restore_server – 192.168.24.1.  
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 �A;8 8A?>;L7C5BAO SFTP-A5@25@, 4>102LB5 ?0@0<5B@ tripeo_backup_and_restore_output_url 

8 70409B5 7=0G5=8O URL-04@5A0 8 CG5B=KE 40==KE SFTP-A5@25@0: 

tripleo_backup_and_restore_output_url: sftp://<user>:<password>@<backup_node>/ 
tripleo_backup_and_restore_backup_url: iso:///backup/ 

2. #><5=O9B5 <user>, <password> 8 <backup_node> =0 URL-04@5A 8 CG5B=K5 40==K5 @575@2=>3> 
A5@25@0. 

26.3 #EF4AB6>4 < A4EFDB=>4 NFS-E9D69D4 A4 E9D69D9 D9;9D6AB7B 
>BC<DB64A<O 

!>2K9 A5@25@ NFS <>6=> CAB0=>28BL 8 =0AB@>8BL 4;O E@0=5=8O D09;0 @575@2=>9 :>?88. 
�;O CAB0=>2:8 8 =0AB@>9:8 A5@25@0 NFS =0 A5@25@5 @575@2=>3> :>?8@>20=8O: A>7409B5 D09; 

8=25=B0@870F88, A>7409B5 :;NG SSH 8 70?CAB8B5 :><0=4C @575@2=>3> :>?8@>20=8O Undercloud 

A ?0@0<5B@0<8 A5@25@0 NFS. 

 �A;8 A5@25@ NFS 8;8 SFTP C65 CAB0=>2;5= 8 =0AB@>5=, 2K?>;=OBL ?@82545==K9 =865 ?>@O4>: 
459AB289 =5 B@51C5BAO. �2548B5 8=D>@<0F8N > A5@25@5 ?@8 =0AB@>9:5 ReaR =0 A5@25@5, @575@2=CN 
:>?8N :>B>@>3> =C6=> A>740BL. 

 #> C<>;G0=8N ?0@0<5B@ IP-04@5A0 Relax and Recover (ReaR) 4;O A5@25@0 NFS – 192.168.24.1.  

'B>1K CAB0=>28BL 7=0G5=85 IP-04@5A0, A>>B25BAB2CNI55 A@545, =5>1E>48<> 4>1028BL ?0@0<5B@ 
tripeo_backup_and_restore_server. 

�BDO8B> 89=EF6<= 

1. !0 A5@25@5 Undercloud ?>;CG8B5 CG5B=K5 40==K5 Undercloud: 

[stack@undercloud ~]$ source stackrc 
(undercloud) [stack@undercloud ~]$ 

2. !0 A5@25@5 Undercloud A>7409B5 D09; 8=25=B0@870F88 4;O A5@25@0 @575@2=>3> :>?8@>20=8O: 

(undercloud) [stack@undercloud ~]$ cat <<'EOF'> ~/nfs-inventory.yaml 
[BackupNode] 
<backup_node> ansible_host=<ip_address> ansible_user=<user> 
EOF 

#><5=O9B5 <ip_address> 8 <user> =0 7=0G5=8O, ?@8<5=8<K5 : A@545.  
3. %:>?8@C9B5 ?C1;8G=K9 :;NG SSH A A5@25@0 Undercloud =0 A5@25@ @575@2=>3> :>?8@>20=8O. 

(undercloud) [stack@undercloud ~]$ ssh-copy-id -i ~/.ssh/id_rsa.pub <backup_node> 

#><5=O9B5 <backup_node> =0 ?CBL 8 8<O A5@25@0 @575@2=>3> :>?8@>20=8O.  
4. !0AB@>9B5 A5@25@ NFS =0 A5@25@5 @575@2=>3> :>?8@>20=8O: 

(undercloud) [stack@undercloud ~]$ openstack undercloud backup --setup-nfs --extra-vars 
/home/stack/bar-vars.yaml --inventory /home/stack/nfs-inventory.yaml 
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26.4 #EF4AB6>4 ReaR A4 E9D69D9 Undercloud 

#5@54 A>740=85< @575@2=>9 :>?88 A5@25@0 Undercloud CAB0=>28B5 8 =0AB@>9B5 
Relax and Recover (ReaR) =0 Undercloud. 

�D9864D<F9?PAO9 FD95B64A<O 

 !0 A5@25@5 @575@2=>3> :>?8@>20=8O CAB0=>2;5= 8 =0AB@>5= NFS- 8;8 SFTP-A5@25@. 
�BDO8B> 89=EF6<= 

1. #>;CG8B5 CG5B=K5 40==K5 Undercloud A A5@25@0 Undercloud: 

[stack@undercloud ~]$ source stackrc 

�A;8 8A?>;L7C5BAO =0AB@08205<>5 8<O stack, 4>102LB5 ?0@0<5B@ --stack <stack_name> 

: :><0=45 tripeo-ansible-inventory. 

2. �A;8 MB> 5I5 =5 A45;0=>, A>7409B5 D09; 8=25=B0@870F88 8 8A?>;L7C9B5 :><0=4C 
tripleo-ansible-inventory 4;O A>740=8O AB0B8G5A:>3> D09;0 8=25=B0@870F88, A>45@60I53> 
E>ABK 8 ?5@5<5==K5 4;O 2A5E A5@25@>2 Overcloud: 

(undercloud) [stack@undercloud ~]$ tripleo-ansible-inventory \ 
--ansible_ssh_user heat-admin \ 
--static-yaml-inventory /home/stack/tripleo-inventory.yaml 

3. 'AB0=>28B5 ReaR =0 A5@25@5 Undercloud: 

(undercloud) [stack@undercloud ~]$ openstack undercloud backup --setup-rear --extra-
vars /home/stack/bar-vars.yaml --inventory /home/stack/tripleo-inventory.yaml 

4. �A;8 A8AB5<0 8A?>;L7C5B 703@C7G8: UEFI, 2K?>;=8B5 A;54CNI85 459AB28O =0 A5@25@5 
Undercloud. 

 'AB0=>28B5 A;54CNI85 8=AB@C<5=BK: 

$ sudo dnf install dosfstools efibootmgr 

 �:B828@C9B5 @575@2=>5 :>?8@>20=85 UEFI 2 D09;5 :>=D83C@0F88 ReaR (@0A?>;>65=  

2 /etc/rear/local.conf) – ?><5=O9B5 7=0G5=85 0 ?0@0<5B@0 USING_UEFI_BOOTLOADER  

=0 7=0G5=85 1. 

26.5 !B;84A<9 D9;9D6AB= >BC<< 54;O 84AAOI E9D69DB6 Undercloud 

$575@2=K5 :>?88 107K 40==KE Undercloud <>6=> >?F8>=0;L=> 2:;NG8BL 2 @53C;O@=K9 
3@0D8: @575@2=>3> :>?8@>20=8O 4;O 4>?>;=8B5;L=>9 157>?0A=>AB8 40==KE.  

#>;=0O @575@2=0O :>?8O A5@25@0 Undercloud 2:;NG05B @575@2=CN :>?8N 107K 40==KE 
A5@25@0 Undercloud.  
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�BDO8B> 89=EF6<= 

%>7409B5 @575@2=CN :>?8N 107K 40==KE A5@25@>2 Undercloud: 

openstack undercloud backup --db-only 

$575@2=K9 D09; 107K 40==KE E@0=8BAO 2 /home/stack.  

�<O @575@2=>3> D09;0: openstack-backup-mysql-<timestamp>.sql. 

26.6 �4EFDB=>4 <AF9DH9=EB6 Open vSwitch (OVS) 8?O D9;9D6AB7B 
>BC<DB64A<O 

�A;8 2 A@545 8A?>;L7C5BAO :><<CB0B>@ Open vSwitch (OVS), B> ?5@54 A>740=85< @575@2=>9 
:>?88 Undercloud 8;8 A5@25@>2 C?@02;5=8O =5>1E>48<> 2@CG=CN =0AB@>8BL 8=B5@D59AK OVS.  

� ?@>F5AA5 2>AAB0=>2;5=8O MB0 8=D>@<0F8O 8A?>;L7C5BAO 4;O 2>AAB0=>2;5=8O A5B52KE 
8=B5@D59A>2. 
�BDO8B> 89=EF6<= 

1. � D09;5 /etc/rear/local.conf 4>102LB5 ?0@0<5B@ NETWORKING_PREPARATION_COMMANDS 

2 A;54CNI5< D>@<0B5: 

NETWORKING_PREPARATION_COMMANDS=('<command_1>' '<command_2>' ...') 

2. #><5=O9B5 <command_1> 8 <command_2> =0 :><0=4K, :>B>@K5 =0AB@0820NB 8<5=0 A5B52KE 
8=B5@D59A>2 8;8 IP-04@5A0.  
!0?@8<5@, <>6=> 4>1028BL :><0=4C ip link add br-ctlplane type bridge, GB>1K =0AB@>8BL 8<O 
<>AB0 C?@02;5=8O, 8;8 4>1028BL :><0=4C ip link set eth0 up, GB>1K 7040BL 8<O 8=B5@D59A0. 
� 7028A8<>AB8 >B :>=D83C@0F88 A5B8 : ?0@0<5B@C <>6=> 4>1028BL 4>?>;=8B5;L=K5 :><0=4K. 

26.7 !B;84A<9 D9;9D6AB= >BC<< E9D69D4 Undercloud 

'B>1K A>740BL @575@2=CN :>?8N A5@25@0 Undercloud, 8A?>;L7C9B5 :><0=4C openstack 

undercloud backup. �0B5< <>6=> 8A?>;L7>20BL @575@2=CN :>?8N 4;O 2>AAB0=>2;5=8O A5@25@0 
Undercloud 4> ?@54K4CI53> A>AB>O=8O 2 A;CG05, 5A;8 A5@25@ ?>2@5645= 8;8 =54>ABC?5=. 

$575@2=0O :>?8O A5@25@0 Undercloud 2:;NG05B 2 A51O @575@2=CN :>?8N 107K 40==KE, 
@01>B0NI59 =0 A5@25@5 Undercloud. 

�D9864D<F9?PAO9 FD95B64A<O 

 !0 @575@2=>< A5@25@5 CAB0=>2;5= 8 =0AB@>5= NFS 8;8 SFTP. 

 !0 A5@25@5 Undercloud CAB0=>2;5= ReaR. 

 �;O A5B52KE 8=B5@D59A>2 8A?>;L7C5BAO :><<CB0B>@ OVS. 
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�BDO8B> 89=EF6<= 

1. �0948B5 2 Undercloud :0: ?>;L7>20B5;L stack. 

2. #>;CG8B5 ?0@>;L MySQL: 

[stack@undercloud ~]$ PASSWORD=$(sudo /bin/hiera -c /etc/puppet/hiera.yaml 
mysql::server::root_password) 

3. %>7409B5 @575@2=CN :>?8N 107K 40==KE A5@25@0 Undercloud: 

[stack@undercloud ~]$ sudo podman exec mysql bash -c "mysqldump -uroot -p$PASSWORD --
opt --all-databases" | sudo tee /root/undercloud-all-databases.sql 

4. #>;CG8B5 CG5B=K5 40==K5 Undercloud: 

[stack@undercloud ~]$ source stackrc 

5. �A;8 D09; 8=25=B0@870F88 A>740= =5 1K;, A>7409B5 53> ?@8 ?><>I8 :><0=4K 
tripeo-ansible-inventory. ЭB> 1C45B AB0B8G5A:89 D09; 8=25=B0@870F88, A>45@60I89 E>ABK 8 
?5@5<5==K5 4;O 2A5E A5@25@>2 Overcloud: 

(undercloud) [stack@undercloud ~]$ tripleo-ansible-inventory \ 
--ansible_ssh_user heat-admin \ 
--static-yaml-inventory /home/stack/tripleo-inventory.yaml 

6. %>7409B5 @575@2=CN :>?8N A5@25@0 Undercloud: 

(undercloud) [stack@undercloud ~]$ openstack undercloud backup --inventory 
/home/stack/tripleo-inventory.yaml 

26.8 �?4A<DB64A<9 D9;9D6AB7B >BC<DB64A<O E9D69DB6 Undercloud 
E CB@BMPN cron 

$575@2=>5 :>?8@>20=85 A5@25@>2 Undercloud <>6=> 70?;0=8@>20BL A ?><>ILN ReaR, 

8A?>;L7CO @>;L @575@2=>3> :>?8@>20=8O 8 2>AAB0=>2;5=8O (backup-and-restore role) Ansible. 

�C@=0;K <>6=> ?@>A<>B@5BL 2 :0B0;>35 /var/log/rear-cron. 

�D9864D<F9?PAO9 FD95B64A<O 

 !0 A5@25@5 @575@2=>3> :>?8@>20=8O CAB0=>2;5= 8 =0AB@>5= NFS- 8;8 SFTP-A5@25@. 
 ReaR CAB0=>2;5= =0 A5@25@0E Undercloud 8 A5@25@0E C?@02;5=8O. 
 �;O E@0=5=8O @575@2=>9 :>?88 2 A>>B25BAB2CNI59 48@5:B>@88 8<55BAO 4>AB0B>G=> 

A2>1>4=>3> ?@>AB@0=AB20 =0 48A:5. 



 
 

 

 www.jet.su 133 

 

�BDO8B> 89=EF6<= 

1. 'B>1K 70?;0=8@>20BL @575@2=>5 :>?8@>20=85 A5@25@>2 C?@02;5=8O ?> @0A?8A0=8N, 

2K?>;=8B5 A;54CNICN :><0=4C (@0A?8A0=85 ?> C<>;G0=8N – 2 ?>;=>GL ?> 2>A:@5A5=LO<): 

$ openstack undercloud backup --cron 

2. "?F8>=0;L=>: =0AB@>9B5 70?;0=8@>20==>5 @575@2=>5 :>?8@>20=85 2 A>>B25BAB288 
A @0725@BK20=85<: 

 'B>1K 87<5=8BL @0A?8A0=85 @575@2=>3> :>?8@>20=8O ?> C<>;G0=8N, C:068B5 8=>5 
@0A?8A0=85 cron 2 ?0@0<5B@5 tripeo_backup_and_restore_cron. 

openstack undercloud backup --cron --extra-
vars'{"tripleo_backup_and_restore_cron": "0 0 * * 0"}' 

 'B>1K >?@545;8BL 4>?>;=8B5;L=K5 ?0@0<5B@K, :>B>@K5 4>102;ONBAO : :><0=45 
@575@2=>3> :>?8@>20=8O, :>340 cron 70?CA:05B @575@2=>5 :>?8@>20=85 ?> @0A?8A0=8N, 
?5@5409B5 ?0@0<5B@ tripeo_backup_and_restore_cron_extra 2 :><0=4C @575@2=>3> 
:>?8@>20=8O: 

openstack undercloud backup -cron --extra-vars 
'{"tripleo_backup_and_restore_cron_extra":"-extra-vars bar-
vars.yaml --inventory /home/stack/tripleo-inventory.yaml"}' 

 'B>1K 87<5=8BL ?>;L7>20B5;O ?> C<>;G0=8N, 2K?>;=ONI53> @575@2=>5 :>?8@>20=85, 
?5@5409B5 ?0@0<5B@ tripeo_backup_and_restore_cron_user 2 :><0=4C @575@2=>3> 
:>?8@>20=8O: 

openstack undercloud backup --cron --extra-vars 
'{"tripleo_backup_and_restore_cron_user": "root"} 
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27  9;9D6AB9 >BC<DB64A<9 E9D69DB6 GCD46?9A<O 

�;O @575@2=>3> :>?8@>20=8O A5@25@>2 C?@02;5=8O =0AB@>9B5 A5@25@ @575@2=>3> 
:>?8@>20=8O, CAB0=>28B5 8=AB@C<5=B Relax-and-Recover =0 A5@25@0E C?@02;5=8O 8 A>7409B5 
>1@07 @575@2=>9 :>?88. %>74020BL @575@2=K5 :>?88 <>6=> ?@8 @53C;O@=>< >1A;C6820=88 

A@54K.  

27.1 �B889D:<649@O9 HBD@4FO < CDBFB>B?O D9;9D6AB7B >BC<DB64A<O0 

� ?@>F5AA5 @575@2=>3> :>?8@>20=8O 8 2>AAB0=>2;5=8O Undercloud 8A?>;L7C5BAO 
8=AB@C<5=B A >B:@KBK< 8AE>4=K< :>4>< Relax-and-Recover (ReaR) 4;O A>740=8O 8 
2>AAB0=>2;5=8O 703@C605<KE >1@07>2 @575@2=KE :>?89. ReaR =0?8A0= =0 Bash 8 ?>445@68205B 
<=>385 D>@<0BK >1@07>2 8 B@0=A?>@B=KE ?@>B>:>;>2. 

(>@<0BK 8 ?@>B>:>;K @575@2=>3> :>?8@>20=8O, :>B>@K5 ?>445@68205B ?;0BD>@<0 1Stack 

?@8 8A?>;L7>20=88 ReaR 4;O @575@2=>3> :>?8@>20=8O 8 2>AAB0=>2;5=8O Undercloud 8 >1;0AB8 
C?@02;5=8O: 

(>@<0BK 703@C7>G=KE =>A8B5;59: 

 ISO. 

#@>B>:>;K ?5@540G8 D09;>2: 
 SFTP, 

 NFS. 

27.2 #EF4AB6>4 < A4EFDB=>4 E9D69D4 NFS A4 D9;9D6AB@ E9D69D9 

 >6=> CAB0=>28BL 8 =0AB@>8BL =>2K9 A5@25@ NFS 4;O E@0=5=8O D09;0 @575@2=>9 :>?88. 
'B>1K CAB0=>28BL 8 =0AB@>8BL A5@25@ NFS =0 @575@2=>< A5@25@5, A>7409B5 D09; 8=25=B0@870F88 
8 :;NG SSH 8 70?CAB8B5 :><0=4C @575@2=>3> :>?8@>20=8O openstack undercloud A ?0@0<5B@0<8 
A5@25@0 NFS. 

 �A;8 A5@25@ NFS 8;8 SFTP C65 CAB0=>2;5= 8 =0AB@>5=, 2K?>;=OBL ?@82545==K9 =865 ?>@O4>: 
459AB289 =5 B@51C5BAO. �2548B5 8=D>@<0F8N > A5@25@5 ?@8 =0AB@>9:5 ReaR =0 A5@25@5, @575@2=CN 
:>?8N :>B>@>3> =C6=> A>740BL. 

 #> C<>;G0=8N ?0@0<5B@ IP-04@5A0 Relax and Recover (ReaR) 4;O A5@25@0 NFS – 192.168.24.1.  

'B>1K CAB0=>28BL 7=0G5=85 IP-04@5A0, A>>B25BAB2CNI55 A@545, =5>1E>48<> 4>1028BL ?0@0<5B@ 
tripeo_backup_and_restore_server. 
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�BDO8B> 89=EF6<= 

1. !0 A5@25@5 Undercloud ?@8<5=8B5 CG5B=K5 40==K5 Undercloud: 

[stack@undercloud ~]$ source stackrc 
(undercloud) [stack@undercloud ~]$ 

2. !0 A5@25@5 Undercloud A>7409B5 D09; 8=25=B0@870F88 4;O A5@25@0 @575@2=>3> :>?8@>20=8O: 

(undercloud) [stack@undercloud ~]$ cat <<'EOF'> ~/nfs-inventory.yaml 
[BackupNode] 
<backup_node> ansible_host=<ip_address> ansible_user=<user> 
EOF 

#><5=O9B5 <ip_address> 8 <user> =0 7=0G5=8O, ?@8<5=8<K5 4;O A@54K.  
3. %:>?8@C9B5 ?C1;8G=K9 :;NG SSH A A5@25@0 Undercloud =0 A5@25@ @575@2=>3> :>?8@>20=8O: 

(undercloud) [stack@undercloud ~]$ ssh-copy-id -i ~/.ssh/id_rsa.pub <backup_node> 

#><5=O9B5 <backup_node> =0 ?CBL 8 8<O A5@25@0 @575@2=>3> :>?8@>20=8O. 
4. !0AB@>9B5 A5@25@ NFS =0 A5@25@5 @575@2=>3> :>?8@>20=8O: 

(undercloud) [stack@undercloud ~]$ openstack undercloud backup --setup-nfs --extra-vars 
/home/stack/bar-vars.yaml --inventory /home/stack/nfs-inventory.yaml 

27.3 #EF4AB6>4 ReaR A4 E9D69D4I GCD46?9A<O 

#5@54 A>740=85< @575@2=>9 :>?88 A5@25@0 C?@02;5=8O Overcloud CAB0=>28B5 8 =0AB@>9B5 
Relax and Recover (ReaR) =0 :064>< A5@25@5 C?@02;5=8O. 

�7-70 ACI5AB2CNI59 ?@>1;5<K @575@2=>5 :>?8@>20=85 ReaR A5@25@>2 Overcloud ?@>4>;605BAO 
4065 2 B>< A;CG05, 5A;8 A5@25@ C?@02;5=8O =5 @01>B05B.  
#5@54 70?CA:>< @575@2=>3> :>?8@>20=8O ReaR, C1548B5AL, GB> 2A5 A5@25@K C?@02;5=8O @01>B0NB.  

�D9864D<F9?PAO9 FD95B64A<O 

 !0 @575@2=>< A5@25@5 CAB0=>2;5= 8 =0AB@>5= A5@25@ NFS 8;8 SFTP. 

�BDO8B> 89=EF6<= 

1. !0 A5@25@5 Undercloud ?@8<5=8B5 CG5B=K5 40==K5 Undercloud: 

[stack@undercloud ~]$ source stackrc 

2. �A;8 MB> 5I5 =5 A45;0=>, A>7409B5 D09; 8=25=B0@870F88 8 8A?>;L7C9B5 :><0=4C 
tripleo-ansible-inventory 4;O A>740=8O AB0B8G5A:>3> D09;0 8=25=B0@870F88, A>45@60I53> 
E>ABK 8 ?5@5<5==K5 4;O 2A5E A5@25@>2 Overcloud: 

(undercloud) [stack@undercloud ~]$ tripleo-ansible-inventory \ 
--ansible_ssh_user heat-admin \ 
--static-yaml-inventory /home/stack/tripleo-inventory.yaml 



 
 

 

 www.jet.su 136 

 

3. 'AB0=>28B5 ReaR =0 A5@25@0E C?@02;5=8O: 

(undercloud) [stack@undercloud ~]$ openstack overcloud backup --setup-rear --extra-vars 
/home/stack/bar-vars.yaml --inventory /home/stack/tripleo-inventory.yaml 

4. � D09;5 bar-vars.yaml =0AB@>9B5 <5AB> E@0=5=8O @575@2=>9 :>?88: 
 �A;8 CAB0=>2;5= 8 =0AB@>5= A>1AB25==K9 NFS-A5@25@, 4>102LB5 ?0@0<5B@ 

tripeo_backup_and_restore_server 8 CAB0=>28B5 2 :0G5AB25 7=0G5=8O IP-04@5A NFS-A5@25@0: 

tripleo_backup_and_restore_server: <ip_address> 

#> C<>;G0=8N 7=0G5=85 ?0@0<5B@0 tripleo_backup_and_restore_server – 192.168.24.1. 

 �A;8 8A?>;L7C5BAO SFTP-A5@25@, 4>102LB5 ?0@0<5B@ tripeo_backup_and_restore_output_url 

8 70409B5 7=0G5=8O URL 8 CG5B=KE 40==KE SFTP-A5@25@0: 

tripleo_backup_and_restore_output_url: sftp://<user>:<password>@<backup_node>/ 
tripleo_backup_and_restore_backup_url: iso:///backup/ 

#><5=O9B5 <user>, <password> 8 <backup_node> =0 URL 8 CG5B=K5 40==K5 A5@25@0 
@575@2=>3> :>?8@>20=8O. 

5. �A;8 2 A8AB5<5 8A?>;L7C5BAO 703@C7G8: UEFI, 2K?>;=8B5 A;54CNI85 459AB28O =0 A5@25@0E 
C?@02;5=8O: 
 'AB0=>28B5 A;54CNI85 8=AB@C<5=BK: 

$ sudo dnf install dosfstools efibootmgr 

 �:B828@C9B5 @575@2=>5 :>?8@>20=85 UEFI 2 D09;5 :>=D83C@0F88 ReaR (@0A?>;>65=  

2 /etc/rear/local.conf) – ?><5=O9B5 7=0G5=85 0 ?0@0<5B@0 USING_UEFI_BOOTLOADER  

=0 7=0G5=85 1. 

27.4 �4EFDB=>4 Open vSwitch (OVS) 8?O D9;9D6AB7B >BC<DB64A<O 

�A;8 2 A@545 8A?>;L7C5BAO :><<CB0B>@ Open vSwitch (OVS), B> ?5@54 A>740=85< @575@2=>9 
:>?88 A5@25@>2 Undercloud 8;8 A5@25@>2 C?@02;5=8O =5>1E>48<> =0AB@>8BL 2@CG=CN 
8=B5@D59AK OVS.  

� ?@>F5AA5 2>AAB0=>2;5=8O MB0 8=D>@<0F8O 8A?>;L7C5BAO 4;O 2>AAB0=>2;5=8O A5B52KE 
8=B5@D59A>2. 
�BDO8B> 89=EF6<= 

1. � H4=?9 /etc/rear/local.conf 4>102LB5 ?0@0<5B@ NETWORKING_PREPARATION_COMMANDS 

2 A;54CNI5< D>@<0B5: 

NETWORKING_PREPARATION_COMMANDS=('<command_1>' '<command_2>' ...') 
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2. #><5=O9B5 <command_1> 8 <command_2> =0 :><0=4K, :>B>@K5 =0AB@0820NB 8<5=0 A5B52KE 
8=B5@D59A>2 8;8 IP-04@5A0.  
!0?@8<5@, <>6=> 4>1028BL :><0=4C ip link add br-ctlplane type bridge, GB>1K =0AB@>8BL 8<O 
<>AB0 C?@02;5=8O, 8;8 4>1028BL :><0=4C ip link set eth0 up, GB>1K 7040BL 8<O 8=B5@D59A0. 
� 7028A8<>AB8 >B :>=D83C@0F88 A5B8 : ?0@0<5B@C <>6=> 4>1028BL 4>?>;=8B5;L=K5 :><0=4K. 

27.5 !B;84A<9 D9;9D6AB= >BC<< E9D69DB6 GCD46?9A<O 

'B>1K A>740BL @575@2=CN :>?8N A5@25@>2 C?@02;5=8O, 8A?>;L7C9B5 :><0=4C openstack 

overcloud backup. �0B5< <>6=> 8A?>;L7>20BL @575@2=CN :>?8N 4;O 2>AAB0=>2;5=8O A5@25@>2 
C?@02;5=8O 4> 8E ?@54K4CI53> A>AB>O=8O 2 A;CG05, 5A;8 A5@25@K ?>2@5645=K 8;8 =54>ABC?=K. 

$575@2=>5 :>?8@>20=85 A5@25@>2 C?@02;5=8O 2:;NG05B @575@2=>5 :>?8@>20=85 107K 
40==KE, :>B>@0O @01>B05B =0 MB8E A5@25@0E. 
�D9864D<F9?PAO9 FD95B64A<O 

 !0 A5@25@5 @575@2=>3> :>?8@>20=8O CAB0=>2;5= 8 =0AB@>5= NFS- 8;8 SFTP-A5@25@. 
 !0 A5@25@0E C?@02;5=8O CAB0=>2;5= ReaR. 

 �;O A5B52KE 8=B5@D59A>2 8A?>;L7C5BAO :><<CB0B>@ OVS. 

�BDO8B> 89=EF6<= 

1. !0948B5 @0745; config-drive =0 :064>< A5@25@5 C?@02;5=8O: 

[stack@undercloud ~]$ lsblk 
NAME   MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT 
vda    253:0    0   55G  0 disk 
├─vda1 253:1    0    1M  0 part 
├─vda2 253:2    0  100M  0 part /boot/efi 
└─vda3 253:3    0 54.9G  0 part / 

$0745; config-drive – MB> @0745; @07<5@>< 1 M�, :>B>@K9 =5 A<>=B8@>20=. 
2. !0 :064>< A5@25@5 C?@02;5=8O A>7409B5 @575@2=CN :>?8N @0745;0 config-drive :064>3> 

A5@25@0 >B 8<5=8 ?>;L7>20B5;O root: 

[root@controller-x ~]# dd if=<config_drive_partition> of=/mnt/config-drive 

#><5=O9B5 <config_drive_partition> =0 8<O @0745;0 config-drive, :>B>@K9 1K; =0945= 
=0 H035 1.  

3. !0 A5@25@5 Undercloud ?@8<5=8B5 CG5B=K5 40==K5 Undercloud: 

[stack@undercloud ~]$ source stackrc 
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4. �A;8 D09; 8=25=B0@870F88 A>740= =5 1K;, A>7409B5 53> ?@8 ?><>I8 :><0=4K 
tripeo-ansible-inventory. ЭB> 1C45B AB0B8G5A:89 D09; 8=25=B0@870F88, A>45@60I89 E>ABK 8 
?5@5<5==K5 4;O 2A5E A5@25@>2 Overcloud: 

(undercloud) [stack@undercloud ~]$ tripleo-ansible-inventory \ 
--ansible_ssh_user heat-admin \ 
--static-yaml-inventory /home/stack/tripleo-inventory.yaml 

5. %>7409B5 @575@2=CN :>?8N A5@25@>2 C?@02;5=8O: 

(undercloud) [stack@undercloud ~]$ openstack overcloud backup --inventory 
/home/stack/tripleo-inventory.yaml 

#@>F5AA @575@2=>3> :>?8@>20=8O 2K?>;=O5BAO ?>A;54>20B5;L=> =0 :064>< A5@25@5 
C?@02;5=8O, =5 =0@CH0O ?@8 MB>< @01>BC A5@28A0 2 A@545. 

27.6 �?4A<DB64A<9 D9;9D6AB7B >BC<DB64A<O E9D69DB6 GCD46?9A<O 
E CB@BMPN cron 

�0?;0=8@>20BL @575@2=>5 :>?8@>20=85 A5@25@>2 C?@02;5=8O <>6=> A ?><>ILN ReaR, 

8A?>;L7CO @>;L backup-and-restore 2 Ansible. 
�C@=0;K <>6=> ?@>A<>B@5BL 2 :0B0;>35 /var/log/rear-cron. 

�D9864D<F9?PAO9 FD95B64A<O 

 !0 A5@25@5 @575@2=>3> :>?8@>20=8O CAB0=>2;5= 8 =0AB@>5= NFS- 8;8 SFTP-A5@25@. 

 ReaR CAB0=>2;5= =0 A5@25@0E Undercloud 8 A5@25@0E C?@02;5=8O. 
 �;O E@0=5=8O @575@2=>9 :>?88 2 A>>B25BAB2CNI59 48@5:B>@88 8<55BAO 4>AB0B>G=> 

A2>1>4=>3> ?@>AB@0=AB20 =0 48A:5. 
�BDO8B> 89=EF6<= 

1. 'B>1K 70?;0=8@>20BL @575@2=>5 :>?8@>20=85 A5@25@>2 C?@02;5=8O ?> @0A?8A0=8N, 

2K?>;=8B5 A;54CNICN :><0=4C (@0A?8A0=85 ?> C<>;G0=8N – 2 ?>;=>GL ?> 2>A:@5A5=LO<): 

openstack overcloud backup --cron 

2. "?F8>=0;L=>: =0AB@>9B5 @575@2=>5 :>?8@>20=85 ?> @0A?8A0=8N 2 A>>B25BAB288 
A @0725@BK20=85<: 
 'B>1K 87<5=8BL @0A?8A0=85 @575@2=>3> :>?8@>20=8O ?> C<>;G0=8N, ?5@5409B5 4@C3>5 
@0A?8A0=85 cron 2 ?0@0<5B@5 tripeo_backup_and_restore_cron: 

openstack overcloud backup --cron --extra-
vars'{"tripleo_backup_and_restore_cron": "0 0 * * 0"}' 
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 'B>1K >?@545;8BL 4>?>;=8B5;L=K5 ?0@0<5B@K, :>B>@K5 4>102;ONBAO : :><0=45 
@575@2=>3> :>?8@>20=8O, :>340 cron 70?CA:05B @575@2=>5 :>?8@>20=85 ?> @0A?8A0=8N, 
?5@5409B5 ?0@0<5B@ tripeo_backup_and_restore_cron_extra 2 :><0=4C @575@2=>3> 
:>?8@>20=8O: 

openstack overcloud backup --cron --extra-vars 
'{"tripleo_backup_and_restore_cron_extra":"--extra-vars bar-
vars.yaml --inventory /home/stack/tripleo-inventory.yaml"}' 

 'B>1K 87<5=8BL ?>;L7>20B5;O ?> C<>;G0=8N, 2K?>;=ONI53> @575@2=>5 :>?8@>20=85, 
?5@5409B5 ?0@0<5B@ tripeo_backup_and_restore_cron_user 2 :><0=4C @575@2=>3> 
:>?8@>20=8O: 

openstack overcloud backup --cron --extra-vars 
'{"tripleo_backup_and_restore_cron_user": "root"} 
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28 �BEEF4AB6?9A<9 E9D69DB6 Undercloud < E9D69DB6 GCD46?9A<O 

�A;8 A5@25@K C?@02;5=8O Undercloud 8;8 Overcloud ?>2@5645=K 8;8 5A;8 2>7=8:05B 
>H81:0, A5@25@K <>6=> 2>AAB0=>28BL 87 @575@2=>9 :>?88 4> ?@54K4CI53> A>AB>O=8O.  

�A;8 2 ?@>F5AA5 2>AAB0=>2;5=8O =5 C405BAO 02B><0B8G5A:8 2>AAB0=>28BL :;0AB5@ Galera, 

<>6=> 2>AAB0=>28BL MB8 :><?>=5=BK 2@CG=CN. 

28.1 �BEEF4AB6?9A<9 E9D69D4 Undercloud 

�>AAB0=>28BL A5@25@ Undercloud 2 ?@54K4CI55 A>AB>O=85 <>6=> A 8A?>;L7>20=85< 
@575@2=>3> ISO->1@070, A>740==>3> A ?><>ILN ReaR.  

$575@2=K5 ISO->1@07K =0E>4OBAO =0 A5@25@5 @575@2=>3> :>?8@>20=8O. �0?8H8B5 
703@C7>G=K9 ISO->1@07 =0 DVD-48A: 8;8 703@C78B5 53> =0 A5@25@ Undercloud G5@57 C40;5==K9 
4>ABC? Integrated Lights-Out (iLO). 

�D9864D<F9?PAO9 FD95B64A<O 

 %>740=0 @575@2=0O :>?8O A5@25@0 Undercloud. 

 �<55BAO 4>ABC? : A5@25@C @575@2=>3> :>?8@>20=8O. 
 �A;8 8A?>;L7C5BAO :><<CB0B>@ OVS 4;O A5B52KE 8=B5@D59A>2, 8<55BAO 4>ABC? : 8=D>@<0F88 

> :>=D83C@0F88 A5B8, :>B>@0O 1K;0 C:070=0 4;O ?0@0<5B@0 
NETWORKING_PREPARATION_COMMANDS. 

�BDO8B> 89=EF6<= 

1. �K:;NG8B5 A5@25@ Undercloud. '1548B5AL, GB> A5@25@ Undercloud >B:;NG5= ?>;=>ABLN.  
2. �03@C78B5 A5@25@ Undercloud A @575@2=K< ISO->1@07><. 
3. �>340 >B>1@078BAO <5=N 703@C7:8 Relax-and-Recover, 2K15@8B5 ReaR <undercloud_node>. 

#><5=O9B5 <undercloud_node> =0 8<O A5@25@0 Undercloud. 

�A;8 A8AB5<0 8A?>;L7C5B UEFI, 2K15@8B5 >?F8N Relax-and-Recover (no Secure Boot). 

4. �2B>@87C9B5AL :0: ?>;L7>20B5;L root 8 2>AAB0=>28B5 A5@25@: 
"B>1@078BAO A;54CNI55 A>>1I5=85: 

Welcome to Relax-and-Recover. Run "rear recover" to restore your system! 
RESCUE <undercloud_node>:~ # rear recover 

�>340 ?@>F5AA 2>AAB0=>2;5=8O A5@25@0 Undercloud 7025@H8BAO, 2 :>=A>;8 >B>1@078BAO 
A;54CNI55 A>>1I5=85: 

Finished recovering your systemExiting rear recoverRunning exit tasks 

5. "B:;NG8B5 A5@25@: 

RESCUE <undercloud_node>:~ # poweroff 

#@8 703@C7:5 A5@25@ 2>7>1=>28B A2>5 ?@54K4CI55 A>AB>O=85. 
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28.2 �BEEF4AB6?9A<9 E9D69DB6 GCD46?9A<O 

�>AAB0=>28BL A5@25@K C?@02;5=8O 2 8E ?@54K4CI55 A>AB>O=85 <>6=> A 8A?>;L7>20=85< 
@575@2=>3> ISO->1@070, A>740==>3> A ?><>ILN ReaR. 

'B>1K 2>AAB0=>28BL >1;0ABL C?@02;5=8O, =5>1E>48<> 2>AAB0=>28BL 2A5 A5@25@K 
C?@02;5=8O, GB>1K >15A?5G8BL A>3;0A>20==>ABL A>AB>O=8O.  

$575@2=K5 ISO->1@07K =0E>4OBAO =0 A5@25@5 @575@2=>3> :>?8@>20=8O. �0?8H8B5 
703@C7>G=K9 ISO->1@07 =0 DVD-48A: 8;8 703@C78B5 53> =0 A5@25@ Undercloud G5@57 C40;5==K9 
4>ABC? Integrated Lights-Out (iLO). 

�D9864D<F9?PAO9 FD95B64A<O 

 %>740=0 @575@2=0O :>?8O A5@25@0 C?@02;5=8O. 
 �<55BAO 4>ABC? : A5@25@C @575@2=>3> :>?8@>20=8O. 
 �A;8 8A?>;L7C5BAO :><<CB0B>@ OVS 4;O A5B52KE 8=B5@D59A>2, 8<55BAO 4>ABC? : 8=D>@<0F88 

> :>=D83C@0F88 A5B8, :>B>@0O 1K;0 C:070=0 2 ?0@0<5B@5 
NETWORKING_PREPARATION_COMMANDS. 

�BDO8B> 89=EF6<= 

1. �K:;NG8B5 :064K9 A5@25@ C?@02;5=8O. '1548B5AL, GB> A5@25@K C?@02;5=8O >B:;NG5=K 

?>;=>ABLN. 

2. �03@C78B5 :064K9 A5@25@ C?@02;5=8O A ?><>ILN A>>B25BAB2CNI53> @575@2=>3> >1@070 ISO. 

3. #@8 ?>O2;5=88 <5=N 703@C7:8 Relax-and-Recover, =0 :064>< A5@25@5 C?@02;5=8O 2K15@8B5 
Recover <control_plane_node>. #><5=O9B5 <control_plane_node> =0 8<O A>>B25BAB2CNI53> 
A5@25@0 C?@02;5=8O. 

�A;8 A8AB5<0 8A?>;L7C5B UEFI, 2K15@8B5 >?F8N Relax-and-Recover (no Secure Boot). 

4. �2B>@87C9B5AL :0: ?>;L7>20B5;L root =0 :064>< A5@25@5 C?@02;5=8O 8 2>AAB0=>28B5 A5@25@: 
"B>1@078BAO A;54CNI55 A>>1I5=85: 

Welcome to Relax-and-Recover. Run "rear recover" to restore your system! 
RESCUE <control_plane_node>:~ # rear recover 

�>340 ?@>F5AA 2>AAB0=>2;5=8O A5@25@0 C?@02;5=8O 1C45B 7025@H5=, =0 :>=A>;8 
>B>1@078BAO A>>1I5=85: 
Finished recovering your system 

Exiting rear recover 

Running exit tasks 

5. �>340 :>=A>;L :><0=4=>9 AB@>:8 AB0=5B 4>ABC?=0, 2>AAB0=>28B5 @0745; config-drive :064>3> 
A5@25@0 C?@02;5=8O: 

# once completed, restore the config-drive partition (which is ISO9660) 
RESCUE <control_plane_node>:~ $ dd if=/mnt/local/mnt/config-drive 
of=<config_drive_partition> 
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6. �K:;NG8B5 A5@25@: 

RESCUE <control_plane_node>:~ # poweroff 

7. 'AB0=>28B5 ?>A;54>20B5;L=>ABL 703@C7:8 =0 >1KG=>5 703@C7>G=>5 CAB@>9AB2>. #@8 703@C7:5 
A5@25@ 2>7>1=>28B A2>5 ?@54K4CI55 A>AB>O=85. 

8. 'B>1K C1548BLAO 2 :>@@5:B=>9 @01>B5 A5@28A>2, ?@>25@LB5 A>AB>O=85 pacemaker. �>948B5 
=0 A5@25@ C?@02;5=8O :0: ?>;L7>20B5;L root 8 22548B5 A;54CNICN :><0=4C: 

# pcs status 

9. 'B>1K ?@>A<>B@5BL AB0BCA Overcloud, 8A?>;L7C9B5 OpenStack Integration Test Suite (tempest). 

�ECD46?9A<9 6B;@B:AOI BL<5B> 

 '40;8B5 020@89=K5 >?>25I5=8O @5AC@A>2, >B>1@0605<K5 AB0BCA>< pcs – C:068B5 A;54CNICN 

:><0=4C: 

# pcs resource clean 

 '40;8B5 >H81:8 459AB28O >3@0645=8O STONITH, >B>1@0605<K5 pcs – C:068B5 A;54CNI85 
:><0=4K: 

# pcs resource clean 
# pcs stonith history cleanup 

28.3 �BEEF4AB6?9A<9 >?4EF9D4 Galera 6DGKAGN 

�A;8 :;0AB5@ Galera =5 2>AAB0=02;8205BAO, :0: C:070=> =865 2 @0745;5 «#>@O4>: 459AB289» 
?> 2>AAB0=>2;5=8N, =5>1E>48<> 2>AAB0=>28BL 53> 2@CG=CN. 

� A>>B25BAB288 A @0745;>< «#>@O4>: 459AB289», =5>1E>48<> 2K?>;=8BL >?@545;5==K5 459AB28O =0 
>4=>< A5@25@5 C?@02;5=8O. '1548B5AL, GB> 2K 2K?>;=O5B5 MB8 459AB28O =0 B>< 65 A5@25@5 
C?@02;5=8O ?@8 2K?>;=5=88 «#>@O4:0 459AB289». 

�BDO8B> 89=EF6<= 

1. !0 Controller-0 ?>;CG8B5 28@BC0;L=K9 IP-04@5A :;0AB5@0 Galera: 

$ sudo hiera -c /etc/puppet/hiera.yaml mysql_vip 

2. "B:;NG8B5 A>548=5=8O A 107>9 40==KE G5@57 28@BC0;L=K9 IP =0 2A5E A5@25@0E C?@02;5=8O: 

$ sudo iptables -I INPUT -p tcp --destination-port 3306 -d $MYSQL_VIP -j DROP 

3. !0 Controller-0 ?>;CG8B5 ?0@>;L root MySQL. 

$ sudo hiera -c /etc/puppet/hiera.yaml mysql::server::root_password 
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4. !0 Controller-0 ?5@52548B5 @5AC@A Galera 2 =5C?@02;O5<K9 @568<: 

$ sudo pcs resource unmanage galera-bundle 

5. "AB0=>28B5 :>=B59=5@K MySQL =0 2A5E A5@25@0E C?@02;5=8O: 

$ sudo podman container stop $(sudo podman container ls --all --format ".Names" --
filter=name=galera-bundle) 

6. #5@5<5AB8B5 48@5:B>@8N =0 2A5 A5@25@K C?@02;5=8O: 

$ sudo mv /var/lib/mysql /var/lib/mysql-save 

7. %>7409B5 =>2CN 48@5:B>@8N /var/lib/mysq =0 2A5E A5@25@0E C?@02;5=8O: 

$ sudo mkdir /var/lib/mysql 
$ sudo chown 42434:42434 /var/lib/mysql 
$ sudo chcon -t container_file_t /var/lib/mysql 
$ sudo chmod 0755 /var/lib/mysql 
$ sudo chcon -r object_r /var/lib/mysql 
$ sudo chcon -u system_u /var/lib/mysql 

8. �0?CAB8B5 :>=B59=5@K MySQL =0 2A5E A5@25@0E C?@02;5=8O: 

$ sudo podman container start $(sudo podman container ls --all --format "{{ .Names }}" 
--filter=name=galera-bundle) 

9. %>7409B5 107C 40==KE MySQL =0 2A5E A5@25@0E C?@02;5=8O: 

$ sudo podman exec -i $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "mysql_install_db --datadir=/var/lib/mysql --
user=mysql --log_error=/var/log/mysql/mysql_init.log" 

10. �0?CAB8B5 107C 40==KE =0 2A5E A5@25@0E C?@02;5=8O: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "mysqld_safe --skip-networking --wsrep-on=OFF --log-
error=/var/log/mysql/mysql_safe.log" & 

11. #5@5<5AB8B5 D09; :>=D83C@0F88 .my.cnf Galera =0 2A5 A5@25@K C?@02;5=8O: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "mv /root/.my.cnf /root/.my.cnf.bck" 

12. %1@>ALB5 ?0@>;L root Galera =0 2A5E A5@25@0E C?@02;5=8O: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "mysql -uroot -e'use mysql;update user set 
password=PASSWORD(\"$ROOTPASSWORD\")where User=\"root\";flush privileges;'" 
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13. �>AAB0=>28B5 D09; :>=D83C@0F88 .my.cnf Galera 2=CB@8 :>=B59=5@0 Galera =0 2A5E A5@25@0E 
C?@02;5=8O: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "mv /root/.my.cnf.bck /root/.my.cnf" 

14. !0 Controller-0 A:>?8@C9B5 D09;K @575@2=>9 107K 40==KE =0 /var/lib/MySQL: 

$ sudo cp $BACKUP_FILE /var/lib/mysql$ sudo cp $BACKUP_GRANT_FILE /var/lib/mysql 

#CBL : MB8< D09;0< /home/heat-admin/. 

15. !0 Controller-0 2>AAB0=>28B5 107C 40==KE MySQL: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "mysql -u root -p$ROOT_PASSWORD < 
\"/var/lib/mysql/$BACKUP_FILE\" " 
$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "mysql -u root -p$ROOT_PASSWORD < 
\"/var/lib/mysql/$BACKUP_GRANT_FILE\" " 

16. �K:;NG8B5 107K 40==KE =0 2A5E A5@25@0E C?@02;5=8O: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "mysqladmin shutdown" 

17. !0 Controller-0 70?CAB8B5 A5@25@ =0G0;L=>9 703@C7:8. 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) \ 
/usr/bin/mysqld_safe --pid-file=/var/run/mysql/mysqld.pid --
socket=/var/lib/mysql/mysql.sock --datadir=/var/lib/mysql \ 
--log-error=/var/log/mysql/mysql_cluster.log --user=mysql --open-files-limit=16384 --
wsrep-cluster-address=gcomm:// & 

18. #@>25@:0: =0 Controller-0, ?@>25@LB5 AB0BCA :;0AB5@0: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "clustercheck" 

'1548B5AL, GB> >B>1@0605BAO A;54CNI55 A>>1I5=85: «Galera cluster node is synced», 
2 ?@>B82=>< A;CG05 ?>B@51C5BAO 70=>2> A>740BL A5@25@. 

19. !0 Controller-0 ?>;CG8B5 04@5A :;0AB5@0 87 :>=D83C@0F88: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "grep wsrep_cluster_address 
/etc/my.cnf.d/galera.cnf" | awk '{print $3}' 

20. !0 :064>< 87 >AB02H8EAO A5@25@>2 C?@02;5=8O 70?CAB8B5 107C 40==KE 8 ?@>25@LB5 :;0AB5@: 
 �0?CAB8B5 107C 40==KE: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) /usr/bin/mysqld_safe --pid-file=/var/run/mysql/mysqld.pid --
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socket=/var/lib/mysql/mysql.sock --datadir=/var/lib/mysql --log-
error=/var/log/mysql/mysql_cluster.log --user=mysql --open-files-limit=16384 --wsrep-
cluster-address=$CLUSTER_ADDRESS & 

 #@>25@LB5 AB0BCA :;0AB5@0 MYSQL: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) bash -c "clustercheck" 

'1548B5AL, GB> >B>1@0605BAO A;54CNI55 A>>1I5=85: «Galera cluster node is synced», 
2 ?@>B82=>< A;CG05 ?>B@51C5BAO 70=>2> A>740BL A5@25@. 

21. "AB0=>28B5 :>=B59=5@ MySQL =0 2A5E A5@25@0E C?@02;5=8O: 

$ sudo podman exec $(sudo podman container ls --all --format "{{ .Names }}" --
filter=name=galera-bundle) \/usr/bin/mysqladmin -u root shutdown 

22. !0 2A5E A5@25@0E C?@02;5=8O C40;8B5 A;54CNI55 ?@028;> <56A5B52>3> M:@0=0, GB>1K 
@07@5H8BL ?>4:;NG5=8O : 1075 40==KE G5@57 28@BC0;L=K9 IP-04@5A: 

$ sudo iptables -D INPUT -p tcp --destination-port 3306 -d $MYSQL_VIP -j DROP 

23. #5@570?CAB8B5 :>=B59=5@ MySQL =0 2A5E A5@25@0E C?@02;5=8O. 

$ sudo podman container restart $(sudo podman container ls --all --format "{{ .Names 
}}" --filter=name=galera-bundle) 

24. #5@570?CAB8B5 :>=B59=5@ :;0AB5@=>9 ?@>25@:8 =0 2A5E A5@25@0E C?@02;5=8O. 

$ sudo podman container restart $(sudo podman container ls --all --format "{{ .Names 
}}" --filter=name=clustercheck) 

25. !0 Controller-0 ?5@52548B5 @5AC@A Galera 2 C?@02;O5<K9 @568<: 

$ sudo pcs resource manage galera-bundle 

�DB69D>4 

 'B>1K C1548BLAO 2 :>@@5:B=>9 @01>B5 A5@28A>2, ?@>25@LB5 A>AB>O=85 pacemaker: 

$ sudo pcs status 

 'B>1K ?@>A<>B@5BL AB0BCA Overcloud, 8A?>;L7C9B5 OpenStack Integration Test Suite 

(tempest). 

 'B>1K ?>A<>B@5BL, 8<55BAO ;8 ?@>1;5<0 A :>=:@5B=K< A5@25@><, ?@>25@LB5 A>AB>O=85 
:;0AB5@0 A ?><>ILN :;0AB5@=>9 ?@>25@:8: 

$ sudo podman exec clustercheck /usr/bin/clustercheck 
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28.4 �BEEF4AB6?9A<9 54;O 84AAOI E9D69D4 Undercloud 6DGKAGN 

�A;8 1070 40==KE Undercloud =5 2>AAB0=02;8205BAO 2 @0<:0E ?@>F5AA0 2>AAB0=>2;5=8O 
Undercloud, 2K <>65B5 2>AAB0=>28BL 107C 40==KE 2@CG=CN. �K <>65B5 2>AAB0=>28BL 107C 40==KE 
B>;L:> 2 B>< A;CG05, 5A;8 @0=55 2K A>740;8 >B45;L=CN @575@2=CN :>?8N 107K 40==KE. 
�D9864D<F9?PAO9 FD95B64A<O 

 %>740=0 >B45;L=0O @575@2=0O :>?8O 107K 40==KE Undercloud. 

�BDO8B> 89=EF6<= 

1. �>948B5 =0 A525@ Undercloud :0: ?>;L7>20B5;L root. 

2. "AB0=>28B5 2A5 A5@28AK tripleo: 

[root@undercloud ~]# systemctl  stop  tripleo_* 

3. '1548B5AL, GB> =0 A5@25@5 =5 @01>B0NB :>=B59=5@K – C:068B5 A;54CNICN :><0=4C: 

[root@undercloud ~]# podman ps 

4. �A;8 :0:85-;81> :>=B59=5@K 70?CI5=K, C:068B5 A;54CNICN :><0=4C 4;O 8E >AB0=>2:8: 

[root@undercloud ~]# podman stop <container_name> 

5. %>7409B5 @575@2=CN :>?8N 48@5:B>@88 /var/lib/mysql, 0 70B5< 48@5:B>@8N: 

[root@undercloud ~]# cp -a /var/lib/mysql /var/lib/mysql_bck 
[root@undercloud ~]# rm -rf /var/lib/mysql 

6. �>AA>7409B5 48@5:B>@8N 107K 40==KE 8 CAB0=>28B5 0B@81CBK SELinux 4;O =>2>9 48@5:B>@88: 

[root@undercloud ~]# mkdir /var/lib/mysql 
[root@undercloud ~]# chown 42434:42434 /var/lib/mysql 
[root@undercloud ~]# chmod 0755 /var/lib/mysql 
[root@undercloud ~]# chcon -t container_file_t /var/lib/mysql 
[root@undercloud ~]# chcon -r object_r /var/lib/mysql 
[root@undercloud ~]# chcon -u system_u /var/lib/mysql 

7. %>7409B5 ;>:0;L=K9 B53 4;O >1@070 mariadb. #><5=O9B5 <image_id> 8 
<undercloud.ctlplane.example.com> =0 7=0G5=8O, ?@8<5=8<K5 2 A@545: 

[root@undercloud ~]# podman images | grep mariadb 

<undercloud.ctlplane.example.com>:8787/1Stack/centos-binary-
mariadb:pcmklatest                     16.2_20210322.1   <image_id>   3 weeks ago   718 
MB 
[root@undercloud ~]# podman tag <image_id> mariadb 
[root@undercloud ~]# podman images | grep maria 
localhost/mariadb   latest  <image_id>   3 weeks ago   718 MB   

<undercloud.ctlplane.example.com>:8787/1Stack/centos-binary-
mariadb:pcmklatest    16.2_20210322.1    <image_id>  3 weeks ago 718 MB 
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8. �=8F80;878@C9B5 :0B0;>3 /var/lib/mysql A :>=B59=5@><: 

[root@undercloud ~]# podman run --net=host -v /var/lib/mysql:/var/lib/mysql 
localhost/mariadb mysql_install_db --datadir=/var/lib/mysql --user=mysql 

9. %:>?8@C9B5 D09; @575@2=>9 :>?88 107K 40==KE, :>B>@K9 =C6=> 8<?>@B8@>20BL 2 107C 
40==KE: 

[root@undercloud ~]# cp /root/undercloud-all-databases.sql /var/lib/mysql 

10. �0?CAB8B5 A5@28A 107K 40==KE 4;O 8<?>@B0 40==KE: 

[root@undercloud ~]# podman run --net=host -dt -v /var/lib/mysql:/var/lib/mysql  
localhost/mariadb  /usr/libexec/mysqld 

11. �<?>@B8@C9B5 40==K5 8 =0AB@>9B5 ?0@0<5B@ max_allowed_packet: 

 �>948B5 2 :>=B59=5@ 8 =0AB@>9B5 53>: 

[root@undercloud ~]# podman exec -it <container_id> /bin/bash 
()[mysql@5a4e429c6f40 /]$ mysql -u root -e "set global max_allowed_packet = 
1073741824;" 
()[mysql@5a4e429c6f40 /]$ mysql -u root < /var/lib/mysql/undercloud-all-databases.sql 
()[mysql@5a4e429c6f40 /]$ mysql -u root -e 'flush privileges' 
()[mysql@5a4e429c6f40 /]$ exit 

 "AB0=>28B5 :>=B59=5@: 

[root@undercloud ~]# podman stop <container_id> 

 '1548B5AL, GB> =8 >48= :>=B59=5@ =5 70?CI5=: 

[root@undercloud ~]# podman ps 
CONTAINER ID  IMAGE  COMMAND  CREATED  STATUS  PORTS  NAMES 
[root@undercloud ~]# 

12. #5@570?CAB8B5 2A5 A5@28AK tripleo: 

[root@undercloud ~]# systemctl start multi-user.target 
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"9D@<AO, EB>D4M9A<O < BCD989?9A<O 

"9D@<A �CD989?9A<9 

API Application Programming Interface. #@>3@0<<=K9 8=B5@D59A 
CA Certification Authority.  &5=B@ A5@B8D8:0F88, C4>AB>25@ONI89 F5=B@ 

Ceph $0A?@545;5==0O A8AB5<0 E@0=5=8O 40==KE 
CIDR Classless Inter-Domain Routing. �5A:;0AA>20O <564><5==0O 

<0@H@CB870F8O.  5B>4 IP-04@5A0F88, ?>72>;ONI89 381:> C?@02;OBL 
?@>AB@0=AB2>< IP-04@5A>2 

CLI Command Line Interface. �=B5@D59A :><0=4=>9 AB@>:8 

CRL Certificate Revocation List. %?8A>: >B7K20 A5@B8D8:0B>2 
DHCP Dynamic Host Configuration Protocol. #@>B>:>; 48=0<8G5A:>3> 

:>=D83C@8@>20=8O C7;>2 
DNS Domain Name System. %8AB5<0 4><5==KE 8<5= 

HA High Availability. �KA>:0O 4>ABC?=>ABL 
HMT Hierarchical Multitenancy. �5@0@E8G5A:0O <=>3>?>;L7>20B5;LA:0O A@540 
HTTP HyperText Transfer Protocol. #@>B>:>; ?5@540G8 38?5@B5:AB0 
ICMP Internet Control Message Protocol. #@>B>:>; <56A5B52KE C?@02;ONI8E 

A>>1I5=89. #5@5405B A>>1I5=8O >1 >H81:0E 8 4@C38E 8A:;NG8B5;L=KE 
A8BC0F8OE, :>B>@K5 2>7=8:0NB ?@8 ?5@540G5 40==KE 

ID �45=B8D8:0B>@ 

iLO Integrated Lights-Out. �=AB@C<5=B C40;5==>3> C?@02;5=8O A5@25@0<8 

IP �=B5@=5B-?@>B>:>; 
IPMI Intelligent Platform Management Interface. �=B5;;5:BC0;L=K9 8=B5@D59A 

C?@02;5=8O ?;0BD>@<>9 

ISO-B5D4; �@E82=K9 D09;, :>B>@K9 A>45@68B 845=B8G=CN :>?8N (>1@07) 40==KE 
1Stack (1!F9>) "1;0G=0O ?;0BD>@<0 28@BC0;870F88. #@54AB02;O5B A>1>9 ?@>3@0<<=>5 

@5H5=85 4;O C?@02;5=8O 28@BC0;878@>20==K<8 @5AC@A0<8: 
 ?@>F5AA>@=>9 <>I=>AB8 8 >?5@0B82=>9 ?0<OB8 D878G5A:8E A5@25@>2; 
 A5B8 ?5@540G8 40==KE; 
 A8AB5< E@0=5=8O 40==KE 
8 ?@54>AB02;5=8O ?>;L7>20B5;N MB8E @5AC@A>2 2 ?@545;0E 2K45;5==>9 
:2>BK, A ?>445@6:>9 28@BC0;L=>9 8 D878G5A:>9 87>;OF88 @5AC@A>2 
<564C @07;8G=K<8 ?>;L7>20B5;O<8 

JSON JavaScript Object Notation. &5:AB>2K9 D>@<0B >1<5=0 40==K<8, 
>A=>20==K9 =0 JavaScript 

LDAP Lightweight Directory Access Protocol. #@>B>:>; 1KAB@>3> 4>ABC?0 
: :0B0;>30< 
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LLDP Link Layer Discovery Protocol. #@>B>:>; :0=0;L=>3> C@>2=O, :>B>@K9 
?>72>;O5B A5B52K< CAB@>9AB20< 0=>=A8@>20BL 2 A5BL 8=D>@<0F8N > A515 
8 > A2>8E 2>7<>6=>ABOE, 0 B0:65 A>18@0BL 8=D>@<0F8N > A>A54=8E 
CAB@>9AB20E 

MAC-48D9E Media Access Control Address. '=8:0;L=K9 845=B8D8:0B>@. #@8A208205BAO 
:064><C A5B52><C >1>@C4>20=8N 

MariaDB $5;OF8>==0O A8AB5<0 C?@02;5=8O 1070<8 40==KE A >B:@KBK< 8AE>4=K< 
:>4>< 8 15A?;0B=>9 ;8F5=7859 

MTU Maximum Transmission Unit.  0:A8<0;L=0O 548=8F0 ?5@540G8 

MySQL %8AB5<0 C?@02;5=8O 1070<8 40==KE 
NFS Network File System. %5B520O D09;>20O A8AB5<0 
NIC Network Interface Card. %5B520O 8=B5@D59A=0O :0@B0 

NUMA Non-Uniform Memory Access. �@E8B5:BC@0 >@30=870F88 :><?LNB5@=>9 
?0<OB8. �A?>;L7C5BAO 2 <C;LB8?@>F5AA>@=KE A8AB5<0E 

OpenLDAP OpenLDAP. #@>B>:>; >1;53G5==>3> 4>ABC?0 : :0B0;>30< A >B:@KBK< 
8AE>4=K< :>4>< 

OVN Open Virtual Network. #;0BD>@<0 A5B52>9 28@BC0;870F88, :>B>@0O 
>B45;O5B D878G5A:CN B>?>;>38N A5B8 >B ;>38G5A:>9 

OVS Open vSwitch.  =>3>C@>2=52K9 ?@>3@0<<=K9 :><<CB0B>@. �A?>;L7C5BAO 
4;O @01>BK 2 :0G5AB25 28@BC0;L=>3> :><<CB0B>@0 2 A@540E 28@BC0;L=KE 
<0H8= 

PCI Peripheral Component Interconnect. �>:0;L=0O :><?LNB5@=0O H8=0 
4;O ?>4:;NG5=8O 0??0@0B=KE CAB@>9AB2 : :><?LNB5@C 

PF #>@B D878G5A:>9 DC=:F88 

PXE Preboot eXecution Environment. %@540 4;O 703@C7:8 :><?LNB5@0 
A ?><>ILN A5B52>9 :0@BK 

QEMU #@>3@0<<0 A >B:@KBK< 8AE>4=K< :>4>< 4;O M<C;OF88 0??0@0B=>3> 
>15A?5G5=8O @07;8G=KE ?;0BD>@< 

QoS Quality of Service. !01>@ B5E=>;>38G5A:8E @5H5=89 4;O >?B8<870F88 
A5B52>3> B@0D8:0 A ?><>ILN =07=0G05<KE ?@8>@8B5B>2 ?5@540G8 
8=D>@<0F88 

RA Router Advertisement. %>>1I5=85, 8=8F88@C5<>5 <0@H@CB870B>@>< 

RabbitMQ #@>3@0<<=K9 1@>:5@ A>>1I5=89 

RADOS Reliable Autonomic Distributed Object Store. $0A?@545;5==0O >1J5:B=0O 
A8AB5<0 E@0=5=8O 40==KE D09;>2>9 A8AB5<K Ceph 

RBAC Role-Based Access Control. '?@02;5=85 4>ABC?>< =0 >A=>25 @>;59 

RBD RADOS Block Device. #@>3@0<<=>5 >15A?5G5=85 A >B:@KBK< 8AE>4=K< 
:>4>< 4;O E@0=5=8O 40==KE =0 >A=>25 1;>G=>3> CAB@>9AB20 
2 @0A?@545;5==KE A8AB5<0E E@0=5=8O 
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REST API %?>A>1 4>ABC?0 : 251-A5@28A0< 157 :0:>9-;81> >1@01>B:8 

SCTP Stream Control Transmission Protocol. #@>B>:>; B@0=A?>@B=>3> C@>2=O 
2 :><?LNB5@=KE A5BOE 

SDN Software-Defined Networking. #@>3@0<<=>->?@545;O5<K5 A5B8 

SELinux Security-Enhanced Linux. %8AB5<0 :>=B@>;O 4>ABC?0 Linux 

SFTP Secure File Transfer Protocol. #@>B>:>; 157>?0A=>9 ?5@540G8 D09;>2 
G5@57 A5BL 

SLAAC Stateless Address Autoconfiguration. �2B><0B8G5A:0O :>=D83C@0F8O 

SR-IOV Single Root Input/Output Virtualization. �8@BC0;870F8O 22>40-2K2>40. 
#@8<5=O5BAO 4;O 28@BC0;870F88 @5AC@A>2 22>40-2K2>40 4;O >B45;L=KE 
A5@25@>2 

SSH Secure Shell. �57>?0A=0O >1>;>G:0 – A5B52>9 ?@>B>:>; ?@8:;04=>3> 
C@>2=O. #>72>;O5B C40;5==> C?@02;OBL >?5@0F8>==>9 A8AB5<>9 8 
BC==5;8@>20BL TCP-A>548=5=8O 

SSL Secure Sockets Layer. #@>B>:>; 157>?0A=>AB8, :>B>@K9 A>7405B 
70H8D@>20==>5 A>548=5=85 <564C 251-A5@25@>< 8 251-1@0C75@>< 

STONITH &5E=8:0 >3@0645=8O (87>;OF88) 2KH54H53> 87 AB@>O C7;0 :;0AB5@0 

TCP Transmission Control Protocol. #@>B>:>; C?@02;5=8O ?5@540G59 40==KE 
TLS Transport Layer Security. �@8?B>3@0D8G5A:89 ?@>B>:>; >15A?5G5=8O 

157>?0A=>9 ?5@540G8 40==KE 
UDP User Datagram Protocol. %5B52>9 ?@>B>:>; B@0=A?>@B=>3> C@>2=O. 

�A?>;L7C5B IP 4;O ?5@540G8 40==KE >B >4=>3> CAB@>9AB20 : 4@C3><C. 
�0==K5 (40B03@0<<K), :>B>@K5 2=>AOBAO 2 ?0:5B UDP, 2:;NG0NB ?>@BK 
=07=0G5=8O, 8AB>G=8:, :>=B@>;L=CN AC<<C 8 4;8=C ?0:5B0 

UEFI Unified Extensible Firmware Interface. '=8D8F8@>20==K9 @0AH8@O5<K9 
8=B5@D59A 2AB@>5==>3> ?@>3@0<<=>3> >15A?5G5=8O. �=8F80;878@C5B 
>1>@C4>20=85 ?@8 2:;NG5=88 A8AB5<K 8 ?5@5405B C?@02;5=85 
703@C7G8:C 8;8 O4@C >?5@0F8>==>9 A8AB5<K 

URI Uniform Resource Identifier. '=8D8F8@>20==K9 845=B8D8:0B>@ @5AC@A0 
UUID '=825@A0;L=> C=8:0;L=K9 845=B8D8:0B>@.  

128-18B=0O <5B:0, 8A?>;L7C5<0O 4;O 845=B8D8:0F88 8=D>@<0F88 

vCPU Virtual Central Processing Unit. �8@BC0;878@>20==K9 20@80=B D878G5A:>3> 
CPU – F5=B@0;L=K5 1;>:8 C?@02;5=8O 2 28@BC0;L=KE <0H8=0E 8 
>1;0G=KE A@540E 

VF Virtual Function. �8@BC0;L=0O DC=:F8O 
VIP Virtual IP address. �8@BC0;L=K9 IP-04@5A – :><?>=5=B A5B52>9 8 

8=B5@=5B-8=D@0AB@C:BC@K, :>B>@K9 >15A?5G8205B 10;0=A8@>2:C 
=03@C7:8, 2KA>:CN 4>ABC?=>ABL 8 MDD5:B82=>5 @0A?@545;5=85 @5AC@A>2 
2 2KG8A;8B5;L=>9 A@545. ЭB> C=8:0;L=0O G8A;>20O <5B:0, ?@8A2>5==0O 
28@BC0;L=>9 <0H8=5 8;8 A;C615, 0 =5 D878G5A:><C CAB@>9AB2C 
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VLAN Virtual Local Area Network. �8@BC0;L=0O ;>:0;L=0O A5BL 
VNC Virtual Network Computing.  5B>4 C40;5==>3> 4>ABC?0 : @01>G5<C AB>;C 

:><?LNB5@0 ?> A5B8 
vNIC Virtual Network Interface Card. �8@BC0;L=K9 A5B52>9 8=B5@D59A, 

>A=>20==K9 =0 D878G5A:8E A5B52KE :0@B0E C7;0 
VoIP Voice over Internet Protocol. &5E=>;>38O ?5@540G8 3>;>A>2KE A>>1I5=89 

2 ;>:0;L=KE A5BOE 8;8 2 A5B8 �=B5@=5B A 8A?>;L7>20=85< ?@>B>:>;0 IP 

VRRP Virtual Router Redundancy Protocol. %5B52>9 ?@>B>:>;, ?@54=07=0G5==K9 
4;O C25;8G5=8O 4>ABC?=>AB8 <0@H@CB870B>@>2, :>B>@K5 2K?>;=ONB @>;L 
H;N70 ?> C<>;G0=8N 

VXLAN Virtual Extensible LAN. &5E=>;>38O A5B52>9 28@BC0;870F88 4;O @5H5=8O 
?@>1;5< <0AHB018@C5<>AB8 2 1>;LH8E A8AB5<0E >1;0G=KE 2KG8A;5=89 

WinRM Windows Remote Management. &5E=>;>38O Microsoft, :>B>@0O ?>72>;O5B 
C40;5==> C?@02;OBL :><?LNB5@0<8 Windows G5@57 70I8I5==>5 
A>548=5=85 

YAML Yet Another Markup Language. (>@<0B A5@80;870F88 40==KE. 
�A?>;L7C5BAO ?@8 C?@02;5=88 :>=D83C@0F859, 0 B0:65 4;O E@0=5=8O 
40==KE 2 AB@C:BC@8@>20==>< D>@<0B5 

��# "?5@0B82=0O ?0<OBL 
�! "?5@0F8>==0O A8AB5<0 
�� #@>3@0<<=>5 >15A?5G5=85 
Ц�# &5=B@0;L=K9 ?@>F5AA>@ 

 


