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O y s BHYTPEHHEW CNY)XBbl s UCCJTIEOOBATE/JIb
MpoBoOAUT aHaNM3 BPeOOHOCHOro Koaa A/ onpeneneHuns Toro, Kak oH paboTaer, q M H ¢0 PMAL'.M o H H o M MIMeeT TeXHUYECKUIN B3KrpayHa 1 BbiNO/HAET BHeapeHue cuctemM UB, S < BkritouaeT B cebs MHOXXeCTBO OpYrUX cheLmanbHOCTeEN, HO XapaKTepusyeTcsa (a1 L) NccnepyeT nporpaMMHoe obecredeHue (B TOM YMCre Ha Hanmyme ysa3BUMOCTEN - Pab6oTaeT ¢ 3agBKaMU, MOCTYNMUBLUMMU OT 1-M TNHUUN: TNy6OOKO aHanmM3npyeT 3aHMMaeTCcsa opraHM3aLmen NUIOTHBIX MPOEKTOB A9 3aKa34YMKOB,
A H An M T M K KaKue ysI3BMMOCTM UCMOSb3YeT, KaKMM 06pasoM 1 KaKoM YLLLEP6 MOXKET HaHECTM. Ll NX HAaCTPOWMKY M NoaaepXKy/aaMUHUCTPUpPOBaHMe. Pa3pabaTbiBaeT TEXHUYECKYIO E{ n H¢0PMAL',MOH HOU MMEHHO TeM, YTo obecrneymBaeT MHPOPMALIMOHHYIO 6€30MaCHOCTb KOHKPETHOM m yq 3 B M M OCTE M «HyrneBoro AHsa» (0-days)), KOMMbOTEPHbIE CUCTEMBI, 6a3bl A@HHbIX, CETU U ApYyrue 2_ M n M H M M MHPOPMaLIMIO U3 CUCTEM c6Oopa U KOPPENALMM COBbITUI U pearnpoBaHms LEeMOHCTpaLMelt pelleHnin no B Ha AeMocTeHAe, MOAroTOBKOM
Mocne aHanm3a pa3pabaTbiBaeT MPeanoXXeHMs No yCTpaHeHUIo NocneacTsmm, : EEBOnACHOCTM (PpyHKLMOHaNbHble TPebOBaHUA K CUCTEME 3aLLUTbI, PYKOBOACTBA MoJsib3oBaTesnien S BE30”ACHOCTM opraHusaumm v rpynnbl KOMMaHUA. MoXXeT 3aHMMaTbCa peanusaumen < yactn UT-MHOPaCTPYKTYpPbl B MOUCKaxX MOTeHUManbHbIX ya3BUMoCTel. MNpoBoguT Ha MHUMAOEHTHI (SIEM, IRP), aHanusmnpyeT >XypHasnbl permcTtpaumm cobbiTUin M H )KE H E P TEXHUKO-KOMMEPYECKUX NPeaioxXeHMI, pa3paboTkom T3. S
npeaoTBpPaLLEHNIO U HEAOMYLLEHUIO aTaK C UCMNOJ/1Ib30BaHUEM BPEAOHOCHOIo 8 M aAiMUHUCTPaTOpPa, METOANYECKNE NHCTPYKLMN) N NPOEKTHYIO (TEXHUYeCKMe 3adaHuns, o HOPMaTUBHbIX TPe6boBaHMI, obecrneunBaTb ceTeBYIO 6€30MacHOCTD, 0 aHanM3 Koja C UCMoSib30BaHUEM CKAHEPOB U Bpy4YHYto. Pa3pabaTbiBaeT SKCMIOMUThI. KoMMnoHeHToB UT-nHdpacTpykTypbl u C3U, 3anpalumBaeT MHPopMaLmnio CuuTtaet cneumdumKaumm Ha pewleHmsa no B, nomoraet 5
kofa. [lo6aBnsieT 3anmcuK o BpeqoHOCHOM o6beKTe B 6a3bl aHTUBUPYCHbIX CPEACTB TexHopaboune NpoekTbl, cneundunKaumm) AOKYMEeHTaUMIO B PaMKaX XXM3HEHHOro LMKa (o) agMUHUCTpUpoBaTb C3U 1 np. Pa3pabaTbliBaeT OTYETbI O BbIIBIEHHbIX YA3BMMOCTSAX C AeTaNlbHbIMU y nonb3oBaTenen. MNpoBoauT paccnenoBaHme nHunaeHtos UB. OcyliectensaeTt npecenn-MeHepyepy B JOCTUMXKEHUN BbICOKMX pe3y/1bTaToOB B MPOoAarkax.
3aWmTbl. PazpabaTbiBaeT TeEXHUYECKME OTUETbI MO UCCeayeMoMy O cuctemM UB. MpoBoauT CTeHOOBOE MofeninpoBaHue cucteM B (HacTpomka, r= S peKoMeHaaUnaMm No UxX ycTpaHeHwuto. MOCTUHLMAOEHTHYIO MOoAOEPXKKY MOSIb30BaTeNeN, B TOM UMCNE KOHCYNbTaLUmM
BpenoHocHoMy MO. S WMHTerpauua n . a.). BH?npqu cncreMmbl V]5 B MHGPACTPYKTYpy e T Mo BOMpPOCaM BOCCTAHOB/IEHUS. YHaCTBYET B HACTPOMKE CUCTEM MOHUTOPUHIa q
S OCyLLEeCTBNAET HAaCTPOMKY KOH$UIypaumin u nonutmnk C3U. Bsanmopencreyet s u onbIT N pearMpoBaHusg Ha MHUUOEHTbI. YYacTBYET B MOUCKE HOBbIX aHaNIMTUYECKUX MeTOO0B o
C BEHOO0PaMU/ANCTPUBBLIOTOPaMM B paMKax peLLeHWs BOMpPoCcoB Mo 3KcrayaTauum 5 S 06Hapy)XeHWs yrpo3. YYacTByeT B pa3paboTKe MpaBmi KOppensaumm cobbITui
onbIT cucteM UB. ObecneumBaeT paboToCNOCOBHOCTb U LWWTAaTHOE GYHKLMOHUPOBaHME - L @ 3HaHve apxuTekTypbl OC Windows, Unix/*nix, @ oHVMaHMe MPUHLMMNOB PaboTbl MB ons BbiIgBNEeHUA MHLMOEHTOB U aTaK. YYacTBYET B pa3paboTKe npaBun ﬂ'
§ cucteM UB (ycTpaHeHWe aBapui U peLleHMe BO3HUKAIOLLMX OLLNBOK B paboTe). < o g:(gggiﬁ:(%gd, iOS, cTpyKTypbl API ;gﬁfgﬁ:::pﬁiji?m 3n1eMeHToB PEarvpoBaHus Ha MHLMAEHTbI VB (playbooks). DCKanmpyeT CRoMHbIE MHLUMASHTbI :
‘ 3HaHue 1 onbIT PaboTbl ¢ AM3accemMbiepamm, ‘ MNMoHVMaHWe NHAYCTPUUN BPEAOHOCHOIo S OnbIT H OonbIT 3HaHME NPUHLMTIOB M TEXHONOTMI N 3-N NMIUHUU O6pa6OTKVI VIHLI,VIJ:I.eH'I;OB. I'Ipe,u,oc:TaBnqu BbIF'PY3KW OaHHbIX
[eKOMMMAISTOPaMM, OTNaAUMKaMN g.gr(.%;ffﬁ;k aimf%ﬁ’ AT @ 3+2-Vie HOPMATVBHbIX TpEGOBaHMI @ 3+2Hvie TOCT 34 C Lenbio Hanmcakys < s e oBecreuenms Be3onaCHOCTH e OCHOB CETEBOMO B3aNMOREHCTBMS 13 SIEM-cucTeMbl No 3anpocy 3-M MMHMN 06paboTKM MHLIMOEHTOB.
(Hanpumep, Assembler x86) g |_ B 06beMe, KacalLleMcs BblCTpanBaHUS OOKYMeHTaLMu B COOTBETCTBUM m O CEEELIT R OF Y e eI @)
3HaHue apxuTekTypbl OC Windows 3HaHWe 1 NOHUMaHWe MaTPULbI S CHCTEMBL SatnTEL ¢ ero TpeGoBaHmAMy @ 3vanve CYB[ (Oracle, Postgres, MS SQL) @ Uvipokuit kpyrosop B chepe UT 1 1B Y P Sl
) R i, macos, Android oSy ) ok MITRE ATTECK = MoxkeT 6bITb cneunanncTtom @ 3+2+ve ceresnix Texsonorw @ 3+3ve Texvonomi ofecnievens - . ] . :[ Mo)keT 6bITb cneunannucTtom @ ;l:;mpn;mﬁgs3p;»::gg::;;eTonos, @ ﬂ:ﬁ:i&e;g;;:;m Zﬁ;ilﬁiﬂizéii . MoxkeT 6bITb cneunanncTtom @ 3“?&33 npurumnios, g @ y:reMHcl;l-eaaH:chZVéiﬁia;% opranel
CcTpyKTypbl APl yka3aHHbIx OC < OCHOB CETEBOr0 B3aMMOOENCTBUS MB 1 pasnnyHbIX knaccos C3U, . CHEMENRIAS (iE) SIS S M AS AL IR A ‘ RETAIAS (ISR USSR B @S, o NpPOBeaeHWa aTaK, akTyanbHbIX yrpos UB (CeTeBbIX CKaHepOB, aHaNM3aTopoB TpadhuKa, ce'reBoﬁn6e3onaCHo<:TM P pat  KypHan !
L L
< >

MokeT 6bITb cneunanmncTom
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v O v 2 S v v MEHEOXXEP NMPOAYKTA V
1 1 - ’ 1 1 1 a . 1
OcyuiecTBngeT c6op MHPopMaL M 06 yrposax MHOOPMALMOHHOMN 6e30MacHOCTHU no KPM nTorpA¢MLI ECKOM AOMUHUCTPUPYET U SKCIIyaTUpPYET cCpeacTBa KpUntorpapmieckom 3aLmTbl S MpoBoauT aygouTbl npoueccos, UT-uH aACTpyK bl, HPOPMALIMOHHbIX CUCTEM L. Ob6ecrneymBaeT pa3paboTKy KOHLEMTYalbHOM apXUTEK bl SOC, y4yacTtByeT I - PaboTaeT ¢ 3asgBKaMU, MOCTYNMUBLLUMMU OT 2-1 NIMHUN. Pa3pabaTtbiBaeT NpaBuia I 3aHMMaeTcHa pa3paboTKOM CTpaTErMmM NPOoAYyKTa, MPOABMIKEHUEM MPOoaYyKTa
KM 5 E Pyr p03 KOTopble MOryT 6bITb aKTyasibHbl O/19 06beKTa 3allMThl; AeNaeT NPearnooxXeHuUs Ll 3A UTE N HCDOPMA um MHbopMaL MK, obecrneymBaeT KpUnTorpaduUUecKyto 3aLLmMTy KaHanoB CBA3Y, = g OopraHu3aLUMOHHbIX M TEXHUYECKMX Mep Ha COOTBeTCTBUe TpeboBaHUAM CTaHOaPTOB I SOC B peanm3aLuum KOMIIEKCHbIX MPOEKTOB Mo MOCTPOEeHMIo/MoaepHM3aLUn L 3 - M n M H M M Koppenauum cobbiTu b onsg BbidBNEeHUA MHUMOEHTOB U aTak. MoeHTudunumpyet L (PRODUCT MANAG ER) M LeHoobpasoBaHUEM. AHANU3NPYET PbIHOK, POPMUPYET 6aTI-KapThl,
06 NX peanunsyeMocTu; oLleHMBaEeT KPUTUYHOCTb M MOCNeacTBMUS AN o6bekTa = I-I-'. L'. paboTaeT ¢ KMoUYeBOM MHPOPMaLMEN, HO TaKKe MOXeT UcCneaoBaTb o 5E30 nAH OTM M HOPMaTMBHO-MPaBOBbIX aKToB B cdhepe UB. Mo pesynbTaTtam ayauTa BbiBASET SOC (NpoeKTUpoBaHMeE U BHEAPEHME peLleHN, MOAeNMPoBaHMe NMPOLLECCOoB). q N NPUOPUTUIMPYET UCTOUHUKMU COBBLITUI. MPOBOAUT TOHKYIO HACTPOMKY CUCTEM q CpaBHMBaET C KOHKYpPeHTaMun, opMUPYET KOHKYPEHTHbIE MPeMMyLLEeCcTBa, s
3alMTbl B CrlyYae Ux peanusaumu. YmMeeT pabotaTb C PasiMyHbIMU UCTOYHUKaMM U CTOMKOCTb M HeAOCTaTKM KPUNTOrpapuyeckmx anropmTMoB. o) E HeOOoCTaTKM N pa3pabaTbiBaeT peKoOMeHOaLUM Mo UX ycTpaHeHuto. PaspabaTtbiBaeT S S MOHUTOPUHIa U pearnpoBaHMs NoA KOHKPETHY0 MHOPACTPYKTYpYy. YUacTByeT S obyyaeT MeHeKEPOB MO MNpPoAaXkaM U Npecenn-MeHemKepoB.
nHbopMaLmmn: o6LefOCTYNMHbIMU AaHHbIMU 06 MHLMAEHTaX N yTeukax C (o) MeToaoMornMyeckyto 6asy npoBeaeHUsa ayanTtoB VB 1 oTYETHYIO LOKYMEHTaL Mo l— B pa3paboTke pernamMeHTupylLen nearenbHocTb SOC OKYMEHTaLUM. YyacTByeT B MapKETUHIOBbIX aKTUBHOCTAX. B3anMogencTByeT ¢ KOoMaHO oM
nHdopmMaumn, orny6IMKoBaHHbIMM aHaNTMTUYECKMMU OTYETaMK 1 pe3ynbTaTaMm U S e O npoBefeHHbIX aygutax UB. : j YyacTByeT B coBepLUeHCTBOBaHUM npoueccoB SOC. OcyLlecTBNaeT MPOaKTUBHbIN j pa3paboTKU U OPYrMMU CMEXHbBIMU MoapasgeneHUaMu, 3aHMMaLWLMMIMCA
paccnegoBaHUA peasin3oBaHHbIX aTak, JaHHbIMU 06 yrpo3ax, MoCTymnatoLwmMmm S w - < I MOUCK U 06Hapy)xeHue yrpos. NMpoBoauT paccregoBaHue nHUnoeHTos UbB I pa3BuUTUEM NPOoAyKTa. q
OT CreunannsmMpoBaHHbIX KOMMNAHUN, AaHHBIMU O COBLITUSAX 6€30MacHOCTH, A < (knbepKpUMMHANUCTUKA). Pa3pabaTbiBaeT NpaBua pearMpoBaHus O
C06V|paeMb|MV| C KOMIMNOHEHTOB VIT-VIHCbpaCprKTyprVVI cpencTB 3allunThbl S E 3 o S Ha UHUMOeHTbl B (p|aybooks)_ S a
MHpopMaumm. NMNomMoraeT cneymanmcTtaM BHyTPEHHEN VI!S noonep>XXmBaTb Q- I onbIT | enaT |
B aKTya/lbHOM COCTOSIHUU Mo efb Yyrpo3 1 HapyLlUTenen obbeKTa 3aLUmThI. q < :
PaspabaTblBaeT peKoMeHaaL MM Mo opraHU3aLMoOHHbIM U TEXHUYECKUM MepaM ] o S @ Hasbikv aHanuTMYeCKOW 06paboTKM @ 3nHaHue CeTeBbIX TEXHOJIOr MM, OCHOB ceTeBoro S
3aLLUMTbl OT aKTyarnbHbIX Yrpo3 S T H OonbIT ! ‘ NoHVMaHWe coBpeMeHHbIX MeTO0B, ‘ 3HaHWe TexHonorum obecrneyeHusa b I MHPOPMaUMM 13 PazHOOBPa3HbIX UCTOYHMKOB B3aMOAENCTBUA U MOCTPOEHUSA ceTen I
: m < WMHCTPYMEHTOB 1 TEXHOMOI MM NPOBEeAEHMS aTak, 1 pasfinyHbIX KnaccoB C3U, Kak 3apy6eXkHbIX, .
I_ OnbIT ) aKTyanbHbIX yrpo3 B 1 CPeacTs 3aLumTbl Tak 1 oTeYecTBeHHbIX m . 3HaHWe NPUHLUMNOB, nvaTor(onos N TEXHOMOrMM ‘ |-|0HVII:/IaHVIe Ha y.pOBr.|e aAMUHUCTPUPOBaHUSA m
s ‘ MoHMMaHMe CoOBPeMeHHbIX MeTOLO0B, . 3HaHMe MeXkayHapo4HbIX CTaHOapPTOB obecreyeHus ceTeBow 6e30MacHOCTH OC Windows, Unix/*nix
MoxkeT 6b|Tb cneunaaimncTtom S § MoxkeT 6b|Tb cneunanamcTomMm MHCTPYMEHTOB U TEXHONIOTUI NPoBeAeHUNs aTak, B o6nactu UB (ISO 2700x, NIST, PCI DSS, MoykeT 6b|Tb cneunaaimctom ‘ HaBbikv agMUHUCTprpoBaHua SIEM, ‘ 3HaHMe NyYLLMX MUPOBbIX MPaKTUK : MoxkeT 6b|Tb cneunaaiimctom :
OnbIT : ‘ 3HaHMe OCHOB KpUNTOrpadmnUYecKom 3aLmTbl ‘ 3HaHMe U onbIT paboTbl ¢ An3accemMbnepamu, aKTyanbHbIX yrpo3 b v cpencTs 3alumThl GDPR 1 gp.) EDR/XDR, IRP/SOAR-cucteMm, TI-nnatpopm no cosgaHuio SOC (SANS, MITRE, FIRST n 1. n.) m ‘ 3HaHV.'e TR rio.6ecnequmo 6,e3°naCH°CTM ‘ Il AL COBPEMEHHBIX METO[IOB, MHCTPYMEHTOR m
M MH¢OpMaLI,VIVI, CYyLLEeCTBYOLMNX aNropuTMOB, AeKoOMNUNaTopaMu, oTnagymkamMm '_ M M w ocC WIndOWS, UnIX/ Nix, T pUnoXXeHnm N TEXHOOrM NpoBeAEHNSA aTakK, aKTyallbHbIX Yrpo3 MO)'KeT 6b|-rb cneu”an UCTOM oanT
. < NPUHLMMOB MOCTPOEHUSA 3aLUMLLEHHbIX (Hanpumep, Assembler x86) O ‘ MNMoHMMaHMe NPUHUKMNOB paboTbl U obecrnevyeHns . 3HaHMe TexHonorum obecneyeHua UB 1 pasnuyHbIx ‘ NMoHWMaHWe 1 oMnbIT PeLleHUs COBPEMEHHbIX ‘ 3HaHMWe NoaxofoB K obecneveHmo 6e30MacHOCTU < 1 6a3 faHHbIX B v cpencTB 3alumThl <
BHYTPEHHMI @ ar;aanvgireeggﬂzawgéca:EliA%ueHKM ) ggjeHngerg;ﬂ:ﬂb&éﬁﬁg‘éﬁw:‘l,[:);;%E:)eHVm corei I KaHanoB cBA3U 2 BHYTPEeHHUM 3aLUMTbI 3N1EMEHTOB UT-NUHPPACTPYKTYpPbI Knaccos C3W, Kak 3apy6exKHbIX, Tak 1 OTe4eCTBEHHbIX BHYTpPEeHHUM 3apady aBToMaTM3aLMU 1 opKecTpaunn NB OC Windows, Unix/*nix, NpunoxeHuin 1 6as gaHHbIX n. BHYTPEHHU | T TS T L —— ﬂ. BHYTPEeHHMI
‘ 3HaHMe ceTeBbIX TEXHONOMMIN, OCHOB CETEeBOro ‘ 3HaHMe HOPMaTUBHO-MPaBOBbIX aKTOB a ‘ 3HaHue HO - o a3blkax (Python, Powershell, Bash) C3MU (ceTeBbIX UM XOCTOBbIX) 3HaHwWe noTpebHoCTel KNNEHTOB 3HaHWe NPUHUKWMOB
. i 3 < > PMaTUBHO-MPaBOBbIX aKTOB @ UWupokuit Kpyrosop B chepe UT n UB @ ToHMMaHWe Ha ypoBHe aAMUHUCTPUPOBaHUS @ oHuMaHKe HeobxoANMbIX MPoLIeccoB Y] ) ) aQ pe ! P
‘ 3HaHWe MeXayHapOoOHbIX M POCCUNCKMX ‘ MoHMMaHK1e CoBpeMeHHbIX METOA0B, < e (Bl T T R T B3aMMO[ENCTBMSA U MOCTPOeHMUS ceTel Poccuiickon (De.g.epaL_mM B O_61'IaCTVI lfIB ) m Poccuitckoit deaepaumm 8 o6nacTv UG BE Wiinclee, Unii i 75 3bHEKTNBHOrO byHKLMOHMPOBAHMS SOC : 3 : noTpebutenei npoaykTa MPOABUXEHUS MPOAYKTOB
CTaHOapToOB MofenmpoBaHus yrpos Nb MHCTPYMEHTOB N TEXHOOrNM NpoBeaeHns L 1 nx Tpe6osaHnn (152-®3, 98-d3, 187-D3, 683-I1, < E 1 X Tpe6oBaHMi (152-03, 98-13, 187-D3, 683-M > ‘ HaBblkn agMnHUCTPpUpoBaHus SIEM, ‘ 3HaHue TexHosorum obecneveHns Nb 1 pasnnyHbIX >
aTak, aKTyasnbHbIX yrpo3 B n cpeacTs 3almThl OnbIT paboThbl C pacnpoCcTpaHeHHbIMU 684-I1, FOCT 57580.1 1 T. 4. — B 3aBUCUMOCTMU CTb ! ' ' ! Ectb = - knaccoB C3U, Kak 3apyberxHblX, TaK U OTeHECTBEHHbIX Ectb
Ectb @ 3+2+Ve v nonyMakve MaTyLb BHYTPEHHUH ] EERE Y o Tl e e ST TR [ T T R ] oy 684-I1, FOCT 57580.1 U T.O. — B 3aBUCUMOCTHU c @ HaBbikv NPOrpaMMMpoBaHs @ Uvpokuit kpyrosop B chepe UE 1 UT Ectb EDR/XDR, IRP/SOAR-cucTem, TI-nnatdopm Py @ 3HaHVIe KOHKYPEHTHbIX MPenMyLIecTB @ 3vanvie poinka UB/MT
B «MHpocucremol [Hxer» atak MITRE ATT&CK nHbOPMaLMM B «MHPpocuctembl [HkeT» OT OTPaC/U U crneLmMbUKM KOMMaHUK) B «MHPpocucrtembl [HKeT» Ha CKPUNTOBbIX i3biKax (Python, Powershell, Bash) B «<MHPocuctembl [HkeT» ) B ERER R GEEEE M 43 @ 3vaHvie v NoHMMANHe MaTPHLIM aTaK MITRE ATTACK B «MHpocucrtembl [HxeT» aHanorMYHbIX MPOAYKTOB
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NO KUBEPBE3OIMNACHOCTU

U3yuyaeT BpeAoOHOCHbIe NporpaMmbl,
UX KOMMOHEHTbI U GYHKLMUOHAN C LeNnbio

@

Y o6oraweHns aHTUBUPYCHbBIX 6a3

‘ 3HaHwue JavaScript, PHP, Python, Go, Bash,
yMeHue pa3bupaTb CUbHO 06dyCLMPOBAHHbIN
KO, Ha CKPUMTOBbIX A3blKaX

3HaHue C/C++

‘ 3HaHWe 1 MoHMMaHWe CEMEWNCTB, rpymnmn
1 XapaKTepHbIX 0CObeHHOoCTeM
BpenoHocHoro MNo

NMoMoraeT KOMNaHUKU co6UpPaTb AaHHbIE
I@I 06 aKTyasnbHbIX NS Hee Ku6epyrposax

MpoBoaMUT uccnenoBaHUAa U paspabaTtbiBaeT
——] aHanuTu4Yeckue otuyeTbl B cpepe UB

Pa6oTaeT Hap NpenoTBpalleHneM HapyleHun Ub. OnpepgendaeT naHglwadTt
yrpo3s ong chep aesaresibHoCTU/KoOMNaHWiM B 3aBUCUMOCTU OT MOSTUTUUYECKMUX,
3KOHOMMUYECKMUX, COLINANBbHbBIX U MHbIX GaKTOPOB BIUAHUA. AHANU3MpPYET
M3MeHeHMs 3aKoHOoAaTeNbCTBa, pa3BMUTUe TexHonorumn, UT/MB-TpeHabl,
HOBOCTU U MHDOPMALUIO O OeATEeNIbHOCTU KMBepnpecTynHUKOB.

MpoBoOUT UccnenoBaHUs, paspabaTbliBaeT aHaNUTUYECKUE OTYETDI.

aTak, akTyanbHbIX yrpo3 b 1 cpencTs 3almThl U X TpeboBaHui (152-d3, 98-d3, 187-D3,

AHAJIMTUKA U UCCITTEOOBAHUE

MH)XXEHEP

@ EcTb
B «MHPpocucrembl [HxeT»
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APXUTEKTOP

BE3OINMNACHOCTMU

PewaeT 3apga4um no BHeAPEHUIO CPEeACTB 3alUMThl,
I @ nx Hac'rpoﬁl(e N noaAaepXxkKe WTaTHoro c|>y|-||(|.|.u0|-mpoaa|-|m|

N MOCTPOEHUa ceTel KaK 3apy6eXKHbIX, TaK M OTeYEeCTBEHHbIX

‘ 3HaHMe NoaxoaoB K obecnevyeHuo ‘ NMoHWMaHuWe 1 onbIT akcnnyaTaumm C3UN
6e3onacHocTn OC Windows, Unix/*nix,
NPUNOXEHUN 1 6a3 JaHHbIX

(ceTeBbIX NN XOCTOBbIX)

‘ 3HaHMe peKoMeHZaLuum nponssoguTenemn
MO n o6opynoBaHMUA, NyYLLIUX MPAKTUK
rno 6e3onacHomn HacTpowke MO,
ob6opynoBaHua, C3U

* 3HaHUA B 0611aCTU peLUeHuii Nno 3awmTe HdopmMaummn
o6opynoBaHua ACY TI (Siemens, Yokogawa, Emerson,
Honeywell) — ana nHxeHepos 6e3onacHocTn ACY T

Pa6oTaeT co cpeacTBaMM Kpuntorpaduyueckomn
@ 3awmTbl MHPOPMaLIMM U KpUNTOorpapuiecKumm
' anropuTtMamMm

Pa3spa6aTbiBaeT KOMMJ/IEKCHbI€ CUCTEMbI
obecneueHus Ub

PaszpabaTblBaeT M KOHTPONMMPYET BHeApeHWe OpraHM3aLMOHHbIX M TeXHUYECKUX
Mep npoTtneoaencTema MB. OcyLecTBNAeT MPOoeKTUPOBaHUE U TECTUPOBaHME
CINOXHbIX apXUTEKTYpP 6e30MnacHOCTM. BbICTyrMaeT B KadecTBe YfieHa KoMaHabl
6e30MacHOCTH, y4acTBYIOLLErO B MpoeKTax 3a NpeaenaMu otaena 6e3onacHocTu
(HanpuMep, NoMoraeT NOCTPOUTb CUCTEMY 6€30MacHOCTM, Heo6XoaUMYIo

OJ19 MOSIb30BaTEe/IbCKOro MPUMOXEHUS, KOTopoe pa3pabaTbiBaeT U co3gaeT
OpraHu3auus, UM NOMOraeT PyKOBOAUTb CETEBbIMU CreuManncTaMu,

PA3PABOTKA, BHEAPEHUE U NMOAAOEPXKA CPEANCTB

CNEUMAIINCT

MoXKeT 6bITb cNeLnanncTom

@ EcTb
B «MHpocucrtembl hHxeT»
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AYOUTOP

15

KOHCYNbTAHT
Nno MHOOPMALIMOHHOMU

BE3OINACHOCTMA

O6ecneunBaeT 6€30MNacHOCTb BHYTPU OpraHmMsauum,
@ BbIMOJIHAIS OFPOMHbIN NnacT pa6or

OC Windows, Unix/*nix KacatoLeMcs BbICTPanBaHUA CUCTEMbI 3aLLMUThI

‘ MoHMMaHMe COBPeMeHHbIX MeToO0B ‘ 3HaHMe TexHonorum obecrneyeHusa Ub
MHCTPYMEHTOB U TEXHONOIMMIN NpoBeAeHUs aTak,
aKTyanbHbIX Yrpo3 B 1 cpeacTB 3alumThbl

M pasnunyHbIX KraccoB C3U, Kak 3apyBeXHbIX,
TaK N OTeYECTBEHHbIX

. 3HaHMe MeXXAyHapOAHbIX U POCCUNCKNX
CTaHOapToB MoaennpoBaHus yrpos Ub

MpoBoaAUT ayaAUTbl HA COOTBETCTBME TPe6oBaHUAM
Pa3/INYHbIX CTAaHAAPTOB U HOPMaTUBHO-NPaBOBbIX
akToB B cdepe UB

NMoMoraeTt 3aKa3uymKy B 3aBUCUMOCTU OT KOHTEKCTa
BbicTpouTb Ub B opraH13sauvv Uin peLluuTb pa3/iuvyHbie
BO3HMKaIOLLMe Npo6nemMbl ¢ ToUku 3peHusa UB

O6nagaet xopolnmu soft-ckmnnamm n metTogonormyeckom 6asom.

Kak npaBunio, KOHCYbTaHT NPU3BaH peLlaTb BO3HMKaLWMe NpobreMbl

WX CITOXKHOCTU 3aKa34uMKa, a UHOraa rnobbiTb «FOJIOBOM U pPyKaMU» — Harnpumep,
MOMOYb MOArOTOBUTLCSH K MPOBEPKE, BbINOMHUTb TPeb0oBaHUSA PerynaTopoB

UMM CTaHOapPTOB, MOMOYb C GOPMUPOBAHMEM CTpaTeruu passmutmusa Ub.

@ EcTb
B «MHPocucrembl [HxeT»

17

APXUTEKTOP

18

MH)XXEHEP -

AHAJINTUK
SOC

UccnepyeT aneMeHTbl UT-UHPpacTPyKTypbl
Ha HaflM4YMe NoTeHLUMaNbHbIX YA3BUMOCTEN
(B TOM uncne 0-days)

n cpencTB 3allnTbI aHann3aTopoB KoAa, 9KCMOWUTOB U T. A4.)

‘ 3HaHWe pekoMeHaaummn npomssogutenen No ‘ 3HaHWe ya3B1UMocCTeN 1 crnocoboB
1 060py[0BaHUS, MyYLLUX NPAKTUK
no 6e3onacHoi HacTpowke MO,
o6opynoBaHua, C3U

NX aKkcnnyatTauum

3HaHMe NMPUHUKMNOB pa3paboTku MO,
Hanun4yMe HaBbIKOB NPOrpaMMmMpoBaHUSA

OnbIT paboTbl C cepBUcamMu

. 3HaHWe NPUHLUMOB, TEXHOMOI MM
n nnatpopmamm TI

U MHCTPYMeHTOB 6e3omacHom paspaboTku MO

MpoeKTUpyeT LeHTPbl pearMpoBaHus

e\ Ha MHUMAEHTDbI (SOC), a TaK)Ke KOOPAUHUPYET
E npouecc Ux cosgaHus

OcyuiecTB/SeT HACTPOMUKY
KOMMoHeHToB SOC

HacTpavBaeT KOMMOHEHTbl 3KocucTeMbl SOC: cnucteMbl c6opa U Koppenaumm
cobbITUM (SIEM), cnucTeMbl pearnpoBaHmna Ha nHUMAeHTbl (IRP), TI-nnatdopMbl.
MoakntovaeT UCTOUHUKM cbopa OaHHbIX HA MOHUTOPUHT, pa3pabaTbiBaeT
KOHHEKTOpPbI. Y4acTBYeT B pa3paboTKe npaBui Koppenaunm, npasmsn
pearpoBaHusa Ha nHuuaoeHTbl VB (playbooks), HacTpanBaeT B cooTBETCTBUM
C HUMU C3U 1 KOMMNOHEHTbI MUT-MHDPACTPYKTYpPbI.
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AHAJTIUTUK SOC

@ EcTb
B «MHpocucrtembl [HxeT»

22

AHAJIUTUK SOC

23

CISO
(PYKOBOOUTEND C/Y)XBbl/
OEMNAPTAMEHTA/OTOENA

MHOOPMALIMUOHHOM
BE3OMACHOCTN)

OcyliecTBnseT rny6okuin aHanms
uHuuaeHToB UB, NPOBOAUT paccrieAoBaHMs,
OCYLUEeCTBNSIET NOCTUHLUAEHTHYIO NOAAEPIKKY

ceTeBoro o6opynoBaHus, 6a3 gaHHbIX

3HaHMe ceTeBbIX TEXHOMNOMMIN, OCHOB CETEBOIO

. MoHWMMaHne CoBpeMeHHbIX MeTO0B,
B3aMMOAEMNCTBUSA U MOCTPOEHMUS ceTem

MHCTPYMEHTOB U TEXHOOMMI MPOoBeAeHUS aTak,
aKTyarnbHbIX yrpo3 B 1 cpeacTts 3aLlUmThbl

. 3HaHWe K oMbIT 3KCryaTaLumm ‘ 3HaHWe NoaxoaoB K obecreyeHuUto 6e3o0nacHOCTU
SIEM-cucTteMm, IRP-cuctem OC Windows, Linux, Npu1noXeHu 1 6a3 gaHHbIX

@ 3HaHue 1 noHunmaHue @ 3wHaHue ocHoB
LUUDPOBOMN KPUMUHANTUCTUKN

MaTpuubl atak MITRE ATT&CK

BbiSIBNAET CNOXHble LLeNOYKU aTak,
npoBoAUT paccriegoBaHue nHumnaeHTos Ub

PyKoBOAUT BHYTPEHHEN crny)X6om
UB B opraHusauum

KoHTponunpyeT neatenbHoOcTb No UB B opraHusaunm. B He6onbLLUMX opraHM3aumax
MOXKeT 6bITb OOUH CMeLManucT, BbIMOMHAOLWMNA TaKyko Posb. B KpYMHbIX opraHM3aumax
MOXKeT 6bITb BbICTPOEHA UepapXmyeckasa CTPYKTypa U3 MeHeOyKepoB cpeaHero 3seHa
(pykoBOgUTENM OTOEMOB, AENAapPTaMEeHTOB), HO KypUpyeT AeaTeslbHOCTb

no b nmenHo CISO.

KOTOpble MPOEKTUPYIOT pa3finyHble 3/IEMEHTbI KopriopaTtueHon UT-/ceTeBom onbIT
NH ACTPYKT bl).
bpacTpyKTypbI) onbIT
OnbIT ‘ MoHMMaHWe COBPEMEHHbIX METOA,OB, 3HaHWe HOPMaTUBHO-MPaBOBbIX aKTOB Poccuinckom
. MHCTPYMEHTOB M TEXHOOMUM NpoBeaeHUA ®depepaunm B obnactn B n nx tpeboBaHmni (152-d3,
‘ 3HaHWe ceTeBbIX TEXHOMOMMM, OCHOB ‘ MoHVMaHWe coBpeMeHHbIX MEeTOA,0B, MHCTPYMEHTOB ‘ MoHMMaHMe coBpeMeHHbIX METOAOB, . 3HaHWe 1 NOHMMaHWe CeMelnCTB, rpymnn OonbIT aTaK, aKTYanbHbIX yrpo3 UG 98-13, 187-13, 683-T1, 684-, FOCT 575801 1 T. A, —

M TEXHONOMUMN NPOBEeAEHMA aTak, aKTyasbHbIX Yrpo3
MNB v cpeacTB 3almTbl

ceTeBOro B3amMonemncTemsa
N NOCTpoeHUnd ceTen

METOAOJ10IrM4d nh PA3SBUTUE UB

MHCTPYMEHTOB U TEXHONOIrM NpoBeaeHns
aTak, akTyanbHbIX yrpo3 B 1 cpeacTs 3alumTbl

1 XapaKTepHbIX 0OCOBeHHOoCTeM
BpenoHocHoro Mo

KOHCANTUHI

YNPABJIEHWE MHUUWOEHTAMU UB

1 CpencTB 3alluThbl B 3aBUCUMOCTU OT OTpacin mn CI'IeLI,VId)VIKVI KOMI'IaHVIVI)

NMPECEWN -

MoykeT 6bITb cneunanmMcTom

@ EcTb
B «MHpocucrtembl [HxeT»
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MEHELO)XEP/

PYKOBOLOWUTEJIb
NMPOEKTOB NO UB

YNPABJIEHUE UB

MoMoraeT npecenn-mMeHemXepy npoaasaTb
M NnpoABUraTb yciyru u pewieHus no b

OnbIT

3HaHMe NPUHLMMNOB pa3paboTKu
TKM/cneundunkaumin/T3

3HaHUWe nepeyHs oKasblBaeMbIX
ycnyr Ha pbiHKe UB

@ 3HaHVie OCHOBHbIX BEHOPOB Ha pbitKe NB @ 3wanue knaccos v THNos C3U

MpoaBUraeT U pasBUBaeT NPOAYKTbI U pelueHUs

§ YnpaBngeTt npoekTamMu B o6nactu Ub

Ob6ecneumBaeT PyKOBOACTBO MPOeKTaMUM MO OKasaHWIo ycryr B 061actu
MHPOPMaLMOHHOM 6€30MacHOCTU: MOCTAaHOBKY 3a4a4y M KOHTPO/b

MX BbIMOSIHEHUSA MPOEKTHOM KOMaHOOW, MOHUTOPUHT U yNpaBnieHune
pacnucaHmeM, 610gyKeToM, CoaepPXKaHMEM U KaueCTBOM BbIMO/IHEHUS
paboT, KOHTPO/b U yrpaBlieHUe PUCKAMU NPOEKTa.

ynpaB/ieHNd NpoeKTaMmn

onbIT ‘ 3HaHMe NOAXOA0B K o6ecrneveHnIo ‘ 3HaHWe TexHonormm obecneyenms UG @ 3HaHve NoaxonoB K obecriedeHmio @ ToHWMaHMe NPUHLMMOE PaBoTbi U oBecriedeHus ‘ 3HaHue TexHonorum obecneveHmsa Mb ‘ MoHuMaHne COBPEMEHHbIX METO[I0B, MHCTPYMEHTOB ‘ 3HaHne "'pl/”:“-LW6"IOB’ MPOTOKOI10B ‘ 3HaHWe TexHonornin obecnedeHns V‘g
MoXKeT 6bITb cNeLumarncTomM 6e30MacHoCTM 06C Windows, Unix/*nix, W pasnnuHbIX KNaccoB C3M, kak 3apyBesKHbIX, 6e3onacHocT OC Windows, Unix/*nix, 3aLUMUTBI S1eMEHTOB UT-UHPPACTPYKTYPbI Mo)KeT 6bITb cneumnannMcTom :'af’(a;’;ﬁ;'::gggzﬁi?; C3MW, KaK 3apy6esxHbIX, age:n;c;gz:;: ;'apujziﬂe'*”” 2BV RIEHEEOVIEOS MoKeT 6biTb crneuunanmcTom zeTTeeXBZ%”ggggnzcicoﬁ:eHMﬂ _l:aza;g:‘;'r:g;gsﬁcbf ol X BRI, Mo)KkeT 6bITb crneuunanmcTtom OnbIT
I'lpVIJ'IO)'KeHMIZ n 0a3 OaHHbIX TaK U OTe4YeCTBEHHbIX NMPEUNOXXEeHUM 1 6a3 OaHHbIX
6 ‘ MNMoHuMaHMe naHgLwadTa COBPEMEHHbIX Yrpo3 ‘ LLinpokuin kpyrosop B chepe UT n b P A

Mo)xkeT 6bITb crneumaancTom ‘ 3HaHMe MeXXayHapo4HbIX CTaHOapPTOB B 061acTu ‘ 3HaHue TOCT 34 ¢ uenblo HanMcaHWa OKyMeHTaumnm MokeT 6bITb cneyunaamcTtom ‘ 3HaHUe CeTeBbIX TEXHOMOIMIA, OCHOB CETEBOrO . 3HaHUe U MOHMUMaHWe MaTPULbI ‘ MoHMMaHWe MPUHLUMNOB paboTbl M obecrnedeHna ‘ OnbIT pa3paboTKK MpaBu Koppenaumm, ‘ 3HaHMe 1 NoHKMaHMe MaTpPULbl aTak . [MoHMMaHMe CoBpeMeHHbIX MOAXOA0B

‘ MoHUMaHUe COBPEMEHHbIX MOAXOA0B ‘ 3HaHUe MeKAYHAPOAHbIX CTaHAAPTOB < B (ISO 2700x, NIST, PCI DSS, GDPR n gop.) B COOTBETCTBUM C €ro TpeboBaHUAMM B3aUMOAENCTEMS U MOCTPORHUS CeTell aTak MITRE ATT&CK » 3aLUUTbl a1eMeHToB UT-nHdpacTpyKTypbl npaBun pearMpoBaHua Ha MHUMOeHTbl B - MITRE ATT&CK K obecrneueHuto B ” [MoHVMaHWe COBPEMEHHbIX MOAXOA0B . LLnpokui kpyrosop B chepe N6 n UT
M K obecriedeHuio B B 0o6nacTtu UB (ISO 2700x, NIST, PCI DSS 1 ap.) BHyTpeHHU w BHyTpeHHU1 y BHyTpeHHMK BHyTpeHHUM K obecneveHuio NB

) ) ‘ MoHMMaHWe MPUHLUMNOB paboTbl M obecrnedeHUs ‘ MoHVMaHWe NpPUHLKIMOB paboTbl U o6ecrneyeHns ‘ S HAPOAHbIX CTAHAAPTOB ‘ 3HaHMe HOPMATUBHO-NPABOBLIX AKTOB POCCHICKON ‘ HaBbIKM agMUHUCTPUPOBaHUA ‘ 3HaHWe ceTeBbIX TEXHOMOMMIM, OCHOB CETEBOIro ‘ 3HaHWe MeXayHapOAHbIX CTaHAAPTOB ‘ 3HaHMe U MOHUMaHMeE CeMENCTB, Py

‘ MoHUMaHUe COBPEMEHHbIX METOAOB, . 3HaHMe HOPMAaTUBHO-NPABOBbIX aKTOB 3aLUmTbl an1eMeHToB UT-1HPPaCTPyKTypbI 3aLUMTbl 311eMeHTOB UT-1HPPaCTPyKTypbl S G, l/l”mE (ISO 2700x, NIST, PCI DSS 11 ap)), denepaunn B 06nacTi B 1 ux TpeGoBaHmi (152-03, E SIEM, EDR/XDR, IRP/SOAR-cuctem, TI-nnatpopm B3aMMOLENCTBUSA N NOCTPOEHNA ceTen B o6nacT VB U XapaKTepHbIX 0COBeHHOCTEN BpeaoHoCcHoro MO 3HaHWe 1 yMeHne NpuMeHsaTb CucreMHoe MbILLNEHKE, YMEHWE BbiCTpanBaTh

@ Ectb MHCTPYMEHTOB 1 TeXHOMOrni npoBeaeHus Poccuimckon Pegepaumm B obrnactm NB EcTb ‘ 3HaHMe peKoMeHAaLmii npomssoguTene Mo ‘ 3HaHMe HOPMaTUBHO-MPABOBbIX aKTOB POCCUIACKOM e EcTb BKMIOYAs CTAHAAPTHI MO YMPABIEHMIO PUCKAMM 98-3, 187-13, 683-I1, 684-, FOCT 57580.1 U T. 4. — CTb ‘ 3HAHUE CETEBbIX TEXHOMOTIA, OCHOB CETEROrO @ EcTb @ EcTb Ha NpPaKTUKe MeToO0NOMMN N MHCTPYMEHTbI OTHOLLIEHUS C KOMaHOoM U KINMeHTaMm
B «MHpocucrtembl [HxeT» B «MHPpocucrembl [HxeT» B «MHPocucremol [hHxer» B «<MHpocucTeMbl [pkeT» B «MHPpocucrtembl [hHKeT» B «<MHdocucTembl [hHkeT»
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OSINT-AHAJIUTUK
(3KCNEPT MO CBOPY U AHAJIN3Y

MHOOPMALUU U3 NYBJITUYHO
OOCTYMNMHbIX UCTOYHUKOB)

MoxkeT 6bITb cNeunanncTom

683-I1, 684-I1, TOCT 57580.1 1 T. A.)

OcyulecTBNSIET MOUCK U c60p AaHHbIX
noa KOHKpeTHYylo 3afavy cdepbl UB

MpoBoanT paboTbl MO MOUCKY M aHaNN3y MHGOPMaLUM ONA Pas3NUYHbIX Lenemn:
KOHKYPEHTHOW pa3BefKu, TeCTUPOBaHMUA Ha MPOHUKHOBEHME, GOPEH3UKN,
coumanbHoM MHXeHepun. ObecnevmBaeT aHann3 MHbopMaLMKM o rotosaLmxcs/
OEeNCTBYIOLLMX aTaKaX, YA3BMMOCTSIX, SKCM/IOMTax, KOTopble MOryT MOMOYb
3/10yMbILLNIEHHWKY B peanm3aumm aTak.

OonbIT

‘ HaBbiku OSINT

‘ OnbIT paboTbl B OC Windows, Unix/*nix
(B KOHTEKCTe aHanm3a CeTeBbIX Yrpo3)

Ha ypOBHEe yBEPEeHHOro nosib3oBaTengd

AHAJIUTUKA U UCCJTTIEOOBAHUE

09

METOOONOr
MHOOPMALIMOHHOMU

BE3OIMNACHOCTU

MoXKeT 6bITb cCNeumnanncTom

depepaumu B obnactn U6 n nx tpeboBaHMM
(152-d3, 98-d3, 187-D3, 683-I1, 684-I1,
rOCT 57580.1 v ap.)

1 060py[0BaHUA, MyYLLINX NPAKTUK
rno 6e3sonacHon HacTpowke MO,
obopynoBaHusa, C3U

@ Uvipokuin kpyrosop B cdhepe UT n UB

@ PasBuBaeT U noaaepXuUBaeT B aKTya/lbHOM COCTOSIHUM
~ HOpMaTUBHO-MEeToAUYECKYIO AOKYMeHTauuo no Ub

dopMupyeT MeTogonorndeckyto 6asy passutmna b B KOMMaHUM.
Pa3pabaTtblBaeT 1 NoanepXmBaeT B aKTyaslbHOM COCTOAHMM OOKYMEHTALMIO,
pernameHTMpytoLyto npouecchl Ub (MoANTUKKN, pernamMeHTbl, CTaHOapPThl,
MonoXXeHua n T. A.). B cBa3m co cneumdurkom paboTbl JONXKEH ObITb MOrPYXeH
BO BCce HarnpasneHua UB, peannsyeMble B KOMMAaHUN.

METOAOJ10INM4d h PA3SBUTUE UB

14

CNMEUUNATINCT
MO COOTBETCTBUIO

HOPMATUBHbIM
TPEBOBAHNAM

MoXKeT 6bITb cNeumnanncTom

NB (ISO 31000, ISO 27005, NIST 800-30 1 ap.) B 3aBUCUMOCTU OT OTpaCc/n U cneunduKkmu KoMnaHmm)

MoMoraeT KOMMNaHUM co6naaTb 3aKOHOAATENIbCTBO,
KOTOpO€ K Hen npyuMeHNMO

@@

MoMoraeT KoMMNaHUK obecneynTb cobtogeHe HOPMaTUBHO-MPABOBbLIX aKTOB
(kak P®D, Tak 1 3apyberkHbIX), KOTOpble K HeW NpUMeHUMbI. MPOBOAUT MOHUTOPUHT
M3MeHeHMa TpeboBaHUMN, OLLEHKY UX MPUMEHUMOCTU U NyTEN peanmnsauuu.
YyacTByeT B ponin aKcnepTa B MoaepHusaumnm UT-uHbpacTpyKTypbl MAn 6usHec-
MpPoLEeCcCcCOB KOMMAHMM, KOTOPbIe MOIyT MOBJ1eYb 33 COBOM PerynaTopHbIe PUCKMW.
Y4yacTBYyeT B KOHTPOJIbHbIX MEPOMPUATUAX, KOTOPbIE MPOBOAATCS CO CTOPOHDbI
perynatopoB B o6nactu UB (PCTIK, ®CB, PockoMHagsop, LB P®), BHeLLHMX

M BHYTpPeHHMX ayautax b 1 nogrotaBniMBaeT OTBETbI Ha 3aMpocChl B YacCTH,
KacatoLencs BbIMosIHEHUA TpeboBaHUMN.

19

AHATTUTUK
LLMDPOBOU

KPUMNHAJTIUCTUKHA

B3aUMOLENCTBUSA U MOCTPOEHUSA ceTen

g PaccnepyeTt
KubepnpectynneHusa

OcylecTBngeT NOUCK 1 cbop MHPOPMaLUU (CO CbeMHbIX HocuTeneu, O3Y,
YKYPHaNoB cobbIiTUN U T. A.), KOTOpada ABNFeTCA LoKa3aTe/IbCTBOM COBEpPLUEHUS
KubepnpecTynneHusa. AHanmM3npyeT cobpaHHble JoKa3aTeNbCcTBa

0119 COCTaBMeHUA KapTUHbI Npou3oLllelero UHUMaeHTa.

OonbIT

YNPABJEHWE VHUUWOEHTAMU UB

24

BISO
(BUSHEC-NAPTHEP

Nno MHOOPMALIMOHHOMU
BE3OMACHOCTM)

‘ LLInpokum kpyrosop B chepe UT n NB

NMoBbilWaeT corslacoBaHHOCTb
Kubep6e3onacHoOCTU n 6usHeca

BbicTynaeT B ponin oupeKTopa No 6e30nacHOCTU — MepeBoamT Len U NoNUTUKN
LLeHTpasIn30BaHHOW 6e30MacHOCTU B KOHKPETHbIE MPaKTUKM U NpoLenypbl B paMKax
6u3Hec-noapasaeneHMI, a TaKXKe ABN9eTCH KOHCYbTaHTOM ONF TEXHUYECKUX
cneumanmncToB 1 rpynn pa3paboT4MKOB Mo BOMpocaMm, CBA3aHHbIM ¢ 6€30MacHOCTbIO.
[encTByeT KaK 3aMeCcTUTeNb AUPeKTopa No MHPopMaLUMOHHOW 6e30MnacHOCTU

M NOMoOraeT yKpenuTb foBepue K 6e30MnacHoOCTU.

OonbIT

‘ 3HaHWe MeXxayHapoOHbIX CTaHOapPToB

‘ MoHUMaHMe cneunduUKM LeaTenbHOCTU
B o6nactu UB (ISO 2700x, NIST, PCI DSS,

KOMMaHun, 6usHec-Lenem,

29

MH)XXEHEP

DEVSECOPS

YNPABJIEHUE UB

MoXKeT 6bITb cneunannucTom

O6ecne4ynBaeT 6e30nacHOCTb B NpoLlecce
pa3pa6oTku MO

ABTOMaTM3npyeT obecrnieveHmne MHoOpPMaLMOHHOM 6e30MacHOCTM Ha BCex 3Tanax
YXM3HEHHOro LUMKIa pa3paboTKM NporpaMMHbIX MPOOYKTOB: MPOEeKTUPOBaHMeE,
TeCTUpOBaHMe, MHTerpaLus, pasBepTbiBaHWe, AOCTaBKa. KOHTponuvpyer,

yTO 6€30MacHOCTb MPUCYTCTBYET Ha BCEX dTanax XXU3HeHHOro UuMKia nocrasku Mo.

OnbIT

‘ [Ny6oKoe 3HaHMe COBPEMEHHbIX ‘ YMeHue paboTtaTb o ‘ e ‘ R TG [ GERET EEY S G e E e GDPR ) 6 ‘ MNMoHMMaHWe NpoLeccos Cl/CD, ‘ HaBblkK ncnonb3oBaHUa cpencTs SAST, DAST
web-TexHonornm C MeTagaHHbIMU nbiT ) v ap. OCHOBHbIX BM3HEC-MPOLLECCOB KOMMaHUM
M w M Mo)keT 6bITb cneunaimcTomMm MHCTPYMEHTOB M1 TEXHOMOMMN NpoBeaeHUs aTak, OC Windows, Unix/*nix, npunoxeHnn Secure SDLC, DevSecOps 1 BCTPaMBaHMa 1X B NpoLecc paspaboTku
‘ HaBblku nporpaMMupoBaHma ‘ OnbIT PaboTbl C aHANTUTUYECKUMU aKTyanbHbIX yrpo3 B 1 cpeacTs 3alUmThl 1 6a3 JaHHbIX ‘ Lnpokuit kpyrosop B chepe UT u B ‘ NoHUMaHMe cCoBpPeMEHHbIX MOAXO00B 3Hanme . .
- 5 -~ - o YA3BMMOCTEM U crnocoboB 3HaHWe NPaKTUK 1 MeToO00rMi 6e30MacHoOro
BHyTpeHHUM H;‘ ;:;:pwngosblx ;rl13tillKgX " cucTemMamm, peMBopkamm, OSINT BHYyTpeHHUMN BHYyTpeHHUN 3HaHMe MexayHapoaHbIX CTaHAapToB 3HaHMe HOPMaTUBHO-MPaBOBbIX aKTOB Poccuitckoi w - . 5 . K obecneveHwio VB BHyTpeHHUN L WX SKCTAYaTaLMAMN e KoMMPOoBaHUs: OWASP SAMM, BSIMM, Microsoft
(Python, Powershell, Bash) RSB L e X HONOTUIO B o6nactu UB (ISO 2700x, NIST, PCI DSS, depepaumu B o6nactm U6 n nx TpeboBaHUmn ‘ og:g:::qr;znw';":;':_zg'c);pg;;):s:gﬁoﬁ:MeXHonomM ‘ Bg:::g c:;'i::llllqujanoocho;vzg::ggfe;eTeBoro MoyKeT 6bITb cneumanucTomM ‘ 3HaHMe HOPMaTUBHO-MPaBOBbIX aKTOB Poccumckom
EcTb ‘ 3HaHe TexHoNornii o6ecneyeHms EcTb EcTb GDPR wn op.) (152-®3, 98-d3, 187-D3, 683-I1, 684-I1, TOCT 57580.1 EcTh A P uunan ®depepaumm B o6nacti Ub n nx tpebosaHmi (152-O3, E ‘ MOHVMaHMe apXUTEKTYPHbIX MPUHLIMMOB ‘ 3HaHMe A3bIKOB NPOrpaMMmMpPOBaHMA
B 1 pas3inyHbIX Knaccos C3U, M T.0. — B 3aBUCUMOCTU OT OTpac/um ‘ 3HaHUa 06 aHanM3e CUCTEMHOWM U OMepPaTUBHOM ‘ 3HaHMe OCHOB BHVT eHHMVI 98-d3, 187-d3, 683-I1, 684-M, TOCT 57580.1m T. O. — @ CTb MOCTPOEHUSA U PAaBOTbl MUKPOCEPBUCHbBIX
B «MHPocucrembl [HxeT» KaK 3apy6exHbIX, TaK 1 OTe4eCTBeHHbIX B «MHPpocucrembl [HkeT» B «MHPpocucrembl [HxkeT» ¥ cneunduKin KoMMaHKK) B «MHPpocucrtembl [HxeT» namsTi, ceTeBoro TpaduKa, XXypHanos cobbITUi LMPPOBON KPUMUHANMUCTUKMN yTp B 3aBMCKMMOCTM OT OTPAC/IN M CMeLMUPUKM KOMMaHNK) B «MHpocucrtembl [Hxer» MPUIOXKEHNN
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v v v A Mo TECTUPOBAHMIO s CEUN/NPECEWUN - , 10
... 3aHMMaeTca pa3paboTKoOlM peLleHmit Mo MHGOPMALMOHHOMN 6e30MacHOCTH ws no YNPABJITEHUUIKO OTBeyvaeT 3a NPoLEecc yrnpasieHus puckamm MB KoMnaHuu. BoigBnseT pucku m C MoMoraeT 6M3Hecy NpefoTBpaLLaTh KubepaTaku, MPOBOAS aHaNM3 3aLUMLLEHHOCTU T -~ OcyLuecTBseT MOHUTOPUHT MHLMAEHTOB UB B cucTeMax c6opa 1 Koppenauum XL O6napaeT XopoLMNMU soft-cKunnamu, ydacTeyeT B NPeAnpoAaXKHOM AeATeIbHOCTH, HaxoauTtcs B KOMaHOe pa3paboTKM U 3aMHTepecoBaH B 6e30MacHOCTM MPOAyKTa. g
PE LIJ E H M M n O M B (cpepcTBa 3aWmnTLl HGOPMaLUKM U peLleHna A9 aBTOMaTM3aUUKM NpoLLEeccoB (= | ir MB nyTeM npoBepeHusa ayaouta b 1 aHanmsa 6M3Hec-npoLeccoB KOMMaHUN. m HA n POH M KHOBEH M E/ CUCTEM KOMMAaHUU UN OTAEbHbIX UX 2N1IEMEHTOB. DMYJIMPYET peasibHblie Xakepckue 'I - M n M H M M cobbITUM (SIEM) 1 cucteMax pearMpoBaHUs Ha UHUMAEHTbI (IRP). ObpabaTtbiBaeT L MOArOTOBKE TEXHMKO-KOMMEPUYECKMX MpensioXXeHMn, pacdeTe cneundmkaumnmn. ABnaeTca eAMHOM TOUYKOWM BXOOA B KOMaHAy pa3paboTKu No BonpocaM 6e30MacHOCTH, )
MHPOPMaLIMOHHOM 6e30MacHOCTH). Knacchl paspabaTbiBaeMblX peLleHM 5[ S PMCKAM M M 5 MPOBOAUT aHaNM3 U OLLEHKY BbISIBEHHbIX PUCKOB UB ¢ Lenbio onpeaeneHus < aTaKW, YTOGbl MOHSATb, MOXET NU MMMNOTETUUYECKUIA 3M0YMbILLNIEHHWK B3/TOMaTb o 3a9BKU B cucTeMe paboTbl ¢ 3aBKaMU. [TPUHMMaeT 3asBKW 06 nHUMaeHTax b q M E H En)*(E P 3aHMMaeTCcsl KOHCYNbTUPOBaHMEM MeHedYKepoB KoMMaHuu (Salesforce) 1 3akasumnkos s oTBeuaeT 3a ucrnonb3oBaHue UB-MHCTPyMeHTOB (SAST, DAST, IAST, SCA, etc) Ha Bcex
MOTyT 5blTbua5C0ﬂl0TH0 Pa3HbIMU, KaK N CTEKU A3bIKOB NMporpaMMmnpoBaHus: CQ X KPUTUYHOCTU U MPUOPUTETHOCTU A1 YCTOMUMBOCTU BM3HECA KOMMAHUN. ﬂ. n EHTECTEP cucTteMy. YyacTByeT B MpoekKTax o oueHke adpdeKTUBHOCTU SOC, UTOOGbI n_ OT Nosib3oBaTesnien (B TOM uncne no tenedoHy) n coctaBngaeT yBe4AOMIEHUS O Xoae S Mo BOMPOCaM NIMLEH3NPOBAHUA N GYHKLIMOHANIbHbIM BO3MOXXHOCTAM YCNyTr STanax pa3paboTKM U COMPOBOXAEHUA MPUNOXEHUN, NpoBoauUT Security Code m
019 0aHHOM CneunanbHOCTU CyLLEeCTBYET 60/blLUas BapUaTUBHOCTD. o) Mpepnaraet pyKoBOACTBY KOMMNaHMKM afeKBaTHbIE U ONTUMalIbHblE MepPbl MpPOBEPUTb, HACKOJIbKO CMTaYeHHO paboTaeT KoOMaHaa pearnpoBaHus. : o6paboTkun. OcyLuecTBNaeT 6a30BYyO aHANUTUKY U KnaccubUKaLmio MHUmMaeHToB UB. n peweHui no Nb. 3aHMMaeTca NOArOTOBKOM TEXHUYECKUX 3adaHUIN, perncrTpaumen Review 1 KOHCYNbTUpYeT KOMaHAy pa3paboTku no Bornpocam UB. <
s e 3aLlUUTbI OT KPUTUYUHbIX pUCKOB UB. BbicTpanBaeT n noaoep)XmBaeT B aKTyallbHOM S dDopMuUpyeT KapTOUKU nHUMOeHTOB UB. DUnbTpyeT NoXKHble cpabaTbiBaHUS. j cOenokK, BbiICTparBaeT B3aMMOOTHOLLEHUA U MSIOTHOE B3aMMOLENCTBUE C BEHOOPaMU n_
w - COCTOAAHMM METOLONOMMYECKYIO M OTYETHYIO 6a3y ynpaBneHua puckamm b < ScKanupyeT CNOXHble UHUUOEHTbI 2-W TIMHUMN 06PaBOTKM UHLMOEHTOB. I N OUCTPUBbIOTOPaMuK. PaspabaTbiBaeT M peanm3yeT MeponpUuaTUa Mo MpoaBUMXKEHMIO q onbIT
§ S (MeTogonorua ynpaeneHus puckamm Vb, peectp puckos UB, u I MpepocTaBndaeT BbIrpy3KM AaHHbIX U3 SIEM-cucTeMbl MO 3anpocy 2-v TMHUKU S peLleHunin, NpoBOAMT NPE3eHTALUN U CEMUMHAPbI AJ19 3aKa34YMKOB, 3aHMMaeTCs o U:
— nnaH o6paboTkun puckos UB 1 T. O.). S onbIT 06pPabOTKUN MHLMOEHTOB. MOOrOTOBKOM Pa3fIMYHbIX MAapPKETUHIOBbIX MaTepuanos. B LIS SR DR SN RN FUSTE R @ 3HaHve 1 yMeHNne NPUMEHSTL Ha NpakTUke <
I.IJ n a WHCTPYMEHTOB N TEXHONTOrMM NnpoBeaeHmd aTtak, MEeToO0/I0TNU U MHCTPYMEHTDbI ynpaB/ieHUsd
(o} - |_ m m aKTyasbHbIX yrpo3 B 1 cpeacTs 3amThl npoeKTamMu I
E > o ‘ 3HaHuMe apxuTekTypbl OC Windows, ‘ 3HaHWe NMPUHLUMNOB U TEXHOMOMMMN s S : ‘ CuctemMHoe MbilUNIeHMe, yMEHWe BbICTpanBaTh ‘ 3HaHune apXUTEKTYpbI OC Windows, Unix/*nix, O
OonbIT T H Unix/*nix, macOS, Android, iOS, obecneyeHuna 6esonacHOCTU I OTHOLLEHWS C KOMaHOOW U KNTMeHTaMu macOS, Android, iOS, cTpykTypbl API ykasaHHbix OC
) < : CTPYKTYpbl API ykazaHHbix OC yKa3saHHbIx OC onbIT I ‘ 5 6 ‘ . SR DG <
HaHWe NpPakKTUK N MeToao/1Iornmn c6esornacHoro aBblKM UCMOJ1Ib30BaHUA CpencTB 9
‘ 3HaHWe NpUHUKMNoB pa3paboTku MO, ‘ 3HaHWe NHCTPYMEHTOB, MOMOIaloLLIMX ~ M o ‘ 3HaHMe ceTeBbIX TEXHOMOTUIN, OCHOB . MoHVMaHWe NPUHLMMOB pPaboTbl < m KogunpoBaHusa: OWASP SAMM, BSIMM, Microsoft 1 BCTPamMBaHMUSA UX B MpoLLecc pa3paboTKu :
Hannyme HaBblKOB NMporpaMmMumnpoBaHnd npu pa3pa60TKe ApOoAYKTOB U peLLIeHMﬁ § ceTeBoro B3aVIMO,EleVICTBVIF| n obecneyeHusa 3alWnTbl 2/71IEMEHTOB m : . O
MoxeT 6bITb cneurannucTom onbIT MoxkeT 6bITb CreunanmncTom W NOCTPOEHMS ceTel UT-nHbpacTpyKTypbI Mo)keT 6bITb cneunanmncTom @ 3Hanvie ceTeBbix TexHoNOr A, @ 523080¢ NOHMMAHME COBPEMEHHbIX METOAOB, @ 3HaHve MeXAYHaPOAHbIX M POCCUMCKUX @ orvmanme npoueccos CI/CD, Secure SDLC,
6 ‘ 3HaHMe NPUHLINIMOB apXUTEKTYPbI ‘ OnbIT paboTbl B OC Windows, Unix/*nix |6 o O OCHOB CEeTeBOro B3aMMoaeNCTBUS WMHCTPYMEHTOB 1 TEXHOSOTUIA MPOBeAeHMWs aTak, m 6 CTaHOapPTOB MoAennpoBaHusa yrpos Nb DevSecOps m
Mo)KeT 6bITb cneumaJncTom MPUIOXKEHNN Ha ypOBHe yBepeHHOro rnosib3osaTens M M 3HaHMe NPUHLUMUMOB, TEXHONOMMM MNMoHMMaHWe coBpeMeHHbIX MeTOO0B, w ¥ aKTyanbHbIX yrpo3 UB 1 cpencTs 3almThl Mo)KeT 6bITb cneuunaanucTom . .
U 3 opei N p Lo 3 3 I_ ‘ W MHCTPYMEHTOB 6€30MacHo ‘ MHCTPYMEHTOB W TEXHOMOI M1 MPOBeAEHMS aTak, a VI MOCTPOESHNS ceTen i e = L OnbIT . LLinpokni kpyrosop B chepe UT n Nb ‘ My6oKoe 3HaHMe COBPeMeHHbIX web-TexHonormnm m
o HaHMe OCHOBHbIX QPenNMBOPKOB OHMMaHWne NpMHUMNOB PaboTbl cpen ~ HaHne MeXXOAyHapoOHbIX CTaHOAPTOB HaHMe HOPMAaTMBHO-MPaBOBbIX aKTOB ~ aKTValnbHbIX VIpo3 UB 1 cpencTs 3alumTbl »
BHyTpeHHMM . 1 MeTOA0NOruin, UCMosb3yeMblX B pa3paboTke ‘ KOHTeMHepU3aLumm < BHyTpeHHVIVI ‘ B o6nactu UB (ISO 2700x, NIST, PCI DSS v gp.), ‘ Poccuinckon ®epepaumm B obnactn Nb m BHyTpeHHVIVI paspabotku MO 34 yre pea w S BHyTpeHHMVI ‘ Basosbie HaBbiki NO PearvpoBaHnio, oueHke ‘ SHHELTAE MEEmEE K c.>6ecnequ|f||o . a w MoxeT 6biTb cneunanmcTomM . m
o = KPUTUYHOCTU MHLIMOEHTOB 1 paboTe 6e3onacHocTM OC Windows, Unix/*nix. ‘ 3HaHue CYB[, (Oracle, Postgres, MS SQL) ‘ 3HaHWe ya3BMMOCTEN 1 CrOcobOB UX SKCMyaTaumnm
. . . BKJItOYadA CTaHAAPTbI MO YMPaBeHUIO pUCKaMu n ux TpeboBaHni (152-d3, 98-d3, 187-D3, ‘ 3HaHMe TEXHONOrNI N MHCTPYMEHTOB . 3HaHMe ysa3BMMOCTelN U cnoco6oB P 6 . ' ! : 3HaHMue Knaccos U Tunos C3U 3HaHWe NpenMyLLLecTB/HeJOCTaTKOB
@ 3HaHne peKoMeHRaUNN Npon3soauTeNei @@ 3Hanne apxutektypbl OC Windows, 2 MB (ISO 31000, ISO 27005, NIST 800-30 v Ap.) 683-1, 684-1, FTOCT 57580.11 T. A.) z NS TECTUPOBaHMS Ha MPOHUKHOBEHME WX SKCMNyaTaumm O CAGIITRIER TR E N A € e or el MPUNOKEHUI 1 633 AaHHDBIX > 1 OCHOBHBIX MPUHLMMOB UX PaboTbl peLueHni no UB PY Py
a Ll

%B Paspa6aTtbiBaeT peweHua no b

Unix/*nix, macOS, Android, iOS,
cTpyKTypbl APl ykazaHHbix OC

MO 1 o6opyaoBaHUA, NyYLLUX MPAKTUK
rno 6e3omnacHom HacTpomke MO,
o6opynoBaHug, C3U
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Moapep)xuBaeT npouecc ynpasneHus
pyuckamMmu Ub KoMnNaHum

‘ 3HaHWe MeTOA0B U OCHOB OLLEHKM ‘ NMoHVMaHWe coBpeMEeHHbIX MOoaXOA0B

1 ynpaBneHusa puckamm b K obecnedeHuto B
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CNEUMATINCT
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NUMutnpyeTt nercTBmg 310yMbliLUNIEHHUKA
|§| 1 npoBepsaeT BOZMOXXHOCTb peanun3auum atak
. Ha npunoXeHusa n UT-cuctemol

(ceTeBbIX CKaHEpPOB, aHanNM3aTopoB TpaduKa,
aHanM3aTopoB KoAa, 3KCMIONTOB U T. A.)

YNPABJIEHUE PENYI4TOPHbIMU PUCKAMU

20

AHAJIUTUK SOC

EcTb
B «<MHpocucTeMbl [HkeT»

OcyuiecTBndaeT 6a30Byl0 aHANIUTUKY
n Knaccnédukaumio uHUmnaeHTos b

‘ [MoHMMaHWe OBLLMX MPUHLMMOB
pearvpoBaHus Ha MHLMAEHTbI

25

Ectb
B «MHPocucTtembl [HKeT»

MoMoraeT npogaBaTb U NpoABUraTb YCIyrum
un pewieHus no Ub

@ 3HaHue notpe6HocTel pbiHka UB/MT

30

SECURITY

O6ecneumnBaeT 6e30MacHOCTb B npouecce
pa3paboTku NO

MoHMMaHMe apXUTEKTYPHbIX MPUHLUMOB
MOCTPOEHUSA 1 PaboTbl MUKPOCEPBUCHbIX
NPUNOXEHUN

3HaHMe A3bIKOB NPOrpaMMmUpPoBaHUSA

3HaHWe TEXHOMOTMIN N MHCTPYMEHTOB

019 TECTUPOBAHUA Ha MPOHUKHOBEHME
(ceTeBbIX CKaHepoOB, aHaNN3aToOPOB TpaduKa,
aHaNM3aTopoB KoAa, SKCMIOMTOB U T. A.)
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BE3OINMACHAYA PASPABOTKA




