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MHOIO MAPKETVIHIA B Vb

MSSP MDR
CERT
Threat Security
Intelligence Intelligence
CSIRT SOC
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MHOIO MAPKETVHIA B b

CSIRT — Computer Security Incident Response Team
CERT - Computer Emergency Incident Response Team
SOC - Security Operation Center
MDR - Managed Detection and Response Services

MSSP - Managed Security Service Provider
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HECOOTBETCTBME POKYCA CEPBMC-
[MTPOBAVAEPOB N1 OXWMAAHNI PBIHKA (1/2)

CepBuc-npoBaiiaepbl pblHKa 3KCNEePTHOrO ayTCOPCUHra“

MoHuTopUHr

4
2
BoccTtaHoBAeHUe . PaccnhepoBaHne/aHanntuka
0
Hentpanusaums Caep>xnBaHue

= SOC = CSIRT = CERT

* AHann3 yCpeaHEHHbIN, CAeNaHHbIM MO OMbITy PaboThbl C AECATKAMU KANEHTOB pbiHKa ayTcopcuHra Vb, B pacueTte ypoBHeW 3penoctu yumTbiBanacb ctatuctika MicroFocus
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HECOOTBETCTBME POKYCA CEPBMC-
[TPOBAVAEPOB 1 OXWAARHNW PbIHKA (2/2)

KnneHtbl"
MoHuTOpUHr
4
3
BoccTtaHoBneHue C) PaccnepoBaHue/aHannTuka
HenTtpannsauus Caep>xmBaHue
= SOC KJINEHTOB C BbICOKMM YpPOBHeM 3penoctn (<10%) = SOC TnoBoro kaneHTta (>90%)

* AHann3 yCpeaHEHHbIN, CAeNaHHbIM MO OMbITy PaboThbl C AECATKAMU KANEHTOB pbiHKa ayTcopcuHra Vb, B pacueTte ypoBHeW 3penoctu yumTbiBanacb ctatuctika MicroFocus
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NMpo6sembl KOHBEMEPHOro NoaxoAa:
¢ SLA B ywepb npoueccam

¢ Junosble cueHapuu

¢ (O6nauHbin SIEM Bmecto SOC

CDyH,qameH'raanble NMPUYNHDLI ﬂpOGI’IEMZ

KOHBEWMEPHbII ¢  MuHuUMM3aUNa TPyao3aTpar
[104XO/1 ¢  JloANbHOCTb KAMEHTA He B NpuopuTteTe
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KAK HA 2TO PEATVIPYET PbIHOK

B Both m Outside services In-House

Security administration

Incident response

Security monitoring and detection
Compliance support

Remediation

Security architecture and engineering
Security roadmap and planning
Digital forensics

Threat research

eDiscovery and legal evidence collection

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Other

Future SOC: SANS 2017 Security Operations Center Survey — https://www.sans.org/reading-room/whitepapers/analyst/future-soc-2017-security-operations-center-survey-37785
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PEATMPOBAHWE BbIBAET OYEHb PASHBIM

~

Containment,
Eradication &
Recovery

Post-Incident

Detection Activity

Preparation

t

¢  Preparation: ayant-npoekTMpoBaHne-HacTporKa, war rooms, metoaunku, playbooks
¢ Detection: o6HapyxeHve, aHannUTUKa, pacciesoBaHue, yBegoMIeHNe
¢« Containment, Eradication & Recovery: caeprxmBaHve, HeUTpaansauusa, NnogassieHne, BOCCTAaHOB/IEHME PEATVNPOBAHWE

¢  Post-Incident Activity: sokymeHTMpOBaHue, yyulieHVe NPOLLEeCcCOB, 3aKpbiTUe

SP 800-61 Rev. 2 Computer Security Incident Handling —
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final, ISO/IEC 27035:2016
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THREAT HUNTING — MPOAKTVIBHbLIM
[OVCK 1 ObHAPYXEHWE YITPO3

Haxo>xaeHne
NoA03pUTENIbHOM
aKTMBHOCTU

1\

Kill Chain

—— & | — %

= -
Mownck ®dunbTp YrnybneHHoe : Ob6Hapy>xeHue BbiaBneHune : Hentpanusauus Koppektnposka
HapyLueHus JNIerMTUMHOM paccnepoBaHue : 3/l0HaMepeHHOI BCeli aTaku
aKTUBHOCTU : aKTUBHOCTU
Starting The Hunt Refining the Hunt Root Cause Analysis Response YnyJweHnue
—— PellIaeTcs Ha CTOPOHE AeTeKTUPOBaHMS —— Heobxoa1MOo TeCHOE B3aVMOZENCTBYE C AP. KOM-MWU
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HECOITTACOBAHHOCTD
[R-B3AAMMOZAENCTBNA HA TTPAKTKE

MpoBaingep SOC 3aka3suunk

Incident
Response
Team

Monitoring
L1

Monitoring
L2

(Investiqg)
9 Information

Security
Manager

Experts/
Analysts

Service Network
Manager Admin

e BRIl T e
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KHEMY TTIPNBOANT HECOITTACOBAHHOCTD
[R-B3AAMMOAENCTBNA

W >Tyear ®7-12months ™ 4-6months ™ 1-3 months 8-30 days 2-7 days ®>Tyear ®7-12months = 4-6months = 1-3 months 8-30 days
W 6-24 hours ® 1-5 hours m <1 hour Unknown 2-7 days ® 6-24 hours ® 1-5 hours ® <1 hour Unknown
30% -
30%
20% 3
20%
10% r ' 10%
0% t : | ._I . 0%
Time from compromise to detection Time from detection to containment Time from containment to remediation

¢ Ot komMnpomeTaumm fo obHapyxeHusa ~30% ot mecsua u bonee, ~15% oT ABYyX AHEW A0 Heaenn
¢ Ot obHapy>xeHusa fo caepxmBaHma ~20% ot mecsaua n 6onee, ~23% OT ABYX AHEN [0 Heaenn

¢ Ot caepxunBaHua fo BocctaHoBneHna ~30% ot mecsaua n 6onee, ~30% OT ABYX AHEW A0 Heaenn

Future SOC: SANS 2017 Security Operations Center Survey —
https://www.sans.org/reading-room/whitepapers/analyst/future-soc-2017-security-operations-center-survey-37785

ovmaesoe . HEEEE EREEE TR '
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BbIBO/IbI

e KaneHTam Hy>XeH cepBMC NO MHOTMM npoueccam Incident Response
¢ PearnpoBaHMe MMeEET MHOro crneunanmsalnm
¢ MOHUTOPUHT 6e3 pearMpoBaHmA TEPAET CMbIC

e JKenatenbHO MUHUMMU3NPOBATbL KOJI-BO CTOPOH B NpoLeccax

L ERENCEE G PbIHOK MPOLLECChHI PEANTM3ALINA © 2018 MHpocvctemsl [xet (14)



JET CSIRT

JET COMPUTER SECURITY INCIDENT/RESPONSE TEAM



[TOYEMY
CSIRT?

JETSECURITY
CONFERENCE 2018

Q

dakTop PpoKyca Ha pearmpoBaHue
PakTop WMPWHBLI NOKPbLITUA Pa3HbIX NPOLECCOB
CepBuCHaA OpUeHTUPOBAHHOCTb KoHUenuwun CSIRT

[ToTomMy uTO Jet molet
(KpynHeunwmne B CTpaHe 1 pernoHe pecypcsl Mb,
CepBUCHasA OPUEHTUPOBAHHOCTb KOMMAHMN)



HALL Ol'bIT B
AYTCOPCVHIE

JETSECURITY
CONFERENCE 2018

bonee 170 cneunanncTtoB B KOMaHae
n 400 cneManncToB CEPBUCHOIO LIeHTPa

bosee 200 3aka3umkoB Texnoaaepxkn 1b
Okosio 50 3aka3umkoB ayTcopcuHra Vb

bosiee 20 net Ha pbiHKe ayTcopcuHra b
CpeaHas ANNTENbHOCTb KOHTPakTa 6onee 5 ner
McnonHumocTtb SLA 99% keuncos

B 95% cnyuaeB K/MeHTbI MPOANEBAOT KOHTPAKT

© 2018 ViHpocmcTtembl [xet
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JET CSIRT. HEM ELLE PYKOBOACTBYEMCA NMOMKMO OI'bITA @

BbicTpanBaHue npoueccos

Komanpa n ponu B Heun PC BP UBbC-2.5-2014
TexHONOrMN M apXnUTeKTypa MITRE

Carnegie

MeTpuku u oueHka 3penocTu Mellon
University RHODES UNIVERSITY

* Where leaders learn

CooTBetcTBME N299-d3, N2187-®3, INM-79, MNr-541, CT1O bP NbbC-1.0-2014
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OBLUAA APXUTEKTYPA JET CSIRT

Jlropn

v I

Cnyx6a Vb
3akasuuka

JkcnepThbl

TexHonormm [Mpouecchl

v
c3n C3U CSIRT
3aka3uuka: SIEM, VS,
FW, IDS, AV Sandbox

Mpouecchbl Ha
cropone | | Teeccs v
3aka3suunka yTcop

JETSECURITY
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CONFERENCE 2018 © 2018 Nndocnctemsl [xer (19)



[MTPOLECCHI CSIRT B TEOPUI

O6nacTb NnpegocTaBneHus ycayru  Ycayra

— Penetration Testing

— Security Audit

e

— Implementation

Incident Management
Preparation

Incident Detection
Scenarios

Log Sources
Configuration

— Incident Detection

— Incident Reporting

FIRST CSIRT Framework

https://www.first.org/education/csirt service-framework v1.1
SP 800-61 Rev. 2 Computer Security Incident Handling
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

JETSECURITY
CONFERENCE 2018

PyHKUMA (Npouecc)

Incident Handler Communications and
Facilities

Incident Analysis Hardware and Software
Incident Analysis Resources:

Incident Mitigation Software é

O6nacTb NpefoCTaB/ieHUA yCayru

Incident
Management

Information
Assurance

Ycnyra

Incident Handling

Incident Analysis

Development and Curation
of Security Intelligence

Artifact Analysis

Media Analysis

Vulnerability Analysis

Risk Assessment
Operation Policy Support

Business Continuity and Disaster
Recovery Planning Support

Technical Security Support

Patch Management

PyHkUMA (Npouecc)

Incident Detection, Validation and
Classification

Incident Tracking

Information Collection

Artifact Collection

Evidence Collection

Coordination and Reporting
Communication with news media

Impact Analysis
Mitigation Analysis
Recovery Analysis
Containment

Source Identification and Inventory
Source Content Collection and Cataloguing
Information Sharing

Surface Analysis

Reverse Engineering

Run Time or Dynamic Analysis
Comparative Analysis

Exploitation Vulnerability/Path Analysis
Root Cause Analysis

Remediation Analysis

Mitigation Analysis

© 2018 ViHpocmcTtembl [xet
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[TPOLIECCHI CSIRT B TEOPUI

O6nacTb NpegocTaBneHus ycayru  Ycayra PyHKUMA (Npouecc) O6nacTb NpegocTaB/ieHUs YCAyru Ycnyra DyHkumsa (npouecc)

Requirements Analysis
Data Source Identification
Data Acquisition

Results Management

Situation L Eusi d Correlati Determine Fusion Algorithms .
Awareness usion and t-orrefation Fusion Analysis Research Development of Technologies
— and Processes for Gathering/ Fusing/ — incl. Osint

and Development

— Metric Operations — Development of Vulnerability
— Discovery / Analysis / Remediation /

Root Cause Analysis Methodologies

Correlating Security Intelligence

Source Identification and Recovery
— Source Content Collection and Cataloguing
Information sharing

|| Development and Curation
of Security Intelligence

— Development of Tools

Security Awareness Policy Consultancy
Raising Legal Consultancy
Outreach
Communication
Information Sharing Public Service Announcements . )
and Publication Publication of Information Management Relationship Management
Standards/ Specification Management Alert, feed receivers
—  Organization Metrics Knowlgdge, Skill and Ability Requirements :
Gathering Data Storage Management TI, CERT Partnerships
Development Education Materials
— Training and Education ——— Delivery of Content
. Mentoring . . .
Capacity . Data Processing Management Customer Relationship
Devel ¢ Professional Development
evelopmen —  Conducting Exercises Skill Development
Data Access Management Conferences and meeting
— Technical Advice
Automation Support Government Relationships
FIRST CSIRT Framework
https://www.first.org/education/csirt service-framework v1.1
SP 800-61 Rev. 2 Computer Security Incident Handling K . K o
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final Security Equipment Management Licenses & Certifications

JETSECURITY
CONFERENCE 2018
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JET CSIRT B COCTABE YCJIYT LWAB

AyTtcopcuHr b

O6cnepgoBaHue P A

OrpaHunueHune MopaBneHue
MHUWAEHTOB MHUMAEHTOB

AamMuHUCTpyn-
posaHue C31

Ayant n TexHunueckoe TexHUueckas

BoccraHoBeHMe
COOTBETCTBME npoeKTupoBaHue noaaep>xka C3U

ﬂ,eTeKTI/I poBaHue

MocT-nHunaeHTt
aKTUBHOCTb

BHeapeHue T

Jet CSIRT

U
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ONnuAn JET CSIRT

CraHpapr

MoHuTopuHr cobbitnm Nb

MoakntoueHne
MCTOYHUKOB COBbITUN

PaccnepoBaHue nHymnaeHtos Vb

Knbepananutuka
Mo BHELUHWM yrpo3am

TexHnueckoe pearnpoBaHune
Cp,ep>KV|BaH|/|e n HeﬁTpaJ‘IMBaLI,VIﬂ

YnpaBneHune >XN3HEHHbIM LUKJI0M
nHuungenta (IRP Jet Signal)

JETSECURITY
CONFERENCE 2018

YHpaBneHme yA3BUMOCTAMMU

Pa3pabotka yHMKanbHbIX CLeHapveB
BbIIBJIEHNA NHLUWAEHTOB

TexHnueckoe pearnpoBaHue
BocctaHoBAeHUe

MpoakTMBHBIN NOUCK
n obHapy>keHue yrpos

AamunHuctpuposaHne C3U

MpeaoctaBneHne
C3U no nognucke

Mpemuym

N3yuyeHne BpeaoHOCHOro Koaa

AHanuTMKa no oTKpPbITbIM
AaHHbIM (OSINT)

busHec-opueHTMpoBaHHasA
aHanAuTuKa

KomnnekcHoe b
KOHCY/IbTUpOBaHue

AyauT 1 aHanu3 3aWULLLEHHOCTH

®dopeH3uka




KOMAHAA JET CSIRT. OPTCTPYKTYPA

~

Jet CSIRT Fpynna

aAMUHUCTPUPOBaHMUA

PykoBogurennb 18 uen

J
MeHepxe
ApxurtekTop ficep
no pasBuTuIO ~\
Otaen npoekTupoBaHua
J
Mpynna MoHuTOpUHra Fpynna pearvposanua CepBUCHBIi MeHeaXep
2 uen \
pynna neHTecra
NH>xeHep Beayuini nHxxeHep )
8 uen 2 uen lpynna skcnnyataumm CSRIT
2 yen
~
Otaen BHegpeHuna
J
)
C - OT1aen KoOHcanTUHra u

€PBUCHDbIN LLeHTP ayauTa
J
JETSECURITY © 2018 NHdbocucTems! [xet (24)
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KOMAHZAA JET CSIRT. TPYTITTA MOHUTOPWHIA

PykoBoauTens
rpynnbi
pearnpoBaHVsa

Tier 1

IIIIIIIIIIIIII>

Mepeaosas wormopara

WHumnaent
Ananntnk T,

AHanMTVK-
aKcnept
PykoBoautenn
rpynnbi

PykoBogutenb
Jet CSIRT

CepBUCHbIN LEeHTP (onepaTopbl)

¢ YnpaBneHue KOMaHAou
STTTTTTITT = o o ¢ Paspaborka cTpareruu paseuTiis
¢ [Ipecenn/mMapKeTUHT
WHumnaent e SLA
Avanmic ; ¢ KoopavHauusa ¢ pyKoBOACTBOM
epeAoBan ¢ Touka KOOpAMHaLUKM NO OPreonpocam
‘ N KPUTUYHBIM MHLUAEHTAM
— ‘ Fny6okunii aHann3 MHUNAEHTOB ¢ [nybokoe n3yyeHne NHGPacTpyKTypbl
¢ OnpepeneHne atakOBaHHbIX akTMBOB/ ¢ Threat Intelligence
cncTeM m dukcaumsa atakyroLmx ¢ PaccnepoBaHve NHUNAEHTOB
¢« MoHuTtopuHr (Alert Monitoring) « KoHcynbTaumm rno BONpocaM BOCCTaHOB/IEHMSA ¢ Malware Reverse Engineering
<« OnoselleHne 3akasunka ¢ Yyactve B MOUCKEe HOBbIX aHaIUTUYECKUX ¢ Incident Hunting
\ y ¢ KoHTposb coctosHunsa SIEM METOA0B A/ O6Hapy>XeHWUs yrpo3 ¢ Threat Detection Tuning
bANé e« C6Hop paHHbIX ans Tier 2 ¢ Vulnerability Management ¢ KoopavHauus ¢ rpynnoi pearmpoBaHus

JETSECURITY © 2018 MHdocuctembl xeT (25)
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KOMAHZAA JET CSIRT. TPYTINA PEATVIPOBAHINA

¢ YnpaBaeHue KOMaHAO0M
¢ PykoBOACTBO CMeHaMu ¢ Pa3paboTka cTpaTermm pasButus
JKCnepTHaa KOHCynbTaumsa ¢ [Ipeceinn/MapKeTUHT
MO WHXXeHepHbIM BOMNpOCam Pykosogutens « SLA
¢ KoopavHauumsa ¢ rpynmno MOHUTOPUHTa Jet CSIRT « KoopgauHaumsa ¢ pyKoBOoACTBOM
ahanvuk-Tier 3 « KoopguHaumm no opreornpocam
PykoBogutenb ‘-Il--..------------------.. Vlel/ITI/Il-IHbIM MHUMAEHTAM
rpynnel "'"'III-----...................

PykoBogutenb
rpynnbl
pearvpoBaHus

Beaywymnii .
MHXXeHep Beaywwii

UHXXeHep

Beaywymnii
MHXXeHep

OO,

FW/IDS Anti- Honeypot

Beaywuii
MHXeHep

for

Anti-Fraud
Anti-APT

DDoS
NHxxeHep WHxeHep Viskene NHxeHep
earnpoBaHus rmpoBaHus p pearnpoBaHua
pearap WHskeHep i ReApoBativy WHskeHep
pearvpoBaHus
pearmpoBaHua NHxeHep NHxeHep NHxeHep
WhxeHep WkxeHep pearvpoBaHus pearvpoBaHus pearvpoBaHus
pearnpoBaHuna pearnpoBaHus

JETSECURITY
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CXEMA TTIOAK/TIOHEHWNA JET CSIRT. BAPUAHT 1

Jet CSIRT

Fpynna moHnTOpUHra Cny>x6a Vb

OTueTbl, aHaNUTUKa

Analytics
BLlOﬂ' HOpMaIIVIBOBaHHbIe cobbiTuA
lpynna pearnpoBaHua Cnyx6a UT
CAep)KMBaHMe, nojassieHne, BOCCTaHOBJ/IEHUe
Analytics
JETSECURITY

CONFERENCE 2018

B o
Qe
Syslog, WEF..

CermeHTt VB

Nudpactpykrypa

SIEM Collector

© 2018 ViHpocmcTtembl [xet
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CXEMA TTOAKJTHOYHEHWA JET CSIRT. BAPVAHT 2

Jet CSIRT 3akasuumk
lpynna MoHUTOpUHra Cny>xx6a Vb
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MHCTPYMEHTDBI JET CSIRT
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KAK TTOIMPOBOBATDE JET CSIRT
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¢ (Cpok nunota — 1 mecsay, (6e3 oprnoarotoBkm) ¢  OnuMoHaNbHO CKaHMPOBAHME YA3BUMOCTEN
¢ CornacyeMm MeToAVKY NpoBeAeHUA NMUAOTa ¢  OnuyuoHanbHO Sandbox
¢ [logkntovaem MUAOTHBIN CEerMeHT ¢  OnunoHaNbHO pearnposBaHme
(>KUBOW) C HECKONBbKUMU UCTOYHUKAMM Ha HUMaeHTbl (Cont/Erad/Recov)
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