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OwwmnbKa: npaBuaa NPOAOANKAOT NUCATb MO NopTam
I N—

1. PacnpocTpaHeHune
BpeaoHocHoro N0 nnn
HernermTMMHOro Tpaguka yepes
OTKPbITbIE NOPTHI

* HECTaHOapPTHOE
NCMNnoJsib3oBaHUNEe
CTaHOapPTHbIX NMOPTOB

e co3daHue HOBbIX
creLnanmanpoBaHHbIX
MPOTOKOJIOB A5 aTaku

2. Wcnonb3oBaHue ctaHgapTHbLIX
NMPOTOKOJNOB Ha HECTaHOAPTHbLIX
noprax — yKIioHeHue oT
CUIHaTYpPHOro CKaHNPOBaHMS
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Mpumep 06xona 3aWUTHI:
TYHHenuposaHue nosepx DNS

NMpumepbl yTunaur
* tcp-over-dns

* dns2tcp

* lodine

* Heyoka

* OzymanDNS

e NSTX

Authority RRs: 1
Additional FRs: 1
P Queries
= Answers

= AAAAAARSAA.=auth.ec2.muides.com: type TXT, class IN
Mame: AAAAALRSAL.=auth.ecZ.muldes.com
Type: TXT (Text strings)
Class: IN (Dx0001)
Time to live: 2 seconds
Data length: 34
Text: AZXIAAARSADASVZNLWkdINONLREwzREC
TERT

Mcnonb3oBaHMe peKypCMBHbIX 3aNpocoB ANa nepeaadyn MHKancyInMpoBaHHbIX coobuieHnin no TCP B 3anpocax yaaneHHomy DNS

cepBepy M OTBETaxX KANEHTY




80e roabl

Port 21 - FTP
Port 25 - SMTP
Port 80 » HTTP
Port 443 » HTTPS

OauvH nopt = 1 npunoxeHue

Confidential and Proprietary.




] bbc-iplayer

bbep

& bbn-rcc-mon

& beampro-telepresence

& beamyourscreen

beats-music

& bebo
E@bebo-base
EBbebo-mail
Ebebo-posting

& beinsync

& bet365
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photo-video
internet-utility
ip-protocol

general-business

internet-conferencing
audio-streaming

social-networking
email
social-networking
remote-access
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https://applipedia.paloaltonetworks.com/
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browser-based
client-server
network-protocol
peer-to-peer
browser-based
browser-based

browser-based
browser-based
browser-based
client-server

browser-based

tcp/80,554,1935
tcp/5031-5039

udp/6868,6871
tcp/443,80
tcp/80,443,1935

tcp/80,443
tcp/80
tcp/80
tcp/443
tcp/80,443



OwunbKa: paspewaem Hebe3onacHbie NPUNOKEHUSA

[MpunoxeHna camm moryt bbITb “yrpo3amn”  MpunoxxeHmsa moryt cnocobcTsoBaThb

e P2P file sharing, TyHHeNbHble NPUIOXKEHMS, PACMPOCTPAHEHNIO YIpOs3

aHOHMMaM3epbl, MynbTUMeana, TOR, Bitcoin e OCHOBHbIe YrpO3bl — 3TO YrPO3bl YPOBHH
NPUNOXKEHUN

[MPUNOXKEHUA N YTPO3bl YPOBHSA MPUNOXKEHWNI CO3Aat0T bpelun B cucteme 6e30nacHOCTU




Kakyto 4yacTb ceTeBoro Tpaduka Tenepb Hago NpPoBepsTh?

Source Destination

MNMakem AaHHele Address Address

npunoMeHus

e

TpaduyuoHHO:
lpuno)xeHue = Homep nopma (Hanp., HTTP = 80)

Source Destination

TCP Port 80 Address Address

MNMakem

AN

Hoeoe onpedeneHue:
lpunoxeHue = Cneyuguyeckue nepedasaemMble OaHHbIE
flash = daHHbIe dnsi aHumauyuu Adobe Player eHympu 6pay3epa




Y10 Bbl BUAUTE CcO cTapbim firewall?

MHoro
TpadukKa MHoro
no NopTy TpaduKa

30 Mo nopTy
21

MHoro
Tpadpuka
MHoro no nopty

Tpadguka 53
No NopTy
25




NGFW: Baweu cetblo Nonb3yeTcA
200-300 npunoxkeHuu

. _ LNE/':‘—'.COM
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CITRIX deposit= LB |

GoloMyPC

@ @Lime

falls’ Youllld PROGAIFY

NY  LogMeln .
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Bmyspace.com ey wry



http://en.wikipedia.org/wiki/Image:Hamachi_logo.png
https://www.torproject.org/
http://www.live365.com/index.live

Bam HYXHO pa3pewntb nporpammmctam VNC.
Kakue nopTbl OTKPbIBATL?




MpaBuna nucatb B L7 firewall ynobHee, noTomy 4To HE HaA0 NOMHUTbL NOPTHI

| e

Name Zone Address User Zone Address Application Service Action Profile
6 Allow VNC any any g programmers [ Outside any vnc ¥ application-default & Allow 1

L7 Firewall nOMHUT cTaHAapTHbIE NOPTbI KaXKA0ro NPUIOXKEHUA

Name Tagged Category Subcategory Risk Technology Standard Ports

Y bt oo o2

pocketcloud networking remote-access client-server tcp/443,3389,5222,5228,udp/dynamic

sina-uc (1 out of 5 shown)
EBsina-uc-remote-control networking remote-access 2] client-server udp/8001,dynamic

vnc
EBvnc-base networking remote-access 5] client-server tcp/5500,tcp/5900,5901
EBvnc-chat collaboration instant-messaging client-server tcp/5800,5900
E@vnc-clipboard networking remote-access B client-server tcp/5900,5901
Evnc-encrypted networking remote-access 2] client-server tcp/5900,5901
EBvnc-filetransfer networking remote-access &3 client-server tcp/5900,5901
EBvnc-print networking remote-access 2] client-server tcp/5900,5901

vnc-http networking remote-access 5] browser-based tcp/5800

T .,




slideshare-uploading
application function “Confidential and
- on
PowerPoint  gjigeshare Proprietary’
file type application content s
. . . P
marketing HTTP file-sharing L
group protocol URL category 'c -
rivanov SSL canada r
user protocol destination country I
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Instant-Messaging - 426.72MB 2l Social-Networking - 8.92GB 99|} Gaming-342.5MB 14
APPLICATION VARIANTS - APPLICATION VARIAN vs mﬁ
VS INDUSTRY AVERAGE VS INDUSTRY AVERAC TOP GAMING APPS
TOP INSTANT-MESSAGING APPS TOP SOCIAL-NETWORKING APPS X :
playstation-network | | 188.46 \
telegram 187.44 MB mail.ru-base 5.85GB &
steam | 52.91 MB
webex-connect 104.62 MB twitter-base 1.14 GB
apple-game-center 42.93 MB
hipchat-base 60.88 MB facebook-base 841.14 MB el raigaiies —- 40.29 MB
facebook-chat | vkontakte-base 830.52 MB call-of-duty I 12.60 MB
ms-lync-online | | 20.96 MB linkedin-base 7 184.76 MB xbox-live | 2.64 MB
slack-call 20.18 MB tumbir-base § 166.17 MB bet365 | 2.26 MB
whatsapp-base | 4.84 MB pinterest-base | 124.36 MB battle.net | 365.68 KB
jabber | 3.34 MB reddit-base | 16.68 MB
Photo-Video - 73.27GB 21 Proxy - 698.5MB 1w File-Sharing - 184.79GB 28
APPLICATION VARIANTS APPLICATION VARIAN APPLICATIO
VS INDUSTRY AVERAGE VS INDUSTRY AVERAC Vesmus
TOP PHOTO-VIDEO APPS TOP PROXY APPS TOP FRESHARING APPSO
http-video 52.39 GB http-proxy | 250 V2 bitorrent 169

youtube-base

instagram-base

rtcp || 858.34 MB

facebook-video | 696.06 MB
imgur-base | 62.56 MB
flumotion | 57.70 MB
pluralsight | 36.33 MB

yandex-disk = | 11.75GB
dropboxﬁ 1.00GB

ftp | 966.28 MB

skydrive-base | 510.25 MB

xunlel | 504.80 MB

Ot4yet SLR nossonaer google-drive-web | 461.95 MB
NMOKa3aTb NPUITOXKEHUA, async | 218.38 MB
BUPYCbl, aTakun, boT-cetn

OT4eT No npunoxeHnam n yrposam Security Lifecycle Report (SLR)



OwnbKa: urHopupyertca ncnonb3osaHue Saas

evernote-base: 672.5M Risk: "2 ; ; : : : :

- 1aam .l 558.4M 1 e e ; —

- windows-azure-base: 667.9M Risk:El

- namll 596.8M

. ms-onedrive-base: 499.5M Risk:Zl J\

~1s03m Ml 3402m 1 ; ‘ '

~ icloud-mail: 489.1M Risk:F1 ~ ; ;

 ac2.6m [ 26.5M ¢+ f /\ N

 gmail-base: 367.0M Risk:Z1 , - |
M - asamll 318 M s ; s\ i Vi \ p b\ L

Ncnonb3yem KOMMOHEHT Aperture ans 3awmTtbl 0b6nayvyHbIX pecypcoB KOMMaHUm




ATakun Yepes SSL

v =

—( Malicious attachment Malicious file in
instant messaging

b 4 sent over SMTPS_,
m Drive-by download
from an HTIPS site 2w

ol Clients
» Encryption obscures: )
— Bot installation

— C&C communication v [%Ii

Botnet Herder

HTIPS

— Data exfilfration Data exfiltration over
9 _channels Command
and Control
Servers

B e O



YTO COTPYAHUKM NepenatoT
Yyepe3 3aWMPPOBaAHHbIE
KaHa/ bl ?

MpuMmeHeHUe WNppoBaHUA:

- SSL

- CneumnanbHble NPOTOKOSbI
wudppoBaHuUN

————

. .




Cratncruka:
SSL zawundposaHa TpeTtb Tpacdhuka cetm

[losepan, HO nposepaun!



HeusBecTHble

Xxopouwwue

Hen3BecCTHble

N3BeCTHble

n3BeCTHble

xopotluue

xopouiune

. . -

OwmnbKa: uem ToNbKo U3BeCTHble naoxue painsibl aHTUBUPYCOM

HeusBecTHble
njaoxue

N3BecCTHble
naoxume
(ecTb curHaTtypa)

naoxume

W




TOP 10 npunoxeHnn gocrtaBnsaowme HemsBectHoe BpegoHocHoe MO

(ctatucTtuka neco4vyHuuybl Wildfire no KonnyecTBy ceccumn)

SMTP
78.291%

web
browsing
18.201%

pop3 2.895%
imap .256%

ftp 0.129%

http-proxy 0.9%

flash 0.036%

webdav 0.017%

soap 0.014%
unpan 0.014%




CKONIbKO KOMNbloTepoB B 60T-ceTn?

LLinuoHckoe MO, ocywecTensouiee coeguHeHne ¢ BHewHumMu yanamu 2,606
PMCYHOK HWXe JeMOHCTPUPYET B3JIOMaHHbIE XOCTbIl, KOTOPbIE
OCYLLEeCTBNAKT NOMNbITKK cCoeUHEeHUA C Nog0o3pUTeribHbIMAU
BHELLHUMW CEpBEPaMM.

Bot: Mariposa Command and Control
Suspicious.Gen Command And Control Traffic
expiro.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
NUCLEAR.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic
Suspicious.Gen Command And Control Traffic

113




OWwmnbKa: HEBEPHbIN CaU3UHT YCTPOWUCTBA

* Tpebyetca 8 T3 npomn3BoANTENBHOCTb NPU BKAOYEHHOM OAHOMN GYHKLUMK

* Tpebyetca B T3 BKAOYMTb NOAMNUCKM Ha Becb GYHKUMOHAA, Hanpumep, IPS,
aHTuBupyc, URL

* OueHunBaeTca Yymncno ceccum L4 smecto L7

* OueHmnBaeTca ckopocTb Firewall, BmecTo ckopocTu
Firewall+IPS+anTnBupyc+URL+necoyHunua
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