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This document contains forward looking statements
regarding future operations, product development,
product capabilities and availability dates. This
information is subject to substantial uncertainties and is
subject to change at any time without prior notification.
Statements contained in this document concerning these
matters only reflect Micro Focus ArcSight’s predictions
and / or expectations as of the date of this document and
actual results and future plans of Hewlett-Packard may
differ significantly as a result of, among other things,
changes in product strategy resulting from technological,
internal corporate, market and other changes. This is not
a commitment to deliver any material, code or
functionality and should not be relied upon in making
purchasing decisions.

User Interface depictions should be considered non-final
and subject to re-design and / or removal.

This is a rolling (up to three year) Roadmap and is subject
to change without notice.
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Agenda

HoBaa ApXUTeKTypa

ArcSight Data Platform

ArcSight ESM 7
ArcSight Investigate
UEBA 6.1
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HoBasa apxuteKkTypa peweHus
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ArcSight Data Platform
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Event Broker ynpouiaet KOMNNEKCHYIO apXUTEKTYpPY

be3 Event Broker Event Broker
Logger (] Investigate &
Logger lj
—> |togger [ [esm Vertica [J ] [Hadoop 172

I

VD I

Connector é: Connector é: Connector é: Connector é: ———— | Connector %: Connector é: Connector %: 3rd party ==




JETSECURITY
CONFERENCE 2018

-

ArcSight ESM 7

PacnpepeneHHasa Koppenauus




ApXUTEKTypa pacnpeaenéHHou koppenaummn ESM7
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Mpumep KOHPUrypauum ana 3x HoA

ESM NODE 1 ESM NODE 2 ESM NODE 3

Persistor
Correlator Mbus_data Correlator Mbus_data
Dcache

Mbus_control Aggregator Aggregator

Repo Mbus_control Mbus_control

" Persistor cyuwecTByeT TONIbKO Ha NEPBOM HOAE U He MOKET bbITb pacnpeaenéx

= Bce ocTa/ibHble KOMMNOHEHTHI pacnpeaenarTca U MaCLLITa6Mpy}OTCFI B COOTBETCTBUN C I'IOTpE6HOCTHMM B
NPOU3BOAUNTENBHOCTU KOPPENALUNN



" BecnnaTHbIM AOCTYMN K FOTOBbIM
Habopbl KOPPENALMNOHHbIX
pecypcoB noj, pa3/inyHble
BEKTOPbI aTaK U TUMbI
MCTOYHMKOB COObITUN

" QYHKUMOHAN NNAHNPOBAHUA U
OTCNeXMUBAHUNA USMEHEeHUN
npumeHeHmnAa Habopos

KOHTEHTa

= Bce pecypcbl pa3paboTaHbl
BblAe/IEHHOM KOMaHA0M
cneunanmcrtoB ArcSight u
nHxxeHepamm Professional

Services

ArcSight Content Brain Assessment

Use Case Tracker

Level 3
Impact & Threat Analysis . Focus . Commaon . Essential Selected o Selected Attack Vector

. - . . System Threat
Level 2 Physical Perimeter Network Host Application Data Entity I—::r:alth Intellizence Malware
Situational Awareness Situational Situational Situational | Situational Situational Situational | Situational _ . - E Situational
Situational Situational
Level 1 -

Indicators & Warnings

System Threat
Physical Perimeter MNetwork Host Application Entity yet -
- Health Intelligence

Security Devices & Connectors

Startwith the activate baza!

Diownlosd

Track Execution Devices - @

Business Challenges = @ Associated Packages - ,\\ttack Vectar Solutions Expand All @,

L1 - APT10 CloudH: Malware Monitoring -
APT10 Malware Monitaring J— an?'-'l'.‘a:i)r?; swars anianng . - 9 Solutions

L2 - APT10 CloudHopper Malware Monitaring -
Situational Awareness

APT10 Malware Monitoring

Detect HTTP Suspicious Activities on Key Web L1 - Applicatizn Monitoring Web Services -
Servers Indicators and Wamings

Detect Excessive HTTP Request/Respansze
Activities from Same Suspicious Source (DO5)

Detect suspicious HTTP Requests from same

https://arcsightcontentbrain.com
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ArcSight Investigate




ArcSight Investigate
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Big Data Security Analysis,

Monitoring Solutions

SECURITY
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HapéxHoe mn bbicTpoe
pelweHne Ana aHaAUTUKM
cobbITnI

Google-like search

MOKMe BO3MOXKHOCTU
BU3ya/IN3aLUU

BcTpoeHHble GyHKUUMK
NpoPUANPOBaAHNA CETEBOM
aKTUBHOCTM

Acnonb3oBaHMe NNCTOB B
KayecTBe Kputepues anA
NMOUCKOBbIX 3alpoOCcoB
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User and Entity Behavior Analytics

Hadoop smecto MySQL
Real-time aHann3

ConocTtasneHue c Kill-Chain

MHTYUTUBHbLIN MHTEPPENC NOUCKA
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