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[urneHa B LNPPOBOM NPOCTPAHCTBE.
3alluTa akkayHTOB 1 yripaBrieHue npusunernamu.

Oner Kotos, CISSP
Account Executive, Russia & CIS
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Tactics, techniques and procedures of financial attacks
attributed to the Lazarus group

Lazarus is widely considered -
including the $81 million hel '
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s \ IT WAS 3:30 p.m. last December 23, and residents of the platpcrsn seeri
syst . . . . lo

o Ivano-Frankivsk region of Western Ukraine were preparing by me swacrs

to end their workday and head home through the cold winter
streets. Inside the Prykarpattyaoblenergo control center,
which distributes power to the region’s residents, operators
* too were nearing the end of their shift. But just as one
While investigating Lazarus’ fir "~ worker was organizing papers at his desk that day, the
malware samples related to re cursor on his computer suddenly skittered across the screen
Kaspersky Lab products succes of its own accord.

2, The exploit is placed on the hacked
website with a whitelist of targets 1o

COLCKUS- serve the explait to

3. The target visits a governmeant
website and becomes infected
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MaHMnyﬂﬂLWIVI C Y‘-IéTHbIMVI OdadHHbIMUN — HEOTbEeMJIeMaA HaCTb aTadKu

“...100% of breaches

involved stolen
credentials.”

Mandiant, M-Trends and APT1 Report

“APT intruders...prefer to
leverage privileged accounts
where possible, such as Domain
Administrators, service accounts
with Domain privileges, local
Administrator accounts, and
privileged user accounts.”
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[MoTeps KOHTpoONA Hag cOGCTBEHHbLIMU aKTUBaMM

KomnpomeTtupoBaHHble
YUYETHbIE AaHHble

Routers, Firewalls, Hypery
Databases, Applicatign
Power Plants,
Factory Floors

* ObxoanTb cucTembl 6e3onacHOCTU U
MOHUTOpPWUHra

-

outers, Smart TVs

 [Nony4atb goctyn K nobon nHpopmaumm Ha
nobom ycTponcTee

» OcTtaHoBUTbL BM3HEC-MpOoLECCHI

* HaHecTun chmnaumyeckun yuiepo

Laptops, Tablets,
Smartphones
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CKONbKO NPUBUIIErMPOBAHHbIX aKKayHTOB y Bac?
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Cyber-Privileged Account Security & Compliance Survey, May 2015 (Enterprise > 5000 Employees) e
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Knaccuyeckuu nogxoa 3awuThbl
npuBunerMpoBaHHOro gocrtyna
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lNonHas kapTuHa
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PyHKUMOHaNbHbIEe AOMeHbl PAS pelleHuUs
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Toyka oTcueTa

Assess the Required Controls with the Mind-set that the attacker is already on
the inside... this is especially true when the threat comes from 39 Parties or

Malicious Insiders

Bécause many existing implementations of Active Directory Domain
Services have been operating for years at risk of credential theft,

organizations should assume breach and consider the very

real possibility that they may have an undetected compromise of
domain or enterprise administrator credential$

—MICROSOFT,
“MITIGATING PASS-THE-HASH AND OTHER
CREDENTIAL THEFT, VERSION 2,” 2014
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[Mporpamma rurmeHbl paboTbl ¢ NPUBUIIETUSIMMU

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

CdokycrmpoBaTbCs Ha atakax, NO3BOMSAKOLLNX NOMYYNUTb MOSMHbLIA KOHTPOSb Hag
nHdpacTpykTypon (Hanpumep, Kerberos Golden Ticket).

KoHTponupoBaTb 1 06e30nacutb MHPPACTPYKTYPHbIE aKKayHTbI.

MI/IHI/IMI/I3I/IpOBaTb BO3MOXXHOCTW CKPbITOro nepemeweHnd 3J710yMbllWIeHHNKa no
MchpaCprKType.

3aWmnMTUTb akKkayHTbl OT CTOPOHHUX NNnaTdopM.

Ynpaenate SSH kntodamu goctyna K KputudHelM Unix cepeepam.

3awuTa B obnakax n DevOps.

3aumTa akkayHTOB KPpUTUYHbIX a9 bmu3Heca.
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CyberArk Privileged Account Security

Core Privileged Account Security S
Y
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Enterprise Privileged Session Privileged Threat
Password Vault® Manager® Analytics

Credential protection, Session Isolation and Monitoring, l |

Privileged Analytics and Threat Detection

. . Endpoint Privilege
Least Privilege Control for *NIX and Windows Servers Manager

and Domain Controller Protection

On-Premises

DevOps & Apps
Secrets Management

Endpoint Least Privilege,
App Control & Credential
Theft Protection
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KoMmnnekcHbIN noaxoAa
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CYBERAF

KoHTponb yganeHHoro gocrtyna




Iberdrola
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MNepcoHudpununupoBaHHbIU AOCTYN

* Windows systems * Network devices + SaasS applications
* Unix systems * Hypervisors » Social media portals
+ Databases * Applications * Industrial control systems
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Cxema goctyna
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3awmTa ygarneHHoro gocrtyna

'f:' Corporate
. Network

Third party
vendor

ICS firewall

. Network
o - /: T — -
Wil P -~
Databases UNIX Windows Routers SCADA
Servers Servers & Switches Devices

)
l Web _ &" ;
Portal ., Supervisor
f PSM \
o B
\ /
CYBERARK’
J
Anti Virus &

E-:‘... =3
Content Filtering: - f

<

CYBERARK’




MpuBunernpoBaHHble aKKayHTbI
B NepBOM rpynne pmcka

MpocToro NnpoTOoKONMPOBAHUA BCEX AEMNCTBUN HEAOCTAaTOYHO

CyberArk - yHMkanbHoe KomnaeKcHoe peweHne npobaemoil
ynpaBaeHUsa u 3aluTbl aKKayHTOB U NpuUBUaerum
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Beaywme aHanutukm o CyberArk

Gartner

IDC

Analyze the Future
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Current
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Weak

CyberArk npeanaraeTt nonHoueHHbIU cnekTp PAM npoayKToB, KOTOPbIE INLLEH3UPYIOTCA
oTaenbHo 1 noctasaatoTca B suae MNAK nam AO (Gartner)

CyberArk —aT0 «big gorilla» n nnpep 8 o6nactn PAM .... MapKeTUHr u b1usHec HaueneHbl
Ha pelleHne npobaem 3aKas3unKkos n pyHKUMoHan npoaykTa (IDC)

CyberArk Privileged Account Security yctaHoBun0 3on0Tom ctaHaapt PAM v npoaonxaer
3aHMMaTb naunpyrowme no3mummn B gaHHom obnactm (KuppingerCole)
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