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ANTI-APT: MPAKTIKA BHE APEHNI/

[MOYTA. PYHKLIWA THREAT EXTRACTION
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[NMOYTA. BPEAOHOCHOE IO BUHTRAP
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ANTI-APT: MPAKTIKA BHE APEHNI/

NOYTA. KPUIOTOMANHUHT

Cryptocurrency mining 45 630 097

TELNET default password login 30116 181 How attackers targeted cryptocurrency

% Apps with mining malware
I 4

<==_ Mining bots spreading through social media
=

Cryptocurrency wallet hacking
. 3 695 143 |

j Compromised “tech support” websites

Websites using mining scripts

@ Exploit kits dropping mining malware
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Brute-force login
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[MOYTA. KOMIJIEKCHAA 3ALLNTA

Q

¢ FortiMail kak norpaHNYHbIN
wnto3 SMTP

® FortiWeb kak wnto3
ana OWA/ActiveSync/MAPI

F::RTINET

U
JETSECURITY © 2018 MHdocuctembl xeT (9)
CONFERENCE 2018



ANTI-APT: MPAKTIKA BHE APEHNI/

[MOYTA. BEC (BUSINESS EMAIL COMPROMISE)

% Deep Discovery Email Inspector I T ¢ /IHCTPYMEHTbI COLManbHOW
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WEB. INMPEAOTBPALLEHNE ZERO-DAY bE3 3AJEPKEK
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SALLIMTA ®ANIOBLIX XPAHNNLLL

¢ KapaHTuH Nogo3puTenbHbIX Gannos

¢ BO3MOXHOCTb CKaHMpOBaHWUA
MO PacrnmcaHuio

¢ ABTOMAaTMUECKOEe nepeksagbiBaHne
UnNCTbIX PanNIoB U3 OAHOrO
XpaHWAULWa B gpyroe

JETSECURITY ,
2018 /1 8 ,
CONFERENCE 2018 © 2018 Nndocnctemsl [xer

F:RTINET

(12)



CPU-LEVEL DETECTION:
OBHAPYXEHWE SKCTTTONTOB A/A INTEL

=

SPECTRE

CVE-2017-5754 CVE-2017-5753, \[/)jltrf;ft:iliotfi;:e Meltdown and Spectre
CVE-2017-5715 o

¢ JleTeKTUPOBAHME SKCMJONTOB BO3MOXHO TOIbKO Ha ypoBHe LMY (BHe OC)

¢ [loaxop k obHapyxeHuto B baore Check Point: https://research.checkpoint.com/
detection-meltdown-spectre-vulnerabilities-using-checkpoint-cpu-level-technology/
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PACC/IEAOBAHVE MHUMAEHTOB

©® Alerts

Kazpersky

Anti Targeted 0 Q ¢ Q
Attack Platform 220
[—

Network event

Scan results

Anti-Malware Engine

Change log
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Alert details #52 5 High = Inpr

(©)

[~
Anti Targeted
Attack Platform

Sandbox scan results

Microsoft Windows 7 Professional x32

Marne

| | execution_log *

| | internal_tracing_report *
L|pcap®

| | pcap_postproc_report *

“lame

taskD

taskl

taskZ
_| am_bases_version *
| multitask_result.json *
| sample*
| sandbox_config.json *
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CTOPOHHAA MHTEIMPALNA

® [lopaepxka API

@ PaboTa C MHAMKATOpPamM
komMmnpometaumu (IoC)

¢ [Ipsamasa nHTerpauua c ceteBbiMU
cuctemamum (npokcu, MC3, IDS/IPS)

¢ WHrerpauwnsa c SIEM

(3 Check Point

@IBICEI;IQW F:ERTINET  KAJPERJKYZ

I
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ANTI-APT: MPAKTIKA BHE APEHNI/

AOTNOJIHNTEJIbHBIE TIPUMEPBI MHTETPALINA

¢ [linto3 Check Point — «necouyHunua» SandBlast

CheckPoint NGTX

¢ |linro3 Check Point — cTOpOHHAS «necouyHmLa»

CheckPoint SandBlast

¢ 3anyck popeHcrkn SandBlast Agent no BHeLWHMM cObbITUAM

CheckPoint Smart Manager

¢ [oC yepes API

¢ Ot SIEM aBTOMaTM3auma HacTpoek CKpnnTom Ha wrose CP

¢  VImnopt ctopoHHuX IoC Ha wnro3 6e3zonacHoctn CP

-] Check Point

SOFTWARE TECHNOLOGIES LTD.
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ANTI-APT: MPAKTIKA BHE APEHN/

AOTNOJIHATEJIbHBIE TIPUMEPBI MUHTETPALINA

Mpaewvna / WsMeHnTb Npasuio mcen P Vcrons20saTs 28pucTideckuil aHannz # na
Kaspersk, spersky | B
Sackia Ma Gatiwsy Secure Mail Gateway VPOBEHL 3BPUCTAUECKOrD aHaMUS2 # Cpeannii
4+ Kcnucky npasn | MapaMeTpbl npaesnna o6paboTkuK coobiieHui: presale.lab-Incoming BH/IOUNTE 0BHAPYHEHME HEKOTOPSIX NIErarkHelX NPorpat # Her
MaKcuMansHas NPOOMIKUTENLHOCT: MPOBEPKA # 180 cex.
M Coobuerns, coaepxauue cnan & ¥nanurs coobuerie - Hermopir YposeHb BnOXeHHOCTI 7
Mpasuna Coo6uierys OT OTNIPABMTENs M3 HEPHOTD Cncka DNSBL & vynanurs coobuierue Mpasina
ez Coo6ujerus, copepxalue NpeAnonaraeMLii cnan 2 ypanurs coobuierme Iovensi @ Anmu-Cnam
Maccoss " VaanuTs coof, on
b Knioun wicbposasins MaccoBLie pacciiniy 7 vpanars cooSuerne > Knioun wibposaHna Vicnons308aTs KSN 2 e
- Vicnonszosars cnyx6y Enforced Anti-Spam Updates na
e Autnanpyc ArTMEADYCHaR NposeDka 2 Boien. O T pam e a2
Ouepeas coobuuer it BpesoHoCHLE 06LeKTL £ ypanury coobujenme Guepens coobuewmit Hcrions08aTs penyTavoRHyio Gunstpaumo ® # ra
» Oruers Ouwmbi nposepku obexTos # TNponycrums b T MaKCUMarsHoe BpeHa NposepKH # 30cex
3awvdrposansie ofbexTal & Nponycrums Mone30saTensciuii crincox DNSBL Her 2anuceii
~ Maparierps i ” = MaparieTps z
3 § OBpataruisaTs Bnoxers ¢ MaKkpocarit & Boen. _ Monk30aTensckmii cvcok SURBL # Her sanuceii
0OBuwe napareTps Obuwe NapareTpe:
MaKpoc 80 Bnoxerun & Ypanvms Bnoxerive
GBI MTA @D AHTM-CnaM KapaHTHH
- . @ 3auMTA KATA x ~
TULieHMpOBaHME Nuuensnposarine MaKCUMANLHOE BPEMA HAXOKAGHUR COOBLIEHUA B KApIHTULE # 120900 cex.
OBHOBNEHVE CHCTeMs! Ecnu KATA o6uapyxuna cobbitue: OBHOBNEHMe CHCTeMs! MaKCUMANsHEIA PasMep AHTU-CNam KapaHTuHa # 97.66 MB
Oosrerne Gas VaanuTs coobuenme ¥ O6HoBneHMe 6 MaKCUMANLHOE KONMUECTEO COOBLIEHMIt B AHTU-CaM Kapa Z o
Fawa [o6asnss & Tete coobueris TekcT: [KATA d 3awma @ Avmu-onwnr
LDAP . LDAP
¥ Mpegsapuensio nomecTUTs konwo & xparunuLe
& - Wcnons3o08ats KSN Z na
. VICTIoNL308aTL 38PUCTAUECKHUIA AHTH-OUIMHT Vv
Yeenornenis : Vaeor
AHTH-OuuIHT Mposepa Ha uiHHr 7 Boion. [ Veeaornesua 2
ORI ©uuHrossle coobulenna # Nponycrats Mpyurevania
HKypHan coburmnit . N . . R G @D KorTerTHaa (uasTpauus
. OHTeHTHAR DUALTPAUMA Mposepxa coofuterii Bbikcn. [
[fara v spevs posep Data v epema YDOBEHE BNOKEHHOCTA 7 32
~ Mpessiluen A0NYCTUMsIt pastep coobiLieris # Oronns
BLICTpas HacTpovika MTA S
VIS BNIOXKEHIS BXOMNT B CIMCOK SaMpEleHHbIX & oncowis BLICTDan HacTpoiika MTA @ 3auva KATA
®OPMET BOKEHAS BXOAAT 8 CTUCOK 3aNpelekHsIX & orknonnme
. KATA Central Node IP-aapec !
MpOBEDATS (OPMATLI U UMera HaViNIOB BHYTPM APXVMEOE Z Boin. = 4 106810810
KATA Central Node nopt £ 8aa3
Yoepomnennn O epeRoHoCHEIX 0LeKTax # Veegownar. nonyuatens O MaKcumansHoe Bpens OXMAaHNA oTeeTa oT KATA 2 600 cex
O 33WHPoBaHHLIX 06 LeKTaX He oTnpasnsTs KCMMansHb pasviep KATA- o7
Administrator s p d D: _ MaxcumMansesit pasvep KATA-KapaHTiHa 2 97.66MB
06 ouwwBKax nposepky o5vekTos & He ompasnsTe Administrator G MaxcuMansHoe Konu4ecTso coobueriii & KATA-kaparTiHe 20
z?’;iie;:\;hznn e 0O cpabaTeizaniu \'c;'ré#»»m/ DUnLTPaLMK Z He oTnpaensTs (eI COCTORHUE COBAMHEHNA € KATA + [okazams
- + O GuwpHrossix coobwenmax He oTnpasnaTs e
0 MaKPOCaX B0 BNIGKEHMH & He otnpasnsTs NapaMeTpbl NEPCOHANBHOMO YEPHOTa CNUCKA
fAsbik: | Pycckuin v - NeficTene Haa coobuwernaMm # Ynanss
5 o . Szsi: | Pycckmii v
OK 3arpems Morrewats coobluenys & xparnnLe # na

¢ |IHTerpaums c no4ytoBbiM Wwat030M KSMG
¢  VuTerpauusa c Kaspersky Security Center

¢  HTerpaumns c Kaspersky Private Security Network KASPERSKYﬁ
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ANTI-APT: MPAKTIKA BHE APEHNI/

AOTNOJIHNTEJIbHAA MHTETPALA

Az
-
// Meco4Huua "\\

‘-.~

Pl BN
Beb6 MouTa XocTbl ;‘ ; " Mo 3anpocy
\‘— -" a m
-« &

ae®

¢ [logaepxka ICAP

¢ EaMHas NnecoyHuLa Ans aHaamsa noutbl / Beb / GannoBbIX XpaHUANLL

¢ WHrerpauwnsa c SIEM
F::RTINET
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NPUBATHAA MHCTANNALMA BA3bI PENYTALIMA U CTATUCTUKA YTPO3

¢ PazmelLeHne penyTaLMoHHOM Ha3bl
BHYTPW 3aLLMLLAEMON MHDPACTPYKTYPbI

Kaspersky
Security Network

3alwmaemMbii NepruMeTp Kaspersky Private

Security Network

B [
¢ VlcknroueHne nepepavn MHGopmMaLmm
[ BHE KOHTPOJIMPYEMOM CETU

¥ &
PenyTaunoHHsIe
AanHble PenyTaumoHHbIn
Cratncruka 3anpoc/oTeet
« penyTaumws ¢annos
* penyTauma CChiNoK @
sbronm acuoro OfHOCTOPOHHEe noJsiyyeHune
NoBEeEeHUs NPOrpamm

« UAEHTUdUKATOPDI

¢ BbinosHeHWe TpeboBaHUN PerynsTopos

Kaspersky
Security
Center

onepaTtMBHbIX OOHOBAEHU

3awumTa KoHTpons 3almTa
MOGUNBHBIX W 3almTa BUPTYanbHbIX
YCTPOWUCTB paboumnx MecTt YCTPOUCTB

¢ Bbicokas Npou3BOAUTENBHOCTD

KASPERYKY#2
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ANTI-APT: MPAKTIKA BHE APEHNI/

NPUBATHAA MHCTANNALMA BA3bI PENYTALIMA U CTATUCTUKA YTPO3

PenyTauua OTBETOB (CTATMCTHKA) - cepenc URL Reputation

1.2K
1K
800
Jo6asneHuve xewa -
£ 600
[LloBepeHHbIn HeposepeHHbI
e 400 I
Xew* c42dbce71f2e6b817dcf2e532f98a; 200 l I II I I I I I I |I I I I II I I II I III I I
Wms daina: test I I
O a 0 I
nucaHme: test] (;\ (_';\ ‘_)’\ (_;\ (—;\ (—/)\ (,‘;\ (,';\ .;,3\ (,3‘\ (;\ (;\ {—}}\ A (—/\\ (—’)\ C:\ (;\ é ‘;\ é\
SIS S S SO I S S I S K SO L SO, S S GO S ¥
) LA S~ L~ L S A A . . . S LA S S Sl
* — ObazaTensHbie nons ol R G S o B 8 e & A 3 G o B E & 8 ) A K
F IS SIS SIS ST F SIS FgFgFS S
NN RN RN RN RN R RN R R R R R R e
B Hevzeecrinit [ Dozepenisin (nokansHan Gaza) Henosepenubiit (nokansHan 6aza) [ Dosepentbii
- HenosepeHHbIn
0
KASPER§KY3
A
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ANTI-APT: TEHAERHL N

BekTopbl aTaku 3awuTa

it Pabouune craHUuumn T /_

O6bIYHOroO aHTUBMpPYCA Y>Ke HeJ0CTaTOUHO!
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EDR: ENDPOINT
DETECTION &
RESPONSE
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Q

AHann3 noBeaeHns paboyen cTaHLum
VNIHCTpyMeHTapun gna npoBeAeHUA paccaesoBaHNN
YcTpaHeHme NOCAeACTBUM 3aparKeHuns
baoknpoBaHume akTnBHocTen BI1O

KapaHTVH CKOMNPOMETUPOBAHHOM CTaHLNK

EDR — pononHeHue K TeKyluiemy aHTUBUPYCY



OOPEHCHKA

SandBlast Agent

Forensic Analysis

Remediation

SandBlast Agent

Forensic Analy

SandBlast Agent

Forensic Analysis

ﬁ Remediation Details = PAMELA-PC: BbfSefef-856e-4773-3893-7547baffbed

@ ouspicious Activity (7 _
v [ Deleted Incident Files (3 deleted)

3 Tree Timeline Viey

These are suspicious events that ca . . .
These are potentially malicious files that have been removed.

10v1/2017, 8:50:44

.................................... Reputation *  File Name 4 File Path 4 MDs 4 Status &
______________________ System Securty Pol @ | tonice c\program files (x86)\r2 studios\tonicitonic.exe Sf55b13581832dd50d65573b121802¢ )
.I.Z.)ropped File Dele.t.i.l O new_hot_mem.exe ch\program files (x86)\r2 studios\tonic\received filas\new_hot_mem.axe f2ed5100d7acad423d7 2acdB8482e1316 ©
Persistence (6 event (7] cem86b3.exe ci\users\administrator.unknown300\documents\oem86b3.axe b548985699747c0035a89b84947 36ab5 ©

Bl ]

The incident performed persistenct
tonicexe 4952! v % Terminated Incident Processes (7 terminated)

Executable
These are active processes related to the incident that have been stopped.

new_hot_mem.exe (PID:4392) m

Attack Start,Dro

Reputation * PID ¥ Process Name ¥ Process Path ¥ MD5 § Status §
new_hot_mem.exe (PID:4392) m
| ° 3608 schtasks.exe c\windows\syswowb64\schtasks.exe 2003e9b15e1c502bl46dad2e383aclel %
new_hot_mem.exe (PID:4392) m
| ° 3272 powershell.exe chwindows\syswowsd windowspowershell\wl.0\powershell.exe 92f442405db16ac55d97e3bfedbl32fa %
new_hot_mem.exe (PID:4392) m
S — ! new_hot_mem.exe (PID:4392) of (] 3764 cmd.exs c\windows\syswowb&4\cmd.exe ad7b9c14083b52bc532fbab948342b98 %
ecuri |
| new_hot_mem.exe (PID:4392) c ° 4108 ping.exe chwindows\syswowsd\ping.exe 6242e3d67787cchfdelbad2982853144 %
Pracess Name: powers 1
Path: c:\windE > o0 Dangerous Executia ° 676 cmd.exe c\windows\syswow64\cmd.exe ad7b9c14083b52bc532fbab948342b98 %
Start Time: 10/12/2 '
L Cropped
Created By:
Parent Chain: new_hc; > Dropped Script (1 event)

Check Point

SOFTWARE TECHNOLOGIES LTD.

JETSECURITY
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(©) Events Ay e =]

Kaspersky
Anti Targeted
Attack Platform

Md5 = ‘

[E Dashboard goldbergarm.CORP.mdc.com 12events  20/031415 —22/05 1538

A Alers

&£ Threat Hunting

22/0313:38:52

created unknown\unknown
File created \users\bigoldberg\downloads\agreement (2).doc SHA256  MDS corplbigoldberg 22/031338:49
[ Endpoint Sensors . T s
File created o\ dat: SHAZ! MDS corp\bigoldberg 22/031337.28

[£] Reports

created corp\bigoldberg 22/0310:07:35

File created c\users\bigoldberg\downloads\agreement doc SHA256  MDS corplbigoldberg 22/0310:07:29

created SH, 22/03 7:29
SH, 1D! - 20/03 1423

SKCTEPTM3A
B PEA,/_l IDHOM ¢ AKTMBHasA «oxoTa» (paccnegoBaHue, NHULMNPYEMOE MOJib30BaTesieM)

B P E M E |—| I/] ¢ PaccnepoBaHue Mo c/iefaM ONOBELLEHWNN

KASPER§KY#

I
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[ RESPONSE SIS Co Support Notiications agmin

Groups NEW All Sensors
" Threat Intelligenc 2getisors
A Tria
J— 2] Showunnsiatedsenors e
Sync
Default Group & Restart
feers 3 Computer Name = Domain Name = Status = Activity = 08 Version = nde D - Move to group
Uninstall
v HIGHLEVEL HighLevel Online in afew seconds Windows 7 Enterprise Service Pack 1, 64-bit ‘ [solate
igations Remove Isolation
JEDIUMLEVEL MediumLevel Offline 11 days ago Windows 7 Uttimate, 64-bit \ N
Showing 1-2 of 2 10 | ltems per Page Jump to Page o1 <1

r Dashboard

anned Hashe

& Events

Kaspersky
Anti Targeted
Attack Platform

Event details

[E Dashboard

&. Threat Hunting

winword.exe ®
] Tast
browser_broker.exe winword.exe

Events: 5

File created: 5 @

7 Prevention

] Storage

Endpoint Sen:

[E] Reports

File created Parent process

[ IPVIMEPDB
PEAIMPOBAHINA

BLAack KASPER{KY?

ARM YOUR ENDPOINTS
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bOPBBA C LUMDPOBA/TbLLNKAMI

@ [1OCTOSAAHHBI MOHUTOPWVHT cheumnbmnyeckmnx
NPW3HAKOB WM POBabLNKOB

¢ [lpoakTnBHOE cO3jaHue
KPaTKOCPOU4HbIX 6ekanoB

¢ (OcTaHOBKa BCEX BPEAOHOCHbIX MPOLECCOB

¢ BoccraHoBneHue ¢pannos

¢ 3anyck GOpeHCUKN ANS aHanM3a AeTanen aTakm

-] Check Point

D SOFTWARE TECHNOLOGIES LTD.

JETSECURITY
CONFERENCE 2018



£ 103142136

& First Seen Name:  4d1015ff 7fe41d1202ef24: d: d b bin
X First Seen Date:  Apr 52018 05:07:37 PM
Last Updated:  Apr 52018 05:32:43 PM
First Seen Path:  c:\users\TecT\desktop\fressh\
First Seen Computer: WORKGROUP\HIGHLEVEL
First Seen Platform: ~ Windows

Global Stat Banned

Devices Global State Det: File is globally banned (Manual), Publisher is not present, Certificate is not present

Flags:  (none)

Installer / Updater:  No
Reputation Enabled:  No

File Prevalence:  File exists on 1 computer
Certificates

s
Mark as clean (false positive) E
8 Analysis Details
Received Apr05201817:11:06 A
a ARL052018.12:11:144+03:00 _muvuo “

Rated By VM Engine
Submit Type Adapter

& Captured Packets & Original File ~ & Tracer Package & Tracer Log

B Behavior Chronology Chart

Digital Signature ~ No
Virus Total Q

& More Details

Packers Microsoft Visual C++v8.0
FileType o ° eo®@e 00 0 00 © © o0 © 00 o0 © ©00 000 G000 © 000 000 q
Downloaded From  banker class.exe
File Size 1518592 (bytes) 14:26:10 142620 14:26:30 1426:40 14:26:50 1427:00 1427:20 14:27:40 1427:50
MD5 566bbbbed1f30ae3418addd7f16d13a1 B i
Carbon Black. "
SHA1 5338b8736¢19768208814b92669232449020bdec
SHA256 44101 471e41d1202¢124:
1c5babea3fcad .
Cb Collective Defense Cloud Reputation
D 3830036507657511627
Submitted By ADPBIT1518100141
MDS Hash: 5665 dd7i16d13a1
Submitted Filename ~ banker class.exe
SHA-1 Hash:
Filename banker class.exe SHA-256 Hash: 4
Start Time Apr 052018 17:11:14+03:00 Hash Not Found: This
DetectionTime ~ Apr05 2018 17:17:12403:00
Scan Time 2358 seconds
Scan Unit FSAVMOED00009940
Device ADPBIT1518100141
Launched OS WINZXB6VMO16E, WIN7X64VM
1 \J Infected OS WINZXB6VMO16E, WIN7X64VM Please enter a comment about this hash and click Submit.
@ Suspicious Indicators
<< >> 1 utable Injects code into a process, usually svchost.exe, winlogon.e)
- -
[ subme | :

JETSECURITY
CONFERENCE 2018

Black, Inc. Al rights reserved | Tarms of Use | Privacy Posicy | ContactUs
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(-] Check Point

e SOFTWARE TECHNOLOGIES LTD.

VIHTEIPALLAA
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CARBON
BLACK

ARM YOUR ENDPOINTS

KEDR

SandBlast
Agent

Q

(@) TREND

> F:=RTINET

(-] Check Point

=¥ SOFTWARE TECHNOLOGIES LTD.

Kaspersky Anti Targeted
Attack Platform (KATA)

> SandBlast
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G Services (Locsl)
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File
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Startes
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Creriokess

Powser Optons Panters and  Regional and
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[
8 0 e
e dccourks Windows  Windows
Cadpxe  Frewal

Target: nmap-7.70-setup exe

Pracess: omd.exe

Sourcelc-\windowsksystem32icma e xa]

Bistant] 34 e | @ Htrberor..

9 2 Notepad -] =) windows T.., | 4@ Matrkoriop.., |y Kanpersky ...

| B cawmo.

ol Bequesto >
|

v [rae ]|

X 2 emdese TI132b-FA92-47eT-3ach, Mwind

X 3 wiplorerexs  amap-7.70-seup.

X & exploreress  amap-?.70-setup.

* 5 emdese NAD-7.70-58NID 848 |
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12 characters

“our Email
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« c @ of kploca

£ Yacroned _,

‘opcgate_mt - YMware Remate Consale

Whware Remote Censole = -

Target: a806f692-4040-433c-a6bf-abi14al19eed bat
Path: cy S0od-418a-..
Process: emd.exe

Beasaa  [boadn  Macer  Counen  Paccunen  Peusonposane
= — F opcgate_park2 - Wdware Remate Console

Viwere Remte Console + -

Allow Ren

Prease s your ot

b Fratection blocked =n sttemgt by cd.=x & run the script
505435 -4040-433c-abbi-ab214a119ea0 hat bacause the fils is not spproved

100 Fbure, accovs 1y o, he4se conEec vour Fern AT At o b
l biote that approval requests sre processed based on priarity and arrival tir

{ it s Aat s o ot Fhvisreee ] pradasE - Barcl ot for
diagnostic dats

on  Estras  Help

+* Remote Control

Allow Remote Control

Fi8358 160 your DTS Tolmrrss D 0%
peszwerd f you wedd e fo slow remote corirel

835 787 926
58bT7tw

Enter a persora pa:

essthis conputer

@ stort] [ metwork Connections B €1l

@ start| & Network Cornections wmoowstsrsenaz. . [

React bo connect (socure comnecli) | [ERSSTREETY

Control Remote Computer v
Craate a list of your
computers for free now

8 600 O PAITS
mcte computer

» Manage computers ang contacts

Partner ID
|

& Remote control

m ey have on accourt?

change Instant messages

f Target: ced86ca7-7769-4698-9db6-516026b70856.bat
Path: remota 1da-. N

Process: emd.exe

ceAT6E27-7760-4690-0005-516426b70956 bat bacause the f
e e e et A R
o spproval request

Hote that spproval requests are orocessed bazed an priarity sad arrival ti
Plaase be patient whie 1our request is reviemed and processed. Scroll down for
diagnostic data.

Cb Protecion Blocked an sflmet by cmd sxe & runthe scopt
ot approvad. 1

«Bdnd o

Evgenerst.. Caat wrwan,
Buuenirs

B« mnQa zm

it gocryn
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491 MB
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LB ANTI-APT

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Cratyc 4 Stars Expert Partner ot Check Point
Cneunanmsaumsa no Check Point SandBlast

(@) TREND 9 symantec.

Gold Status Gold Status
Platinum-2018
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==RTINET

Gold Status- Q2 2018
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KOPOTKO O [JTABHOM

¢ K APT MOXHO OTHeCT” 40BOJbLHO MHOIO HOBbIX napaaurm (I0T/manHmHr/BEC)
¢ [lpobnrema HexBaTKM cneuymanmncrTos B obiactm Vb

¢ ANTI-APT — 3TO He TONbKO «MeCoYHMLa», a KOMMJIeKCHbIU npoekT no Vb

¢ CBoeBpemMeHHOe O6HOBJ/IEHMe BHEAPEHHOIO peLleH s
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