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31 ɑɅɤ, 2018  

Radisson Resort, Zavidovo  

IX ȪȫȪȨȳȩȲȥɄ ȯȳȲȹȪȵȪȲȻȭɄ  

ȻȪȲȷȵȥ ȭȲȹȳȵȱȥȻȭȳȲȲȳȮ  

ȦȪȬȳȴȥȶȲȳȶȷȭ 
ȦȳȰɁȽȪ ȼȪȱ ȦȪȬȳȴȥȶȲȳȶȷɁ 



2 ϭнлму /ƘŜŎƪ tƻƛƴǘ {ƻŦǘǿŀǊŜ ¢ŜŎƘƴƻƭƻƎƛŜǎ [ǘŘΦ  

 

Check Point: 
ȵɊɇɓɐɣɛɍɤ ɘɈɕɓɌ 5-ɓɈɓ ɔɓɏɓɐɊɒɍɤ.  

 

 
ȧɅɖɍɐɍɎ ȩɤɈɍɐɊɇ  
ȨɊɒɊɕɅɐɡɒɠɎ ȩɍɕɊɏɗɓɕ  

Check Point ȵɓɖɖɍɤ ɍ ȶȲȨ  

 



 ώLƴǘŜǊƴŀƭ ¦ǎŜϐ ŦƻǊ /ƘŜŎƪ tƻƛƴǘ ŜƳǇƭƻȅŜŜǎ 

˸̍ ˬˮˤ˩˸  
ˤ ̂˨ˮˤˮ́˩˶̎˹˻˸ 
˸ˮ˾˩ 



˸̍ ˬˮˤ˩˸ 
˨˻˶̎̊˩ 

Source: ourworldindata.org 

age 

˻ˬˮ˨ˢ˩˸ˢ̒ 
˽˾˻˨˻˶ˬˮ́˩˶̎˹˻˿́̎ 

ˬˮ˭˹ˮ 



̂˿˶˻ˤˮ̒ ˬˮ˭˹ˮ 
˿́ˢ˹˻ˤ̒́˿̒ ˶̂̉̊˩ 

Source: ourworldindata.org 

ˣ˩˨˹˻˿́̎  
% ͤ ͔͔͙͊ͫͤ͡Ύ ͙͍͗ͯ΅͙ͻ ͊͘ 
;͔͚ͪͭͦ ͔͙͋͒ͤͦͫͭ 
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˽͙ͪ͊ͭ͟;͔͙ͫ͟ ˤ͔ͫ ͔͔ͭͨͪΈ 

˽˻˨˴˶̑̉˩˹˻Η 

ˤͦ ͎͙ͣͤͦͻ ͒ͦͣ͊ͻ  
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˨ͪͦͤ·  
͍ͨͪͦͦ͗͊Όͭ  

͔͔͚͒ͭ ͍ ΄ͦͯ͟͡  



      

5 ˸ ˮ˶˶ˮˢ˾˨˻ˤ ˹ ˻ˤ̍̆ ̂˸˻ˤ 

ˮͫͭͦ;͙ͤ͟: PHD Ventures, Inc. 

% ˸ ͙͍͎ͪͦͦͦ ͔͔͙ͤ͊ͫͤ͡Ύ ͨͦ͒͟͡Ό;͔ͤͤ·ͻ ͟ INTERNET 

ˤ ˽˻˨˴˶̑̉˩˹˹˻˸ ˸ˮ˾˩ ̂ˬ˩ ˬˮˤ˩́  

2020 
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ˤ˿˩˥˻ ˹ˢ˿˩˶˩˹ˮ̒ ˽˻˨˴˶̑̉˩˹˹̍˩ 



#1 Taxi 
͙ͦͣͨ͊ͤ͟Ύ ͍ 
͙͔ͣͪΣ ͯ 

͚ͦͭͦͪͦ͟ ͔ͤͭ ͙ͤ 
͎ͦ͒ͤͦͦ 

͍͙͊ͭͦͣͦ͋͡Ύ 

#1 ˾ ͔ͫͯͪͫ ͨͦ 
͔͔͊ͪͤ͒ ͙͗͡ΈΎΣ 
ͦͭͦͪ͟·͔ ͔ͤ 

͍͔͊͒͊ͭ͡ ͙ͤ м M2 
ͨͦ͡΅͙͊͒ 

#1 ʕ  ͙͔ͣͪ ͔͙ͣ͒͊ 
͍͚͔ͨͪͦ͊͒ͪΣ 
ͦͭͦͪ͟·͚ ͔ͤ 
͙͍͙ͨͪͦͦ͒ͭ͘ 

ͫ͊ͣͦͫͭͦΎ͔ͭ͡Έ͎ͤͦͦ 
͔ͦͤͭͤͭ͊͟ 

#1 ͋ ·ͫͭͪͦ 
ͪ͊ͫͭͯ΅͙͚ 
͔͔ͭ͊ͤ͊͟͡͡Σ ͔ͤ 
͙͔ͣΌ΅͙͚ 

͚ͫͭ͊ͤ͒͊ͪͭͤͦ ͔͙ͫͭ 
͍͔΅Ύ͙ͤΎ 

#1 ˾ ͙͔͚͔ͭͪ͡ ͍ 
͙͔ͣͪΣ ͔ͤ 
͙͔ͣΌ΅͙͚ 
͍͔ͫͦ͋ͫͭͤͤ·ͻ 
͍ͫ͊͒ͦ͟͡ ͙ 
͎͙͍ͣ͊͊ͤͦ͘ 

˿˻ˤ˩˾̊˩˹˹˻ ˹ ˻ˤ̍˩ ˣˮ˭˹˩˿ 
˸˻˨˩˶ˮ   



 ώLƴǘŜǊƴŀƭ ¦ǎŜϐ ŦƻǊ /ƘŜŎƪ tƻƛƴǘ ŜƳǇƭƻȅŜŜǎ 

ˢˤ́˻˹˻˸˹̍˩ ˸ˢ̊ˮ˹̍ 

 
 
 
TESLAΣ ͔̒ͤ͒ͫ͟Σ GOOGLE. 
Cognitive Technologies 
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3D ˽ ˩̉ˢ́̎ ˩ ˨ ̍



˹˻ˤ̍˩ 
ˤ˻˭˸˻ˬ˹˻˿́ˮ 
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Transportation 

Manufacturing 

Smart cities 

Smart buildings 

Banking 

Utilities 

Healthcare 

Telecom 

Automotive 

Energy 

Smart homes 

cloud 

̏ͪ͊  

  ʕ ˩̋˩˯ 



͍ͤͦ·͔ ͍͙ͦͣͦ͗ͤͦͫͭ͘ΦΦΦ 

́͊͟ ͙ ͒͡Ύ ͨͦ͡ͻ͙ͻΦΦΦ  
  

˴͊͟ ͒͡Ύ ͻͦͪͦ΄͙ͻ 
͡Ό͔͚͒Χ  
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ˢ ̉́˻ 
˽˾˻ˮ˿̆˻˨ˮ́ ˤ 
˴ˮˣ˩˾ - x ˩˭˻˽ˢ˿˹˻˿́ˮ?  
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˿́ˢ˶ ˶ˮ 2017 ˥ ˻˨  
˽˩˾˩˶˻˸˹̍˸ ?  

WannaCry  
́·ͫΎ;͙ ͔͙ͨͪ͒ͨͪΎ͙͚ͭ  ͍  99 ͫ ͭͪ͊ͤ͊ͻ  

 

NotPetya  
˽ͦͤͦͫͭ͡ΈΌ ͦͭ͟͡Ό;͙͡ ͼ͔ͯ͡Ό ˿ͭͪ͊ͤͯ ͙ ͙ͨͦͪ͊͘͡ 
͔΅͔ 60  
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WWW 

˸͙͍͊ͫͫͤ·͔ DDoS ͊ ͙ͭ͊͟ ͫ IoT: 
1) IoTroop* (͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ 

ͦ͒͊͟ Mirai) 
2) ˾ ͔ͦͯͭͪ· Huawei 

3) ˸ ͙ͦ͋͡Έͤ·͔ ͚͍ͯͫͭͪͦͫͭ͊ ͤ͊ 
Android (Wirex) 

́˾˩˹˨̍ ˴ˮˣ˩˾-̂˥˾˻˭ ˤ́˻˾˻˯ ˽˻˶˻ˤˮ˹̍ нлмт 

˸͙ͦ͋͡Έͤ·͔ ͍͔ͪ͒ͦͤͦͫ· 
ͦͭͪ͟·͍͊Όͭ ͒ͦͫͭͯͨ ͍ 
͙͍ͦͪͨͦͪ͊ͭͤ͟·͔ ͔͙ͫͭΥ 
мύ ˽͙ͪͦͫ͟ όMilkyDoor) 
нύ ˤͦͣ͘͡ ͔͍ͪͦͯͭͪͦ ͤ͊ 

͔͙͔͔ͨͪͣͭͪ 

˥͙ͦͪͦͤͭ͊͘͡Έ͔ͤͦ 
͔͙͔ͪ͊ͫͨͪͦͫͭͪ͊ͤͤ ;͔͔ͪ͘ 

Ή͚ͫͨͦͭ͟͡·Υ 
1) WannaCry, NotPetya, 

BadRabbit 
2) IoT:  IoTroop*, ͪ ͔ͦͯͭͪ· 

Huawei 
3) x ͍͙͚͊ͤͦͫ͟͟ ͭͪͦΎͤ TrickBot 

ϝ˴͙͚͙͚ͭ͊ͫ͟ ͔͋ͦͭͤͭ ͙͘ ͔͍ͣͤͦ͗ͫͭ͊ ͚͍ͯͫͭͪͦͫͭΥ GoAhead, D-Link, TP-Link, AVTECH, NETGEAR, MikroTik, Linksys, Synology, ... 
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́˾˩˹˨̍ ˴ˮˣ˩˾-̂˥˾˻˭ ˤ́˻˾˻˯ ˽˻˶˻ˤˮ˹̍ нлмт 

https://pages.checkpoint.com/global-cyber-attack-trends-2017  

˴͙͚͔ͪͨͭͦͣ͊ͤͪ· 
Ҍ ͚ͦͤ͊ͤ͡ ͤ͊ ͍͔͋-͚ͫ͊ͭ͊ͻ  
(Coin-Hive, Crypto Loot ) 

ʚ 20.5% 
ʢʦʤʧʘʥʠʡ 

͘
͊
ͭ
ͪ
͊
ͭ
·

 

Exploit Kits 
(Nuclear, Angler) 

͟
ͦ
͡-͍
ͦ
 
͊
ͭ
͊
͟

 

62% 
38% 

͔͔͍͚̇ͦ͡ ͺ͙΄͙͎ͤ ͫ 
͍͔ͪ͒ͦͤͦͫͤ·͙ͣ 
͔͙͒ͦͯͣͤͭ͊ͣ͟ 

Adobe, MS Office  
(RTF, DDE, NEW: .xlam, .xlb) 
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́˾˩˹˨̍ ˴ˮˣ˩˾-̂˥˾˻˭ ˤ́˻˾˻˯ ˽˻˶˻ˤˮ˹̍ нлмт 

˹͙͔͔͊͋ͦ͡ ͙͍͊ͭͤ͟·͔ ͍͔ͪ͒ͦͤͦͫ· ͍ ˾̅ ͙ ˿˹˥ 

́ͦͨ ΄͙ͺ͍ͪͦ͊͡Έ΅͙͍ͦ͟ ͍ ˾̅ ͙ ˿˹˥ 

RoughTed ς ͍ ͔ͪ͒ͦͤͦͫͤ͊Ύ ͔ͪ͊ͣ͊͟͡ όmalvertising) 
CoinHive, Crypto Loot ς ͦ ͚ͤ͊ͤ͡ ͙͚͔ͪͨͭͦͣ͊ͤͪ͟· 
TrickBot ς ͋ ͍͙͚͊ͤͦͫ͟͟ ͭͪͦΎͤΣ ͙ͫͨͦ͡Έͯ͘Ό΅͙͚ ͒͡Ύ 
͔͙ͪ͊ͫͨͪͦͫͭͪ͊ͤͤΎ Ή͚ͫͨͦͭ͟͡· SMB 
 
˻͙͙͗͒͊ͤΎ ͤ͊ нлмуΥ 
- ˢ͙ͭ͊͟ ͤ͊ ͋ͦ͟͡;͔͚ͤ όCryptoShuffler ς ͟ ͙͍ͪͨͭͦͦͪύ 
- ˢ͙ͭ͊͟ ͤ͊ ͦ͋͊͊͟͡ όMicrosoft +300%, Amazon, Google) 
- ˴ͪͦͫͫ-ͨ͊ͭ͡ͺ͔ͦͪͣͤͤ·͔ ͙͊ͭ͊͟ όWindows, Mac OS X, Android) 

́ͦͨ ͍͙͋͊ͤͦͫ͟͟ͻ ͭͪͦΎ͍ͤͦ ͍ ˾̅ ͙ ˿˹˥ 
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20 @2018 Check Point Software Technologies Ltd.  

˿́ˢ˶ ˶ˮ нлмт ˽˩˾˩˶˻˸˹̍˸Κ  
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˿͔͎ͦ͒ͤΎ ς ˽ ͔͔ͪͦͣͤ͡·͚ ͔ͣͦͣͤͭ! 
˸· ͙͎͙͒ͦͫͭ͡  
ͨΎ͎ͭͦͦ ͔͙ͨͦͦͤ͟͡Ύ ͎̂ͪͦ͘Η 

1990 2000 2010 2017 

THREATS 

˿͔͙ͭ 

Gen II 

˽͙͔͙ͪͦ͗ͤ͡Ύ 

Gen III 

˴͔ͦͤͭͤͭ 

Gen IV 

ˤ͙ͪͯͫ· 

Gen I 

˸͔͎͊ 

Gen V 
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˨ˢˤˢ˯́˩ 
˽˻˿˸˻́˾ˮ˸ ̉́˻ 
̏́˻ ˭˹ˢ̉ˮ́  
ˤ ˾˩ˢ˶̎˹˻˿́ˮΗ 
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˽͔͙ͦͦͤ͟͡Ύ ˴͙͔͋ͪ ͎̂ͪͦ͘ ͙ ͔ͪ΄͔͙ͤΎ ͨͦ ͊͘΅͙͔ͭ 

Gen I 
1980 ς  
ˢ͙ͭ͊͟ ͤ͊ ˽˴ - standalone 

ˤ͙ͪͯͫ· 

Gen II ˿͔͔͙ͪ͒ͤ͊ 1990 ς  
ˢ͙ͭ͊͟ ͙͘ ͙͔͔ͤͭͪͤͭ͊ 

˿͔͙ͭ 

Gen III 
˾͙͔͊ͤͤ 2000 -  
ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͯΎ͍͙͔͚ͣͦͫͭ͘ 
͙͔͙͚ͨͪͦ͗ͤ͡ 

˽͙͔͙ͪͦ͗ͤ͡Ύ  

 

 

 

 

 

The Anti Virus  

The Firewall 

Intrusion 
Prevention (IPS)  

Gen IV 
2010+ -   
˽͙ͦͣͦͪ͡ͺͤ·͚ ͔ͦͤͭͤͭ͟ 

˴͔ͦͤͭͤͭ 

SandBoxing  
and Anti-Bot 
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́͊͟ ͎͔͒ ͔͗ ͣ· ˿͔͚;͊ͫΚ 

1990 2000 2010 2015 2017 

THREATS 

˭͊΅͙ͭ͊  ˿͔͙ͭ 

Gen II 

˽͙͔͙ͪͦ͗ͤ͡Ύ 

Gen III 

˴͔ͦͤͭͤͭ 

Gen IV 

GRADE I 

GRADE II 

GRADE III 

GRADE V 

GRADE IV 

ˤ͙ͪͯͫ· 

Gen I 

ˣˮ˭˹˩˿ ͙ 
͔͙ͨͪ͒ͨͪΎ͙ͭΎ 

˩΅͔ ͤ͊ ͍͔ͯͪͦͤ н-3 

2.8 

˸͔͎͊ 

Gen V 
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2018- ˥ ͦ͒ ˢ́ˢ˴ р-͎ͦͦ ˽O˴˻˶˩˹ˮ̒ 
GEN5   

˴ͪͯͨͤ·͚ ͣ͊ͫ΄ͭ͊͋ (˿ͭͪ͊ͤ͊\͙͙ͤ͒ͯͫͭͪΎ) 

͔́ͻ͎͙͙ͤͦͦ͡ ˥ͦͫ ͍̂ͪͦͤΎ 

˸ͯ͡Έ͙ͭ- ʕ ͔ͭͦͪ͟ (˿͔ͭΈ,˻͋͊ͦ͟͡Σ˸͙ͦ͋͡ΈͤͦͫͭΈ)  
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͔̂͗ ͔͚ͫ;͊ͫ ͊͘΅͙ͭ͊ ͍ͯͪͦͤΎ п 
͔͙ͨͦͦͤ͟͡Ύ ͔ͤ ͍͔͎ͫ͒͊ ͒ͦͫͭ͊ͭͦ;ͤ͊Η  

˭͊ͪ͟·͙͔ͭ ͍͔ͫͻ ͍͔͍ͭͦͪͦ͟ ˿͔͙ͭΣ 

˸͙ͦ͋͡ΈͤͦͫͭΈΣ ˻͋͊͊͟͡ 

˽˾˩˨˻́ˤ˾ˢ̋˩˹ˮ˩ (˹˩ ˨˩́˩˴́ΗΗΗΗ) 

˾͊͋ͦͭ͊ ͍ ͔ͪ͊͡Έͤͦͣ ˤ͔͔͙ͪͣͤΗ 

Gen IV 

˴͔ͦͤͭͤͭ 

SandBoxing  
and Anti-Bot 

2010 + 
 ˽ ͙ͦͣͦͪ͡ͺͤ·͚ ͔ͦͤͭͤͭ͟ 



  

ϭнлму /ƘŜŎƪ tƻƛƴǘ {ƻŦǘǿŀǊŜ ¢ŜŎƘƴƻƭƻƎƛŜǎ [ǘŘΦ  

˸̍ ˻ˣ̒˭ˢ˹̍ 
˨ˤˮ˥ˢ́̎˿̒ 
ˤ˽˩˾˩˨ ˣ̍˿́˾˩˩Η  



  

ϭнлму /ƘŜŎƪ tƻƛƴǘ {ƻŦǘǿŀǊŜ ¢ŜŎƘƴƻƭƻƎƛŜǎ [ǘŘΦ  

˹˻ ̉́ ˻ ˸ ̍ 
ˤˮ˨ˮ˸Κ 
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ά˿ ͦ ͚ͣͤͦ 
Ήͭͦ ͔ͤ 
ͫͯ͡;͙ͭͫΎέ 

άʕ ͔͔͙͔ͤ͒ͪͤ ˴͚͊͗͒ͦ 
͔ͭͻ͎͙͙ͤͦͦ͡ Ήͭͦ с ͔ͣͫΎͼ͔͍ .  

20 ́ ͔ͻ͎͙͚ͤͦͦ͡ς  
ͤͯ ͎͔͒-ͭͦ ͟ нлнрέ 

ά̏ ͭͦ 
͙ͫ͡΄ͦͣ͟ 
ͫͦ͗ͤͦ͡έ 

ά̏ ͭͦ ͦ;͔ͤΈ 
͎͒ͦͪͦͦέ 
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ˤ͊ͣ ͤͯ͗ͤ͊ ˢ͙ͪͣΎ ͔ͭͻ͎͙͚ͤͦͦ͡ 

Machine 
Learning 

CPU-Level 
Sandboxing 
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ˤ͊ͣ ˹ͯ͗ͤ͊ ˢ͙ͪͣΎ ͔́ͻ͎͙͚ͤͦͦ͡  
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˴ˢˬ˩́˿̒ ˹˩ˤ˻˭˸˻ˬ˹̍˸? 

 
̉̂˨˩˿ˢ ˭ˢ˹ˮ˸ˢ̑́ ̉̂́̎ ˣ˻˶̎̊˩ 

ˤ˾˩˸˩˹ˮ 
. 

(Charles Alexandre de Calonne, 1794) 

 

˹˩ˤ˻˭˸˻ˬ˹˻˩ 

˸̍ ˨˩˶ˢ˩˸ ˸˥˹˻ˤ˩˹˹˻  
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SAAS 
SECURITY 

ADAPTIVE 
CLOUD 

SECURITY  

MOBILE APP 
SCANNING 

SDN MICRO-
SEGEMENTATIO

N 

CLOUD 
SECURITY 

AUTO-SCALE 

ORCHESTRATION 

ACCOUNT 
TAKEOVER 

PREVENTION 

HYPERVISOR 
LEVEL 

SECURITY 

PUBLIC-CLOUD 
AUTOPROVISIO

N 

MOBILE CODE 
ANALYSIS 

MOBILE AI 
AND MACHINE 

LEARNING 

DISK 
ENCRYPTION 

MEDIA 
ENCRYPTION 

MOBILE SMS 
PHISHING 

MOBILE MAN 
IN THE MIDDLE 

ATTACK 
BLUETOOTH 

ATTACK 
DETECTION 

SS7 ATTACK 
PREVENTION 

ADVANCED 
JAILBREAK 

PROTECTION 

MEMORY 
ANALYSIS 

THREAT 
EXTRACTION 

HUMAN 
INTERACTION 
SIMULATION 

INTRUSION 
PREVENTION 

DOMAIN 
PREDICTION 

MACHINE 
LEARNING 

ANTI-
RANSOMWAR

E 

CPU LEVEL 
SANDBOX 

ENDPOINT 
FORENSICS 

CAMPAIGN 
HUNTING 

IMAGE FILE 
SANITIZER 

ENDPOINT 
EXPLOITATION 

DETECTION 

FLASH 
EMULATION 

INTRUSION 
PREVENTION 

DOMAIN 
PREDICTION 

DECOYS & 
TRAPS 

ANTI-
RANSOMWAR

E 

CPU LEVEL 
SANDBOX 

CPU EXPLOIT 
DETECTOR 

MACRO 
ANALYSIS 

OS-LEVEL 
SANDBOX 

DROPPED FILES 
EMULATION 

TRANSPARENT 
HTTPS 

INSPECTION 

STATIC 
ANALYZER 

LOW LATENCY 
FIREWALL 

INTEGRATED 
PACKET 

CAPTURE 

SCALABLE 
IDENTITY 
ACCESS 

VIRTUAL 
SYSTEMS (VSX) 

MULTICORE 
VPN 

SECURE-XL 

SSL 
INSPECTION 

NATIONWIDE 
PROTECTION 

VERTICAL 
SCALING 

ZONE-BASED 
SECURITY 

CONTENT 
AWARENESS 

NETWORK 
ENCRYPTION 

ICS/SCADA 
PROTECTION 

APPLICATION 
CONTROL 

USER-CHECK 

URL FILTERING 

HTTP 2.0 

DLP 
ICS/SCADA 

PROTECTION 

LARGE SCALE 
MANAGEMEN

T 

REST APIS 

SECURITY 
ADVISOR 

SECURITY 
MANAGEMEN

T PORTAL 

EVENT 
CORRELATION 



34 ϭнлмт /ƘŜŎƪ tƻƛƴǘ {ƻŦǘǿŀǊŜ ¢ŜŎƘƴƻƭƻƎƛŜǎ [ǘŘΦ   ώLƴǘŜǊƴŀƭ ¦ǎŜϐ ŦƻǊ /ƘŜŎƪ tƻƛƴǘ ŜƳǇƭƻȅŜŜǎ 

˽˩˾ˤˢ̒ ˴˻˹˿˻˶ˮ˨ˮ˾˻ˤˢ˹˹ˢ̒ ˿ˮ˿́˩˸ˢ ˣ˩˭˻˽ˢ˿˹˻˿́ˮ ˨˶̒ 

˶̑ˣ̍̆ ˿˩́˩˯,   ˻ˣ˶ˢ˴˻ˤΣ ˤˮ˾́̂ˢ˶̎˹̍̆ ˿˾˩˨,  ˮ ˸˻ˣˮ˶̎˹̍̆ 

˽˶ˢ́̅˻˾˸, ˽˾˩˨˻˿́ˢˤ˶̒̑̋ˢ̒ ˤ̍˿˻̉ˢ˯̊ˮ˯ ̂˾˻ˤ˩˹̎ 

˽˾˩˨˻́ˤ˾ˢ̋˩˹ˮ̒ ̂˥˾˻˭ 

ɹ ʉʎʁ ʋ ɾʃ ʋ ʌʉɹ ʃ ʁ ɺ ɾʉɺ ɾʀ ʇ ʈ ɹ ʊʆ ʇ ʊʋʁ ɺ ʌ ɽ ʌ ʒɾɼʇ 
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˾͔΄͔͙͔ͤ ͍ͦͫͤͦͤ·ͻ ˭͊͒͊;: 

ʅʝʠʟʚʝʩʪʥʳʝ ʘʪʘʢʠ 
Áɿʘʱʠʪʘ ʦʪ ʪʘʨʛʝʪʥʳʭ ʘʪʘʢ ʠ ʫʛʨʦʟ çʥʫʣʝʚʦʛʦè ʜʥʷ 

Áɿʘʱʠʪʘ ʦʪ ʤʥʦʛʦʚʝʢʪʦʨʥʳʭ ʘʪʘʢ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ (DDoS-ʘʪʘʢ) 

ɿʘʱʠʪʘ ʩʝʪʠ 

ʆʙʲʝʜʠʥʝʥʠʝ 

ʩʝʪʝʡ 

Áʆʨʛʘʥʠʟʘʮʠʷ ʤʘʩʰʪʘʙʥʳʭ VPN-ʩʝʪʝʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʪʝʯʝʩʪʚʝʥʥʳʭ 

ʘʣʛʦʨʠʪʤʦʚ ʰʠʬʨʦʚʘʥʠʷ ɻʆʉʊ 

Áʆʨʛʘʥʠʟʘʮʠʷ ʟʘʱʠʱʝʥʥʦʛʦ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ  

 
Áɿʘʱʠʪʘ ʧʝʨʠʤʝʪʨʘ ʠ ʨʝʛʠʦʥʘʣʴʥʳʭ ʦʬʠʩʦʚ 

Áɿʘʱʠʪʘ ʦʪ DDoS 

Áʉʝʛʤʝʥʪʘʮʠʷ ʠ ʟʘʱʠʪʘ ʎʆɼ 

Áɿʘʱʠʪʘ ʩʠʩʪʝʤ ʚʠʨʪʫʘʣʠʟʘʮʠʠ ʥʘ ʫʨʦʚʥʝ ʛʠʧʝʨʚʠʟʦʨʘ 

 

ʈʘʙʦʯʠʝ ʩʪʘʥʮʠʠ ʠ 

ʤʦʙʠʣʴʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ 

Áʉʦʟʜʘʥʠʝ ʟʘʱʠʱʝʥʥʦʡ ʩʨʝʜʳ ʜʣ ̫ʨʘʙʦʪʳ ʩ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʥʘ  

ʩʤʘʨʪʬʦʥʘʭ 

Áʂʦʤʧʣʝʢʩʥʘʷ ʟʘʱʠʪʘ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ 

Áʀʜʝʥʪʠʬʠʢʘʮʠʷ ʠ ʢʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ  

Áɿʘʱʠʱʝʥʥʘʷ ʨʘʙʦʪʘ ʩ ʜʦʢʫʤʝʥʪʘʤʠ 

ʋʧʨʘʚʣʝʥʠʝ 
Áɽʜʠʥʘʷ ʢʦʥʩʦʣʴ ʜʣ ̫ʚʩʝʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʀɹ 

Áʇʦʩʪʨʦʝʥʠʝ ʦʪʯʝʪʦʚ ʦ ʩʦʙʳʪʠʷʭ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ 
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ʋʉʇɽʐʅɸʗ ʉʊʈɸʊɽɻʀʗ ɿɸʑʀʊʓ  
ʥʘ ʚʩʝʭ ʵʪʘʧʘʭ ʘʪʘʢʠ ʜʣʷ ʢʘʞʜʦʛʦ ʚʝʢʪʦʨʘ 

DLP 
Threat 

Intelligence 
Firewall Anti-Virus 

AppCtrl + URLF 

+ Anti-Bot  

AppCtrl + URLF 

+ Anti-Bot  
IPS 

Firewall 

DLP 

Document 

Security 

Anti-Spam 

AppCtrl + URLF 

Threat 

Emulation  

Threat 

Extraction 

Mobile Threat 

Prevention 

IPS 

Threat Emulation 

Endpoint 

Security 

Endpoint 

Security 

Forensics 

Mobile Threat 

Prevention 

Document 

Security 

Firewall + 

AppCtrl + Identity 

IPS 

ʈʘʟʚʝʜʢʘ ʈʘʟʨʘʙʦʪʢʘ ʇʝʨʝʜʘʯʘ 
ʀʩʧʦʣʴʟʦʚʘʥʠ

ʝ 
ʋʩʪʘʥʦʚʢʘ 

ʋʧʨʘʚʣʝʥʠʝ ʠ 
ʢʦʥʪʨʦʣʴ 

ɼʝʡʩʪʚʠʷ 

˨ ͦ  ͟ ͦ ͣ ͨ ͪ ͦ ͣ ͔ ͭ ͊ ͼ ͙ ͙ ˴ ͦ ͣ ͨ ͪ ͦ ͣ ͔ ͭ ͊ ͼ ͙ Ύ ˽ ͦ ͫ ͡ ͔  ͟ ͦ ͣ ͨ ͪ ͦ ͣ ͔ ͭ ͊ ͼ ͙ ͙ 

˽͙͔͔͙͔ͪͣͤͤ ͊͘΅͙ͭ· ͤ͊ ͍͔ͦͫͤͦ 
͙͎ͫͤ͊ͭͯͪ ͤ͊ ͊͗͒ͦͣ͟ ΄͎͔͊ ͒͡Ύ ͋·͎ͫͭͪͦͦ 
͙͍͙͋ͦͪͦ͊ͤ͟͡Ύ ͍͔͙͚ͭͦͪ͗ͤ 

˽͔͍ͪ͒ͦͭͪ͊΅͔͙͔ͤ 
ˮ˭ˤ˩˿́˹̍̆ ͊ͭ͊͟ 

ˣ͙͍ͦͪͦ͊͟͟͡ ͔͒͊͗ ͍ͤͦ·ͻ ͙ 
ͦͨ͊ͫͤ·ͻ ͊ͭ͊͟ ͫ ͨͦͣͦ΅ΈΌ 
͔ͭͻ͎͙͚ͤͦͦ͡ ͙͍͚ͨͪͦ͊ͭͤͦ͟ ͊͘΅͙ͭ· 

˽͔͍ͪ͒ͦͭͪ͊΅͔͙͔ͤ 
˹˩ˮ˭ˤ˩˿́˹̍̆ ͊ͭ͊͟ 
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R80.10: ͔͙͒ͤ͊Ύ ͙͙ͨͦͭ͊͟͡ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ 

˽ͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͚͍̂ͫͭͪͦͫͭ͊ ˽͙͔͙ͪͦ͗ͤ͡Ύ ˨͊ͤͤ·͔ ̊͡Ό͘· ˸͙ͦ͋͡Έͤ·͔ 
͚͍ͯͫͭͪͦͫͭ͊ 

˽͙ͯ͋͡;ͤ·͔  
˻͋͊͊͟͡ 

̉͊ͫͭͤ·͔  
˻͋͊͊͟͡ 

Azure 


