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0-100
100-500
500-1,000
1,000-3,000
3,000-5,000
5,000-10,000

10,000-20,000

More than 20,000

B 2016 Bonee 160 000
komnoHeHToB ACY TN
oKa3anvcb NoAaKNo4YeHHbIMM K
UHTepHeT

— 4515 komMnoHeHToB (3% oT
obLero 4yncra) NPUMEHSTCS
B 06NnacTn aHEpPreTuku

— 38 580 (24%) oTHOCATCSA K
obnactn aBTomarusaymn
30aHUN.

NcTtouHmnk: aHanutmnuecknin otyet Positive Technologies «be3zonacHocte ACY TI1. Utorm 2016 ropa»
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Kpummueckan

Boicoxan

CpenHan

Hwsxan

ABB f
43%
ROCKWELL...
ECAVA
MOXA

ADVANTECH

SIEMENS 37

NctouHuk: aHanmntnueckmn otuet Positive Technologies «be3zonacHocts ACY TI1. Utorn 2016 roaa»
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bonbwunHcTteo ACY TI1 (1 BCE uTO NoA HUMM NoApa3zyMeBaeTCA)

YMEKOT KOHTPOJIMPOBATb MOBEAEHVNE KOMIMOHEHTOB B CBOEWV CETWU
OT/IMYAKOT CBOW CETEBbIE KOMIMOHEHTBI OT MOCTOPOHHUX
OT/INYAIOT CBOWN TPA®UK OT MOCTOPOHHEIO

BbIABIAKOT ATAKA HA CBOWM KOMIMOHEHTHBI N CETEBBIE MPOTOKOJ1bI

BbIABNAKOT SKCNIYATAL MO CBOUX YA3BMMOCTEW

AHIN3UPYIOT N HE PACCTIEAYHOT MHUWAEHTbI KWBEPBE3OINMACHOCTA

© 2017 Undocucrems! [xert ' (4) . :. lJ ET’EDNFER.ENEE




O6Hapy>xeHne HeANTUTUMHOWN aKTUBHOCTU B CETU

BbiAsBNA€HME aTak Ha YCTPOMUCTBA M MPOTOKOJIbI

be3 BAUAHNA Ha
TeXHONOTnUYeCKnun
npouecc n ceTb

BbiAsBNAeHMe aTak Ha HapyLleHne JIornKku paboTbl
CUCTEMDI

BbisBneHune KCnaAyaTaymnu yﬂ3BI/IMOCTel7I

BO3MO>XHOCTb NPOBEAEHUA paccaesoBaHUM

~
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CEHCOP VIEW SERVER

MHCTPYMEHT SOC-UHXKEHEPA OVERVIEW SERVER

MHCTPYMEHT PACC/NIEAOBAHUA FORENSICSERVER

MHCTPYMEHT
AOMUHUCTPUPOBAHUA

MANAGEMENT SERVER

~ SKCMNEPTHBLIE CEPBUCHI PROFESSIONAL SERVICES

Industrial Security Incident Manager

y

Heobxoanumbi HAb6Op MHCTPYMEHTOB
A

© 2017 VindocucTemsl [xet




o lNMpeBeHTUBHOE O6Hapy>keHUe AeNCTBUN
3/10yMbILWIEHHMKA

BHelHMe yrposbl

o KOHTpoab AencTBun COTPYAHUKOB N NOAPAAYNKOB
o KoHTposab ceTeBOro okpy>xeHus

o lNpoBeaeHue paccnesoBaHUU

BHyTpeHHWe yrposbi o KoHTposnb goctyna K yaaneHHOU NPOLUNBKeE

o CBoeBpeMeHHOe MHpopmMmnpoBaHue 06 NHUMAEHTaX
o AHanNM3 MHUMNAEHTOB N OLEHKA UX NOCNeACTBUN

/o o Momolb B NAaHNPOBaHMM Mep 3aLLUTbI
-{:O} OLWMNBKN KOHDUIypaLK

o BbinonHeHue TpeboBaHMUN peryanpyroLmx
opraHusaumm

o 2017 sdocrceus e - P J ET’EDNFEIR"ENEE



[MogkntoveHne kK SPAN unun Mirroring port KommyTaTopa TEXHONOrMYecKon ceTn Yepes garta gmoa.

Q
P
APM

© 2017 Mndocnctembl [xet

Cepeep ACY

PTISIM
Forward Server

PTISIM

View Server

CutyalnoHHbIN
LUeHTp

MNaHenb MOHNTOpPWHra
(NpoMmbILWAEHHbIN NNaHLLeT)

\
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UcxoagHbin Tpaduk

0000 23 12 14 00 of 00 f4 01 00 fe 33 00 64 al 2c Oc 92 05 10 f5 01 00 00 34 00 64 al 2c Oc 92 05 10
0020 f6 01 00 07 34 00 64 al 2c ©c 92 05 10 f7 01 00 12 06 00 64 al 2c Oc 92 ©5 10 f8 01 00 15 06 00
0040 64 al 2c Oc 92 05 10 f9 01 00 14 06 00 64 al 2c Oc 92 05 10 fa 01 00 d2 00 00 64 al 2c Oc 92 05
0060 10 fb 01 00 d3 00 00 64 al 2c Oc 92 05 10 fc 01 00 d3 00 00 64 al 2c @c 92 05 10 fd 01 @0 ff ff
0080 00 64 al 2c Oc 92 05 10 fe 01 00 ff ff 00 64 al 2c O¢c 92 ©5 10 ff 01 @0 ff ff 00 64 al 2c Oc 92
0020 05 10 00 02 00 d2 00 00 64 al 2c Oc 92 05 10 01 02 00 d3 00 00 64 al 2c Oc 92 05 10 02 02 00 d3
00cO 00 00 64 al 2c Oc 92 O5 10 03 02 00 e8 03 00 64 al 2c Oc 92 05 10 04 02 00 e8 03 00 64 al 2c Oc

YactnyHaga obpadoTka coobIiTUMN

Mpotokon: IEC104, TUM WHPOPMAUMUOHHOro obbekTta: Tl M SP NA 1,

npu4YMHa nepepaym: 11, o6bLeKT MHPOopmauunm 25 B COCTOSAHUE O,
oTnpasuTenb: 172.50.0.52, nony4yatenb: 172.50.0.72

MHTennekTtyanbHaa obpaboTka cobbiTun B Tpadumke

CoobueHne IEC104 ot 172.50.0.52 Ha 172.50.0.72:
«3a3eMnanwmMmn Hox QSG2: OTKAWYeH»

© 2017 Mndocnctembl [xet
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Bpems |

HeaeTopwaoeaHnbin MAC-agpec

10.10.0.17 — 10.10.0.101

HeaeTopwaoeaHHan nonbiTka ceAsum c [J1K Step/

10.10.0.17 — 10.10.0.101

HeaeTopuzoeanHaA komaHga Ha zanyck [1J1K Step7

10.10.0.11 — 10.10.0.101
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Full View

¥ BadvkcrpoBaHHbie MHyupenTsl 3

B Cobuitna Cnctems

1. Uenoykn atak
Workstation S7PLC 7= .. -

. =

€ Tononorus

2. ATakm Ha ceTeBomn KapTe

3. ATakm Ha TEXHONOIrMYECKON KapTe
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NMNJTOTUPOBAHUE

MPOEKTNPOBAHUE
[MPOEKRTblI BHEAPEHUA
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KOr4A AOrAAbIBAJICA,
YTO BCE HE OYEHb XOPOLLUO

HO NMOHATUA HE UMEN,
HA CKOJIbKO «HE OYEHb>»

© 2017 Mndocnctembl [xet

«M3onmpoBaHHble» ceTn ACY Tl Taknmm He aBAAOTCA
«/13onnpoBaHHasa» ceTb He PpaBHO «He3apaXkeHHasa»
CermeHTtaumsa cetn ACY Tl Tonbko Ha bymare

Tpaduk Bcen cetn xoanT uepes yaaieHHbIN 0O6bekT

BONbLWKMHCTBO YA3BMMOCTEN B CETU — pe3y/ibTat
NPOEKTUPOBAaHUA U BHEAPEHUSA

JKcnayaTtaumsa ya3BUMOCTEN aBTOPU30OBAHHbIMMU
KOMMOHEHTaMWU

JKcnayaTaumsa ya3BMMbIX ceTeBbiX NPOoTokosioB (SNMP v.1)

Hepa3bepuxa c noagkatoUeHHbIMU YCTPOMUCTBAMM

JET’EDNFER’.ENEE



« OO6Hapy>keHMe NPOCTbIX U CIOXHbIX aTak

* KOHTpO/Ib CETEBOro OKpPY>KEeHMS

* KOHTpO/iIb UI3MEHEHUN KOHPUTYPALMOHHbIX HaCTpoeK
* BblABNeHMe ceTeBbIX aHOMaINM

« KoHTpo/sb ceTeBOro B3aMMoAencTBumS

* BblfABA€HME NONbITOK 3KCMJyaTauumn yA3BUMOCTEM

* WNHbopmmpoBaHMe U OTUETHOCTb Ha BCEX YPOBHAX
* Bo3moOXHOCTb NpoBeAeHUsa paccnesoBaHUN NHUUAEHTOB
* Macwrabupyemas peweHue C LULMPOKMM BO3MOXKHOCTAMU MHTErpaLmm

« [Noaaep>kka NPUHATUA peLleHn
« CooTtBeTcTBUE TPeOOBAHUAM PETYNATOPOB

o 2017 sdocrceus e - | J ET’_IZIIINFER.ENEE



~POSITIVE TECHNOLOGIES

01/06/2017

Amntpun flapeHgknin.
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