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HOycTpuanbHble cuctembl nog yrpo3oun!
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Check Point

SOFTWARE TECH NW, .

MeTannyprudeckun 3aBog B [[epmaHnn Obin aTakoBaH
(aTaka Spear Phishing) — 6b1n1 npnynHeHsl cepbesHble
NoBpeXaeHus

Hekabpb 2014

Y 4 - — R

B YKkpauHe 3adomkcmpoBaHa nepsas B UICTOpum
rocygapcTBa ycnewHaa xakepckas ataka Ha cetb ACY TTI1
Llenb xakepoB - «[pukapnaTtbeobnaHeproy.

Aekabpe 2015  PegynbTaT -bnakayT Ha TeppuTopun 3anagHon YkpaunHe
(ataka BlackEnergy malware)

M nosTopHaga aTtaka 19 aHBapsa 2016
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AMEPUKAHCKUI LIEHTP pearnpoBaHnst Ha MHUMAEHTbI ICS-
CERT, cneuyuanusnpyowmmnca Ha yrposax ans
NPOMBbILLSIEHHbLIX cucTeMm, 3a 2015 rog nony4un ot
Bnagensues ACY Tl n oTpacneBbix NapTHEPOB CBEAEHUS
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3apaxeHue N KOHTPOIb
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PacnonoxeHue PLC (Uenb)
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KomnpomeTtauua PLC =
NMpumep (READ/WRITE) Gheck Pont

Operator
(Field PG) Operation Controller
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KomnpomeTtauua PLC =
NMpumep (READ/WRITE) Gheck Pont

Operator
(Field PG) Operation Controller

Infected
T I | — ;

Malware — : €| : :
E ..................... ShOW expected Value §
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[MTouyemy 3T aTakm BO3MOXHbI?

YcTapeBLwmne n HeobHOBMNEHHbIE CUCTEMBI

OLUMOKM B cermeHTauunn, NoaknioveHne
TEXHOJIOrN4YecKnx ceten K IHTepHeTy

ﬁ . b
3a4epKKn B 0OCNYXMBAHNN KPUTUYECKUX CU

NMPENATCTBYHOT aJlekBaTHOMN 3aLUuUT
T Y R o\ L
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TpebyeTca cneunanm3aumsa Ha
npOMbILuneHHbD( npoueccax OOOOOOOOOOOOOOOOOOOOOOOO

ycnoBusA OKPYXEHUA TPEBOBAHUA BE3OINACHOCTH

CneunannanpoBaHHbIe
npotokonbl ACY T
MeXay MalunHamu
onepaTopoB U

[Netanun3auna ACY TT1
Tpadomka 40 YPOBHA KOMaHA

KOHTposepamm
CneunannsnpoBaHHbIe
CUCTEMbI B YCNOBUSAX HapgexxHas nnatgopma ans
HENPEepPbIBHOCTU / obecrnevyeHnst besonacHoOCTU B
npounsBoacTBa u TSXKeNbIX YCNoBUAX

arpeccmuBHoOU cpeabl
? 1
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[lpenctaBnaem:
CHECK POINT’S

PelweHunsa 6esonacHocTu ons
ACY TN

CYBER DEFENSE

Cneunanmanp
OBaHHas
sawuta ot 8

SCADA yrpos




OGwunpHan noapoepxka
SCADA/ICS-cneuynann3npoBaHHbIX MPOTOKOSIOB  Check Point

CBbmJe KOMaHAO
B Check Point Application Control
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NTOKMPYET 3anyCKOB
9KCMJIOUTOB U
N3BECTHbIX
YA3BUMOCTEN

NSS Labs

Y
NSS Labs

Highest Rating

Bawa
opraHusauus
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CneumannsnpoBaHHbIN

EM RCALE

@ install Policy

Application & sim Data Loss
URL Filtering " Prevention

.3 SmartConsole -

-’3 Anti-Bot & 5 ?int\-af‘”pam @ Mobile le g 0

Anti-Virus =" MAccess @  IPSecVPN

QoS D Desktop

¢ | Protections
Ha6op CMFHaTyp I PS ﬂnﬂ Lock for: dnp3 D) n: Al -
@ Show additional fiters
S CA DA Protection all Severity /™% Perfor.| ReleasseD.| ¥ | Products Support
- Y7 DNP3 abort file function code willl High - | @ Medium | 5/30/2012 | IPS Blade | R75
| ¥ Folow Up W DNP3 assign class function code il High - |y Medium | 5/30/2012 | # IPS Blade | R75
W’ DNP3 server auth challenge response function code anill High .| @p Medium | 5/30/2012 | # IP5 Blade | R75
M C I-I OJ-I b3yeTCg 1 W’ DNP3 auth emor function code anill High .| @p Medium | 5/30/2012 | # IPS Blade | R75
- W’ DNP3 auth fille function code alll High .| @5 Medium | 5/30/2012 | # IPS Blade | R75
3a H M M a l‘O LLI' M M J-I Mﬂ M pyl'o LLI' M e W DNP3 auth reply function code willl High - |y Medium | 5/30/2012 | # IPS Blade | R75
7 DNP3 auth request function code il High 5 Medium | 5/30/2012 | # IPS Blade | R75
|'| 03 |/| L|' |/| |/| I P S SOftware W7 DNP3 broadcast Ja1l High - | @ Medium | 5/30/2012 | # IPS Blade | RT5
W’ DNP3 close file function code alll High .| @5 Medium | 5/30/2012 | # IPS Blade | R75
B I ad e W/ DNP3 cold restart function code wll] High - | @ Medium | 5/30/2012 | # IPS Blade | R75
N DNP3 confim function code il High - |y Medium | 5/30/2012 | # IPS Blade | R75
| W DNP3 delay measure function code anill High . |@p Medium | 5/30/2012 | # IP5 Blade | R75
W DNP3 delete file function code anill High .| @p Medium | 5/30/2012 | # IPS Blade | R75
Pe LIJ e H M e yﬂo BJ-I eT BO pﬂ eT W/ DNP3 direct operate function code wll] High - | @ Medium | 5/30/2012 | % IPS Blade | R75
N DNP3 direct operate no ack function code il High - |y Medium | 5/30/2012 | # IPS Blade | R75
Ka K C I—I e L|| M ¢ M q H bl M ﬂn g i « || U DNP3 disable solution function code il High 5 Medium | 5/30/2012 | # IPS Blade | R75
1 W’ DNP3 enable solution function code anill High .| @p Medium | 5/30/2012 | # IPS Blade | R75
S CA DA 6 W/ DNP3freeze function code ail] High .| @ Medium | 5/30/2012 | # IPS Blade | R75
] Ta K M O bl L'I H bl M b W’ DNP3freeze clear function code il High - | @ Medium | 5/30/2012 | # IPS Blade | R75
W/ DNP3freeze clear no ack function code il High 5 Medium | 5/30/2012 | # IPS Blade | R75
KO p I-I 0 p aT M B H bl M W DNP3freeze no ack function code anill High .| @p Medium | 5/30/2012 | # IP5 Blade | R75
W DNP3freeze time function code anill High .| @p Medium | 5/30/2012 | # IPS Blade | R75
T p e60 Ba H M ﬂ M K I P S V' DNP3freeze time no ack function code ailll High . | @ Medium | 5/30/2012 | # IPS Blade | R75
N DNP3 get file info function code willl High - |y Medium | 5/30/2012 | # IPS Blade | R75
W' DNP3int app function code alll High .| @ Medium | 5/30/2012 | ¥ [0 IPSBlade |R75
W’ DNP3int data function code a1l High .| @p Medium | 5/30/2012 | # IPS Blade | R75
B CT p Oe H H aﬂ CM CTe M a W’ DNP3 Non-Compliant requests il High .| @5 Medium | 5/30/2012 | # IPS Blade | R75
W’ Non-DNP3 Traffic over DNP3 Port il High 5 Medium | 5/30/2012 | # IPS Blade | R75
a H a.l-l M 3 a M KO p pen ﬂ Ll M M W’ DNP3 apen file function code il High 5 Medium | 5/30/2012 | # IPS Blade | R75
o W’ DNP3 operate function code anill High . |@p Medium | 5/30/2012 | # IP5 Blade | R75
CO6 b|T|/| |/| , |'| O p' D.e p)KKa V7 DNP3 read function code il High .| @ Medium | 5/30/2012 | # |[€] IPSBlade |R75
W’ DNP3 record cument time function code willl High . | @ Medium |5/30/2012 | % IPS Blade | R75
3aXBaTa I-I a KeTO B W/ DNP3 save configuration function code will] High . | Medum | 5/30/2M2 | IPS Blade | R75
20
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YcTapeBLUMe cMCTeMbl He OOHOBMEHbI ==

SOFTWARE TECHNOLOGIES LTD.

Powar and producbivity '..' II I.
CAREERS | INVESTORS | ABOUT | CONVERSATIONS tar o batter werie ™ A IV
Cyber Security — Alerts & Notifications S [Sox |
3 P ABB s commitied to provide cusiomers with products, systems and services that clearky )
H + Rate this page
SChnelder address cyber security. Proper and timely handling of cyber security incidents and
software vulnerabilities is one important factor in halp our customers minimize risks + Share this page
ectric ng
> t’ Siemens Gl¢ associated with cyber security,
: Solutions Contact us
Recent publications . "
> Home > Innovation B =+ Uyber security
« 2014-02-18; CMT 1000 Vulnerability bug fix
I + 2013-11-08: Remote code execution vulnerability in CAP 501 / CAP 505 / SMS
ProductCERT Se 510
~ | S Yousre here: Home > Suppon > Cy « 2013-11-08: Aemote code execution vulnerabilities in MicroSCADA
“: = 2013-10-17: Advisory for Test Signal Viewer on Windows for Robotics
« 2013-D8-18: Security Bulletin for DataManager
Op.ratjommundm.wodd [ — . A —————.
2014 ; o « 2012-04-30; Advisory for AGS00 web server
« Local operations
« 2012-03-23; Advisory for WebWare Components and Related Product
> SSA-831997 (Last UP{  aiis masdaas |t ry for rienyvare L.aom panents and Related Froduct
: o AR N « 2012-02-28: Buffer Overflow in Robaot Communications Runtime on Windows
ROS-based Devices . Wo gt :
> SSA-654382 (LaSt Up‘ + Contact [ [ [ Expert Vijeo Citect v7.40 |
S D\ n \ c - a0 4
> SSA-724606 (Last Upg .}Ci“:,::.p“' . 4:103:: :;or_ v7.20 to
’ ey v7.30SP1
S$7-1200 PLCs Cybersecurity Vieo Citect 3 et
24/0172014  |CiteciSCADA Unhandled Exception ezt
> SSA-456423 (Last Up{ = Nows PowerSCADA V7. 308P N,
A * Report an incident Expert * StruxureWare PowerSCADA
> SSA-892342 (Last Upg Drian inca PowerLogic SCADA Expert v7.30 10 v7,30SR1
ROS-based Devices » PowerLogic SCADA v7.20 to|
Substitution tool v7.208R1
%S ussar Caat Uny ' ’ ‘ |~ CloarsCADAZ0T0RD 1or |
Architecture Counterfeiti it pnts | SCADA Expert Ry previous |
- 240012008 | 0\aarSCADA b Py + SCADA Expont ClearSCADA |
+ Counterfeiting R2 or previous ‘
* Dofinitions 150172014 Hca‘.n"q'_'cau‘se Unguoted Service Path | Versions 1.001%0 140 |
« Repon a counteren {Manage ! } l
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BupTtyanbHbIiU natymHr ¢ okosno 200

Check Point

cneunanuanpoBaHHbiMU IDS/IPS
CM rHaTypaM M Protection ull Sever..
W Citect SCADA ODBC Overflow Attempt «10] Medium
W' Rockwell RSLogix Denial of Service Vulnerability w11l Critical
W' SCADAEngine OPC Client Buffer Overflow Vulnerability w211 High
W' Schneider Electric UnitelWay Windows Device Driver Buffer Overflow w11l Critical
W Siemens Tecnomatix FactoryLink Stack Overflow Vulnerability sull Critical
- W Siemens Automation License Manager Multiple Vulnerabilities 1] Cntics
W' ScadaTEC SCADAPhone and ModbusTagServer Buffer Overflow 1] High
W' RealWin HMI Service Buffer Overflow 2 w11 High
3a|.|J,V| LWEeHO W' Automated Solutions Modbus/TCP Master OPC server Modbus TCP Header ,q1] High
; W' RealWin INFOTAG/SET_CONTROL Packet Processing Buffer Overflow 211 High
CheCk POInt W' Unauthorized Miscellaneous Request to a PLC w111 Crtical
IPS W' Broadcast Request from an Authorized Client «11] Critical
W' IGSS SCADARMS Report Template WriteFile Command Buffer Overflow .1l Crtical
W' 1GS5 SCADASTDREP Request Buffer Overflow «1l High
| W' lconics Genesis SCADA Freeing of Unitialized Memory Trigger «21 High

| U Rockwell RNA Message Negauue Header Length

./ ITellcol = - (=] o5tnal FATTET L erTioys .

W' WonderWare SuiteLink DOS Attempt

31 High

s11l Critical

I ~QIL

R agee Lo b -

o

©2016 Check Point Software Technologies Ltd.
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MonuTtuku/lNpaBuna Ha ocHoBe DYHKLUU U =y
3HayeHun B SCADA komaHpax Check Roint

* CneunanunsunpoBaHHble NonuTtuku n MNMpasuna gnsa 3awmtel ACY TT1
* [pasuna agna ACY TI1 npoTOKOSIOB € y4eTOM HarnpaBieHns KOMMyHUKaLn
* HacTpouka nonMTnKn 0O yPOBHSA KOHKPETHbLIX KOMaHA: Hanpumep, read/write/get

SCADA Application - Modbus @ | Source | Destination | Applications/Sites | Action
- General Properties General Properties Block High Risk apps (& Any (& Any % High Risk ° Block
- Additional Categories N Blocked

Name: Modbus M Black - Contral servers AL Control_servers LlpPLCs £ Modbus Protocol-write single register e Allow
et & Modbus Protocol-write multiple coils
] = & Modbus Protocaol-write file record
Primary Category: | SCADA Protocals El £ Modbus Protocol-write single coi
kit Modbus - Maonitorservers AL Monitor_servers LlpPLcs £ Modbus Protocolread input register e Allow
Lnit £ Modbus Protocol-read coils
£ Modbus Protocal-read file record
@ Any Unit
Block SCADA traffic & Any Lk Internal ) SCADA Protocols (@ Block
©) Specified Urit 1D [0 - [o E LLpics
. ( Function )
\\_/
T Any Function
@ Standard Function  06: Write Single Register -
@ Any Address Name Source Destination ~ Applications/Sites Action
() Address Range |0 = - |0 z
i Single Point ASDUs O Master =Rl EIECGOSTO-SJM - Single Point Information GAIIOW
2! (EEEm Ry [ tec 60570-5-104 - Single Point Information With Time Tag CPS6TimeZa
Function Range 1 = - 1 =
/\ Double Pint ASDUs B Master B ru EIEC 60870-5-104 - Double Point Information e Allow
Value EIEC 60370-5-104 - Double Point Information With Time Tag CPS6Time2a
) Any Value Step Point ASDU B Master [=R:yl [ 1£C 60870-5-104 - Step Position Information @ Alow
@ Specified Value 0 =/ - 1500 |
Measured Value ASDU | B Master B Ru EIECGUE?O-S-IM - Measured Value, Normalized Value eﬂ«llow
[ Mlow out of range values
Anyother communication | B Master =R @Any Recognized e Allow
betweenmasterand RTU
[ ok ][ cancel

©2016 Check Point Software Technologies Ltd. 25



Firewall

Check Point

SOFTWARE TECHNOLOGIES LTD.

W File Edit View Msnage Rules Policy SmartWorkflow Search  Window
OAgHOo 13 Nyylnx B
nHayctpun stateful

inspection 1 IPSec pelleHuin |t Bl Gl

elp

Y-y ElLT T O ABEA FalE] 5= 21 [

O |

= Welcome | B Firewall |55 NAT [ 35 Application & URL Filtering | ; Data Loss Prevention | { 1PS | @/ Anti-Bot & Anti-Virus | C31 Anti-Sp:

1 (1) Steatth * Corporate-internal-net GW-group Any Traffic Any @ drop
A AgUaMet Ching,
AL AquaMet_China VPN Access Rules (Rules 2-3)
...l AguaNet Germa| || [£]  Rules for Specific Sites (Rules 4-8)
I—I S C AD A (II1) IS Control Internak-net-group B substation_Zone_3 > Myintranet IEE DNP3 ) Session Auth
D'LI' p 5 ([T RTU Monitor <% Capacity_Reports 4L Control_Monitoring > Myintranet TCP Modbus 5 accapt

rl pOTO KOJ—I O B ) M HTe rp M po Ba H a 6 @[  oOutbound HTTP % ::;t;:;“j::::l_a & Any % Any Traffic TEP hitp @ drop
B firewall

4L Corporate-finance-net

T P T 7 @I | Critical subnet 4L Corporate-internaknet 4t Corporate-hr-net & Any Traffic & Any @I accept
Ak Corporate-finany 4L Corporate-rnd-net
Ll dm
8 (T[] Tech support Q Tech-Support Q Remote-1-web-server Any Traffic TCP hitp @I accept

YOo6HbIN nHTEpdenc ) dontity Based Access (Rules 9-12)

@ John_Adams_Role

H a I-I M Ca H I/Iﬂ I-I On MTM K 9 @I HR ServerAlow @ HR_Partners_Manage Q HR_Server [® Any Traffic & Any @ accept (dizplay ce

10 (II1) Finance Allow @ Finance_Users_Role Q Finance_Server Any Traffic Any @I accept (display cz
n AL Remote-1-dmz
Remote-1-intern ) [ Finance_server
s 11 @1 |Drop non identified Any = - Any Traffic Any @ drop
l Q HR_Server
JTlornpoBaHue n - B Guests . .
12 (II1) |InternetAccess ) [ inet_nttp_proxy Any Traffic TCP HTTP_and_HTTF @I accept (display cz
@ Al Domain_Users =
OnOBe|”eH|/|e [-]  Commen Rules - All Sites (Rules 13-19)
aﬂ M VI H M CT paTO po B ﬂnﬂ l 13 ([T Terminal server Q Corporate-internakter | [& Any [® Any Traffic & Any @ Session Auth
14 SEEB NS earuer = Anv [ rornnrste_dne_awvt [ _Anv Traffic UDP_Anmain_uidn T arcant

KOHTPONA MHUMOEHTOB B ‘
Identity Awareness
peanbHOM BpeMeHm .

n Kama ™ Tatal licare AP T Rreauoar Racad Tdantitu Ananto Charac idants
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O6HoBneHue curHatyp — Online un Offline

Ele Edit  View Manage

Check Point

Policy  SmartWorkflow — Search  Window  Help

B EETE

& E

[MocTOsIHHOE
COBEpPLUEHCTBOBaHNE
curHaTyp

s Welcome | 25 Firewall | i

NAT [ 85 Application & URL Filtering| T; Data Loss Prevention | U/ IPS | § Anti-Bot & Anti-Virus| E3) Anti-Spam & I

LleHTpannsoBaHHoe
obHoBNeHne

PacnpocTpaHeHue B
pexume online u offline

Mexanunam Workflow gnsa
ayauTa, oTCreXxmBaHus
N3MEHEHUS
KOH(pUrypaumu
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@. Cverview

mﬁ Enforcing Gateways
-[F2) Profiles

= Protections

| Geo Protection
Metworls Exceptions
-.\§/ Download Updates
% Follow Up

[j---@ Advanced

‘3% Track Logs®
E Analyze & Rep-cl-rtal

Download Updates

IPS Update Service

Last updated: 11-May-12 10:16
Update version: 634123086

Updaste Now | | Scheduled Update_ | |  Offine Update

Advanced Settings

New protections will be marked for Follow Up Configure...
Securty Management Server is not using a proxy server for automatic updates Cenfigure..,
[ Apply Revision Control: Eefore update save changes and create database version.

[7] Check for new updates while the SmartDashboard is active.

% Open (=]
Lookin: || data - @ I'j: e "
T= MName = Date modified Type *
L';-"P 1 asm_help 5/11/2012 10:08 AM  File fol
RecentPlaces | ;o help_local 5/11/201210:17 AM  Filefol
-1 1 asm_help_local_jp 5/11/201210:17 AM  File fol
- 1 asm_temp 6/5/2012 1:09 PM File fol
Desktop 1 asm_xml 5/11/201210:09 AM  File fol
— 1 asm_xml_local 5/11/201210:17 AM  File fol
=l 1. CardDetails 5/11/201210:10 AM  File fol
Libraries 1 ChartFX 5/11/201210:10 AM  File fol
1. ClientGeneratedReports 5/11/2012 10:09 AM File fol
&*!I 1 cpml_dir 5/11/201210:11 AM  File fol
Computer . data 5/18/2012 %:49 AM  File fol
1. DemoFiles 5/11/2012 10:08 AM  File fol
@: | Descriotions 5/11/2012 10:08 AM  Filefol ™
< [ I | [
Network
File name: - Open
Flesoftype:  [IPS update files (") -] [ Concel |

27



[MpoTBOAEUCTBUE YrpoO3am

Check Point

MHoroypOBHeBaﬂ CUctTemMa npOTMBOﬂeﬁCTBMH
COBPEMEHHbLIM Yyrpo3am

7)

Bopercd ¢ Bupycamm

] Ay A~
- A

jog-nuy

Ob6e3BpexuBaeT 60ToB ¥
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NMpoTnBogencrTemne 6oTHeTam

E QQEE%L&INEO? EiSrLlT.E.

Check Point
Anti-Bot Software Blade

jog-nuy

QPPEKTUBHAA BOPbBA C BOTAMU!
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Check Point Anti-Bot Software Blade

Haxoaunt ObesBpexnBaet
3apaKeHHbIE 3apa)eHHble
MaLLUMHbI MaLLUMHbI

MHTerpupoBaHHas
cucrtema

& SpyEye (Bot/Trojan)

— P John Adams
Anti-Bot ‘ \I} ’& spyEye @3 High

Software Blade

e

g

Command
and Control
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3awuTta ot 60THeTOB U BpegoHocHoro MO

Welcorne | 225 Firewall | IE5 NAT Application & URL Filtering Data Loss Prevention IPS| & Anti-Bot & Anti-Virus Anti-Sparn & Mail Mobile Access | §E IPSec

Gateways : - Engine "
Protecti
rotections = 3awmTa oT HECKOMNbKMX
¢ |[Dpeto Search Q BEKTOPOB aTak
Protection / Blade Engine
71| W File Types ) Anti-Virus File Type . O6Hapy>|<eH ne botoB C
B W Mail Activity ¥ Anti-Bot & Suspicious Mail MOMOLLBK 3BPUCTUHECKUX
W Malicious Activity | AntiBot B signatures _ METOO0B U KOHTpO ns
v Repuiahion Domains I%I Ant:-Eut a F'.epubhiun O6paLL"eH " |7| K com mand
W Reputation IPs ¥/ Anti-Bot 3 reputation
W Reputation URLs ¥/ Anti-Bot 3 reputation - and ContrOI LleHTpaM
W Unusual Activity IEI Anti-Bot [ Behavioral Patt? [ | O6Hapy>KeH|/|e n
W URLs with Malware (#% Anti-Virus 3 reputation
W viruses i Anti-Virus Bl signatures npeﬂOTBpaLL"veHme
BPEe4JOHOCHOU aKTUBHOCTHU
3a CHeT UCIOoJ1Ib30BAHWUA
dHTUBUPYCHbIX CUTHATYP
\

For Help, press F1 Demo Mode
T 11 T




[lpenctaBnaem:
CHECK POINT’S

PelweHunsa 6esonacHocTu ons
ACY TN

CYBER DEFENSE

O630p U
feTtarnbHbIN
KoHTponb SCADA
Tpaguka




'paHynsipHoe nornposaHue ACY Tl = =
Tpa¢MKa Ao ° OBHH KOM aH A SOFTWARE TECHNOLOGIES LTO.

MoxeT Mcnonb30BaThCS I'Iop,po6Ho

Time 8. A. T. Ongmn Applcation.. Transa.. Fu.. Function Descnption Source  Desti.. .. Matched Cg
,U,ﬂﬂ paCCﬂ e,D,OBa HUA Today 104535 39 @ [E gw7lec22 ModbusAll 33394 3 Read Holding Registers HMI-1  PLC-1 SCADA Pro
Today 104553 38 @ [B ogw-71ec22 ModbusAll 33490 4 Read Input Registers - Response HMI-1  PLC-1 SCADA Prof
NH |_|||/| ,ﬂ,eHTOB Today 104553 39 O gw-7T1ec22  ModbusAll 33400 4 Read Input Ragusters HMI-1  PLC-1 SCADA Prof
Today 104553 GF @ [E ow71ec22  ModbusAll 33489 3 Read Holding Registers - Response  HMI-1  PLC-1 SCADA Prof
Today 104553 3B @ [E gw-7lec22  ModbusAll 33489 3 Read Holding Registers HMI-1  PLC-1 SCADA Prof
Today 10:45:53 39 [44) gw-7lec22  ModbusAll 33488 3 Read Holding Registers - Response  HMI-1  PLC-1 SCADA Pro
Today 104553 39 @ [B ogw-71ec22  ModbusAll 33488 3 Read Holding Registers WMl PLC-1 SCADA Pro
Today 104553 P @ [E ow 7122  ModbusAll 33487 3 Read Holding Registers - Response  HMI-1  PLC-1 SCADA Pro
Today 104553 3§ @ [E ogw-7lec22 ModbusAll 33487 3 Read Holding Registers HMI-1  PLC-1 SCADA Pro

Today 10:45:53 ﬁ 1) gw-7lec22  ModbusAll 33486 3 Read Holding Registers - Response  HMI-1  PLC-1 SCADAP
Today 10:45:53 29 D E] gw-71ec22  ModbusAll 33486 3 Read Holding Registers HMI-1  PLC-1 SCADA Pro
Today 104553 20 @ [ ow71ec22  ModbusAll 33485 3 Resd Holding Registers - Response  HMI-1  PLC-1 SCADA Pro
n poaHarin3npoBaHoO Today 104553 3§ @ [E ow-7iec22 ModbusAll 33485 3 Read Holding Registers HMI-1  PLC-1 SCADA Pro!
. Today 104551 39 @ [E gw-7lec22 ModbusAll 33484 4 Read Input Registers - Response HMI-1  PLC-1 SCADA Pro!
C h ec k PO N t Today 104551 38 @ [B ogw-71ec22 ModbusAll 33284 4 Read Input Registers WML PLC-1 SCADA Prof
Todsy 104551 39 D gw-71ec22  ModbusAll 33483 |3 Read Holding Registers - Response  HMI-1  PLC-1 SCADA Pro
S M A RT |_ OG n Today 104551 BP @ [E ow-71ec22  ModbusAll 33483 B Read Holding Registers HMI-1  PLC-1 SCADA Pro!
Today 104551 3 D gw-71ec22  ModbusAll 33482 3 Read Holding Registers - Response  HMI-1  PLC-1 SCADA Pro
S MA RT EVE N T Today 104551 38 @ [E ogw7lec22 ModbusAll 33482 3 Read Holding Registers HMI-1  PLC-] SCADA Pro
Today 104551 39 @ [B gw71ec22  ModbusAll 33481 3 Read Holding Registers - Response  WMI-1  PLC-1 SCADA Pro
Today 104551 g9 D gw-T1ec22  ModbusAll 33481 3 Read Holding Registers HMI-1  PLC-1 SCADA Prof
Today 104551 ¥ @ gw-71ec22  ModbusAll 33480 3 Read Holding Registers - Response  HMI-1  PLC-1 SCADA Prof

CrpynnupoBaHoO

T Count 7 Source T Destination T Unit 1D ¥ Function Description ¥ Transaction 1D T Start Address
# 500 HMI(10.1.1.5) PLC(20.1.1.5) 1 Read Holding Registers
¥ 100 HMI(10.1.15) PLC(20.1.1.5) 1 Read Input Registers 10

1 HMI(10.1.1.5) PLC (20.1.1.5) 1 Write Single Register 19 50
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HNeTanbHble oTyeTbl No Tpaduky ACY TII

Fis
[

Allowed application Modbus_all

Modbus
Unit ID

Transaction ID

Function Code

Range Start Address

Range End Address

Quantity

Value

©2016 Check Point Software Technologies Ltd.

Function Description

2067

B

Write Single Register

41

41

1

Application Properties

Application Risk

Application Mame

Check Point

SOFTWARE TECHNOLOGIES LTD.

SCADA Protocols

= Unknown

Modbus_all

Modbus

Unit I

Transaction ID
Function Code
Function Description
Range Start Address
Range End Address
Quantity

Value

Write Single Register

41

41

1

0001

Destination Port

More
Application ID

Application Rule [T

Application Rule Na...

Application Signatur...

Primary Category

Proxy Source IP

20000002
{DEDO3A47-AABC-44DB-29]
Learning Rule

20000002:1

SCADA Protocols

HMI (10.1.1.5)

34




MrHoBeHHbIM aHANIN3 no.l:l,03p|/|TeJ1I:.HoroCh -
Tpacb UKa MeXAy KOHTpOoJiNnepamu

€3 Control Station 110
& Substation 212

dp DNP3 freeze and clear

DNP3 ‘freeze and clear’ command was sent from Control Station 110
to Substation 212 at 05:01:00 April 2015.
Location5 attribute was set to value 20.

AHann3 puckoB C NOMOLLIbIO
NMpoaHanunanpoBaHo

) cneymannanpoBaHHbIX OTYETOB MO yrpo3am
Check Point H P yrp
SMARTEVENT

OTcnexmnBaHue rorbITOK OTnpaBKU

NnoAo3PUTESIbHOIO KOJrin4eCtBa KOMMaH/

OTcnexmnBaHue rnornbITOK pa3BENKN CETU

©2016 Check Point Software Technologies Ltd.
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SmartView Monitor

Check Point

SOFTWARE TECHNOLOGIES LTD.

9 Tunnels on Communit

9 Tunnels on Gateway
B [ Users

) Al Users

A Check Point Mobile Ut

0 Get User by Name

M users by Gateway

4 1Ll 13

-

T
El =2 % EP =0 %8 smrtconsle- Check Point .
- SmartView: Monitor
All Gateways
¢ All Gateways Fx
[ Custom o y E o % -
Bl |- Gateways Status M
(¥ ANl Gateways Gateway Name IP Address Status Average CPU Active Vituzl Memory — Disk Free % Version
(i) Firewalls =2 Comporate-Cluster-2-member-A 192.168.80.1 & 0K el L% T7IMB 10 R75.40 MOH MTopMHr
ﬂ m‘l g & Coporate Clusier2memberE | 192168802 | @ OK Gl 52| 228MB % R75.40
£ e
R T:affi( d =2 Comporate-WAproxy-server 1721623 & 0K SR 15% 223 MB 84 R75.40 ~
& Top sevices = o g RIS | QOK |EIILIDN | 1w » 7 COCTOAHUA YCTPOUCTB
g Top Interfaces 3 Endpoirt-1 10141132 & 0K SLLLLLLD 4% 384 MB 50 R75.40
Top Sources =Y
@ Management 10254778 & 0K LD 2% 174 MB 8 R71
e Top Destinations
(=] o
e .ot & Managementb 172161201 oK S 1% 471 MB 45 R75.40
Top Security rules =3 Mobile_Access_London Waiting. Waiting. Waiting... Waiting... Watting..
P ity
2 Top Connections E Remote-1qw 198.51.100.1 & 0K LD 2% 233MB 92 NGX (R70)
g ;"":at' ;‘”“D_ ot 2 Remote-1-web-server 19216822 | @ OK D% | 389MB 67
e Tz; LZOS‘ZI:UI&I: — =3 Remote-2-gw 205.50.200.1 & Disconn... | WL 6% 64 MB 45
e Top Tunnels =3 Remote-2-+windows-domain-cont... | 10.0.2.10 & 0K S L[ [)36% 56 MB i
@ Top P2P Users =3 Remote-3-gw 100.75.25.1 € Problem | QLLLLLLLL 4% 583 MB
B ?J"F;"Ipt““” £ Remote4gn 101251001 | & 0K EEEE D5 |77MB
B ﬁ!l'; ;;:te;u" e = Remote5-gw 155.15025.1 | b ftention |Gl 12% @ R75.20
M system History =3 Remote_branch_gw 198.85.100120 | & OK LD 0% | 138 MB P R75.40
M Firewall = VSXaw 192.168.02 & 0K D 9% 138 MB 24 R75.40V5
M Firewall History e oo e — o —n ——— S
M ven
ﬂi WPN History & =
q'h Content Inspection e m
M Content Inspection Hi 2
ﬂh FireWall Security (
) Security Server Corporate-Cluster-2-member-A
M Threat Emulation . 1P Address: 192.168.80.1
q'h Threat Emulation Hist( @ Version: R75.40
= [ Tunnels 0s: SecurePlatform
9 Down Permanent Tuni System Information, Network Activity, Licenses E
4 Permanent Tunnels 9

o Firewall

o ClusterXL

Security Policy: Standard
Installed On:  01.08.04
Working mode: High Availability
Member state: Up

@ wsecven

o More...

o Maore...

o More... -

Ready

©2016 Check Point Software Technologies Ltd.
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SmartView

= Network & Endpoint Queries
= B- Predefined
53] ANl Records
= m Metwork Security Elades
[ Firewall Blade
W 1Ps Blade
‘:J DDwas Protector
[ #pplication and URL Filter
= @ Threat Prevention
(5] 05t important
@ A
@ Blocked Incidents
[#) By Blade
@ System
HTTPS Inspection
“ Maobile Access Blade
Identity Awareness Blade
@ Anti-3pam & Email Securi
E‘l‘ Data Loss Prevention Blad
() 1Psec VPN Blade

@ Traditional Anti-Virus Blad
B More

(3 Firewall-1 GX Blade
= UTM-1 Edge

@ Monitoring Blade

= HIE Endpoint Security Blades

& an

ﬁ% Advanced Networking Blad

racker

Check Point

SOFTWARE TECHNOLOGIES LTD.

EEEET 7 T W

I @ Previous () Next | Copy Details
# Threat Emulation: @ Detect

file received from UnEmployment_a

ance@detma.org.

Log Info Threat Emulation

]l

m

Feb 12, 2013 at 14:58:52 Email Subject Action Required - Please check the Attached CV
Number 12 Malware Activity Malicous Filesystermn activity
Type Log Malicous Regisr... »»
Vulnerable Operating Systems Surmmary Report Q
Origin = =gw-3296c0..igf
| ra en=cp_mgmt, o=gw ety Microsoft Windows XP 5P3 unpatched Q
Traffic Microsoft Windows 7 fully patched @
Source 2478013192 Analyzed On Check Point Gateway
Proxied Source IP - Severity @l High
Sender UnEmployment_As sitance@detma.org Confidence Level E High
Destination 2478013179 .
. Emulated File
Recipients HR_Jobs@ACOL.com N R
File Name John Smith CV
Protocol Ik tep
File Type Pdf
Interf: -
| erece = File Size 5561 KB
File MD5 chf7Ga32ded738f ea7073b3d4b3f1dE0
Action @ Detect File SHA-1 al081468673804 fhERO50T721914438 ab4de5fc
Rule Name Threat Emulation Detect Threat

Source User Name

& Media Frrrmtinn & Dart D Product Family
EBr v Verdict
= OdeTanbHbIN OTYET S
]

Nno Kaxgomy
COObITMIO | :

24783593144 W Check Point Threat Emulation Cloud

Sales promatia..

Ella Eyelash
IE Metwork
malicious

{0000007E-00C3-0042-9CEL-T53EDEBAG322}
Tebfedb.., »

9ead4121d04e7do979fabe6d518542e0437Ba  D...

©2016 Check Point Software Technologies Ltd.
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Total records in file: 111 |
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SmarteEvent

Check Point

SOFTWARE TECHNOLOGIES LTD.

*local - Check Point Eventia Analyzer Client

= Check Point*
| 52 Unooup @l Group By Fuentia Analuzers

Overview | Events | imeline | Graphs
-

v 00630p
COCTOSAHUA
©e3onacHoOCTM

Predefined / By Direction / Incoming Events

Predefined / IPS /&l IPS Events

v AHanu3 n
Koppensuus B
peanbHOM

BpeMeHM

ENODODS152
EMNODODS1SS
EMODODS1SZ
EMOOODS1S4
EMOO00S152
ENOOOOS1S0
ENODODS143
ENODODS146
EMODODS147
EMODODS144
EMNODODS143
EMOOODS141
EMOO00S142

Microsoft windows Server ... | Dexter-Phoenix.. | Kavier-Macaw.c.. | 240 [tep/445] | Microsoft server service rermc ”

Microsoft PawerPoint Draw... | Bob-Macaw.co.. Ervic-Robin.corn ... | 1 [teps80] Malforrned PowerPoint file de / AH an M3

Micrazoft ward RTF File H... | Olivia-Phaenix, 1 [eepsen] Ms ward cazcading style she | [ a .

Microsoft windows GDI+ E... | Herbie-Cardinal... .| 1 Cteprea] GDI+ EMF memory corruption |

Microsoft PowerPoint TxM, Hat: -Parrotic., « 1 [tepsE0] Malformed PowerPoint file de A “ y -

Microsoft PowerPoint TxM.. Frank-Robin.co... 3 v |1 [tepran] Malformed PowerPoint file de - __

Internet Explorer Location... | Freddie-Macaw... .. 1 [tepfE0] Microsoft Internet Explorer Lo o B Te Hne H u M M

Microzoft Windouws Seruer ... | Harold-Phosnix... 3 ... | 240 [tcpi445] | Microsoft seruer service remc

Internet Explorer HTML R, Sophia-Tern. co. . |1 [tepren] Microsoft Internet Explorer H

Microsoft windaws Server ...  Tommy-Cardin, Frida-Macaw, co. 240 [tep/445] | Microsoft server service remc Status

Internet Explarer HTML ... | Frank-Rabin.co sarah-Robinca.. | 1 [tep/en] Micrasoft Intarnat Explorar H Eventia Components

Microsoft Project Invalid ... | Dexter-Macaw.c.. | Jacob-canaryc 1 [tepr/e0] M3 Project memory validation Status

Micresoft Wword Crafted $..  |Hank-Canary.c.. | Frida-Chicken.c., | 1 [tep/E0] Microsoft Word crafted Smart | | Ohject Sync: Last Hour 182
] | ] Last 24 Hours: 3500

Dema Made

©2016 Check Point Software Technologies Ltd. 38



KoHTponb 3a coObITUAMU

J‘E *local - Check Point IPS Event Analysis Client
ﬂEf||:|

w Ackions indoe

‘ Urgioup [ Group By

Query

BpemeHHasn
LUKana

Check Point

SOFTWARE TECHNOLOGIES LTD.

=10] |

(L Orverview | [55) Events || 4= Feparts || £ Timelines || 524 Chart (& hiac, I

- KonuyecTtBo un
Ba)KHOCTb aTtak

« [1pocTO KNUKHUTE
MbILLKOW Ons

Last 2 Weeks @v | Search: | |-

Timeline View

Time Resolution: 1 Day = Manage -

KoHTponupynte

Predefined / IPS / IPS Critical, not prevented due to policy

JanbHenLwero

TO, YTO BaXXHO

aHanumsa

- Kactomusauusa —
pobaBneHne cBonx
BPEMEHHbIX LLUKan

Timeline View

Time Resolution: 1D

NMocnepgHue |
Kp UTNYHbLIE : Custom / Firewall Events
cobbITUA | AN o W o W . W o W~ W~ W

- O63op nocnegHux |
KPUTUYHBIX COBbLITUI ; Custom / End Point Virus Alert
|

« [1pocCTO KNUKHUTE

- \I
MbILLKOW Ond |

. Dec 02 Dec 03 Dec 04 Dec 05 Dec 06 Dec 07 Dec 08 Dec 08
AdanbHeunwero 2009 2009 2009 2009 2009 2009 2009 2009
aHalnmaa I_‘J

N\
@ 22 38 28 33 28

©2016 Check Point Software Technologies Ltd.

1o}

| 52.0.0.35
® R30037

@ arnnim

. Teamyigwer

. Wielchia W
Microsoft Office Image F
Internet Explorer HTML |
Microsoft Word Crafted <
Other

Events received in the
Last Mirnte: 12
Last Hour: 182
Last 24 Hours: 3500
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../Local Settings/Temporary Internet Files/Local Settings/Administrator/Local Settings/Temporary Internet Files/OLK360/Connect to the Internet
../Local Settings/Temporary Internet Files/Local Settings/Administrator/Local Settings/Temporary Internet Files/OLK360/Warning
../Local Settings/Temporary Internet Files/Local Settings/Administrator/Local Settings/Temporary Internet Files/OLK360/OK

MOHUTOPUHI COOTBETCTBUA
cneuynanusnpoBaHHbIM cTaHAapTamMm U
npaBunam

Edit Requirement: 01.01 (MA®.1]

Check Point

SOFTWARE TECHNOLOGIES LTD.

Selected Best Practices (3):
BestPractice ID / Best Practice Name

MOB144
MOE 145
MOB 146

Requirement 1D*: D1 (MA
R Fitering Pevertion | W s e il Reauirement Descrption”
< .

s - .| Settings
y ClIS
 CobiT 4.1 Enable Email notifications for Security Alerts
y DSD
¢ FIPS 200 Active Regulations
y Firewall STIG
| GLBA w - Available Best Practices (301), Grouping: —No Grouping— -
¥ GPG13 | Q| U New . Edt PR Q HHEED BestPractice ID / Best Practice Name
¢ HIPAA Securty Active  Name = AB102 Check the 'KB of Email Messages' setting on each Anti-Bot Profile
y 150 27001 . AB104 Check that each Gateway's Anti-Bot configuration is activated according to the po
y IS0 27002 = USErdEI:ge‘;iEIZEZg;;h]N;(;’;) AB105 Check that the Malware Database is automatically updated
J L?ii?ﬂm‘mm HiesaDam Pro_bechon [7%)) AB106 Check the frequency of scheduled Malware Updates in the Anti-Bot blade
: MAS TRM Russia Data Protection (21) AB107 Check that HTTPS Inspection is enabled on Gateways with Anti-Bot installed
y NCIPA 1 Check Peint Regulations (25) AB108 Check the 'High Confidence’ setting in the Anti-Bot blade
{ NERCCIP Australian Privacy Prindples E AB109 Check the 'Medium Confidence’ setting in the Anti-Bot blade
§ NERCCIP (v.5) CIPA AB110 Check the 'Low Confidence' setting in the Anti-Bot blade
y NIST 800-41 cis APP101 Check that each Application Control rule has a name defined
y NIST 800-53 EEl_ rohiTd 4 APP102 Check that Application Control policy is blocking File storage and sharing applicatio
gulation / Standard: Russia Data Protection (17) APP103 Check that Application Control policy is blocking Share files applications and sites

APP104 Check that Application Control policy is blocking Supports file transfer applications
ilation Full Name™:  Russia Data Protection (17) Regulation Short Name™:  RU Data - 17 APP105 Check that the Application Contral blade has a defined Instant Messaging palicy
cription® APP106 Chedk that the Application Control blade has a defined web based instant messagi
- a description of the regulation / standard that wil be displayed in the report APP107 Check that the Application Contral blade has a defined instant chat policy

APP10& Check that the Application Control blade has a defined instant messenger datngp

MU33LARA MEP S3LIWTLI HHOPMALWW, MPEAYCMOTDEHHBES ANA PASMMYHBIX KNACCOB S3LIMILEHHOCTM MHPOPMELIMOHHBIX CHCTEM W YpoBHE SawMl

4 | I |

»

3 WMaeHTMBUKELAA 1 SyTEHTHUKALMA NONE3I0BETENER, ABNAIOLWXER PABOTHMKEMM ONEPaTOPa. MCTOHKK: MAEHTUDMKALAA 1 By TEHTUDUKELMA CYEBEKTOB AOCTYNE W 0BbexToE focTyna (MAF)

Grouping:  —Nao Grouping-

Check the Authentication Method defined in the Mobile Access blade
Check the Two Factor Authentication with DynamicID in the Mobile Access b
Check that Two-factor Authentication in the Mobile Access blade allows Dyn

Fl

= _— e —_—
julatery / Standard Reguirements
Q]  Grouping: —No Grouping- ~ [ New “SEdt X Delste B Paste |

Requirement 1D/ Requirement Name

01.01 (MA®.1) MAEHTWPMKELA M SYTEHTHOMKALIA NONE30BATENEN, ABNAOWWXCA PABOTHWKAMA ONEPETOPE. MCTOHHMK: MASHTMDMKELMA M ayTeHTUdMKAWA CyEEeKToB A0CTYNa 1 0B BEKTOB 2OCT... [

01.02 (MAD.2) MaeHTUPHKALIA W 3YTEHTHOMKELIMA YCTPORCTE, B TOM YMCNE CTALMOHEPHBIX, MOBMABHEX U MOPTATHBHLIX. MCTOYHWK: MAEHTUHMKALMA W ayTeHTHdMKaLMA cyiberkTos aocTyna u of...

01.03 (MAD.3) YNPABNEHME MAEHTUQMKATOPAMH, B TOM YWCIE CO3AEHWE, NPMCBOBHWE, YHUTOREHNE MAEHTURMKATOPOE, MCToURMK: MAEHTMDMKELS 1 8y TeHTiduKawn cybbexTos aocTyna n obb...

01.04 (MAD.4) YnpasneHue CPeaCTBaMA aYTEHTUDUKALIAW, B TOM YMCNE XPAHEHWE, BEI1EYE, WHULMANW3ALMS, SNOKMPOBSHME CPEACTE ayTEHTUDHKALIMM W NPUHATUE MEP B CNyYae yTpaThl U (MnK) Ko...

01.05 (WAD.5) SawwTa 0bpaTHOR CBASH NPH BE0AE aYTEHTHAOMKALMOHHON MHBOPMALLAK, MCTOYHMK: MaeHTidmKawa v ayTenTudmkaws cybbexTos aocTyna v obbexTos aocryna (MAD)

01.06 (MAD.6) MaEHTWPMKELA 1 SYTEHTOMKALIA NONE30B3TENEN, HE ABNARLLMXCA PABOTHUKEMA ONEPaTOPa (BHEWHMX NONL30BATENEN). MCTOYHMK: MAEHTHGMKALA M Y TEHTUDMKELWAA CyBbeK. ..

01.07 (MAD.7) WaeHTuduKaLma U ayTenThdkaLms ofibekTos daitnosoit CMCTEMS, 38NYCKAEMLIX M UCNONHAEMLIX MOAYNE, 06LEKTOB MCTEM ynpasneHuA GasaMu AaHHbIK, 06LEKTOS, CO30aB3EML.. .

02.01(¥NA.1) Ynpagnenue (3aseneHMe, SKTMEALNS, DNOKMDOBAHME M YHUHTOKEHWE) YUETHBIMK SAMMCAMM NONBI0BATENEN, B TOM YMCIE BHEWHMX NONb30BATENS, MCTOYHWK: YNDABNEHHE 10CTYNO...

02.02(¥N4.2) PeanusaLma HeoBxoauMEIX METOAOE (AMCKPELMOHHEIA, MEHASTHEIR, PONEBOI AW MHOM METOA), TMNOS (4TEHWE, SEaMMCh, BEINONHEHKE WNK MHOR THIT) M MPEBMA PA3TPaHMYEHIA AOCTYM... er

02,03 (¥nA.3) ¥npasnere (QunsTPaWS, MAPWPYTHEELWR, KOHTPONE COBAMHEHW, DOHOHENPSBNEHHEA NEPEAEYE 1 MHEle cocobl YrpasEneHa) MHBOPMALMOHHEIMA MOTOKEMA MEKAY YCTPORCTEEM, . Y-

02.04(¥N4.4) PazgeneHine NonHoMoumMia {paneii) Nons30BaTene, SAMMHMCTPETOPOE M AW, 0BEMEHMBAIOWIMY DYHKLIAOHUPOBEHIME MHPOPMELMOHHOM CMCTEMEL, MCTOYHMK: YMPEENEHUE GOCTYMOM CY...

02.05 (¥NA.5) HasHau4eHHe MUHUMANEHO HEOBXOAMMEIX NPEE W NPUBMAErMIA NONE30BATENAM, AAMWHUCTPATOPEM W MMLEM, 0BECneYMBAIOLMY BYHKLIMOHMPOBAHWE MHDOPMALMOHHOM CUCTEMEI. MCTOMHM. ..

02.06 (¥NA.6) OrpanMUEHIE HEYCNIEWHSIX NONBITOK EX0Aa B MHBOPMaLMOHHYIO crcTemy (20CTyNa K MHGOPMALWMORHOR CACTEME). MCTOUHMK: YNDaBNeHHe AoCTYNoM CyDbexTos aocTyna K ofbekTan ...

02.07(¥na.7) MpeayNpeskAeHIE NONE30BATENS NDH €ro BX0AE B MHBOPHALIOHHYIO CUCTEMY O TOM, YT B MHOPHALWMOHHOI CACTEME PEANMIOEAHE! MEPE! ST MHGBODMALIAN, 1 O HEOEXOQMMOCTH ...
press F1 Demo Mode  Wite Mode B

©2016 Check Point Software Technologies Ltd.

[Confidential] For designated groups and individuals

45



[lpenctaBnaem:
CHECK POINT’S
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CYBER DEFENSE

HapexHble
yCTpomncTBa A1
arpeccmBHom
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Cneundukauymsi yCTpomnCcTB
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MHaycTpuanbHble pelueHus
Check Point

= 1200R
= |[AS Ul
= 3200 (2016 Appliances + SSD + DC)

= Integrated Security Module for
Siemens / RuggedCom 1500 Switch

©2016 Check Point Software Technologies Ltd. 49



3awmta ACY Tl ¢ nomouwibio Check Point

Check Point

SOFTWARE TECHNOLOGIES LTD.

JlnHenka ycTponcTs B MHOYCTpMaribHOM UCTMOSTHEHUN

- Pabota B LUMpoKOM AnanasoHe Temneparyp,
BITAXXHOCTM

- OTCyTCTBME OBWXYLLMXCA YacTeun

CooTBETCTBUE MeXayHapoaHbIM cTaHaapTam IEC
61850-3 n IEEE 1613

Bbicokasi
npou3zeodumerib
HOCMb

RuggedCom/Siemen

CpeOdHsisi .

rnpouseodumesibHOCMb MoHTax B CTONKY
MoHTaX B CTOMKY

MoHma Ha Din-peuxy

©2016 Check Point Software Technologies Ltd.




IlnHewnka yctpounctB Check Point Check Point

41000 n 61000
23000 nuHenka

[ns 3awmTbl NnpeanpuaTun
noodbIX MacwTadboB

15000 Appliances
(2 mogenu)

3200 Appliance 5000 Appliances 2 5
1400 Appliances (4 mopenn) awmTta LOA

(4 mogenn) - 3awmTa cepBuUC
PR KpynHeil ogpuc npoBangepoB

CLLGHD A CpeodHuli ogpuc

Maaneil ogpuc

IM' softwareblades™



CHECK POINT 1200R

/

CneumnannanpoBaHHoOEe pelleHne ans
npuMeHeHusa B npomMbiwneHHbIX 1 SCADA ceTax

- /
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Check Point

SOFTWARE TECHNOLOGIES LTD.

~

CHECK POINT 1200R

(

HapexHoe peweHue

— CneumanusanpoBaHHoe pelleHne
— [NpoyHas kOHCTpyKUMA — BbICOKMK ypoBeHb MTBF okono 300,000 4yacos
— Pasnun4yHble BapnaHTbl MOHTaxa u nutanus AC/DC

PYHKLUMNOHANbLHOCTb

— Firewall,

— IPS,

— Application Control & URL Filtering,
— Antivirus & AntiBot

— IPSec VPN

PasnuyHble BapuaHTbl yripaBrieHUs
— SMART apxuTtekTtypa

— JlokanbHoe ynpasrieHue

— Out-of-the-box passepTbiBaHMEe

NMpombiwneHHOe NPUMeHeHue

— SCADA + Modbus, BACNet, DNP3, MMS, Profinet, S7 (Siemens) n npo4ne
— IPS

(. /
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MnaTtdopma
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/

-

Check Point 1200R

QDMZ nopT (MegHbIN UNU ONTUYECKUIA)
Q KoHconbHbIN nopT RJ-45
°WAN'|'|OPT (MegHbLIN unn ONTUYECKML)

© LAN-nopThI (4 x 10/100/1000BaseT)
© USB-nopTbI (2.0/3.0)

e DC nuTtaHune

ﬂ& nuTaHue

QS_D card cnot (ansa XpaHeHnsa Nnoros)
e KpenneHnusa aona yctaHoBku DIN penku

DIN rail

~

©2016 Check Point Software Technologies Ltd.
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Check Point 1200R- Cneuudukauums

Check Point
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[MponsBoaANTENBHOCTD:
49 SecurityPower! Units
MponyckHas cnocobHocTb MCO 2 [6uT/c, 1518 6ant UDP
700 M6uTt/c MC3, cmellaHHbIn Tpadumk
60 M6ut/c MC3 n IPS, cmeluaHHbIn Tpadumk
MponyckHas cnocobHocTb VPN 450 M6uT/c
400,000 ogHOBpPEMEHHbIX COeANHEHUI
CootBeTtcTBME TpeboOBaHMAM:
IEEE 1613, IEC 61850-3
CE, EN 55024, EN 55022
EN 61000-3, EN 61000-4
CB, IEC 60950, UL 60950

-

~

Temnepartypa 1 BNaXxHOCTb:
* o7 -40 po 75°C,
* 20%-90%

CooTBETCTBYET NPOMbILLMEHHBIM CTaHAapTam no
Temnepartype, Bubpaunsam, sBrnaxHoctn n MU

OTcyTCcTBME ABMXKYLLUMXCSA YacTen
MBkne BapmaHTbl MOHTaXa yCTponcTea
PasnnyHble onumm No NUTaHuIo:

* AC: 100-240V, 50 — 60 Hz

* DC: 12V-72V, -48V DC

©2016 Check Point Software Technologies Ltd.
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IAS Ul Appliance

CneunanuaunpoBaHHoe ycTpouctBo Check Point
ANA 3aWUTbl KPUTUYHbLIX cuctem (Smart Grid)

M= ... =. |y  IEC61850-3andIEEE1613
| - | compliant Designed for critical
network security

©2016 Check Point Software Technologies Ltd. 56



IAS U1l - OnucaHue
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SOFTWARE TECHNOLOGIES LTD.

~

/

boraTtbin pyHKUumMoHan Software Blades — R7X/R77

LleHTpanu3oBaHHoe ynpaeneHne Smart Center/Multi Domain

YpoerneTtBopsieT TpeboBaHusm Smart Grid
_ IEC-61850-3 U IEEE 1613

PaboTaeT B aKCTpemarbHbIX YCIOBUSIX

HeT ABMXKYLLIMXCSA KOMMOHEHTOB

Bo3amoXxHbl 48v DC Onoku nutaHus

Bbicokasi nIOTHOCTL NOPTOB — noaaepkka Fiber

\_ —"'";“Fcy
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Check Point

IAS U1l - Cneundomkaumsa

/ . — \
- Software Blades — R7X/R75 * Environmental
— Power Consumption 5V 5% @

— Operating Temperature -20° ~ 70°

 Based on Secure Platform

— SSD/HDD o)

— 2Gram b )

— Rear wiring & I/O LED status indicators — Operating humidity 20 ~ 95% RH

_ 2-USB2.0 g;)n-condensmg (refer to IEC 68-2-
. |IEC-61850-3 and IEEE 1613 — Shock and vibration protection

« System Design: Fan less

Check Point

SCEOE

 Power —48v DC
. u(’. "-' _
 Interfaces — 3 x expansion slots % -
— 2x1000Base T, 4 x 1/100 Base T = 0 ! |
_ Optional - 4 Fiber — mm 100 base FX T Q\ Qﬂ

— Serial 2x DB6 RS232, 8 screw terminal
RS232/422/485

- /
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IAS U1l - Cneundomkaumsa

Qngck Point

TEAUNAI ARIEQ |

IAS U1

(1) Rack mount

(2) Network interface LEDs

(3) Two USB ports

@ DB-15 VGA monitor connector
@ 2 x 10/100/1000 Base-T and 4 x 10/100 Base-T
@ PS-2 keyboard connector

@ DB-9 serial console connectors
Three USB ports

@ Power switch

Three |/0 expansion slots

@ DC/AC power supply

* [MpounssoantensHocTb 0 36/cB = TemnepaTypa un BrnaxHocTb: oT -20 go 70° C,

peXxnme MeXceTeBOoro aKkpaHa 20%-95%
* MpoussogutenbHocTb 00 2 [B6/cB = OTCYTCTBME ABUXYLLUXCH YacTen—
pexume IPS (Default IPS profile) 6e3BEHTUNATOPHbIN AN3anH C
- CooTBETCTRME TPeBOBAHMSM ncnosnb3oBaHnem SSD Hakonutenemn u
IEC 61850-3 u IEEE 1613 OTCYTCTBMEM BHYTPEHHUNX KabesibHbIX
coeanHeHumn

= PasnuyHble onuuu rno nuTaHuio
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Integrated Security Module for Siemens /

RuggedCom 1500 Switch
s

-

[1O Check Point R77.10
NHTErPMpPoOBaHO B MOAY b
RuggedApe

[TpssMoOUn OOCTYN K BHYTPEHHEN LUNHe
(He HYXHbI NULLHKE Kabenn)

CootBeTcTBYET TpeboBaHmam IEC
61800-3 n IEC 61000-6-2

TemnepaTtypa 1 BNa)KHOCTb: OT -40
no 70°C, 50%-95%

Rack mount and DIN rail form factorg

1x GIigE n 2 x USB nHtepdenca Ha
niueBon NnaHenwu

1x GIigE on backplane

©2016 Check Point Software Technologies Ltd.
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BapunaHTbl pa3BepThbiBaHUA

©2016 Check Point Software Technologies Ltd.
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MHaycTpuanbHbie ceTu

Check Point
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KnacTtep wnto3oB
6e3onacHocTn

ynpaBn;“OI'U‘aﬂ Check Point ana
KOMMNaHuA 3aWmThl NepumeTpa

UHTepHeT

KopnopaTtuBHas ce

(I10]1 b3oBaTeJsibCKue
cerme

CermMeHT ypoBHs
KOHTPOSbHO-
n3MepUTenbHOro

o6opyaoBaHus :1 KpMTMHHaﬂ
UHpacTpykKTypa

Knactep wnto3oB
6e3onacHocTn
Check Point

CermeHT ypoBHA
KOHTPOJIbHO-
VU3MepUTENbLHOro
o6opyaoBaHusa

CeTb ynpaBneHus
ob6opynoBaHMemM
ACY TN

LLinto3 6esonacHocTn Check
Point B uHAycTpHanbHoMm
MCNOSTHEeHUNU =

LLinto3 6esonacHocTn Check
Point B uHpycTpnanoHom
WUCMOJTHEHUN

1

CucTtema ynpaBrneHus
Check Point
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MHaycTpuanbHbie ceTu

Check Point
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KnacTtep wnto3oB
6e3onacHocTn

YHpaBnmoma;l Check Point ana
KOMMNaHuA 3aWmThl NepumeTpa

UHTepHeT

KopnopaTtuBHas ceTk

(nonb3oBaTenbckue, CermeHT ypoBHs
: KOHTPOJbHO-
usmepurtenbHoro

o6opyAoBaHus : Q KpVITVI YHasA
- UHpacTpykKTypa

Knactep wnto3oB
6e3onacHocTn
Check Point

CermeHT ypoBHA
KOHTPOJIbHO-
VU3MepUTENbLHOro
o6opyaoBaHusa

CeTb ynpaBneHus
ob6opynoBaHMemM

KnacTtep wnto3oB 6e3onacHoC
Point ana 3awmTbl NepUMe
ynpasrneHusi obop

CermMmeHTbl ceTu

Cucrtema ynpaBneHus
Check Point
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TpeboBaHNA K ceTeBON 6e30MacHOCTHU

nepumeTp

¢ N @ )
= Application Control = Firewall — koHTpONbL gocTyna
= Firewall — CermeHTauus cetu = |PS
B Internet = 3almLeHHbIN yaoaneHHbIN
K UHOYCTpManbHOWN CeTun [0CTYm
= IPS ] } = HebnaronpusTHOE OKpyXeHue
" 3almileHHbIN yaaneHHbI = AHanus npotokonos SCADA
AocTyn = Anti-Bot
= Anti-Malware n Anti-Bot * YnpaBneHue
= Aygut
v, N J

KoHconupauna n ueHTpanu3soBaHHoOEe

ynpasneHue
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TpeboBaHua 3aLwwmnTbl HPpopmauum B PO

iF

# AT g g ?
s [
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3awmTa nHpopmMaLmm npu MexceTeBoMm

Check Point
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Q%,@ OAeUCTBUM

ol
.' = ®CTIK Poccun. «CneunanbHble TpeboBaHUsS N pekomeHgauum

NO TEXHUYECKOW 3aLlunTe KOHC*)I/I,EI,eHLI,I/IaJ'IbHOI/I

TpeboBaHuA K KOTOpbIM onpegenstorces P
[ocTexkomuccum Poccun. Hanpumep, ons
3awutbl AC npu ee B3anMogencTaum ¢
apyron AC no kaHanam cBsian Heobxoanumo
ncnonb3oBaTb: B AC knacca 1I' — M3 He
HUXe Knacca 4

©2016 Check Point Software Technologies Ltd.

nHgoopmaunm (CTP-K)».

HeobxoaMMO UCHL) Ib30BaTb
3alUMLLEHHbIE KaHarmbl CBA3W, a NpU
MCNOSb30BaHNN OTKPbITbIX KAHANoB
CBA3U - cepTuchmUMpoBaHHbIe
PAINCHU kpuntorpacpunyeckue
cpeAcTBa 3awWmTbl MHOPpMaLUU

68
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epTudukauyms Check Point Bo ®CTIK  cheokPot

Ceptudumkauma Check Point Security Gateway R75.30

Ha cooTtBetcTBUEe MJI3

* CEPTUOUUMPOBAHHHE
WHDOPMALMOMHLE
1 CUCTEMB

Ceptudumkatr PCTIK Poccmn Ha winto3
6esonacHocTn «Check Point Security Gateway

Bepcumn R75» Ha cooTBeTCTBUE TpEebBOBaAHUAM
CUHCTEMA CEPTUO®UKALUU

_CPEJCTB 3AIMTHI HH®OPMAIUHI Pl Cpeactea BbIMMCIIUTENBHOW TEXHUKMN.

MexceTeBble 3KpaHbl. 3 Knacc 3allnLWweHHOCTH.

110 TPEBOBAHMSIM BE3OIIACHOCTH HH®OPMALUH
Ne POCC RU.0001.016H00

CEPTUD®UKAT COOTBETCTBUS \ J

Ne 3018
Boizan 19 nosdps 2013 r.

JlefictaureneH 10 19 HoaGps 2016 r.

Hacrosumii ceprudmkar yioctosepsier. uto mao3 Gesonacuoern «Check Point Security

Gateway sepenn R75». paspaGotanii it Check Point Soft Technol Ltd. C ¢
uanpomno:mubu‘i OO)O «Cep e '\0““3""“ s (:1 :‘:\:Icl C: T;;L:Tumm epTM MKauMﬂ npOM3BoACTBa

e n.\mwe KHMH  YCIIOBHAMM Ty 5015-008- 8’487 \_ ZOI yHkumoHHpyolMii  Ha  annapaTHeIX

c nporp 0 . yKas B (opmyaspe POWer'l,

015 008 8"4875‘2 2012 MO ) apaserds) miporpavvuuyy | Cpeagtsom| saumtel  mudopmaumn, He

coziepAaleii CBEICHMIL, COCTARMAIONIMN FOCYAAPCTBEHHYIO TaiiHy, 00pabaThiBacMoii B JIOKAILHBIX UTM 1
BLIYHCAHTENBHBIX ceTax ¢ TCP/IP npoToKoAOM. OT HECAHKUHMOHHPOBAHHOIO AOCTYIIA M3 BHCLIHKX
BHIMMCIMTENLHBIX CeTell M cooTBeTcTBYeT TpeboBaHMAM pYKOBOAAWEro Jokymenta «Cpencrsa

BLIYHCAHTENLHON TEXHUKH. MesKCeTeBble JKpaHbl. 3auiMTa OT HECAHKUMOHHPOBAHHOIO N0CTYNA K 2012 SerIeS
unpopmaunn. TMokasarean é ™ OF POB: 0 aocTyna K uH(opmaumn» 3
(Foctexxommcena Poceun, 1997) — no 3 xknacey & TH NIPH orp i no

IKCIUTYaTaunu, NpuBeaEHHbIX B hopmyaspe. SG Ha YHMBepca.n be'X nnaT¢opMax
Ons AC po 11 n UCINOH pgo K2 BknouuTenbHoO
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eptudbukauma Check Point Bo @CTIK Cheoint‘

379 Ceptudumkaumsa Check Point Security Gateway R75.40VS

Ha cooTtBetcTBUEe MJI3

* CEPTUOUUMPOBAHHHE

WHDOPMALMOMHLE
1 CUCTEMB

Ceptudumkatr PCTIK Poccmn Ha winto3
6esonacHocTn «Check Point Security Gateway
Bepcumn R75.40VS» Ha cooTBeTCcTBME

CUCTEMA CEPTHOUKALHHU TpeboBaHnam P[] Cpencrea BblHUCANUTESNbHON

SCPEACIE SaJUMTEL HHdFOFMAAE TeXHUKN. MexceTeBble 3KpaHbl. 3 Krnacc

1O TPEBOBAHUSIM BE3ONNACHOCTH HHOOPMALIMH 3a |_|_||l/| LL"e HHOCTMW.
Ne POCC RU.0001.01BH00

CEPTH®UKAT COOTBETCTBHS \ J

Ne 3297

Bhiaan 12 aekaGpa 2014 1.
Jleiicraurenen 10 12 aexaGps 2017 r. 11 =)

Hacrosmwii ceprudmkar yaoctosepser. wro maos desonacnoctn «Cheek Point Security

Gateway sepeun R75.40VS». paspaGorannuii komnanueit Cheek Point Software Technologies Lid. u Ce pTM ¢M Ka u"ﬂ n pOM3 BoncTBa
s

npoussoanmetii. 000 «Ceprnd p hop CHCTEMbI» B COOTBETCTBHH ¢
TEXHHUCCKHUMI  yeiaoBuaMn  TY 5015-009-82487552-2013, (yHKUMOHMPYIOUMI Ha annaparHbix W P 1 UTM 1
nporpaMMHBIX maardiopyax. Ykasausix B (opmyaspe 501540-009-82487552-2013 01 30, spasercs OWer- y -4,
MPOrPAMMHBIM ~ CPEACTBOM  3AIMTEL  MHOPMALMK,  He colepikalueli CBeleHMil. COCTARNAOLINX .
FOCYAAPCTREHHYIO  TaliHy. 00palaThiBaemMoil B JIOKANbHBIX  BRIUMCAMTENRHBIX  ceTsx ¢ TCP/IP 2012 Serles
APOTOKOJAOM. 0T HECAHKUMOHHPOBAHHOIO  A0CTYNA M3 BHCIHUX  BLIMHCAMTEABLHBIN - ceTeil M 1

COOTBETCTRYCT TPEOOBAHMAM  PYKOBOAAWErO A0KVMeHTAa «CpeicTsa  BLIMHCIMTENLHOH TeXHHKH.
Memcererbic IKpanbl. 3auutia 0T HECAHKIMOHMPOBAHHOTO JocTyiia K undopmauun. [lokasarean 61000’

TH OT HECaHK I 0 10¢Tyna K uudop (Focrexkomucens Poceun, 1997)

— no 3 KIaccy 3AUMIIEHHOCTH MPH BHLINOJIHEHHN OFPAHMYEHHI N0 IKCIIYATAalMK, YKA3aHHbIN B SG Ha YHMBepca,anblx I'I,I'IaTd)OpMax

Ons AC po 11 n UCINOH go K2 BknouuTenbHO

—
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Ceptudukauma Check Point Bo @CTIK
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% CEPTMOUUMPOBAHHLE
WHDOPMALMOMHLE
. CUCTEMB

CHCTEMA CEPTUD®HUKALHH
’ CPEJCTB 3AUIUTHI HH®OPMALUH
RS 110 TPEBOBAHHAM BE30MMACHOCTH HH®OPMALHH
Tocue B Ne POCC RU.0001.015H00

CEPTHO®HKAT COOTBETCTBUS
Ne 3457

Baagan 13 oxradps 2015 1.
Jehcraurencs 10 13 oxtadps 2018 ¢

Hacrosuit cepruduxar yaocTopepaet. maies fezonacnoern «Check Point Security Gateway
wvepenn  R77.10», paspaGorannstii m\mmm:ﬁ «Check Point Software Technologies Lid» »
npow i 000 «Ceprud CHTTEML TPYIN 0 COOTHETCTHHH C
TEXHHYCCKHMH  vonopiame  TY 501‘-4)() 8’48 <S 14, yHXuUMOMMDYIOWMA  HR  annapaTHLX
nasrdopmax Check Point: UTM-1, POWER-1, 2012 Models, 61K/41K System, Open Servers u =
spryviasnoi uugpactpykrype VMWare non ynpapicsnen OnepauMoHiMy CHCTEM, YRRMHHLIX 8
¢opwy1apc 50|$|D D03 8‘43755- 14 @X), B19€TCH NPOTPAMSIHLIM CPCACTBON IQUIMTE. HHGOPMII,

f recyaspeTnenyo Tafiny, ofpalaruissemoll 8 AOKMIBHEIX

BLIMHCTHTEILHSIX CETAX ]Cl 1P np: or

0 JOCTYNA WY BHEINHHX

BbIYHCTHTERLIWX cereit " C0q ’IlflL"l_\\.l lpe&)mmu PYKOBOJAWKTO JOKYMENTA
«CpeacTea BHMPCANTETBHON Texuukn, Memcerenme Ikpant, 38UMTa 0T HECAHKUHOHHPOBIHHOMO
nocTyig X oy ]! M ™ or 0 AccTyna X

ihop (ru Poccum, 1997) ~ no 3 kracey SAUIHUEHHOSTH u TEXHHYOCKHX YOT0BHi
NP BLNOAHEHIN orpamwmuﬂ 10 3KE TV arau npuu:neuum " MM aspe

) INAL/
Cepmatmxar m-l'mu'lu OCHORT ‘ mma I Sl MCNBITAHMA, TPOBCATHHBIX

nenbirareasHol asboparopuedt JAC «JIOKYMEHTAJIBHLIE CHCTEMbly (arrecrar axkpeanTanmm
or 24052006 M C3H RU304507.022) - Ttexumscckoe akmouenwe or 11082015, #
IKCTICPTHOND  JAKMOYEHUA  opraa no  ceprudukauss o1 24082015 @AY «locyaapereentbiil

©2016 Check Point Software Technologies Ltd.

Ceptudmkauma Check Point Security Gateway R77.10

Ha cooTBeTcTBMe MIA3+COB4+H[1B4

Ceptudumkatr PCTIK Poccmn Ha winto3
6esonacHocTn «Check Point Security Gateway
Bepcumn R77.10» Ha cooTBeTCTBUE TpeboBaHMSAM
P Cpeactea BbIMUCIIUTENBHON TEXHUKN.
MexceTeBble 3KpaHbl. 3 Knacc 3allnLWweHHOCTH.

Ceptucukaumsa npomsBoacTsa
Power-1, UTM-1,
2012 series, 41000, 61000,
SG Ha yHuBepcanbHbIX nnatdgopmax,
M B BUpTyarnbHou uHdppactpyktype VMWare

Ons AC po 11 n UCINOH pgo K2 BknouuTenbHoO

—
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3awmta ACY Tl ¢ nomouwibio Check Point

Check Point

AHanuna npotokonoB ACY TT1
C TOMHOCTbIO OO0 KOMaHAb!

¥ OSSR e S

[TpepoTBpalleHne atak Ha ACY TT1

TSP U aNVAN LSS T TS

NornpoBaHune Bcex komaHg ACY TI1

OnoBelleHne agMUHNCTPATOPOB B
pearibHoOM BPEMEHN



NTtoru:

3awuTta ot
CneunanmnanpoBaHHbIe 1 cneunguUyHbIX
annaparHble yrpos, 3a cyeT
nnaTgopmbl aHannsa SCADA
NPOTOKOOB

LleHTpann3oBaHHbIN
MEHEOKMEHT
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