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200

Traditional
Security Data 7 5

Human Generated
Knowledge

SN Nim

1 Forrester Research : Can You Give The Business The Data That It Needs? , 2013

IBM Security

+ security events Security events and alerts
viewed each day Logs and configuration data
User and network activity
+ reported software Threat and vulnerability feeds

vulnerabilities

A universe of security knowledge
Dark to your defenses

Typical organizations leverage only 8% of this content*

7 2 O K security Industry publications
blogs / year Forensic information
Threat intelligence commentary
Analyst reports

1 80 K security related Conf .
news articles / year onference presentations
News sources

Newsletters

1 O security research Tweets
papers / year Wikis
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Hackonbko peanbHoO 3Hamb ece?

4 )

[MorpyxeHune B aHanNTUKY: KakoB TeKyLLUNA YPOBEHb 3aLUNLLLEHHOCTN?

N At & t &

Threats Alerts Analysts Knowledge Available
available needed time /

”There is a massive amount of noise out there; the human brain can’t
process everything on a day-to-day basis. We need something to help,
something like Al or cognitive technologies.”

Chad Holmes — Principal and Cyber-Strategy, Technology and Growth
Leader (CTO) at Ernst & Young LLP
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Artificial Intelligence in SOC
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Artificial Intelligence in SOC
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IBM Watson for Cyber Security B nomowb aHanutukam b

CTpyKTypupoBaHHbIe

HEcTpyKkTypupoBaHHbIe
AaHHbIe

NMouckoBbIN poboT
AaHHbIe CTPpaHULU UHTEepHeTa
5-10 obHOBRNEHMN B Yac! 100 Tbicsiy OOHOBNEHUI B HEAento!
X-Force Exchange WccnepoBaHus OtBeTbl Ha GpeLun
Basbl yrpos Web-cainThbl OTt4eTbl No aTakam
Mwunnnapgsbl [0BEpUTENbHbIX NAapTHEPOB Erom LG . MunnnoHs.l
AnemeHToB [1aHHbIX HokymeHTOB
fipyrvie Gaskl yrpos HoBocTu Kypc aencrteun
Open source
LY
10 Mnpg anemMeHToB NMC S s
4 MnH pobaBnseTca exxe4yacHo

1,25 MnH JOKYMEHTOB MJitoC
15 Tbicay pobaBnsaeTca exxegHeEBHO

13 IBM Security




[lpouecc u nnatdopma
pearmpoBaHUsa Ha MHUNOEHTDLI
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“This is the decade of
response...sophisticated,
robust, and resilient.”

-Bruce Schneier, CTO,
Resilient
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AHanu3 KoopanHauus JlvkBnpauus

NcnpaBnenue BbiBOAbI

3HaHue - cuna

As with threat analysis, threat response requires a
complete understanding of the security landscape
and the business impacts.

U3y4yeHune yrpo3 6esonacHoOCTH

These include the external intelligence feeds that
provide insight into the most recent developments
in the global security landscape. It should provide
the nature and severity of threats as well as
actionable recommendations and advice.

U3yyeHune cneumncpunkmn busHeca

Internal awareness and documentation of the risks
associated with key business processes and the
underlying supporting infrastructure underpinned
by current corporate security policies, legal
obligations, and compliance requirements by the
industry or the regulatory bodies or both.

Threat response is triggered by an
escalation from threat analysis

Advanced threat * Threat Response
analysis
€&——> ° Level 2 event
* Threat analysis escalations
» L1 triage * Security
» L2-3 Impact analysis monitoring
« threat research * Incident
 Risk assessments management
Operational briefings * Problem
management
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AHanna KoopauHauusa JlvkBnpauus WcnpaBneHune BbiBOAbI
SOC
* (Ade)UeHTpanusoBaHHas peakuus
The response to a threat or incident may be Sl T SRS
centrally coordinated by a single dedicated Security intelligence ] Network operations
organization or it may be distributed around the Threat analysis [ Server operations

enterprise. A centralized approach provides a
mechanism for accountability and oversight that Emergency response | Application admin
IS more difficult in distributed models.

Support or help desk

Sl S

PearMPOBaHMe o KOOpﬂ,MHauMﬂ U CNMaXXeHHOCTb IT engineering
An organized and effective response to an

CaerdiEie incident requires a collaborative effort both within
the enterprise and in cooperation with external KomaHpa pearnpoBaHus
organizations.

+ CnnaHupoBaHHbIe M OTTOYEHHbIe AeNCTBUSA BUSINEss owners |

Using IT Business Continuity (BC) or Disaster : :
Recovery (DR) plans as a model, threat Legal J _Service providers
response plans should be well-defined, regularly Human resources ) Vendors
reviewed and maintained. It should also have ,

. . Executive mgmt or board J Platform support
executive approval and, where appropriate,

Corporate External entities

tested to ensure efficacy.

17 IBM Security
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* BbICTpble NepBble OTBETHLIE AeNCTBUSA
The first steps of any security incident response are
comprised of actions designed to contain the threat
and mitigate further risk exposure. First response Business Unit (BU) or process-driven responses
actions require advanced planning and ideally
include testing to ensure effective results.

* YyutbiBanTe cneundunky 6musHeca _
Internet services

Pearnposatue Containment and mitigation techniques will vary for
every business process as actions that prove to be
effective in one environment may not be effective . Countermeasures
. . &
enough in another environment. > ﬁ
Mitigation : Wﬁ;egonf{grrekzecurity postur
o etwork lockaown
nOAA?p)I(MBaMTe (_:Bﬂsb ¢ pyKOBOACTBQM Services or servers offline
A lack in communication to key stakeholders in the

moments following a major security incident is Communication .
commonly cited as a "lesson learned" in the post- :

mortem reportS. Business process owners 4

IT administration
Emergency response team

18 IBM Security
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AHanna KoopanHauus ‘ JlvkBnpauus

UcnpaBneHune

BbiBOAbI

OnpepeneHue n yctpaHeHue pakTopoB yrpo3bl
It might take some time to eradicate the underlying

vulnerability or weakness that allowed the incident to occur

may take. The remediation component of threat response
installs an enterprise-wide framework holding stakeholders
accountable to correct core faults and prevent future
activity.

AHann3 npuyYvH BO3HUKHOBEHUS MHLUMAEHTA
Research and discovery of the root causes of an incident
are paramount to improving an enterprise’s security
posture. Root causes are rarely a failure in technology
alone, rather those typically include procedural and human
failure components as well.

lNMpoBeaeHne paccriegoBaHUA MHUMAOEHTA
Enlisting the assistance of a forensic or emergency
response specialist may be required to preserve the chain
of evidence and ensure eradication.

Threat response

JiukBungaumsa —
peakTuBHa

component of
threat response
and ...

UcnpaBneHue -
npoakTUBHO

component of
threat response
and includes
patching,
architectural
redesign, and
process
improvement.

NcnpaeneHue AomKHO NpegoTBpaTuTb
NnosiBrieHe NOBTOPHbIX aHANOMMYHbIX
NHUMOEHTOB B ByayLlem.
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AHanus KoopanHauus JlnkBnpgauyus WcnpaBneHune BriBoAbI

* OnucaHne MHUMAEHTA U NMPUHATbLIX 4EeUCTBUN
The final stage of every incident response is
documentation. All relevant aspects of the incident

impact are documented including estimate of loss in Financial impact

terms of time, reputation or brand, and financial loss;

containment and remediation steps taken; root-cause Process &

analysis; and outstanding tasks with accountable procedures $ ; Tools
PearnpoBaHue RUIETS.

* OOpaTHasa cBA3b OT OU3Hec-610KOB @

Post-escalation, it is imperative for the threat response

team to receive feedback on it's response. This Securi]

feedback closes the circuit on the investigation and intelligence Global archive

provides invaluable material for both threat analyst and
threat response education and process improvement.

Resolution

@

« Cucrematnsauums 3HaHUMN, NoNny4eHHbIX Npu
paccrieaoBaHnM MHUNAEHTa

Every security investigation and escalation becomes
input to all future investigations and creates a clean
chain of evidence of monitoring activities.

20 IBM Security 5



SIEM + Incident Response

SIEM
MNMpuopuTtesauua nHdopmaumm s Logs,

MNMpouecc pearnpoBaHua SOC Ha
mHunpeHT Ub gnsa oTBeTa Ha

yrpo3bl, Ablpbl, YA3BUMOCTHU

Flows, Vulns, User, Config Data u T.n.

WCTOYHUKU OAHHbIX

Ycempoticmea Ub

Co3paHue cv??-lgsK:quT::;;a BoccTaHoBneHue
Cepsepa u meliHgppelimbl UHUMOEHTa 3apau n 3a|<pb|1'ue

MpuopuTeTHle
HapyLenis

Cemesas u eupmyarnbHas cpeda A — - C6op - [locTtaHoBka 3agad
) A + C6op, xpaHeHne 1 aHan3 JaHHbIX / [OOMNOMHUTENBHbIX BOCCTaHOBINEHNS
KmueHoCTT S A [0Ka3aTenbCTB KomaHze
O BTO onpeaerneHne NCTo4YHMKOB, CepBUCOB U
Pa6oma npunoxeHuti nonb3osaTeneil 1 x npocnnMpoBaHue - I'IpI/IMeHeHVIe - loatsepxaeHve
TpeGoBaHuii BOCCTaHOBJIEHUSI
> » Koppensuus cobbiTuii B pearnbHOM BPeMeHU -
Kordpueypayuu ycmpotcme il P p perynsatopos 3akpbIThe nHUMaeHTa
o - HasHaueHwve 3agau - Otyet/YBegomneHve
VA36UMOCMU U Y2p03bi aAKTUBHDOCTEN OTBETCTBEHHbLIM

lNonb3o8amenu u ydyemku B;T’f‘l 2271:7}:5
nobanbHble 6asbl y2po3 _ _
Basa Bcex
nHumaeHToB Ub
NocTosaHHas aHanuTuka b Tpwu aTtana nHunageHta Vb

OTYeT No UHUMAEHTY I
M yBefoMIieHue

lequueHme npouecca BbidBIl1IEHNA NHUNOEHTOB
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[Tnatdopma Resilient Incident Response Platform (IRP)

AUTOMATED ESCALATION
o X B =
SIEMs EMAIL ENTRY WEB TROUBLE
WIZARD FORM TICKETING

EASY RESILIENT IRP MODULES INFRASTRUCTURE
COLLABORATION INTEGRATION

* Direct
m r@ irectory

¢ Endpoint forensics
& *Threat inteligence
I] * Endpoint controls
3

B_-I *» Network controls
=

DASHBOARDS & REPORTING

o ] (SR e | B
uTiLizaTioN | DASHBOARD | TSRS overTiMe | & REPORTS

Moaynb SECURITY Moaynb ACTION Mo,qynb PRIVACY Hoeoe! Resilient Standard IRP

= CraHpapTtbl workflows no - ABTOMaTtM3aums basa perynstopos co30aH 715 MocmeneHHo20
nugyctpum (NIST, SANS) npoLeccoB = TpeboBaHus HOpMaTNBOB romodyibHO20 8HEOPEHUST

- [logkntoyeHune BHeWHNX 6a3 = O6oraTuTb AeTanm = TpeboBaHUsi KOHTPareHToB nosHou eepcuu Resilient
3HaHwit/yrpos B VHUMAEHTa - CTaHOapTHble onepauum Enterprise IRP — 6oiee 140

- CTaHgapTbl opraHu3aumm - CpenaTb paccnenoBaHvie opraHusaumm SHSCPEHT] @ BRI

= Jlyywme npakTuky komnanum = CHU3WUTb Harpysky = Jlyylwime MynpoBble NpaKTUKK
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KOrHUTUBHLIN
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BbiBOoAbI

IBM Security

OcobeHHOCTUN U NOABOAHbIE KAMHM

[MonbITkN nocTpouTb Security Operations Center 6e3 nogaepxku
BbICLLEr0 MEHEI)KMEHTA KOMMaHNN He NPUHECYT XKenaemoro
pesynsraTta

ObsaszaTtenbHO HYXHbI Lenun 3anycka SOC 1 noaTanHbIv NfiaH Ux
JOCTUXKEHUS

Pa3beunTte Lenu Ha 3agayun, onpegennTe rpaHulbl, paccuntanTte
MWHUManbHbIN U MakcumanbHbin OtookeT SOC

Cornacynte gedaternibHocTb SOC coO CMeXHbIMU nogpasaeneHns mm
Ha cambix paHHMX 3Tanax HaynHauTe co3gaBaTb komaHay SOC
[okyMeHTUpynTe npouecchl, YTobbl yNPOCTUTb pOoTauuo B KOMaHAe

Onpepenunte KPI n cornacymnte nx ¢ pykoBoacTtBoM, 0yabTe NOHATHbI
ONA BbICLLEro MeHeo)XMeHTa KOMMNaHu
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