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MOBW/IbHbIE

NS ‘ YCTPOUCTBA & DLP —

o BOSMOMXEH /i AZIbAHC?
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AnekcaHap Knesuos
MeHeaXep No Pa3BUTUIO NPOAYKTOB
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Ucnonb3oBaHne MOBUABHBIX YCTPOUCTB 73, INFOWATCH"®
B KOPNOPATUBHOM cpeje: TeKyLwaa cuTyaumn

> 75% poccuiickmx komnanmii

pa3peLlatoT COTPYAHUKAM
MCNONb30BaTb MOOWU/IbHbIE YCTPOMCTBA
ans pabotobl

> 50% POCCUNCKNX KOMMaHUM

pa3peLleH AO0CTYN K KopnopaTUBHOM
noyTe ¢ MObMAbHOIo YCTPOMUCTBA

* [laHHbIe uccnedosaHuUa KopriopamusHol mobussHocmu 8 Poccuu. McmoYHUK
MobilityLab:
http://www.workspad.ru/resources/analitika/workspad-byod-survey/
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CoKpaTU/IUCb pacxoabl KOMNaHUN,
47% | CBA3aHHble C mepexoaom Ha MobuibHble
nnaTcI)opN\bl
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YTo HacueT 6e30nacHOCTU: 79, INFOWATCH

HecobntoneHue
COTPYAHUKAMM MONNTUK
6e3onacHoCTH

YTeUKU AaHHbIX C
MOOWIbHBIX YCTPOMCTB

«Bbl e cka3zanu, A moay
MPUHOCUM®b C80U /IUYHbIE
ycmpoucmsa!»

* UccnedosaHue MobilityLab, 2011-2016



Keic. YTeuKun gaHHbIX yepe3 mobuabHblie

yCTpOMCTBaA

(= PNCBANK

Ton-meHepxep
PNC Bank 3nnuH
Nennun

doTtorpadpuposana skpaH
CBOEro KomMnbkoTepa co
CTpaTerM4yeckom
nHpopmauymen Ha
cMapTdOH HE3a40T0 A0
YBO/IbHEHUA

“@_, INFOWATCH"®

Mo oueHkam PNC Bank,
ywepb ot AencrTanm
ObiBLLUErO TON-MeHeaXepa
coctaBmn 250 MaH. S




Bonpoc? 7o, INFOWATCH®

Kak obecneuntb 6e30nacHOCTb
npu 3TOM

COXPaHUTb MOBUABHOCTDL
COTPYAHUKOB?




JKocUcTema yCTpomCTB, UCNO/Ib3yeMblX

N 79, INFOWATCH"
B KOPNOpaTUBHOM cpepe
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Pucku

JInyHbIe ycTpONCTBA
COTPYAHWUKOB
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KopnopaTusHbie

MOBUbHbIE
ﬁ @ YCTPOMCTBA
2

CraymnoHapHble
KoprnopaTuBHbIe
YCTPOMCTBA

~
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«Ceoboda» ycmpolicmsa



KopnopatusHblie MobuabHbIe YCTPOMUCTBA 79, INFOWATCH®

e KopnopaTnBHble HOYTOYKMK

* KopnopaTnBHble cMapTHOHHbI,
NAaHLWeTbl

Bce nog KOHTpoOnem:

v’ YCTpOMCTBO NPUBA3AHO K
COTPYAHUKY

v' KomnaHua onpegenaer annapaTHble
N NPOrPaMMHbIE€ KOMMOHEHTbI
YCTPOMCTBA




AreHTcKoe pelueHue: NPUHLUN «KaK B opuce» 7%, INFOWATCH®

MobunbHoe ycTpomncTBO KopnopatusHas ceTb

3aLLI,MLLI,EHHbII71 KaHan g'g'
—YnpasneHune
?‘4 E
. [loyTa dainnbl

KopnopaTuBHble
pecypcbl KOMMNaHUK




MpuHUMN «Kak B opuce» 79, INFOWATCH"®

NMpuHUMN «KaK B opuce»

______________

[octyn NHppacTpyKTypHas OdnanH LlenocTtHOCTb
NPUHAANEXHOCTb KOHTPO/b

JlocTyn Ko Bcem MNogkntoyeHme K Korga HeT KoHTponb
pecypcam KOMMaHUK {i TO/IbKO Yepes NOAK/OYEHUA K LLe/TIOCTHOCTH
KOPNOPaTUBHYIO CceTun, BCe paBHO YCTPOWCTBA,
ceTb OCyLLEeCTBNACTCA annapaTtHOM un
KOTPO/ib NPOrpaMmmHOM

yacTteu




KopnopatusHblie mobuabHble YCTPOUCTBA:

’a °®
TpeboBaHMA K cpeacTBam 3aLLUTbI 2 INFOWATCH

e KOHTpPO/b CeTEBbIX COEAUHEHUM

* 3anpeT UCMNoO/b30BaHMUA
YCTPOMNCTB/KOMMNOHEHTOB

 KOHTpOANb KaHAaNOB Nepeaayn AaHHbIX
(bhoKMpOBKa NO pe3ysibTaTaM aHa/In3a)

* KOHTpOAb 3arpy3Kkn 1 LLEEIOCTHOCTU areHTa
* KOHTpPONb MCNONBb30BAHUA MPUNOKEHUN

* VHBeHTapu3auma annapaTHOM U
NPOrpPaMMHOM YacTeu

* LLndpoBaHMe AAHHbIX U CbEMHbIX
HOoCUTeneu



PeuenT NAacCHOCTU INYHbIX YMX CTaHLUU .
euenTt 6e3onacHOCTU N biIX pabo CTaHL o NEGRATEN

AreHTckpnin mogynb InfoWatch Traffic'Monitor,_
N

VPN

MacBook Air

X . : 4




JInuHble yCcTpoUucTBa COTPYAHUKOB

“9 , INFOWATCH®

 JlomawHune paboyme cTaHUUU
yAaNeHHbIX COTPYAHUKOB

* JIMyHble MOBUbHbIE
YCTPOWCTBA COTPYAHUKOB

v Y Ka)KA0ro CoTpyAHMKa MOXeT ObITb HECKO/IbKO YCTPOMCTB
v’ JInyHble MOBUNbHbIE YCTPOMCTBA B /OO0 MOMEHT MOTYT
O6biTb 0BHYNEHbI, 3ameHeHbl, 06HOBAEHDbI 1 T.4.

v COTpYAHWKM OTKa3blBalOTCA yCTaHaBAUBaTb CPeACTBa
 KOHTPOASA Ha IMYHble MOBUbHbIE YCTPOINCTBA

S |



3awumieHHaa BUTPUHA 79, INFOWATCH®

KopnopaTtuBHasa ceTb

JInyHoe MoOUunbHoOEe
YCTPOUCTBO

3awuiieHHasa BUTPUHA

[Moyta 0O6meH daiinamu WnTepHer

- - |_YnpasneHue
e — o ——

3aWMUWEHHbIN KaHa

MouTa dannbl

KopnopaTtueHbie
pecypcbl KOMNAHUK




JInuHble mobunbHbIe YCTPOUCTBA:

/" ®
KoHuenuna 6e3onacHocTH 2, INFOWATCH

KoHuenuus
A 3au.|,Mu.|,e|-|HoF1 BUTPUHbI [
MOTMBaLI,MFI MOHOI‘IOJ‘IMFI KOHTeMHep He3aBVICMMOCTb
BbinonHeHune * EAMHAA TO4YKa * HepoCTynHOCTb * HeBakHO, KaKoM
NPOU3BOACTBEHHbIX || AOCTYNa ANA BCeX AAHHbIX Ha YCTpOMNCTBE MoAeNblo ycTponctea /
obs3aHHOCTEN KOPMNOPaTMUBHbIX * HeBO3MOXHOCTb UX onepauvoHHOM
* YnobctBO pecypcos COXpaHeHuA BO CUCTEMOMN NMOb3yeTcA
MCNONb30BaHUA * [oTpebHOCTb B OWa BHYTPEHHEN NaMATH COTPYAHUK
aBTOMATUYECKU yCTpoMncTBa
CHUMAETCA




JInuHble mobunbHbIE YCTPOUCTBA - UHPPACTPYKTYpPA “© INFOWATCH®

* VPN

* PeweHue, obecneynBatoLLee TOYKY
A0CTyNna Ha MOBUABHOM YCTPOMCTBE
(Airwatch, Workspad, Mobilelron,
Citrix XenApp)

*  WHTerpaumna cepBepHOM YacTu TOUKMU
Aoctyna c peweHune DLP

VPN + EMM (VDI) + DLP




PeuenTt 6€30nacHOCTU ANUYHbLIX MOBUNBHbBIX

. “9_, INFOWATCH®
YCTPOUCTB

VIPNet +
Workspad +
InfoWatch Traffic
Monitor




BesonacHoe mobuabHoe pabouee mecTo:
eAnHoe peweHue ana obecneyeHusn
MobuAbHOro AocTtyna coTpyaHMKOB K pabouen cpege

“9 _, INFOWATCH®

ga——

= WorksPad 7o INFOWATCH® infotecs’
KoHTponnpyemas

be3onacHasa cpeaa 6e3onacHoOCTb LUndppoBaHune AaHHbIX
* KOHTeMHep NpUIoXKeHUs * CO3/aHMNE KOHTPOAUPYEMOTO * 3alMLLEHHbIWA KaHan
* ynpaBasemMblii A0CTyN K nepumerpa A0CTyna K

Kopn. pecypcam * KOHTPOJb KOPMNopaTnBHbIM
* NONUTUKKN Be30MacHOCTU: MHPOPMaALMOHHbIX NOTOKOB pecypcam

open-in, copy-past, Ha MOBUILHOM YCTPONCTBE * wudposaHue

wipe/lock * KOHTPO/b YAaNEHHbIX AAHHBIX B

COTPYAHUKOB KOHTENHepe
* nposegeHue * ceptudpumKkauymna ®Cb

paccneaoBaHUM



BbiBOAD! S, INFOWATCH’

KopnopaTusHble yCTpoOUCTBa —
AreHTCKOe peLueHue

JInuHbIe YCTPOUCTBA —
3almleHHaa BUTPUHA
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CNACUBO 3A BHUMAHMUE!
ANABAUTE OBCYAUM?
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AneKkcaHap KI’IEBLI,"(L,(‘/
MEHeXep No pa3BUTUIO NpoayKToB, InfoWatch

Alexander.Klevtsov@infowatch.com




