AP DEeKTUBHOCTbL
npumeHeHna WAF ans
3alUTbl NPUTTOXKEHUN

BceBonog etpos, vpetrov@ptsecurity.com
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Ha cerogHALWHWN OeHb, CYLLECTBYET LEenbIN pagd TEXHUK BbiBOAA U3
CTPOS NPUNOXEHUN Unn cepBuUcoB. ['1pn aTom, aTakn Ha NpUKNagHOM
YPOBHE TPEOYOT MUHUMYM PECYPCOB MO CPABHEHUIO C CETEBLIMU
aTakamu, a pesyrnsraT MOXeT ObITb AOCTUTHYT ropasno ObICTpee.
CnocobeH nn Web Application Firewall obecneunts 6e30nacHOCTb U
OOCTYMNHOCTb NpunoxeHnn? CywlecTBYIOT NN YHUBEpPCasibHble
pewweHna? Obcyaum TpagnUMOoHHbIE NOAXOAOb! K 3aLUuTe BED-
NPUNOXEHUN, NX HEOQOCTATKN U COBPEMEHHbLIE TEHOEHLIUN.
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UTO Mbl 3HaemM 0 nNnepmMeTpe cetn?

Network Perimeter ‘
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[TpunoXXeHna nomaroT NepuMeTp
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[TpunoXxeHna — 4OCTyN K MHAPPACTPYKTYype
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Cetesoun D0OS

TCP SYN Flood ™

9

CepBep

Lo

<€

GET /search.asp?g=ckadaTtb windows
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[MpuknagHon DoOS

CepBep

GET /search.asp?g=ckadaTb windows

~OSITIVE TECHNOLOGIES




CurHaTypsb!?

Slgnatures
f)
POST /login.asp?name="+OR+1=1 OR 1=1

Q-

POST /login.asp?name="+OR+2>1
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CurHatypbl? Mo)xHO obonTu!

+Wcnonb3oBaHue HTTP Parameter Fragmentation (HPF)

+ [lpmep ya3Bnmoro Kkoga
+ Query("select * from table where a=".$_GET['a']." and b=".$_GET['b);
+ Query("select * from table where a=".$ _GET['a']." and b=".$ _GET['b]." limit ".$_GET['c);

+ CriegyoLwmnm 3anpoc He NO3BOMSIET MPOBECTM aTtaky
+ [?a=1+union+select+1,2/*

+ Mcnonb3ya HPF, Takue 3anpockl MOryT ycnewHo otpaboTaTtb
+ [?a=1+union/*&b=*/select+1,2
+ [?a=1+union/*&b=*/select+1,pass/*&c=*/from+users--

+ SQL 3anpockl npuHMMmaroT BMA
+ select * from table where a=1 union/* and b=*/select 1,2
+ select * from table where a=1 union/* and b=*/select 1,pass/* limit */from users--

~OSITIVE TECHNOLOGIES



Users: BoBea

Muctep Union Select
Ouma CepBep
JNlewa

d1l

+500 Cawa

POST /login?id= Muwwa &action=submit
Buka

>

1+union+select+1,2/*

POST /login?id= I gaction=submit
>
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AHomMmanual!ll



[lonck aHOManumn Ha NPoOCTOM NpUMepe

GET /search.asp?q= Typsbl B Ernner 1111010111111 2000
PeuenTbl pary 111111101111 600
Kynutb wybky 111111011111
AnTekn psaom 111111011111 _ 1100
95 nnu 98 220111022 100500
CmoTpeTtb oHnand B HD | 11111111011111101011 9999999999
1'or 1=1 -- - 23011023203303 7
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be3onacHoe NpunoXXeHne — 4YTo 3T10?

+{Operating System @

+HTTP Server Configuration @
{Environment Configuration @
+ramework @
iSource Code @
&

+External Components

+..
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[TpoaykToBbLIM cnana Ne

Web Application
or Source Code

i z N\ R
'- - —v https://
(]

Repository USB stick E-mail Website

Web address of the application, source code
or application build on any media

PT Application Firewall

Virtual patches protect web application
during vulnerabilities remediation

PT Application
Inspector

v, EE —
= =]
=
= HBA — =
Abstract Pattern Configuration  Fingerprint DAST
Interpretation Matching Checker Engine

Combination of static (SAST), dynamic (DAST), and interactive
(IAST) analysis approaches

Exploit

Report

Test case Customized and conformant
for vulnerability with PCI DSS, OWASP and other
validation compliance standards
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CoBpeMeHHbIN Noaxon K 6e30rnacHOCTM NPUNOXEHNN

+AHann3 koga => BupTyanbHble natyu

+AHanu3 cpeabl paboTbl NPUNOXEHUA

+[loaTBepxaeHne yasBMMoCTeEN

+[lonHoe noHMMaHune KoHTeKkcTa co cTopoHbl WAF
+Agantauna nog npunoXXeHue n Tpadouk

+CurHartypbl — He TabrneTka oT Bcex bonesHen
+MalmnHHOe 0by4eHne 1 BbIABIIEHME aHOMaNn

+WAF gorkeH ObITb YAOOHBIM MHCTPYMEHTOM AN 3aLlUUThI
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PT Application Security Suite

W ke
o 14
Appllcatlon Firewall Appllcatlon Inspector
BCTpoOeHHbIN ckaHep ysa3BMMOCTEN AHanus koga v cpeapbl
(DAST) * @OKyC Ha pearnbHbIX YA3BMMOCTAX
« 3awwuta ot DD0S » BcTtpauBaHue B npouecc paspaboTtkn (SSDL)
* BbigBneHnu aHomanmu * [eHepauuna aKnIomMTOB
* MawunHHoe oby4veHne *  KomOuHaumsa nyywmx ceomcts SAST n DAST
* [lpogBuHYyTbIE KOppEenaumnmn * BwuptyanbHbie natum gna PT AF
« [lpocT B HacTporke n obcnyxmBaHum * [louck 3aknagok B koae

G X
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[TpunoxeHna B 6e30nacHOCTH

PT Application Security Suite
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