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Bot-Trek Secure Bank/Portal

Cucrtema paHHero obHapyXeHus
MOLLEHHNYEeCTBaA HA CTOPOHE
nofb3oBaTernen
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\SB) Cratuctuka Q2'2014-Q1'2015, Poccus sRoUP|i|

XVLLIEHUS B UHTEPHET-0A@HKMHIe Ha CyMMy

2 649 422 000 py6rei

XWULLIEHUS B UHTEpPHET-0aHKuHre
y IOpUaANYECKNX NnL

LleneBble aTaku
Ha BaHKK

XULeHna y donsnyecknx nuy
c Android-TpossHamu

XNWweHnsa B MHTEPHET-0AHKNHIe
y oU3NYECKUX NKLY

GROUP-IB.RU
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k’b‘ly MowueHHnyeckue rpynnsl Q2'2014-Q1°2015 |GRDUP‘iB|
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Corkow, RMS, HVNC,
AmmyAdmin
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@Iy Lurk: aBTOMaTu4eckass nogmMmeHa cyeta GROUP‘iB|

cnonb3yeTca ana cosBeplleHud
XULLEHNN C DAHKOBCKUX CHETOB
yepes3 IBANK2 meTogom

AiIMeeT BCTPOEHHbLIV MOy b
aBTOMAaTUYECKOI NOAMEHbI Mimikatz, no3BonaoLWwmMmn n3BneKkaTb
DEKBM3UTOB MONy4aTens ydeTHble gaHHble Windows n3 LSA.

(«aBTO3anmnB»). Z —

2011 2014 2015 2016

N\ I~

[lo3)ke ObinNn gobaBneHbl «TONCTbIE «ABTO3anMB» Noa « TOHKOro»
knneHTbl» cuctem ABO: CBPO®, BSS, KrnmeHTa. B KoHJurypaunoHHom
BTb, lNpomcesasbbaHk. lobaBneH doanne 6onee 50 6aHKOB.

moaynb HVNC ona yganeHHoro
ynpaBrieHUA KOMMNbIOTEPOM XEepPTBbl.

GROUP-IB.RU l,;ﬂj 5
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\SIy Lurk: hackers’ swisstool emoup‘ial

NMma komaHAabl CooTtBeTCcTBYHOLWUN (pYHKLMOHAN NporpaMmmbl
get_file OTnpaBuTb Ha ynpaBnsaoLWmMn cepeep ann ¢ onpeaerieHHbIM UMEHEM.
get_process_list OTnpaBuTb Ha ynpaenswLWmMn cepeep MHGOpMaLMo O 3anyLweHHbIX npoueccax.

OTnpaBunTb Ha ynNpaBndaloLWMIA CEpPBEP COAEPKMMOE KaTasnora ¢ UMeHeMm
«%APPDATA%\Sun\Java\Deployment\cache» nnu katanora, yka3aHHOro B Nosie ¢ UMEHeM
«deployment.user.cachedir» danna koHurypaumm
«%APPDATA%\Sun\Java\Deployment\deployment.properties»

get_java_cache

get_software OTnpaBuTb Ha yaarneHHbIn cepBep MHGopMaumo 06 yctaHosrneHHoM [10.
dir_list OTnpaBuTb Ha yadareHHbIM cepBep MHGOPMaLMIo O NoakaTanorax ykasaHHoOro Kkatasnora.
exec 3arpysuTb C yoaneHHoro cepsepa dans n BbiMOSTHUTb €ro.
get_storage OTnpaBunTb Ha ynpaBsloWWA cepBep AaHHbIE U3 XpaHUULLLA Uccnegyemon nporpamMmmeil.
set_storage [lepeHasHaymMTb XpaHULLE Uccnegyemon NporpaMmmel
del_storage YaanuTb XpaHunuile nccrnegyemomn nporpamMmmeil.
init_rdp [MpenoctaBuTb yaaneHHsi goctyn Kk ABM no npotokony RDP
set _video_capture HavaTb npouenypy CHATUA BUOEO NPOMUCXOASLLErO Ha 3KpaHe.

B 3aBucnmocTn OT napamMeTpoB KOMaHAbl OCyLLeCTBNAETCS NMO0o HacTporka «Proxy»
cepBepa Ha IBM unn VNC cepsepa. lNpocnywmnsanme IP agpeca 127.0.0.1 nossonsiet
nHymanmanpoBatb coeanHeHne no VNC gaxe ecnn 3BM umeeT Bbixoa B ceTb VIHTEPHET C
ncrnionb3osaHnem NAT (Network Address Translation).

back_connect

body update 3arpyska n 3anyck dpanna c nocneayowen oCTaHOBKOW NporpamMmbl U ee yaaneHnemMm.
plugin_update 3arpyska JOMOSTHUTESNbHOrO NOAKMYaEMOro Moayn4
plugin_uninstall YpaneHuve nogksrio4aeMoro Mogyns

—
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@Iy Lurk: Beb6-nHbekums (170-250K0) GRDUP‘El
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\Sy Lurk: noameHa dopm GROUP|IB

HOMED 1622000 (STODON O IAHANRMO)

HOBOCTH

AT - EEE—
g \AZCRY . —
Ysrxaendh Ko '
Yoeatmnas Bc o wmereon -
DA XN AT 3 Jabene nagam? m
PeaICTIewE Iy weaE ¢ o
ARG NBE I DT " : hoohsat Baoeat Ontoiu
Cheohion o Dewen, Wl o caion mabarhinkry
COLOY.201E exemecowas nogry 199 « .
tacraout 650 oyl Jeee.
N2V AR 2AINEn
2 OOMARAON CNITE 0 COMMRE.
B Chepfiors

Diimasine, OCTEPOTRFOCH MODHIMOS!

1 B g Bxade 8 Oty Bam Spc/iArasot YOTanonat b npmiow o arovens, SEESSAFEY) ma Baa

YOiviRrndt THIOO0N = 110 HOBIEmRINEC1 90, T KOMNLIOTED 130w tx Bagryeon

2. B0 D e B SaCTeny Bac 500Cn T naecT wokep melesanoro Tenedon ky a3yo

Bxog B cucTemy «BaHK — KNUEHT oHN3aWHD

NorvH | |

Mapons | |
Tenedon | |

KaTanar knkJesoro | |
HocuT2na CE3M:

Bowmi
Bxoa & [lH0iA kabemet

Eski BTE 24 npadnassem LWUDOKUL cresmp npodyimoe U yonya dna
USCIHE TUL U Apednowsmued Manozo Busdsca.

o
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\Sy Lurk: nogmMmeHa pekBU3NTOB GROUP|IB

\&J BOT-TREK CYBER INTELLIGENCE &Y BOT-TREK CYBER INTELLIGENCE

BOT-TREK BOT-TREK

Satatesents/printeied: Npayeu axrandai goeysels B o

anﬂDJ‘I{EHHE—DTﬂEﬂ,ﬂHHHE EDDELU'EH“H Fatatementafprintview () : MNogesises NaccuHaHud gokysenT B or \nipn: > | bBlo: &

Tp® asanmse EPEZOEOCHOrD hatina SulTH N0AFHesE: OTALIO0HES C0OBIIeHIER, ?"—“'ﬁ‘-‘“"-“ ,.-h ients e B —_
dTatamants FIECWIEw ) = ACHOE Ha = el n HEEEHO Ha
mmemmm@m“mmemm"{[mm ED-D-EMII:E.E]I_FIBAHE.BJJH ,.fi'r.a'r.ihin:.i,-'::ihr.l.li-u::-: OeFaPed HA & 2 \EYBERMNGeEs Ha = (PHES 0o 0ES Gamey
HITEE, OCTaT Y + Halli NoaTaEks |
Spopupfrieddec: NMpAged ARTHRIGHE ZomieaiT B oF
weralon: ‘nXoanep samen wa wrl:\n \n brodser: Spopupfrieddec: Npages JeFinidd Sseieais B oF
weralon: wnpage dump:yn DaEHWE EoEisRiTed
OESEL NEPEXaSas PESYRLTAT HENsHTE S
Server.command eXxecuted: R LoFyue T W
Homue ®oaaus Has! Horyeis B HsaEWl CTATYe Ha |, SOpeEnonalaasds dacld
Mlomyesiid  Feois i AoEVEeHTOR N4 BOfueil Docie EaEnohTa He HaBmeHs

/statements: momoMeHa () \NBXOOAmMII OCTATOK: >

/statements: nommeHa () \ncyMapHHM pacxon: =

/statements: nomMeHa () \DMCXOOANIMMA OCTaATOK: >

/statements/online: CKpHBaeM AKTMEHEM OOKYMeHT N OT

/statements/online: DomoMeHAeM OaCCUMBHEM IJOoKyMeHT W oT .\nbic: > ‘naccount: >
/statements/online: nmomMeHa () \nNBXoIOAmNMM OCTaTOK: >

/statements/online: momMeHa () \NMCXOOAIIMA OCTaTOK: >

/statements/printview() : BXOOANMKA OCTATOK Ha : > \NYBeIMYeHO Ha

Ynacocoant: > \areciplent name: > changedbata:

Fdocfaobeitdecs: ampes CUC-MOETREPESEHHA OTEDARKH SO RASEHT G mepHyn Tall, DasHEe He SoQesHEHE
BoEydeans B BorveeHt B SanciHeH DeRRHESHTAEE Zoona #.
Fdoofaubaitdocs: Sampos (OpEN NOSTREPESENHA CNC QN4 BACHRHODO OoKYMeHTa B oz EalZeH ZEon Ha Cyy:
Eolkbe HET ZOKVMEETOR AEA oTnpankd. [pepunats DACHREY B OTKpWBacM XONZepy &b Damile NagNHcH GoRyveesTa
QRS Aognecunasssali goeyuens B
Trustedlorpespondents REANYSH. Homep TeledoHa =6 Nofueses. [MRpooTo cEalass az_axit:
SORMEHY SAHHER Fdocfaubel tdocs: RAMHGT CHc-NOSTREPESEHNA OTERARKN EORVMSEHTE
Fdocfadbpitdoca: MopeHAcs DacCHERHEN OokyuenT W(#) oF .\aoecipient naes: o Dowyuenr B
He® HaoMs OCKyMEHToR QN8 OTSRAREH Fdocfaobmltdocs: Sampos (ophld MOSTEELPESGHMA G QNA AETHRHODMD OoKyMeHTa B aT
Fatatements: Mpayen arrensad foryuedt B or | BOR) & fatatements Ecokme Her SoEyuesrton A0d ofnpabed. Mpepunsesd 253 o ronses =a fdes.
Fatatements: Mopuelses DaccHREMRE OoKVAMEHT B oF J\RRaBe: > \nbic: > \nasosumrt: oTEeT GaHKE NOCDE OTNRANEE [OKYMENTE:
> LAPUERaf&: 3 OTRET Cephepa [COECOE QORMSEHTOR] MOChE CTEDAREH [OKy/AENTas
Fetatements: nofueda () RAMXOZIEWE ocoTavoar: > az acticn: Banronckml cvaTye gowyuedra BiE] = {)
Fatatements: nopueda |)\Roydapuedl paceop: Bowa Zna oropanss #
FAatatements: nomeda |)\RECXCQADME OCTAToOK: Ooka 204 nagnice §
Fatatementsfonline: CrouWRacs AKTHRHRR ZoKveesT B oT Lna pokyseita B WCNonsmokad Spos @, amcant :
Fatatements/online: Mogeesdes naccuniell Zoxyveest B o .ebkic: > ‘naccount: o> Dosyident B8] coNpases.
Fatatements/online: nogeesa (] \nexopaoull ccrTaToR: o Aenneciliada AoEWEHT B]]
Fatatementsfonline: nofuesa (] \IHSHOZAEME comamax: > callbask: W[].
Fatatements/printvied|) : Bxogamul covaTok Ea @ > \RYRSNHUYSNS Ha Desysent B[] nognecau
A —
\B) . - &) -
WWW.GRIUP-IB.EU GROUF=IE BOT=TREK WWW.GRESUP-IB,RU GROUP=IA BOT=TREE
—

GROUP-IB.RU '.\'HJ 9



Y

\SB) Lurk: nor paboTel Ha wkepTBe» emup‘iBl

[{\"bank\":\"b .ru\",\"message\":\"DEBUG: Xonaep Bowen

noa MMeHeMm \

{\"bank\":\"b = .ru\",\"message\":\"DEBUG: Xongep aBTOpu30Banca MUCnNonb3ys
AaHHble Qwerty321. Mespro pass: Qwerty4321

{\"bank\":\"b .ru\",\"message\":\"INFO: HanageH cuyeT . banaHc:

q.type=\"COMMAND\",q.status=\"RTE\",m=n.doc.find(q));
if(m&&!a.restrictPayments)l.debug([\"Ana aokymenTa N°s ucnonb3oBaH gpon #s. amount: s\",
c,m.id,g],null,m.id);else return currentStage=1.stage,

1.debug([\"Ana pokymeHTa NS He kaTuT HuM oauH gpon.\"])

GROUP-IB.RU '."HJ 10
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\Sy Bot-Trek Secure Bank GRDUF’“BI

Bot-Trek Secure Bank — cucrema paHHero

S B npeaynpexaeHns MOLLEHHUYECKUX onepauuii B
CUCTEMaX OHNaUH-NNaTeXeun

He TpebyeTt MrHoBEeHHO OTtcnexuBaet NHTerpupyetca
YCTaHOBKM pacnpocTpaHAeTCs HOBbI€ TUMbI aTak C aHTUpoa

Ha yCTpPOWCTBa Ha BCHO KITMEHTCKYHO N CXeMmbl cucrtemMamu
KIneHTa basy MOLLEHHMYecTBa yepes API

GROUP-IB.RU
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\S‘Iy Bot-Trek Secure Bank BbigBngaeT GF%DLJF"iBl

baHkoBckue BHenpeHne [logmMeHa pekBU3UTOB
TPOSAHbI 3NnoBpeaHbIX nonyyartens
NHBEKLUN («aBTO3anNMBY)

HecaHKunoHnpoBaHHOE PULLINHT- [1IpOHMKHOBEHNE
yaaneHHoe N papMunHr-aTakm yepes 0-day
NoaKroyeHne YA3BMMOCTU

GROUP-IB.RU
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@Iy Lurk: KOHMrypaunoHHbIN doan

GROUPR|IB

KLRules:1{"id":2, "process":"*", "window":"*", "caption":"Bxon", "control™:"*"}

KLRules
KLRules
KLRules

KLRules

KLRules:
KLRules:
KLRules:
:58{"id":
:59{"id":

KLRules
KLRules

KLRules:
KLRules:
KLRules:
:74{"id":
277 {"id":

KLRules
KLRules

KLRules:
:239{"id"
:240{"1id"
:243{"id"
:248{"id"
:249{"id"
:252{"id"
:254{"id"
:307{"id"
312{"id":
:381{"id":

KLRules
KLRules
KLRules
KLRules
KLRules
KLRules
KLRules
KLRules

KLRules:

KLRules

:20{"id":
:21{"id":
:22{"id":
KLRules:
KLRules:
:26{"id":

23{"id":
25{"id":

49{"id":
53{"id":
56{"id":

e0{"1d":
epl{"id":
e2{"1id":

78{"id":

GROUP-IB.RU

120, "process" :"KeePass.exe", "window" :"*", "caption":"*", "control" :"*"}

121, "process":
122, "process":
123, "process":
124, "process":
125, "process":
146, "process":
150, "process":
153, "process":
154, "process"
155, "process":
157, "process":
158, "process":
159, "process":
170, "process":
173, "process":
174, "process":

:321,"process":
:322,"process":
:325,"process":
:329, "process":
:330, "process":
:333, "process":
:335, "process":
:383, "process":

40, "process":
78, "process":

W n , "WindOW" : "*", "Caption" : V'logon" , " control" : Wk }

"AN o "window":
Ww4n , "window" :
Ww4n , "window" :
"AN o "window":
"M "window":
"xM "window":
"xM o "window":

. LA , "windowll :

"*", "Wil’ldOW":
"*"’ "WiI’ldOW"Z
" . . .
giwicashier.
"*"’ "WiI’ldOW"Z
"*", "Wil’ldOW":
"*", "WindOW"Z

"k, "caption":
"x" "caption":
"xm Mcaption":
"k "caption":
"xm "caption"
"k, "caption"
"k, "caption":
"k, "caption":
"xm "caption":
"k "caption":
exe","window":
"k "caption":
"k "caption":
A" Mcaption":

"wealth-lab", "control":"*"}
"Quik","control":"*"}
"Trader", "control":"*"}
"SmartX","control":"*"}

:"Apple ID","control":"*"}
:"Hetzner Online GmbH - Robot","control":"*"}

"Gmail", "control":"*"}
"retail","control":"*"}
"kitty","control":"*"}
"RemoteApp", "control":"*"}

A" Mecaption":"*","control":"*"}
"giwi","control":"*"}

"YI'MK", "control":"*"}

"Log In","control":"*"}

"x" o "window":"*", "caption":"AuTHUkBap", "control":"*"}

wsmn , "window" :

"AM "window":
"AM "window":
"AM "window":
" "window":
" o "window":
"xn o "window":
" o "window":

"*", Hcaption"

"*", "caption" :

"xm "caption":
"xm "caption":
"xm "caption":
"x" M"caption":

u*u, "Caption" .
n*n, "Caption" o

"xm o "window":"*","caption":"BS-Client","control":"*"}

"Anbda-Kmment", "control":"*"}

"ELBA", "control":"*"}

"ADK-BOT", "control":"*"}

"Bauk Ksmment Onjlamu", "control":"*"}

: "POCCUMCKUA KAIUTAJ", "control™:"*"}
"Kpunrollpo CSP","control":"*"}
"MexBeIOMCTBEHHEIEe 3amnpocwe", "control":"*"}
CY®I", "control":"*"}

"x" o "window":"*", "caption":"Bot-Trek", "control":"*"}

&

13



—
\Sly PesynbTarthl... GROUP|IB

Cyl.l.l,eCTByI-OT Lerble «Mara3nHbl», KOTOPbl€ MOCTOAHHO
NOMNOJIHAKTCA HOBbIMU aKKayHTaMu C 60HyC3Ml/I

darkwe”road . Mpogama akkayHToB ABuTo, MpynoH, Burnmon, KynuKynon, KDnmapt ¢ 6anancom

HoBn4ok

[AnAa npocMoTpa A@aHHOW CCbIIKKW HYXHO 3aperucrpupoBaTbca]

[Jobporo BpemMmeHu cyTok!
[MpeactaBnsaeM BaweMy BHUMaHUIO OHNalH-MarasnH akkayHtoe [Ans
NPOCMOTpPa AaHHOM CCbIJIKM HYXXHO 3aperncrpvpoBartbcsa]!

[[lnA npocMoTpa AAaHHOMA CCbINIKM HYXHO 3aperucrpMpoBaThca]

Y Hac B HAM4YUN:

DARKWELLROAD

AkkayHTsl AVITO.RU ¢ GanaHcoMm

MNMoKYMNHbIE aKKayHTbl N8 co30aHuA npeMuyM oObaBNeHWiA, pa3zMellleHna peknamMbl Ha AVITO PROMO.
Ectb cnocob onnayneath CEoM 00LABAEHMA C KYMNEeHHbIX aKKayHToB!

Fpynna: MNonb3oeaTenes

PerucTpauva: 12.05.2015 TaKKe B HaNMYUKW aKKayHTbl C MarasmHoM!

CoobweHni: 15

Ckazan(a) cnacuBo: 3 AkkayHTbl BIGLION.RU ¢ BanaHcomMm

E';fg:l:ﬁ“';“”“ 8pas(a)e 2 AKKayHTbl MOXHO WMCMONb30BaTh ANSA MOKYNKW KYNOHOB.
MocTasun(a) Ousnaiix: 0 KymoHbl 4aKT CYLWEeCTBEHHY K 3KOHOMMIO NPW 3aKka3e Nwbdbix ycnyr!
Moctaewnu Qusnaik 1 pas s 1

oot e Mokynas y HAacC Bbl CMOXETe C3KOHOMUTL ellle Bonblue!
s AkkayHTbl GROUPON.RU ¢ 6anaHcomM

JaHHble akKayHTbl, KaK W akkayHTbel BEIGLION.RL, MO¥HO MCNONb30BaTbh ANA MOKYNKK KynoHoe!
[nNaBHoe OTNWYKME NaHHble CAalMTOB - Ha caiTe GROUPON.RU Bonbluoe KONMYECTEO KYNOHOB Ha TOBapbi!

AkkayHTbl KUFPIKUPON.ELU ¢ 6BanaHcoMm
HaHHble cadT Mano 4eMm oTnryaetca oT BIGLION.RU u GROUPON.RU, HO MOXeT ObiTe MMEHHO TaM Bbl HAWAeTe CBOM KynoH!

AkkayHTbl ULMART.RU ¢ BoHycamm
3a XXL-boHycbl Ha 3TOM calTe MO¥HO onnatuTb 100% oT ctomMocTk Tosapa! LleHbl Huxe!

LlEHa dKKayHTOB.
MPUMEPHAA LEHa 3KK3YHTOE - 200/0 oT BanaHcal q

ToEapbl Ha caliTe NPOAAKITCA KAaTeropuaMu!

e
GROUP-IB.RU k‘ﬂJ 14
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\Sly Buabl MoLLeHHMYecTBa Ha nopTanax GROUP|IB

[ 1} ° (o Gocnnamiaix oGvwareron W1 8 Poccun
ABTO, HALBVMOCTh, PAOOTA. YC/TYTI, TEXMAKA, ONBWIA Iorp v
e® AVito i 8 s
ene < n hh.ou ) &

HecaHKUMOHMPOBaHHbIW " e e " MoLueHHu4Yeckme

LOCTYN B NINYHbIE BN — m oo 00BbsIBNEHUs
KaOWHeTbI J o e BEIOMOCTH .

mediateka.

CoBmecTHOEe
Kpa>|<a KapTO4HbIX AAHHbIX ¢ ¢ < = B8 NCrnoJib3oBaHune
3akaxwuTe ceivac,

) g Mocksa Mowous o
9%%;%!.{}" Kypeep nocrasmr mmmm o7 3000 pys. Zy ‘:l ’y‘:":;“’ -1 uTOSb! len Mopos ycnen! » n n aT H 0 Vl n O p' n Vl C KM

270 nyHKTOS BbIAAYM

s 2441 ceituac BuIGHpaIoT

I Karanor ToBapos I Buibupaiite
HosoroaHue nopapkn '

BbiGMpaiiTe C NBKOCTHIO

SALE .
MaKCUMaNbHBIE CKMAKM

cnives AR | Bnepsble
«OBHan» BOHYCHbIX e B

Kruru

KapT/MUIb e

Hom v cag

DetAm n mamam

Kpacora v 3noposbe

CnopT 1 oTABIX
S Opexpaa, 0byBb, akceccyapbi
3ooToBapb!

MpoRyKTs! nMTaHMR ) Bui6upaiiTe, ) Bui6bupaire, ) Buibupaiite ) Bul6upaitTe

Virpet u cotpr KakK NonyuuTb Kak mnaTuTb OZON.ru NONAPKU  v——sen

DVD v Blu-ray Banee 1600 ﬁ Zﬁ%:{%? - PeKJ'IaMa KOHKypeHTOB

cnonb3oBaHue
«OoTOBY»

20 cnocobos onnarbi Cneywanbhble
A0 1 nocne ° npuBUNEriK
nonyyexns ANA NOCTOAHHLIX

OnnaTta BOpOBaHHbIMU froer B

8 121 ropoge
AHTUKBapWaT, BUHTaX,
MCKYCCTBO

3akasa nokynarenei

raTeXxXHbIMU KapTaMin | [ —— czcltlats § T L | oo SR Ha cTpaHuuax noprana
Asuabunetsi v XX/ 6uneto
VieHesHbie T08apsi ) BuibupaiTe, ) Buibupainite — ) Bui6upaite
Kak nokyna norosopumcst! C MOMOLLBIO
Camiii GbicTpoi [l 3akniounte

cnocob nobasute |

GROUP-IB.RU '.,;BJ 15
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\S‘Iy Bot-Trek Secure Portal

He TpebyeTt
YCTaHOBKM

Ha yCTpouUCTBa
KrneHTa

GRDUP‘iBl

Bot-Trek Secure Portal — cucrema paHHero
oOHapyXeHnst MOLLIEHHNYECTBA HA CTOPOHE
nonb3oBaTenen — camoro cnaboro 3BeHa

B obecnevyeHnn 6e3o0nacHOCTN MHTEPHET-OM3HEeca

He TpebyeTt API onga
YCTaHOBKM aBTOMaTM3aunu
B IT-nHppacTpyKTypy pearnposaHuga Ha
N OOMNOSTHUTENbHbIX MOLLUEHHNYECTBO
MHBECTULNN B pexunme
peanbHOro
BpEMEHN

GROUP-IB.RU

[aeTt
OOMONHUTENbHYHO
NHopMaLnto

O nonb3oBaTerse
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\Sly Bot-Trek Secure Portal BbisiBngaer

GRDUP‘iBl

[locTyn B NNYHbIE

KaOuHeTbI

TpeTbMU NMNUaMn

CTOPOHHIOLO
peknamy

npu noceLleHnn
ohuymanbHoro
cauvTa

GROUP-IB.RU

MoLLeHHNYECTBO C
nnaTeXHbIMN
KapTamu
(CTOpOHHASA p2p-
CcTpaHuua)

[lencrteus
Ha nopTane
OT TPETbUX NNLY

\&/

Ncnonb3oBaHue
BOPOBAHHbIX
KapTam, a/1.
KOLLESbKOB,
boHycoB

Ncnonb3oBaHue
«boToB» And
MOLLEHUNYECKNX
JEeNCTBUN HA
canTte

OULLINHIoBblE
caunTbl

N NPUMEHEHNE
coumnanbHou
NHXXEHEPUU

HoBble BUAbI
MOLLEeHHN4YecTBa
Ha CTOPOHE
nonb3oBaTend

17
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\SP) Bot-Trek Secure Portal npefoTapatiaet [sRoUPig
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* Ha npumepe canta Zappos

e
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k’ily NpenynpexaeH — BOOPY»KeH! GRDUP‘iBI

Bbl HE MOXXETE KYINUTb ABCOJIIOTHYIO
SALIMTY OT KMBEPYIPO3

HO Bbl MOXXETE KYINMMUTb BPEMA
HA UX NTPEAOTBPALLEHME
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Cnacunboo!

[TaBen Kpbinos
Krylov@group-ib.ru

+7 968 014-88-62
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