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Known as ‘isox’
vulners.com founder
QIWI Group CTO ( prev. — CISO)
Web penetration tester

Member of “hall-of-fames” (Yandex,
Mail.ru, Apple and so on)
JBFC community participant
Security skeptic




Information security awareness is an evolving part of information
security that focuses on raising consciousness regarding potential
risks of the rapidly evolving forms of information and the rapidly
evolving threats to that information which target human behavior.
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Service for the regular employees

All kind of trainings for non-security guys
Speeches of security preachers

Mandatory part of many standards and laws (PCI, SOX,
1ISO27k, US)

The challenge of measurement in pentest practice ’
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You are a human too!
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How not to skip the threat?
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Threats drag race

Modern threat is like a race car
The one who slows will die
Information is the main treasure

The reaction rate will determine
the winner




Hurricane Sandy

Disaster as we know it

Immediate news resources
reaction

High-speed information
dissemination

Remediation and recovery
plans




site:securitylab.ru heartbleed =m § O
Bce Hosoctn KapTuHku Bupeo KHurn Eweé Hacrpoitkn WHCTpyMeHThI
Ha Bcex asbikax v 1 map. 2014 r. - 30 anp. 2014 r. v Mo peneBaHTHOCTH ¥ Bce pesynbrathl v

Heartbleed - SecurityLab

www.securitylab.ru » Hosoctn v

25 anp. 2014 r. - Heartbleed - 370 ya3suMocTb Kpuntorpadudeckoro craHgaprta OpenSSL ¢
OTKPLITLIMU UCXOAHLIMK Kogamu. Ceoe HazeaHue Heartbleed (B npyUMepHOM ...

Wccnenoeartenun noateepaunnu: Heartbleed-ya3euMocTs No3BonseT ...
www.securitylab.ru/news/451819.php v

18 anp. 2014 r. - 3kcnepTel Npu3biBaoT agmuHucTpatopoB VPN ceteit Ha OpenSSL o6HoBUTE
ysassumoe MO 1 CMEeHUTb KNIoYK.

heartbleed order.published

Heartbleed

11 days delay vs the most popular
Russian infosec news resource

SEARCH AUDIT SUBSCRIPTIONS STATS CONTACTS BLOG

Open!
2014-04-07 00:00:00

Vulnerability in OpenSSL (CVE-2014-0160)
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A missing bounds check in the handling of the TLS heartbeat extension can be used to reveal up to 64kB of memory to a connected client or server
(a.k.a. Heartbleed). This issue did not affect versions of OpenSSL prior to 1.0.1. Reported by Neel...

<> Source



Bupyc-BbIMOTaTe/Ib 3apa3sii KOMIIbIOTEPBI wannaC ry
110 BceMy MUPY U goopaJjics mo MBI
Poccun
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12 hours delay vs Lenta.ru, a
major news portal

WannaCry Ransomware That's Hitting World Right Now Uses NSA Windows Exploit
2017-05-12 08:22:00

1D THN:388894CFE5A1D90889BA3B0B12225427

Type thn

Reporter Swati Khandelwal

Modified 2017-05-16 08:25:59

Description

What Happened to My Computer?

bitcoin|
PRI 1219 YDPgwueZINyMgwS19pTAABISrS Shtw




Dirty COW

B appe Linux yctpaHeHa 0-day ya3BMMoOCTb
Dirty COW, y>xe B34Tas Ha BOOpPY>XeHue 1 day delay vs xakep.ru, a

XaKepamu Russian security magazine and
' news resource

Mapusa Hepépnosa, 21.10.2016 39 OO0 Q1 © 22684

Dirty COW — Critical Linux Kernel Flaw Being Exploited in the Wild @
2016-10-20 23:02:00 72

ID THN:CE61C12EEO0ABEC1457F5F03F53AEBAD
Type thn

Reporter Swati Khandelwal

Modified 2016-10-25 15:07:13
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Threats are new disasters

React them as if it is an earthquake
Be informed!
Keep your eyes on the security news
This is the dark side of the security awareness
P
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Gathering information

Vendor critical advisories subscriptions
Sec Lists [http://seclists.org/]
The Hacker News [http://thehackernews.com/]
Netsec Reddit [https://www.reddit.com/r/netsec/]
P
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Automate it with Vulners database!

Vulnerability Assessment

Receive daily news e HeartBleed

Scenarios of 0-day vulnerabilities repeat
day by day, year from year.

Some of them appear so fast that users
can't patch them before hackers come
with fresh exploits

Knowleges is a power! Be first who
receives news about new vulnerability as
soon as it appears!

The (1) TLS and (2) DTLS
implementations in OpenSSL
1.0.1 before 1.0.1g do not
properly handle Heartbeat
Extension packets...

N | Subscriptions

e Shell Shock
CVE-2014-6271

GNU Bash through 4.3
processes trailing strings after
function definitions in the
values of environment variables
which allows remote...

e Dirty COW
CVE-2016-5195

DIRTY COW

Race condition in mm/gup.c in
the Linux kernel 2.x through 4.x
before 4.8.3 allows users to
gain privileges by leveraging
incorrect handling...
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Security awareness for security guys

Be the first to know about

Inspired by Google Search subscriptions
Get only content that you need

Query based subscription

Any delivery method:
- RSS > y
- Email »
- Telegram
- API
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Advanced queries

Any complex query
- title:httpd type:centos order:published last 15 days

Sortable by any field (type, CVSS, dates, reporter, etc)
Apache Lucene syntax (AND, OR and so on)
Exploit search by sources and CVE’s

- cvelist:CVE-2014-0160 type:exploitdb
- sourceData:.bash_profile

- sourceData:"magic bytes” »f\
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RSS

Fully customizable news feed in RSS format

Powered by Apache Lucene query
- https://vulners.com/rss.xml?query=type:debian

Updates-on-demand. No cache, it builds right when you ask it
to.

Atom, Webfeeds, mrss compatible |
N
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Email subscriptions

Subscriptions

- Awareness service

description:qiwi isox@gqiwi.com . e

- Absolutely customizable

Add new Search Query Subscription

@ ADD
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SambaCry .9 v

Page 1 of 1 for query SambaCry

[MYHACKS8] Samba remote code execution
vulnerability(CVE-2017-7494)-5ambaCry analysis report-
vulnerability warning-the black bar safety net

0x01 Intro 2017 5 May 24, Samba official released a security
Bulletin, the new release...

[THMN] 7-Year-Old Samba Flaw Lets Hackers Access Thousands of
Linux PCs Remotely

A 7-year-old critical remote code execution vulnerability has been
discoverad in Samba...

L LA AN T

Add new subscription 5.,

What kind of subscription do you want to add?

?

Write a message... A4 L!J

Linux vulnerabhilities

Scanners plugins updates

CVE

Custom Query

Telegram - @vulnersBot

Unlimited subscriptions for a user
Rapid news and digests
In-app search

Broadcasts for emergency news
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QIWI Emergency News

QIWI

Security disaster broadcast

a WI|TEFS- ChOICe Of anaIyStS
Hello, Kir Jetty!

Emergency alert! World ransomware day!
Megafon, Russian MVD, Telefonica and others affected.

https:/fvulners.com/search?query=MS517-010%20order:published
fsecurelist.com/blogfincidents/78351/wannacry-ransomware-used-in-widespread-attacks-all-over-the-world/
:/fria.rufworld/20170512/1494217697.html

Prepared for you by QIWI team

vulners
Looks like another Linux patchday. Sudo is vulnerable.

The sudo packages contain the sudo utility which allows system administrators to provide certain users with the permission to execute privileged commands, which 7
are used for system management purposes, without having to log in as root. ‘

A flaw was found in the way sudo parsed tty information from the process status file in the proc filesystem. A local user with privileges to execute commands via
sudo could use this flaw to escalate their privileges to root.

Read more at Vulners
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Isox@vulners.com

https://github.com/videns/vulners-scanner/
We are really trying to make this world better

Stop paying for features, that are available for free

Thanks

4»

20


mailto:isox@vulners.com

